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A k ou t  of n t h r e s h o l d  scheme of any s o r t  known t o  d a t e  invo lves  a t  least  

n fo ld  message expans ion  a t  t h e  s o u r c e  (where t h e  shadows of t h e  o r i g i n a l  message 

a r e  produced) .  Also,  a t  l ea s t  k t i m e s  a s  much t e x t  must be i n p u t  t o  t h e  r ecove ry  

process  as i s  o u t p u t  f rom i t .  L i n e a r  ramp schemes are more economical bu t  t h e y  

g ive  only Shannon r e l a t i v e  s e c u r i t y  [BL85]. Is i t  p o s s i b l e  t o  r e t a i n  Shannon 

p e r f e c t  s e c u r i t y  and y e t  c u t  down t h e  message expans ion  from a t  l eas t  n f o l d  a t  t h e  

sou rce  and a t  l ea s t  k f o l d  a t  t h e  t i m e  and p l a c e  of message recovery?  No. In f a c t  

t h e  message expans ion  a t t a i n e d  by a Shamir scheme [SH79] o r  t h e  r i g i d  v e r s i o n  

[BL85] of a Blakley  l i n e a r  scheme ( t h e s e  two a r e  merely dua l s  of each  o t h e r )  i s ,  i n  

a s e n s e ,  b e s t  p o s s i b l e .  Moreover t h i s  b e s t  p o s s i b l e  expansion i s  s l i g h t l y  larger 

than  j u s t  n f o l d  and k f o l d .  The a c t u a l  expans ion  f a c t o r s  i nvo lve  a n  a d d i t i v e  l o g  

term. We assume t h a t  t h e  r e a d e r  i s  f a m i l i a r  w i th  [SH79] and [BL85], and t h e i r  

terminology 

L e t  k be a p o s i t i v e  i n t e g e r .  Le t  P and N 

1 L k n = card(N)  ca rd  

Here card(N)  s t a n d s  f o r  t h e  c a r d i n a l i t y  of  t h e  s e  

any a which does  n o t  be long  t o  N. Let  

be f i n i t e  sets such t h a t  

P)  - i 

Pi. S i m i l a r l y  ca rd (P) .  F i x  
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where t h e  u n i o n s  a re  o v e r  a l l  (k-1)-member s u b s e t s  I o f  N, and o v e r  a l l  

k-member s u b s e t s  H of N. r e s p e c t i v e l y .  A k o u t  of  N t h r e s h o l d  scheme o v e r  

P i s  a p a i r  (E,n) of maps 

E : v + p"' (a} 

D :  W + P  

w i t h  the  p r o p e r t i e s  t h a t  

f o r  e v e r y  k - e n t r y  l i s t  0 b e l o n g i n g  t o  V ,  and e v e r y  k-member s u b s e t  G of N. 

As u s u a l ,  t h e  r e s t r i c t i o n  E ( + ) I G  of t h e  f u n c t i o n  

is  t h e  k-member s u b l i s t  of t h e  n-member l i s t  E($) which c o n s i s t s  of o n l y  t h o s e  

p a i r s  ( t ,  E ( $ ) [ t ] )  f o r  which  t b e l o n g s  t o  G. S i m i l a r l y  E($)II (a}- 

Comment: Zf t h e  k - e n t r y  l i s t  $ b e l o n g s  t o  V t h e n  i t s  E-image E($) i s  a 

member of P 'a' a n d ,  t h u s ,  a m o u n t s  t o  a l i s t  w i t h  n+l  e n t r i e s .  The l i s t  

X = E(+) c a n  have  two e q u a l  e n t r i e s ,  i . e .  i t  is p o s s i b l e  t o  h a v e  X ( i )  = A ( j )  for 

two d i s t i n c t  members I ,  j of N J (a}. But when you c o n s i d e r  as a set  of 

e x a c t l y  n+l  o r d e r e d  p a i r s  b e l o n g i n g  t o  ( N  V {a}) X P t h e n  no  t w o  members of 

t h i s  se t  of o r d e r e d  p a i r s  can c o i n c i d e .  l o r  any c h o i c e  of 0 b e l o n g i n g  t o  V ve 

w i l l  d e f i n e  a shadow of $(a) b e l o n g i n g  t o  P t o  be  a member of X I N ,  c o n s i d e r e d  

a s  a n  n-member s u b s e t  of N X P. Thus when enough random m a t e r i a l  h a s  been  c h o s e n  

so t h a t  t h e  s u b s t a n c e  ( i . e .  m e s s a g e )  $ ( a )  has  g i v e n  r i s e  t o  n shadows,  no two 

of these shadows c a n  c o i n c i d e .  T h i s  i s  n o t  a s u b t l e t y .  C o n s i d e r  a r i g i d  Shamir  3 
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out of { l ,  2. 3 ,  6 ,  8 )  scheme o n  GF(13). L e t  t h e  s u b s t a n c e  h e  O(0) - 2 a n d  

s u p p o s e  t w o  appeals  t o  t h e  random number g e n e r a t o r  y i e l d  

Then the q u a d r a t i c  p o l y n o m i a l  9 h a p p e n s  t o  be  t h e  c o n s t a n t  p o l y n o m i a l  

kr ve have n o t e d ,  the  f i v e  shadows o f  O(0) = 2 are n o t  the numbers 

b u t  are,  i n s t e a d ,  the  f i v e  o r d e r e d  pairs  

And n o  t w o  o f  these f i v e  o r d e r e d  p a i r s  a r e  e q u a l .  

The r e a d e r  might f e e l  t h a t  o u r  d e f i n i t l o n  a d m i t s  Shamir and B l a k l e y  schemes 

b u t  r u l e s  o u t  the  one-t ime pad .  F o r  In t h i s  2 o u t  of {pad ,  t r a n s m i s s i o n )  case 

i t  v o u l d  i n d e e d  seem p o s s i b l e  t o  have 

s u b s t a n c e  = 0 

pad = 0 

t r a n s m i s s i o n  0. 
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Thus i t  would seem t h a t  t he  two shadows ( i . e .  t h e  pad and  t h e  t r a n s m i s s i o n )  are 

b o t h  e q u a l  t o  zero. We w i l l  n o t - a d d r e s s  t h i s  p o i n t  d i r e c t l y .  We will, i n s t e a d ,  

s a y  t w o  t h i n g s .  F i r s t ,  one- t ime p a d s  obey t h e  c o n c l o s i o n s  of  our theorem e v e n  i f  

t h e y  d o  n o t  obey  i t s  h y p o t h e s e s .  Second,  a d e c o d e r  c o u l d  not  p l a c e  any  r e l i a n c e  on 

t h e  i n f e r e n c e  

0 = s u b s t a n c e  

= pad XOR t r a n s m i s s i o n  

= o + o  

w i t h  o n l y  two b i t s  o f  i n f o r m a t i o n  l y i n g  a round:  a 0 and a 0. The d e c o d e r  would  

o n l y  f e e l  c o n f i d e n t  i f  a t  least  o n e  more b i t  of  i n f o r m a t i o n  were a v a i l a b l e ,  namely  

a y e s  a n s w e r  t o  t h e  q u e s t i o n :  "Is t h i s  0 r e a l l y  t h e  pad and  t h a t  0 r e a l l y  t h e  

t r a n s m i s s i o n ? "  We u i l l  r e t u r n  t o  t h i s  i d e a  s h o r t l y .  

The d e e p e r  q u e s t i o n  o f  how t o  f o r m u l a t e  a d e f i n i t i o n  of t h r e s h o l d  scheme w h i c h  

c l e a r l y  d e s c r i b e s  a n d  u t i l i z e s  t h e  i n f o r m a t i o n  r e a l l y  a v a i l a b l e  t o  the d e c o d e r  

and w h i c h ,  p e r h a p s ,  l e a d s  t o  a more i n c l u s i v e  theorem w i t h  c o n c l u s i o n s  a s  s t r o n g  as 

ours w i l l  be  l e f t  t o  t h e  r e a d e r .  

For e v e r y  (k-1)-member s u b s e t  I of N, we d e f i n e  p r o b a b i l i t y  d e n s i t y  

f uric t i ons 

i n  s u c h  a way t h a t  U I  is a u n i f o r m  pdf. Such a t h r e s h o l d  scheme i s  c a l l e d  

Shannon p e r f e c t l y  s e c u r e  t h r o u g h  t h e  d i s c l o s u r e  of k-1 shadows. The r e a s o n  f o r  

t h i s  is  t h a t ,  on the b a s i s  o f  the  p r o b a b i l i t y  a s s e s s m e n t  [BL81] based  on t h e s e  

m e a s u r e s ,  we h a v e  t he  e q u a l i t y  

a p o s t e r i o r i  p r o b a b i l i t y  t h a t  $(a)  = r, given t h a t  01, = $ 

= a priori  p r o b a b i l i t y  t h a t  $ ( a )  = 1 
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f o r  e v e r y  1 b e l o n g i n g  t o  P ,  e v e r y  s u b s e t  G O E  N s u c h  t h a t  c a r d ( G )  = k-1, 

and e v e r y  f u n c t i o n  9 :  G * E'. 

Theorem 1 :  L e t  ( E ,  D) be  a k o u t  of U t h r e s h o l d  scheme on  P. Suppose t h a t  

i t  is Shannon p e r f e c t l y  s e c u r e  t h r o u g h  t h e  d i s c l o s u r e  of k-1 shadows. S u p p o s e  

t h e r e  is a way o f  r e p r e s e n t i n g  s h a d o w s  a s  b i t  s t r i n g s .  Then t h e  a v e r a g e  length  of 

a shadow is no less t h a n  log  ( [ c a r d ( P ) ] [ c a r d ( N )  - k + I ] )  b i t s .  

Example 1: In  S h a m i r ' s  scheme a shadow is a p a i r  ( x ,  p ( a ( x ) )  ). The n o n n e g a t i v e  

i n t e g e r  x t e l l s  w h i c h  shadow i t  is. The s u b s t a n c e  is p(0) .  a ( x )  i s  a member 

of GF(2 ) which  h a s  b e e n  f i x e d  a n d  p u b l i s h e d  i n  advance  f o r  a l l  x b e l o n g i n g  t o  

{ 1 , 2 ,  ..., n}. p is a p o l y n o m i a l  f u n c t i o n  p: CF(ZL) * GF(ZL) of d e g r e e  k-1. 

Now i t  is p o s s i b l e  t h a t  p ( a ( x ) )  = p ( a ( y ) )  €or  x * y. But no  two shadows c a n  

c o i n c i d e .  T h i s  is t r u e  b e c a u s e  t h e  e q u a l i t y  ( x ,  p ( a ( x ) )  ) = ( 2 ,  p ( a ( z ) )  ) 

s i m p l y  means t h a t  you are c o m p a r i n g  two c o p i e s  o f  t h e  same shadow, no t  two s h a d o w s ,  

s i n c e  x = z. So S h a m i r ' s  scheme s a t i s f i e s  our h y p o t h e s e s .  And i t  is r i g h t  a t  t h e  

lower bound i f  L - 3, k = 4 ,  n = 7 .  A p a i r  (w,p(w))  c o u l d  be f o r m a t t e d  a s  a 

3 - b i t  s t r i n g  p r e f i x e d  by as  many b i t s  a s  needed t o  i d e n t i f y  one of 7 shadows. If 

p ( v )  = b ( 3 )  b ( 2 )  b ( 1 )  is a l w a y s  a s t r i n g  of 3 b i t s  t h e n  t h e  shadows are o f  t h e  

forms  : 

L 

t h e i r  a v e r a g e  l e n g t h  is (3+4+5+5+6+6+6)/7 - 5 b i t s .  But t h e  bound here I s  e q u a l  

t o  L + l o g ( n - k + l )  = 3 + log(7-4+1) = 5. Somebody might  s a y  t h a t  you c o u l d  a l so  

omi t  a h i g h  o r d e r  b i t  b ( 3 )  i f  i t  e q u a l s  0.  But t h e n  you would a c t u a l l y  h a v e  t o  

symbolize t h e  comma in t h e  e x p r e s s i o n  ( x , p ( a ( x ) ) )  some way. And t h i s  would a d d  
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b i t s  t o  each  word. You c o u l d  g o  a t  i t  t h e  o t h e r  way and write o u t  a l l  t h e  x 

v a l u e s  a s  3 -b i t  numbers and l e t  t h e  f i e l d  e lements  be v a r i a b l e  in l eng th .  I n  

t h i s  approach you have 

dropping high o r d e r  b b i t s  which are  zero.  But here  agatn t h e  p o s s i b l e  shadows 

are : 

The ave rage  l e n g t h  i s  now (3+4+5+5+6+6+6+6)/8 = 5. 

This is one example of a g e n e r a l  phenomenonon. 

a c h i e v e s  t h e  theorem's  bound, L + log(n-k+l) when 

2. 

25 bits. 

A Shamir scheme o v e r  GF(ZL) , 

n-k+l is an i n t e g e r  power of 

Example 2: Consider  a one-time pad f o r  t r a n s m i t t i n g  messages belonging t o  a set P 

of c a r d i n a l i t y  4. Here k = ca rd (N)  = 2. On t h e  f a c e  of t h i n g s  i t  would a p p e a r  

t h a t  t h e  ave rage  shadow s i z e  is 

(1 + 1 + 2 + 2 ) / 4  - 3/2 

which is smaller than  t h e  bound 

in t h e  theorem. Does t h i s  mean t h a t  t h e  theorem is merely a c u r i o s i t y  w i t h  so many 

hypo theses  t h a t  i t  canno t  u s e f u l l y  apply t o  t h e  s imples t  ca ses?  Qu i t e  t h e  
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c o n t r a r y .  Uhen w e  look more c l o s e l y  a t  t h i s  example we w i l l  f i n d  t h a t  t h e  d e c o d e r  

m t s t  have ,  on t h e  a v e r a g e ,  f o u r  h i t s  of in fo rma t ion  when he a p p l i e s  t h e  decode  

p rocess  t o  t h e  two shadows he  r e q u i r e s  ( i . e .  t h e  s e c r e t  pad and t h e  n o n s e c r e t  

t r a n s m i t t e d  message. We may as w e l l  l e t  P = {a,  1, 10; 111. There are 16 

p o s s i b i l i t i e s  

pub11 c 
t r a n s -  0 
o i t t e d  
message 1 

i n  

11 

s e c r e t  s h a r e d  pad 

0 1 10 11 

0 1 10 I 1  

1 0 11 10 

10 11 0 1 

11 i n  1 0 

s e c r e t  message t o  be communicated 

A n a i v e  o b s e r v e r  might conc lude  t h a t  t h e  16 p o s s i b l e  outcomes l e a d  t o  I6  

decodes w i t h  a t o t a l  number of i n p u t  b i t s  e q u a l  t o  

(2+2+3+3) + (2+2+3+3) + (3+3+4+4)  + (3+3+4+4) = 4 8 .  

Such a n  o b s e r v e r  would b e l i e v e  t h e  1.5-bits-per-shadow average a l l u d e d  t o  above .  

The e r r o r  i n  such  a v i ewpo in t  l i e s  i n  n o t  l o o k i n g  a t  t h e  whole p i c t u r e .  When two 

shadow words (e .g .  1 and 11) are ready  t o  be XORed toge the r  t o  produce  t h e  

r e c o n s t r u c t e d  p l a i n t e x t  word 10 ( i . e .  t h e  subs t ance  l o ) ,  t h e  decoder  d o e s  n o t  

have mere ly  t h r e e  b i t s  of i n f o r m a t i o n .  Some person  or device  has i n s p e c t e d  t h e  pad 

and found i t  t o  c o n t a i n  a 1, and h a s  moni tored  t h e  channel and v e r i f i e d  t h a t  a 11 

w a s  a c t u a l l y  r e c e i v e d  i n  v h a t  looks l i k e  a l e g i t i m a t e  t ransmiss ion .  Thus t h e r e  is 

a t  least  one more b i t  of i n f o r m a t i o n  a v a i l a b l e  a t  t h e  decoder. This b i t  

co r re sponds  t o  a y e s  answer t o  t h e  q u e s t i o n  "Does the  p a i r  c o n s i s t i n g  of 1 and  

11 

t r a n s m i t t e d  i n  t h e  ag reed  manner dovn t h e  channe l?  The decoder thus  h a s  4 b i t s  

of i n f o r m a t i o n  when i t  forms  1 XOR 11 - 10. When w e  t ake  this i n t o  a c c o u n t  and 

c o n s t i t u t e  a v a l i d  i n p u t ,  one  c o n s i s t i n g  a word from t h e  pad and a word 
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average over the 16 possible pairs we find the average number of bits available 

at decode to be 1/16th of the sum 

(3+3+4+4)  + (3+3+4+4)  + ( 4 + 4 + 5 + 5 )  + (4+4+5+5)  = 6 4 .  

Hence the average number of bits per shadow is 2. 

It follows that the one time pad, which does not ~ e e m  to obey the hypotheses 

of Theorem 1 (because pad = 0, transmission = 0 i s  allowable, in violation of the 

assumption that no two shadows are equal), nevertheless obeys its conclusions. 

The purpose of Example 2 is to make the following point. We believe that the 

bound in Theorem 1 cannot be bettered if one takes into account all the information 
available to a decoder. 

restrictive and that the message bandwidth expansion attained by, for example, 

certain rigid Shamir schemes [SH79] is best possible no matter how you define a 

shadow. 

space. You must have some further information. And the amount of further 

information needed I s  as much as if you knew where each of your message space 

members occurred in the output stream of the encoder. 

In other words we believe that our hypotheses are unduly 

Decode isn’t possible if you merely have a few members of a message 

The proof of the theorem. 

Now fix any (k-1)-member subset I of N. Note that a i s  not a member of 

I. Fix any II E P. Fix any 9 E PI and let B[9,a,n] E P I “ ‘a’ be the k-entry 

list such that 

for every t belonging to I, and such that 

Define f: P + P by requiring that 
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Because  o f  Shannon p e r f e c t  s e c u r i t y ,  E must be a s u r j e c t i o n .  For, o t h e r w i s e ,  

p o s s e s s i o n  of k-1 shadows would e n a b l e  somebody t o  r u l e  o u t  some v a l u e s  o f  the  

s u b s t a n c e  as  I m p o s s i b l e .  I n  f a c t  f o r  e v e r y  z belonging  t o  P and e v e r y  s 

b e l o n g i n g  t o  N \ I  t h e r e  e x i s t s  Y [ z , s ]  b e l o n g i n g  t o  P s u c h  t h a t  

u h e r e  

6 [ + , s , Y [ z , s l l ( t )  = $ ( t )  

f o r  e v e r y  t E I and s u c h  t h a t  

~ [ + , s , Y [ z , s l l ( s )  = Y [ z , s l .  

S i n c e  no two shadows of II c a n  be  e q u a l  f o r  any  k-nember s u b s e t  H = I 'J { s }  of  

N i t  f o l l o w s  t h a t  t h e r e  a r e  a t  l e a s t  n-k+l s u c h  shadows ( s , Y [ z , s ] ) .  T h i s  i s  

t r u e  f o r  e v e r y  II E P. Hence ,  f o r  any  c h o i c e  of  a k-member s u b s e t  H o f  N 

t h e r e  a r e  a t  least  c a r d ( P )  * ( n - k + l )  p r e i m a g e s .  
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