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Abstract  

This papcr proposcs the first idcal untraccablc elcctronic cash systcm whicli solves 
the most crucial problem inherent with real cash and all previous tintraceable clcctronic 
cash systems. The main advantage of the new systcm is that thc customcr can subdivide 
his cash balance, C (dollars), into many pieccs in any way hc plcases until thc total 
value of all subtli\kied piccc cquals C. This systcm can bc irnplcmciited cficicntly. In a 
typical implrnicntation, the data sizc of one p i c e  of clcctronic cash is less than 100 bytes 
regardlesb of thc face value of piccc, the computation time for cach transaction is scvcral 
seconds, assuming the existcncc of a Rabin sclicrne cliip. The sccurity of this sclicnic rclies 
on the difIiciilty of factoring. 

1 Introduction 
Elcctronjc cash is one of the most important applicatioiis of motlcrn cryptology bccause 
an electronic moncy (cash) system will be widely installcd in tlw near future; smart cards 
will beconic electronic wallcts storing clcctronic cash. The sccurity of rcal cash hcmily 
depends on physical propcrtics such as thc dificulty of reproducing bills and coins. The 
security of electronic cash systems cannot depend on any physical condition, but n u s t  
be guarantccd by mathematics. IIcre, cryptographic tcchniqiies are esscntially uscd to 
guarantee security. Then, information itself has a value, and electronic cash can be 
transfered through networks. 

What then is thc ideal cash systcm? The criteria dcscribing thc ideal cash systcm are 
as follows: 

(a) Indcpendence: Thc security of elcctronic cash cannot depcnd on any physical 

(b) Sccuriiy: Tlic ahility to copy (reuse) and forgc the cash must bc prcwntccl. 
(c) Prtuncy (Untraceability): The privacy of the uscr should be protectcd. That 

is, the relationship betwcen the user and his purchascs rriust be untraccablc by 
anyone. 

(d) Ofl-Iinc paymenl: When a user pay the elcctronic cash to a shop, thc proccclure 
betwcen thc user and the shop should be cxccutcd in an off-line manner. That 
is, the shop docs not necd to be linkcd to the host in iIscr's pap icn t  procrdure. 

condition. Then thc cash can be transfercd through nctworks. 

J. Felgenbaum (Ed.): Advances 111 Cryptology - CRYPT0 '91, LNCS 576, pp. 324-337, 1992 
0 Spnnger-Verlag Berlin Hadelberg 1992 



325 

cash system. 
This papcr is constructed as follows: First, in scction 2, we will introduce the back- 
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chical structure talile of the cash systcm. In section 3, we will propose the basic version 
of our electronic cash systcm. Section 4 explains how clcctronic credits can be transfcred 
to another customcr. Section 5 cstimatcs thc properties of tlic clcctronic cash systcm. 

2 Preparations 

2.1 Number Theoretic Conventions 
Definition 2.1 N is callcd the Dlum integcr [Ell] i fN = PQ (P, Q are primc) and P = 3 
(mod 4), and Q = 3 (mod 4). 
N is called the IVilliams integer [W] if N = PQ (P, Q are prirnc) and P = 3 (mod 8), and 
Q = 7 (mod 8). Note that the Wililliams interger is a specific type of thc Blum intcger. 
So, the llrifliams integer has all properties of tlie Blim intcgcr. 

Let ( z / N )  denote the Jacobi symbol, whcn N is a composite numbcr, and dcnote 
the Legcndre symbol, when N is a prime. \Vhcn N = PQ (P,Q are primc), we can 
classify Z; into four classes; Zp,1) = {z E Z; I (./PI = 1,(z/Q) = 1) Z(1,-1) = (2 E 
2; I ( x / P )  = l,(z/Q) = -l}, Z(-l,l) = {X E 2; I (r/i') = -l ,(z/Q) = l}, and 
Z(+1) = { x  E 2; I ( x / P )  = -1, (z/Q) = -1). 

Clearly, Z ~ J )  dcnotcs the set of quadratic residuc intergers in 2;. Hereafter, me often 
write QRN as Z(l,,), and QNRN as the other classes. 

Proposit ion 2.2 Let N be the Blum integer, and x E QR,. Then, for any integer 2 
(1 5 t) ,  there are four values g~,yz, y3,y4 such that y y  = 2 (mod N )  and that y1 E Z(IJ), 

In addition, yl G -y4 (mod N ) ,  y2 -y, (mod iV), ( y , / N )  = (y4/N) = 1, and 
Y2 E Z(l,-l), y3 E 2(-*,1), y.4 E Z(-l,-l). 

( Y 2 / N  = (YS/N) = -1. 

The above proposition immcdiatcly implies that four valun of 2'-th root y of x can 
be uniquely determined by two bit information; onc is whether ( y / N )  = 1 or -1, and the 
other is whether y < N / 2  or not. In other words, when y < N/2, therc are two valucs of 
y, one ol which is ( y / N )  = 1 and the other is ( y / N )  = -1. 
zl/" mod N (1 5 t )  can be computed eficicntly (in expectcd polynomial tirnc) from 

z ,P ,Q [R, Bcr], and ( y / N )  can also be computcd cfficient.ly from y and N ,  while to 
compute z ' /~ '  mod N from z and N is as dificult as factoring N [R]. 

Proposition 2.3 Let N = PQ be the Williams i n t g a .  Then, for any x E Z;, either 
one of x ,  - x , 2 z  and -2x is in QRN. In addition, when az E QR,  (a is either 1,-1,2, 
or -21, 12 is not in QR, (b # a, and b is either 1, -1,2, or -2). 

The above proposition is easily proven by the following result; 

(-1/P) = -1, (-l/Q) = -1, ( 2 / P )  = -1,(2/Q) = 1. 

Definition 2.4 Let N be thc Williams integer, and x E QRN. 

[P' mod ~VIQR = y 
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such that y”’ = z mod N ,  (y‘ /N) = 1 a.nd 0 < y’ < N / 2 .  (1 5 t )  

such tha t  y’*‘ = z mot1 N ,  (y”/N) = -1 anti 0 < y” < N / 2 .  (1 5 t )  
Let N be thc I.lWiams integer, and z E 2;. 

< 2 >QR= dz mod N 

such that tl f { f l , f 2 }  and (1,- mod N E QR, 

such that d’ E { 1,2} and ( d ‘ z / N )  = 1 

< L >-,= d”; mod N 

such that rl” E {1,2} and [ d ” z / N )  = -1. 

From the properties of the MWiams numbcr (and the Blum number), each value of 
y, y’, y”, d ,  d‘, d” is uniquely determined respectively. 

2.2 Hierarchical Structure Table 
In our cash system, the hierarchical structurc tablc plays a n  important role Ixcausc it 
allows the issued clcctronic bill C to he subdivided into many pieces such that each 
subdivided piece is worth any desircd value lcss than C and the total value ol all picces 
is equivalent to C. 

The hierarchical structure table is a trce of 1 levcis, in which each node has two sons, 
the unique root node exists at the top of the tree. So, there are 2’“ nodes at the i-th 
level. 

Hcre, we show the significance of the trcc in our cash system. For easy undctstantling, 
we use a simple example, ~vhcrc thc trcc has thrce lcwls, and the value of thc issucd bill 
C is $100. The nodes of the i-th level correspond to $100/2’-’. So, the customcr can 11s: 

the bill in $25 increments, since the nodes of lhc bottom level (the third level) corrcspond 
to $25 (see Figure 1). 

We give two restrictions to the usage of the bill with rclating to the tree as fo1h7s: 

1. The value corresponding to a node, N ,  is the total of the values corresponding to 
nodes that are the dircct sons of N. 

2. When a node (the corresponding value) is used, all  desccntiant nodes and all ancestor 
nodes of this node cannot hc used. 

3. No nodc can be used morc than once. i 
i 
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We show thc case when custorncr Alice uses $75 first and llicn uses 525. When she 
uses $75, she must use nodc roo ($so), and node role ($25). From the above rcstrictions, 
only roll ($25) can bc uscd alter the use of TCx, and role (sec Figure 2). 

RIore gcncrally, if Alice wants to use a bill worth $1000 by tlic ccnt, she \vould nccd a 
hierarcliical structure table of 17 Ic\& (log2 100000 x 16.5). Shc would thcn usc about 8 
nodes in avcragc (minimum: one nodc; maximum: 1F nodcs) in order to pay by thc ccnt 
for eacli purrhasc (c.g. ,  $334.36 payment). 

Morco~cr,  in our concrcte cash scheme tliat will Re shown in the  following scclions, 
we need two hierarchical structure talks (I' table and A table); r table is used to realize 
the first restriction, and A table to realize the second restriction. I' table and A table 
have the same structure such that they are trees with the same topology (or the same 
number of layers), and that I'j,.,,j, and both correspond to the same position node 
(Node,,.. ,,) of the money structurc talde. In tlic cxample of Figurcs 1 and 2, T'm and Am 
correspond to the same position nodc, the lelt node of '$50, of the money structure table. 

$100 

$25 $25 $25 $25 

Figure 1: Hicrarchical Structurc Tablc (hIonry Structure) 

Thc 1st level - , 
/ 

.I 

The 2nd level - 
The 3rd levei - d -\s 

Figure 2: Hierarchical Structure Table (r Table) 
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3 Basic Universal Electronic Cash Scheme 
In this section, we introclucc tlic Iiasic univcrsal elcctronic cash sclxmc wliich satisfics the 
five criteria ((a) through (I) cxcrpt. (c)(Transfcrabilit),)). 

3.1 Protocol 

Protocol 1 (Basic universal electronic cash): 
For blind digital signaturcs[C11], hank A has generated keys of thc RSA schcme; 

( e A , n 4 ; d ~ ) ,  (e5,77L;da), ( e s , n X ; d ! i ) l  ..., whcre ( e A , n A ) , ( e L , n k ) ,  ... are public kcys, 
and d A , d > ,  . . . are the corresponding secret keys. A has ptiblished ( e , , , n A ) , ( e ~ , , n ~ ~ ) , ( e 6 ,  
a;),.  . ., whcre (e.4,nn) correspontls to the elcclronic license that A issucs, and (eL,nL)l 
(e ; ,  n:), . . . corrcspond to thc valuc of thc clcctrunic bill that il issucs. For example, 
$100 corresponds to ( ek lna ) ,  and $500 corrcsponds to ( e z , n : ) ,  etc. Bank A also scts tlie 
security paramctcr li' = O(In,,I) = U(ltzL1) = . . , (for example, A' = 40). 

A has also published thrce randomized hash functions, fr, fn, f ~ ,  to gencrate the 
hierarchical structure tablcs, I' tablc and A table. IIcrc, the function values are assumed 
to distribute uniformly (for example, the universal Iiash functions [CW], and pseudo- 
random gencrator). Notc that the one-wayness or collision-frccncss is not, rcquircd for 
these functions. 

Customer P has a bank account numbcr I D p  and has gencrated the kcy of the RSA 
scheme, (epI n p ;  d p ) ,  and puhlishecl (ep, np) for digital signatnres. 
Note 1: Any multiple blind digital signaturc [OkOhl] can he used in place of lhe RSA 
schcme for liank A above. For example, the I~liritl  digital signature scheme lmcd on 
the Fiat-Shamir signaturc sclicmc (OkO112) can he uscd for this purpose. hIorrowr, any 
digital signaturc schcmc can be uscd in place of thc RSA sclicmc for customcr P above. 
For examplc, [FOM] can be uscd for this purpose. 
Note 2: Thc sccure exchange prohlem is out of tlie scope of tliis paper. For example, A 
and P exchange electronic cash and withdrawal, P and V exchange payment and articles, 
and I' and A exchange paymcnt history and credit. The secure exchange problcm can he 
practically solved by the usage of digital signature sdiemes. More secure but less eflicicnt 
solutions for this problem has been shown in (EGL]. 
Part I. 
When a customer P opens an account a t  bank A, A issues an clcctronic liccnse 5 = { f 3 i  I 
1 L i 5 I < / 2 }  to usc thc elcctronic cash of bank A. (Prccisely, the elcctronic liccnse 
is (B ,  {Zll N , } ,  L).  For simplicity, Iiowevcr, wc simply call it 0.) To get B, P conducts 
the following protocol with A. This procedurc is excciitcd only once when P opens the 
account, unlcss P uses the clcctronic cash invalidly. 

Step 1: Customer P chooses a random valilc a,, and the IVilliams integers A'; mitli two 
7 large prime factors P,,Q, ( N ,  = P,Q,), whcre F, 5 3 (mod 8 )  and Q, 

(niod 8), for i = 1,. . , , Ii. 
Step 2: P forms and scnds li blind candidates IV,(i = 1,. . . ,I<) to bank A. 

W, = r:"y(1, 1) N , )  mod n , ~  for 1 5 i 5 II', 



Step 3: 

Step 4: 

Step 5: 

Step 6: 
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wherc r,  E Z,, is a random intcgcr, 9 is an appropriate one-way ha511 filnction, 
and 

9, = I D r  ( I  a, 11 ( ~ ( [ D P  11 ~ 4 , ) ) ~ ~  mod n p ,  

= SL.* [I  &,,, 
11,1 = S:,a mod Nl, 12,1 = S;,, motl N, ,  

1, = 114 1) 1 2 , l .  

IIcrc, ( 1  tlcnotcs thc concatenation. 
A chooscs a random subset of Ii/Z bli~itl cantiidates indices U = { 7 , } ,  1 5 I ,  5 A' 
for 1 5 j 5 Zi/Z and transmits it to P. 
P displays the  a,, P1,QI, ( g ( l D p  11 o , ) ) ~ ~  motl n p ,  I D p ,  r; for all i in 
checks them. If thcy arc not valid, A halts this protocol. To simplify 
we will assumc that U = { I < / 2  + I, I i / Z  + 3,. . . ,A'}. 
A givcs P 

K / 2  (n I V , ) ~ A  mod TZ,~. 

1=1 

U, then A 
notations, 

Part 11. 
When customer P wants bank A to issue an clcctronic hill wort,h $100, C, d i i ch  corre- 
sponds to (ek, nk),  P conducts the following protocol with A. 

Step I: P chooses a random value ii, forms and sends 2 to 11. 

Z = r"kg(D 11 6) mod 1 7 : ~ ~  

wlicre r E Z,,; is a random integcr. 
Step 2: A gives ZdL mod 11;  to P and  charges P's account $100. 
Step 3: P can then extract the clcctronic bill C = (g(B 11 b ) ) d : . ~  mod t 2 2 .  

Part 111. 
To pay a shop V a certain amount, of money, P and V procml as follows: 
First, for easy understanding, we will show a simple examplc of this protocol, when P 
pays $75 t o  1' based on the hicrarchical structure talAe of three levels, as was shown in 
subsection 2.2.  IIcrc, we assume tliat P has rccched $100 bill C from Bank A i n  Part 11. 

Step 1: As the prcliminary stage of Part 111, P complitcs tlic idtic of ri.0 (i = 1,. . . , [</2) 
as follows: 

r l ,o  =< fr(C II 0 I I  N , )  > Q R  . 
(See Subsection 2.1 for the notation of <>Qn.) 

X1,olo (corresponding to $25) (i = 1,.  . . , Ii/z) as follo\vs: 
Step 2: Whcn P decides to pay $75, first P computcs Xi,oo (corresponding t o  $50) and 

. Y , , ~  = [r$ mot1 N , ] - ~  
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where 

Here, summarizing tlic algorithm, first, the r lable of the correponding nodes 
(r;,oo, I';,olo) arc calculated, then the squarc roots of lhcsc valucs in QNR (lhese 
Jacobi symbol values arc -1) are d Y i , ~  antl .Y;,oIo. 

Figure 3: Node Valiies of I? Table (Three Laycr Example) 

Step 3: 1' verifies the validity of (Iic signaturcs D for { ( I i ,  N i ) ] ,  and C for 0. I f  computes 
R q ,  f r (C  11 0 (1 N ; )  then verifies the dic1it.y of Xi ,m a.nd .Y,,olo (i = 1,. . . , K / Z )  
such that 

(-yi,m/Ni) = (-J'i.olo/Ni) = -1, 

A'&, = d,/r(C 11 o 1 )  Ni) mod N,  

x' toio = ain:,oJr(c 11 0 11 Ni) mod Ni, 
where d, E {4=1,33} (i = I , .  .. , K / 2 ) .  If thcy are valid, V selects random hits, 
E;,w, E;:;.olo E ( 0 , l )  (i = 1,. . . , K / 2 ) ,  and scnds tlicm to P. Othcrwisc 1' halts 
this protocol. 
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Step 4: P computcs 

Step 5: 1' vcrilics that 

Next, we show the protocol of Part III in gcncral cases. IIcrc, me assume t h a t  r table 
has morc than 1 IcvcIs, and tha t  the nodc corrcsponding to t,hc n l u e  of P's paynicnt to 
V is r31...It (and All...3,), whcrc j1,. . . , j t  E ( 0 , l ) .  Usually, thcre are sevcral notlcs which 
correspond to the payment (e.g. ,  in the above simple example, two nodcs form P's 57.5 
payment). Thcn, the following protocol of each notlc must be cxccuted simultanmusly, 
in the same manncr as the ahovc protocol, which has two noclm. 

Step 1: This preliminary stage of Part I11 is the same X, the allovc protocol. 
Step 2: When P dctcrmincs the node, rll...l, (and A j l . . . I l ) ,  corrrsponding to the payment, 

P computes ...] 
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Note: To prcwnt bank A from crediting a n  invalid shop’s account in Part 111, wc can 
enhance the protocol as follows: IIcre, wc simply write l3: as Ef,J,...,f, V selects a random 
value E:, and scnds V’s idcntity ID,., time T ,  antl E: (i = I , .  . . , K / 2 )  to P in place of 
sending E,. I f  computcs ( E l , .  . . , Eli/*) = h( ID\, 11 T 11 Ei - . J T ~ ~ , ~ ) ,  where h is a onc-way 
function whose output is uniformly random. P also computes IT, (i = 1,. . . ,f1’/2). 
Part, IV. 
For bank A to crctlit Tf’s account hy llic appropriate amount, V scntls the history of Part  
111 of this protocol, H ,  to A, ivliich credits 1’’s account. After ciiccking the validity of 11, 
bank A must store H in its tlatabasc. If A finds an invalici payment, A rcvcal t.he secret 
information S, of costomcr P who is rcsponsildc for t lie invalid payment horn I I  antl the  
relatcd history. 

(End of Protocol 1) 
Note 1: Sincc bank A has already known Ii/2 picccs of S, in Part I (e.g., SJCIZ+I, 
. . . , S,;), ( I</2 + 1) picccs of S, shown 11y A are the evidence of the invalid paymcnt by a 
customer. 

Note 2: Bank A can store If with dividing it into two parts, Ifl and H2. HI is itscd to 
check the invalid payment, and fIz is to computc S, \\.lien A finds an i n d i d  payment. H I  
consists of the hashed d u e  of C antl the notlcs corrrsponding to the payment. IJrrc, the 
hashed value of C is thc scarching key in the databasc, and Il l  can be very short (e.g, 10 
bytes). On the other hand, H 2  is almost same as I I ,  and is pointed from HI. Therrfore, 
HI can he  stored in a database wliich is easy of acccss, whilc / I z  can be stored in a clcvice 
such as  a magnetic tape and a laser disk, which is not easy of acccss but has big capacity. 
ffl and Hz (especially 112)  can be stored in a distributed manner. 

3.2 Correctness 
Hcre, we show bricfly that Protocol 1 satisfies thc fivc criteria of (a)Indcpendcnce, (b)Sccia.ily, 
(c’l h v n r y .  (dlOfJ--line p n y m m f .  antl (f\lliTv;*’-hiii/y. Among them, critcria (a) and (d) 
arc clcarly satisfied. Tlicrcforc, we show that the otlicr thrcc criteria are satisficcl. 

Pnoncy: First, if the customrr accurately follows the protocol, even thc coalition 
of bank A and store I f  cannot get any knowlctlge about the identity of P with 
non-negligible probability, assuming that factoring is diliicult for A and 1’. 
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0 Dividalilify: As shown in Subscction 2.2,  if tlirce restrictions on tllc usage of the 
hierarchical structurc t a l k  arc satisfictl, then tlic dividal)ility condition is satisfied. 
(In the next item (security), we will show that the second and tliirtl rcstrictions are 
securely rcalizcd. Tlic first restriction can he clearly realizcd as a protocol.) Tlicn, 
when I? is tlic ratio of the value of an clcctronic bill, C, (c.g, SIOOO) to the miiiimiim 
unit of paymcnt (c.g., 1 cent), thcn the proccssing and cornmiinkation amonnts for 
paymcnt arc in proportion to log, R. 

0 Secur-i/y: First, wc show that the tliirtl rcstriclion of tlic hicrarcliical structure table 
(Suhscction 2.2) is scciircly rcalizcd. If customcr P iism any part ol C (any node 
of the hierarchical striictiirc tnl,lc of C) mow than onrc, hank A can obtain the 
identity ol P with overwhelming probability, sincc the Williams intcger N can be 
factored in polynomial-time from [d/' mod XI1 and [d2 mod N1-1, antl since v 
challengcs P randomly using A table, along wi t,h the cut-and-choose methodology. 
Next, we show that  the second rcstriction of thc hicrarcliical structure table (Sub- 
section 2.2) is, securely rcalizrtl. Here, for easily undcrstanding, we usc the simple 
example, where the value of C is $100, and P pays $75 to V (Figure 1, 2, and 
3). Notc that the cut-and-choose methotlology is also implicitly crucial in rrssuring 
correctness, althoiigh we omit a detailed cxplanation liere (roughly, thanks to  this 
methodology, we can assume that I,, N, are correctly generated). 
First, me show that  the first rrstriction is satisfirtl: that is, whcn nodes roo, role are 
used, thcn all dcsccndant antl ancestor nodes of these notlcs, r0, I'm, rml ,  and rol,  

to V (finally to  A) .  Then, if  P uses P sends = [I':/& mod N,]-1 
( z  = 1 , .  . . , I i / 3 ) .  Since [r:; mod N,], = .Y:m mod iV,, A can factor N ,  from 
Xa,m and X&,, mod N, (then, the identity of P is rerealcd). Similarly, if r0 or 
is used with roo, or if r0 or rOl is used with role, thcn the identity of P is rcvcaled. 
Tliercfore, when roo, role are used, thrn r0, rooo, rm1, and rQl, cannot be used, 
with concealing the identity of P. 
Finally, we show the ncccssity of R, using a simple examplc. Asstime that ntJ,...,, is 
a constant value, e.g., 3. Then, in Figurc 3, rOl = 3(r0)Il2,  where we omitt the suffix 
of i and modN,, for simplicity. So, when a customcr uscs tllc nodes of roo and rOl, 
he opcns the values of -Yoo = (r0)*l4 and ,Yo, = (3(r0)1/2)1/2 = 31/2(T0)1/4, where 
the jacobi symbol values of -I'M and S o l  are -1. Then, the shop can obtain 3'12 by 
calculaling Xol/Xm, where the jacobi symbol of this value is 1. Thc same situation 
occurs when the customer uses the nodcs of rm and rool, and so on. Thercfore, 
suppose that a customer uses roclo, rml, rOIO, and roIl0, whose usage is valid. (So, 
he opens Xm, Xml,  Xo10, and X o ~ ~ o . )  Tlicn, the shop can calculate A = 3lI2 by 
&OI/-&JO, and also calculatc the valuc of Xo,, by ASolo.  Therefore, the shop can 
factor N by using the values of-Yoll and (4J'ollo)2, whcrc thc jacobi symbol of S o 1 1  is 
-1 and that of (AYollo)z is I. Thus, the shop can know thc customer's ID, although 
the customer uscs the nodes validly. 

cannot be uscd. Whcn roo is iiscd, P sends = [r,,m 1 /? mod N,]-1 (i = 1 , .  . . , Ii/2) 

4 Transferable Universal Electronic Cash 
In this section, we propose an electronic cash sclicrnc satisfying the criterion of ( e )  Tinns- 
fernbility in addition to the otlier five criteria. 
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Protocol 2. (Transferable universal electronic cash) 
This protocol is constructcrl I~asc t l  on Protocol 1. To simpliry thc clcscription of this 
protocol, we siipposc an example similar to that in Section 3, whcre C is wort,h $100, 
customer ~ 1 1 0  has spcnt $75 transfers the remaining $25 to customer Pz, and Pz iises 
$25 at shop V .  
Part I. 
When customers PI and Pz open their accounts at  bank A ,  A issues elcctronic liccnscs 
Bb) to a customcr Pj ( j  = 1,2). IIereafter, in this protocol, dj) means 5 of Pi, where 
variable I follows thc dcfinition in Protocol 1. 

Part 11. 
Suppose that customer PI has bank A issue an elcctronic bill worth $100, C. 
Part 111. 
To transfer C to another customer P2, PI and Pz procceds as follows: 
(Step 1) PZ takes the role of I.' in Protocol 1 as PI pays shop Pz $25 (corresponding to 
node roll) (Part I11 of Protocol 1). 
(Step 2) sends certification T that denotes the transfer of C from Pl to P2. For example, 
PI sends a (Rnhin scheme) digital signature T = (< g(C 11 011 11 B(') >qR)'/' mod A'!'). 
Part IV. 
To pay shop V $25, Pz and V procml as follows: 
(Step 1) Pz scnds the history of Part III of this protocol, H('), to V .  V chccks tlic validity 
of H('). 
(Step 2 )  J', follows Part 111 of Protocol 1 with shop V to pay C. Hcre, Pz scntls V 
messages corrcsponding to nodcs 

Part V. 
To have bank A credit V's account by $25, If sends the history of Part IV of th is  pro- 
tocol, H ( 2 ) ,  to A ,  which crcdits V ' s  account. Bank '4 must store H ( 2 )  in its database. 

(End of Protocol 2) 

and A,,,. (2) 

5 Performance Estimation 
We will briefly c?cplain an example of the ncw cash system implementation. ITcrc we 
msume that II' = 40, IN;I is 64 bytcs, and the hicrarchical structure table has 17 Ic~cls. 
We also assume that a hank issues a piece of cash worth $1000 to customer Alice. Alice 
can disburse her cash in any way she pleases until the total expended equals $1000. Then, 
she uses just 64 bytes of data for the  electronic bill (C) worth $1000 and her proper data 
(electronic license, B )  is about several kilobytes. Thus the total amount of data  is small 
enough to be stored on typical smart cards. When she buys several articles (e.g., the total 
payment for them is $334.36) at a store, her card transmits only 20 kilobytes on average. 

that will he sent to the store is about several seconds, assuming the existence of a Rahin 
schemc chip of 30 Kbps (kilo-hit pcr second). If the d u e  of the payment is known in 
advance, the computation for the payment can be exccuted in advance. 

i The computation time for generating the data representing the payment (e.g., $334.36) 
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6 Conclusion 
In this paper, we have proposed tlic first iclcal tint raccahlc clcct ronic cash sysicm, The 
customer can siibtlividc his cash Imlancc, C (dollars), into many picces in any way he 
plcascs until thc total valnc of all siihdividcd piccc cquals C. A smart card cqiiipped 
wilh a Ralin sclicmc chip and tlic elistributctl d a t a h s c  systcrn for a hank to storc ffl 
and Hz shoiild be implcmcntccl ellicicntly to realizc tlic univcrsal clectronic cash systcm. 
From a thcorctical viewpoint, it remains opcn to construct an iinconditionally untraceable 
universal electronic cash systcrn. 
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