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Abstract  

Non-interactive ID-based key sharing schemes are convenient in practice since they 
do not need preliminary communication. However, they are vulnerable to entities con- 
spiracy. This paper proposes a new ID-based non-interactive key sharing scheme with 
high security against conspiracy of entities. 

1 Background 

This paper addresses the ID information based key sharing systems in secret communi- 
cation. The ID-based key sharing scheme seems originally appeared in Blom’s work [I]. 
This interesting idea, however, really began to attract a great deal of attention only after 
Shamir in 1984 proposed explicitly the concept of an ID-based system [2]. Since then, 
active researches have been observed, especially in Japan, to develop concrete ID-based 
key sharing schemes. 

ID-based key sharing scheme can be categorized into interactive and non-interactive 
ones. The interactive schemes require preliminary communication between entities before 
they share their common key [3]. On the other hand, there is no need of any preliminary 
communication in non-interactive schemes. 

In this paper, we consider the non-interactive schemes. Researches have been con- 
tinuing in this field, which include T.Matsumoto and H.Imai [4], H.Tanaka [ 5 ] ,  S.Tsujii 
et al [6], [7]. T.Harada and N.Matsuzaki [8] etc.. However, the non-interactive schemes 
suffered from the conspiracy problem. In other words, if a certain number of entities 
show each other their secrets given by the trusted center, they maybe able to reveal the 
center secrets or to forge the common secret keys between some other entities. We de- 
fine “threshold of conspiracy” as the minimum number of entities in order to reveal the 
center secrets in such way. (Recently, another key distribution method is proposed by 
Y. Murakami, S.Kasahara [ l O ] [ l l ]  and a little later by U.M.Maurer and Y.Yacobi [12], 
which is also discussed in [13] .) 
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Thus, to find a non-interactive ID-based scheme has been a challenging problem for 
the researchers in this field. 

Despite of extensive efforts on this subject, all the non-interactive schemes proposed 
so fa r  are unable to extend their threshold beyond the number of secret parmeters in 
the center. Therefore, it has been skeptical about whether there exist schemes without 
conspiracy threshold. 

In this paper, a novel non-interactive key sharing schemes is presented. It is believed 
to be highly secure in the sense that it is free from the conspiracy problem. 

2 Center algorithm priori to key sharing 

A trusted center prepares four kinds of information, in addition to processing of ID 
information as followings: 

1. Publicized information common to all entities; 

2. Center secret information common to all entities; 

3. Center secret information for each entity; 

4. Entity secret information for key sharing. 

2.1 ID information pre-processing 

The center chooses an oneway function and transforms the I-bit ID vectors to n-bit 
random vectors, then publicizes them to all the entities. 

h(.)  : Hash function which converts1 -bit sequence of original 

ID vector of an entity to an - bit random sequence. 

Modified ID vector of entities A and B as images of I D A ,  IDB : 

the original ID vectors of A and B under h(.). 
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We also need the binary complement of the ID vectors 

c l  I D >  = (a;, a;, . ..,a,,) u; : binary complement of a t ;  

10; = (bf b;, . . , , b , )  bE : binary complement of b k .  
c 1  

2.2 Publicized information common to all entities 

The center publicizes a composite number N ,  which is determined as follows. 

N = P * Q * R . T  
P =  2 p  + 1 80digits (250bit) 
Q =  2q + 1 80digits (250bit) 
R =  27 + 1 80digits (250bit) 
T =  2t + 1 80digits (250bit) 

Here P, Q, R and T are Sophie-Germain primes, and p ,  q, 7, 1 are primes. We assume 
that it is difficult to factorize pq and rt. 

2.3 Center Secret information common to all entities 

The center specifies the following parameters and keeps them for its secrets. 

(1) A(N) = 2pql.t 
(2) X, Y : n x n nonsingular symmetric matrices; 

X = (lij), xij = ~ j i ,  ~ i j  E Zx(N) 
Y = ( Y i j ) ,  Y i j  = Y j i ,  Y i j  E ZA(N) 
2; : i-th row vector of X; 
y; : i-th row vector of Y; 

( 3) g : a maximum generator in 2;; 

Here, 2; stands for the set of the elements in ZN which are  relatively prime to N 
or the unit group of ZN. The maximum generator is a generator in the unit group of 
ZN with the maximum order, or its order equals the Carmichael function X(N).  

2.4 Center secrets for each entities 

For notational simplicity, we define a scalar product operation "@" between vectors and 
vectors with a matrix. 
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as 
Definition: An exponential-product of a row vector u and a column vector u is defined 

n 

u @ v  = rJ 11;' 

k = l  

The product of a n x n matrix U and a column vector v are defined as 

u@v = (Ul @ v ,  ..., u n @ v ) t  
n n 

where U = (u i ,  ..., u : ) ~  

are the row vectors of U. The center computes the following secrets for each entity, e.g. 

A; 

j = 1  

here P ~ k i 1  are chosen to satisfy 
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I n 

2.5 Individual secrets for each entities 

The center then delivers to entity A through a secure channel the following individual 
secret data matrices. 

- 1  

( 1 )  G A k  = g " A b  (mod N )  (23) 

(2) D A k  = [ d A k ( i , j ) ] ,  k = l , 2 ;  i = 1 , 2 ;  j = 1 ,  . . . ,  7L ( 2 4 )  
with row vectors as 

d A k l  = (  d A k ( l , l ) , . . . , d A k ( l , . )  ) 

d A k 2  = ( d A k ( 2 , 1 ) , . . . , d A k ( z , . )  ) 

d A k ( i r  j )  = 2Pq a A k j  S A i j  + P A k i j  (25) 

Notice that d A k ( i , j )  is not computed with modulo arithmetics, e.g. mod X(N) ,  but 
with the arithmetics over the integer ring. This is required in order to keep A(N) secret 
as explained in section 5 .  Thus d A k ( i , j )  may take larger values. The increase of the 
length, however, is no more than twice, so it will cause little problem when fast modular 
exponentiation algorithms are used. 

3 Common Key Generation 

When key sharing is required between entity A and B, A computes the following param- 
eter (we call it the key kernel) over the integer ring 2, (since the Carmichael function is 
unknown for all entities). 

H A B k  = (dALlQPIDB).(dAk2QPIDCB) 
I n 

and calculates the key to entity B as 

At the same time, B calculates also his key kernel over the integer ring Z 
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and the key to entity A 

K B A  = G i f A 1  . G:!-" mod N .  (29) 

We note that the key kernels for A and B are  not the same. However, we will show that 
the keys produced from the key kernels between A and B are equal. Since 

3 % -  n n  

i= l  j=1 i = l  j=1 

As shown at the end of this section, entity A will exponentiate d A k ( i , j )  to G A k  to 

calculate K A B ~ .  The last term in Eq.(31) will vanish during these processes despite that 
A does not how X(N). In the sequel, 

(33) 

The last equality is derived as follows. We assume bl = 1, but we can prove it by the 
same way in the case of bl = 0. Since 
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due to the condition equation (15). 

On the other hand. 

Considering that X and Y are symmetric, (z,; = z;,), (yij  = Y j t ) ,  

is obviously satisfied. 

In fact, the entities have no knowledge of X(N). Thus, entity A can o d y  compute 
the exponent of I C A B ~ ,  n;=, d ~ ~ ( 1 , j ) ~ j  n;=, d A k ( 2 , j ) * ;  over the integer ring, which 
may result in some very large number. A practical way for entity A to obtain I ~ A B  is as 
follows. Notice that g X ( N )  = 1 mod N, then we can calculate 

A b ( 1 > 1 ) * '  d A k ( 2 , l ) ' i  d A b ( 1 , 2 ) "  d * h ( 2 , 2 ) * ; ) . ' ' ' ' .  mod N K A B k  = ( ( ( ( G i l  1 ) ) 

4 A Working Example 

The following dummy example will facilitate the understanding of the above scheme. 
For simplicity, no large prime factors are included in N. First the center prepares the 
following parameters. 
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Let n = 3, 

Y = [ Y  ;9 ;;) 
17 31 13 

The center secrets for entities A and B are set as 

(203,391,133) 
(493,217,221) 

(7,191 
(29,17,31) 

(13,19,23) 
143 
487 
40 1 

58 1 

(13,17,11) 
(29,29,23) 

(13,171 
(161,221,323) 

(117,589,403) 
133 

397 
557 

173 

 PA^^ = (29,19,23) P B l l  = (13,19729) 
P A 1 3  (31,463,437) P B ~ ~  = (37,247,493) 

P A 3 1  = (29,17,13) P B = ~  = (29,23,19) 
= (361, 119,247) P B ~ ~  = (381,299,323) 

Also, the center delivers the following individual data to the entity A. 

G A l  = 7213 

(2.42 = 5397 

D A 1  = ( 72239 80809 50741 
173269 69733 106247 
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( 33263 90083 37423 
D A 2  = 96763 56021 74581 

At the same time, entity B receives his individual data matrix 

Gs1 = 822 

Gj32 = 4352 

42619 51653 113449 
30951 150737 158009 Ds2 = 

Note the second terms in HAB and H B A  are eliminated during generation process of 
common keys in the sequel. Thus, the common key 

(45) KAB = KBA = 246 mod 8855 

is obtained between A and B. 

5 Security Considerat ion Against Conspiracy 

5.1 Condition required to break the scheme 

We consider the conditions for a conspired group of entities to attack any particular 
entity X or to forge the common keys between X and other entities. 

, 
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In fact, among the center secrets, X, Y and X(N) = 2pqrt ,  only rt may be revealed 
under the following conspiracy attacks. 

Suppose that a conspiracy group consists of three members A,B,C. They can produce 
key kernels H A B ,  HBC,  HCA by simulating the key sharings between A and B, B and C, 
also C and A. This circle of key sharings can also be formed in the reverse order, when 
the conspirators have HAC,  HCB, H B A .  If they took the products of each triples of the 
key kernels, the difference H A B H B C H C A  - HABHBCHCA will be a multiple of ~ t .  By 
choice of several different triples of conspirators to obtain more multiples of rt, the rt 
can be found as the GCD of these quantities. (We sometime call these kinds of attack 
as “loop attack”). 

Once the rl is revealed, each conspirator z can know about p q f f z k j s z ; ,  (mod r t )  by 
taking modulo r t  on & k ( i , j ) .  By solving a system of linear equations, X, Y (mod 71)  

and pq (mod r t )  can also be obtained. 

However, to forge the common keys of entity X requires values of p, q or X(N), which 
cannot be derived from p q  (mod r t ) .  In conclusion, the integrity of the proposed scheme 
lies on the difficulty to find X(N) . 

5.2 Consideration on the Carmichael function 

Now we address the possibility of revealing Carmichael function X(N) or p q  in the fol- 
lowing three situations. 

First, we suppose that entity A tries to find p q  or X(N) from its individual data 
matrices D A k .  Notice that the fist and second terms of 

d A k ( i , j )  = P q f f A k j S A i j  + T t P A k i j  

contain different parameters at  different rows and columns, no one can eliminate the 
second terms in dak(i, j) in order to reach the first terms which contains pq .  

Besides, these quantities are calculated over the integer ring without any modulo 
X(N)  operations involved. Therefore, it is impossible to  fabricate two Merent integers 
which are congruent modulo X(N). i.e., X(N) cannot be found by a single entity himself. 

Also, the parameters in each elements of the individual data matrices are distinct for 
different entities. Thus, even a number of entities conspired together, there is no way 
to find pq, since the system of equations to solve these parameters always contain more 
unknowns than the number of the equations. 
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Secondly, we assume the attack is conducted by A using its key kernels to a POUP of 
entities B, C, D,  . + . , H A B , H A c , H A D , . - . .  Since thesecond termin 

is also different for different pairs of entities, it can not be removed by subtraction. Thus, 
the information on p q  will not be separated out. 

Besides, numerous entities, e.g. A, B, C may conspire together by using their 
key kernels to implement a loop attack. If the products such as H A B H B C H C A  and 
H A C H C B H B A  had same values over Z A ( N ) ,  or congruent modulo X(N),  they would 
reveal X(N). In our setting, however, H A B H B C H C A  and HACHCBHBA always have 
different values, thus nothing about X(N)  can be revealed. 

Thirdly, we consider the situations when the conspired entities show each others their 
common keys, e.g. I< = g(’pq).*~B mod N,etc. Since the discrete logarithm problem is 
computationally difficult, and factorization of N are unknown to them, the scheme will 
remain secure under such attacks. 

6 Conclusion 

We have shown a new ID-based non-interactive key sharing scheme. It is designed to 
clear out all kinds of approaches used until now to break out the center secrets or h p l e -  
ment attack to an arbitrary entity in existing non-interactive ID-based schemes. Thus, 
it is considered to be highly secure against the conspiracy attacks by any group of entities. 

Acknowledgment: The authors wish to thank for Professor Hatsukazu Tanaka 
of Kobe University for stimulating discussions with him, and Mr. Genichi Nishio of 
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