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Abstract. The Aeronautical Telecommunications Network or ATN is
the next generation network being developed by the international avia-
tion community for providing voice and data communications between
ground stations and aircraft. It is currently being trialed and will ulti-
mately be used for applications such as air traffic control.
This talk will discuss recent work to add security provisions to the ATN
to prevent threats like disruption of service, misdirection of aircraft, and
disclosure of commercially sensitive data relating to aircraft operations.
The talk will focus on the challenges faced when designing a security
solution in this environment, how these challenges were addressed by the
ATN security design team, and what the cryptographic community can
do in the future to help designers of other solutions meet these challenges.
Examples of the challenges include:

– providing security in a bandwidth-constrained wireless environment;
– balancing the conflicting needs of confidentiality, integrity, and avail-

ability in safety-critical applications; and
– minimizing the amount of mutual trust necessary between users with

limited trust in each other.

The goal of this talk is to identify which areas will be the focus of fu-
ture cryptographic research by investigating the problems facing crypto-
graphic designers today.
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