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Abstract. The paper describes a novel application of a Privilege Man-
agement Infrastructure (PMI) to enforce copyright protection in elec-
tronic content distribution. The PMI is “global” in nature and thus per-
mits customers to gain access to content on any appropriate device. The
use of a PMI also allows delegation of access to content. A unique key
encrypting scheme provides increased security over other methods of pro-
tecting electronic content.

1 Introduction

The distribution of electronic content via the Internet is becoming more and more
common. Electronic content includes such objects as electronic documents (e.g.,
PDF, Word documents), music (e.g., MP3), video (e.g., MPEG), and games.
There are presently problems with this method of distribution. The most signifi-
cant of these is that once the content has been downloaded it can easily be copied
and re-distributed. Thus, enforcing copyright protection is difficult, particularly
if the customer wishes to download the content for use when off-line or for use
on multiple machines/devices. In addition, it is difficult to provide customers
fine-grained access to content (e.g., it is difficult to allow individual customers
to buy one article from a magazine), to reliably identify customers, and to allow
customers to further delegate access to content in a controlled manner, when
required. This proposal attempts to address these problems by taking advantage
of some current solutions for authentication using a Public Key Infrastructure
(PKI) (see [3] for an overview of PKI) as well as some new ideas using attribute
certificates [9].

In order to provide a concrete example, this paper will describe a sample
application that distributes PDF versions of magazine articles using a PDF
viewer. Generalizations to other forms of electronic content should be relatively
straightforward.

While this solution, like most solutions for content distribution, does not
prevent unauthorized distribution by determined and malicious legitimate cus-
tomers (especially in a software environment), it does prevent the typical user
from doing so, while still allowing online or off-line use, access from different
devices, further delegation and fine-grained access control.
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2 What Is a PMI?

Within a Public Key Infrastructure a public key is bound to a user’s identity
through the use of a certificate. For example, in an X.509 [6l[7] based PKI, a
Certification Authority (CA) will verify the identity of the user and that he/she
actually has the private key associated with the claimed public key. If the test of
identity and Proof-of-Possession pass, then the CA will place the public key along
with the user’s identity in an X.509 public key certificate and sign this certificate
using it’s private key. When any other entity wishes to verify a signature of or
encrypt data for the user, he/she first verifies the signature on the certificate
using the CA’s public key. If the signature verifies then the public key contained
in the certificate can be used for the desired purpose. Thus, end entities need
only trust the CA’s public key, typically achieved through some out-of-band
method [2], in order to validate the certificates of other entities in the PKI. If
an end entity trusts a CA and has obtained the CA’s public key in a way that
guarantees its authenticity, the CA’s public key is known as the CA’s root key.

A Privilege Management Infrastructure (PMI) [7] is similar to a PKI, ex-
cept that instead of using public-key certificates to bind a user’s identity to a
public key, an attribute certificate is used to bind an identity to certain rights
or privileges. An Attribute Authority (AA) that wishes to grant a user certain
privileges will codify the privileges (usually represented by an attribute-value
pair) and place them in an attribute certificate with the user’s identity. The AA
then signs the attribute certificate using its private key. When the user wishes
to use those privileges to gain access to a protected resource he/she presents the
attribute certificate to the entity controlling access (the “gatekeeper”). The gate-
keeper will then authenticate the user and verify the signature on the attribute
certificate using the AA’s root public key. The gatekeeper must have already
established trust in the AA’s public key (again, typically achieved through some
out-of-band mechanism). If the signature verifies and the attribute certificate
contains the required attribute, the user is allowed access to the protected re-
source. In our example, the PDF viewer will act as the gatekeeper.

In a PKI, a CA can certify the public key of another subordinate CA, thus
allowing end-entities that trust one CA to validate certificates of the subscribers
in another CA domain. Similarly, an AA can grant privileges to another AA, thus
allowing gatekeepers who trust one AA to accept attribute certificates issued by
another AA. The gatekeeper must now verify that the intermediate AA has, in
fact, been delegated authority to grant this privilege by the trusted AA. This
process is referred to as delegation in [9]. We will also adopt that terminology.

3 The Idea

The idea is that a root Attribute Authority for a large Privilege Management
Infrastructure (PMI) would control access to individual pieces of electronic con-
tent. Each PDF viewer, for example, would have the root key for this PMI
embedded within it and access to the document would not be granted unless a
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valid attribute certificate for the customer within that PMI existed. In addition,
each viewer would require an embedded CA root key for a PKI to authenticate
users and also a master symmetric key for obtaining access to content.

Thus, the content creator would encrypt each piece of electronic content. For
example, the magazine could make articles from each issue available for purchase.
Customers would authenticate themselves to the magazine website and pay for
and download the articles desired. When the user wished to read the downloaded
articles, the viewer would first require authentication of the customer and, if a
valid attribute certificate existed, decrypt and display the article.

The advantage of using this method of distributing electronic content instead
of just encrypting the content for each customer using, for example, CMS [5] or
PKCS #7 [10] is that if the content is encrypted directly for the customer, he/she
can simply decrypt and distribute the pirated content. If the proposed method
were used however, the PDF viewer, for example, would only decrypt the content
upon authentication of the customer and could make the plaintext difficult to
obtain (e.g. would not write the content to disk).

There is, however, at least one potential problem with this scheme (see Sec-
tion 5.1 below). This proposal will only make it more difficult for most legitimate
customers to illegally gain access to or copy and distribute electronic content.
Determined individuals (i.e., those with the ability to analyze executable code
or those with access to the internal workings and components of their computer,
device, etc.) will still be able to do bad things. Unfortunately, it appears that
this will always be a property of e-content distribution schemes since at some
point the plaintext content must appear somewhere on the customer’s machine.
If someone has the ability to analyze how the plaintext was obtained or to gain
direct access to the plaintext as it is being displayed, they will always able to
compromise the system.

4 The Architecture

This section describes the proposed Privilege Management Infrastructure as well
as the accompanying Public Key Infrastructure for authentication.

4.1 The PMI

In this architecture, the root key of the PMI is embedded in the PDF viewer (or
the appropriate viewer for the type of content). It is envisioned that this root
could be the root of a global PMI similar to the PKI roots that exist in web
browsers. The root Attribute Authority would then issue an attribute certificate
to the PDF viewer manufacturer indicating that it was authorized to produce
PDF documents to be displayed by the viewer and that this privilege could be
delegated. In a similar way, the root Attribute Authority could issue attribute
certificates to any manufacturer of electronic content viewers. The PDF viewer
manufacturer would then issue an attribute certificate to the magazine publisher
indicating that it was authorized to produce PDF documents (i.e., that it could
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Fig. 1. The PMI architecture

authorize customers to have access to the encrypted content). The utility of
having these layers of Attribute Authorities will be discussed further in Section
6.3. The need for a PMI, and in particular attribute certificates, will be described
in Section 5.4.

Upon the purchase of an article, the customer would authenticate to the
magazine publisher and provide it with a customer symmetric key. The maga-
zine publisher would then issue an attribute certificate to the customer indicating
that the customer was authorized to view the particular article and also including
the content symmetric key used to encrypt the article, encrypted with the master
symmetric key and then encrypted with the customer symmetric key. (The pur-
pose of doubly encrypting the content symmetric key will be discussed further
in Section 5.) The customer’s attribute certificate could also place restrictions
on when or how the content is to be viewed and may or may not allow further
delegation. For example, a university library may subscribe to the magazine and
then provide access to all of its students. The encrypted article including the cus-
tomer’s, the magazine publisher’s and the PDF viewer manufacturer’s attribute
certificates would be delivered to the customer.

When the customer wishes to read the article, the viewer would authenticate
and receive the customer symmetric key from the customer, and also verify
the validity of the customer’s, the magazine publisher’s and the PDF viewer
manufacturer’s attribute certificates using its embedded PMI root key. If the
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complete attribute certificate chain validated, the customer symmetric key and
the master symmetric key would be used to decrypt the content symmetric key
that would be used to decrypt the article, which would be displayed to the user.

In this way, only legitimate customers that had paid for the article could
view it.

4.2 The PKI

There are a number of possible PKI architectures that are compatible with the
proposed PMI architecture. In fact any method of authenticating the customer
could be used instead of a PKI. Here we describe one possible architecture.

Since the viewer must be able to authenticate legitimate customers, it must
have the root of a PKI embedded within it. Then the root CA could certify the
PDF viewer manufacturer’s CA, which would in turn certify the customer (as
well as, in this example, the magazine publisher).

4.3 How It Could Work

For example, when the customer downloads the PMI-enabled PDF viewer, he/
she would also be enrolled in the PDF viewer manufacturer’s PKI domain. (Al-
ternatively, the customer could already belong to a PKI that could be chained to
the PDF viewer manufacturer’s PKI domain.) Then, when the customer wishes
to purchase a magazine article he/she first authenticates him /herself to the mag-
azine publisher using standard Internet authentication techniques (SSL/TLS [4]
or SPKM [I], for example), provides it with the customer symmetric key over
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the established session, pays for the content and obtains the content and appro-

priate attribute certificates. When he/she wishes to read the article, the PDF

viewer would log the customer into their PKI identity (if he/she was not already

logged in), authenticate the customer’s identity (using, for example, techniques

in ISO/IEC 9798-3 [§]) and obtain the customer symmetric key from the cus-

tomer in order to determine whether or not to allow access to the content.
Thus, the sequence of events becomes:

1. Customer downloads the PDF viewer.

2. Customer enrolls in PDF viewer manufacturer’s PKI. (If not already enrolled
in a PKI.)

3. Customer authenticates to the magazine publisher.

4. Customer pays for the article and provides the magazine publisher with the
customer symmetric key.

5. Magazine publisher encrypts the article with the content symmetric key.
(Could be done in advance.)

6. Magazine publisher encrypts the content symmetric key with the master
symmetric key to produce an encrypted symmetric key. (Could be done in
advance.)

7. Magazine publisher encrypts the encrypted symmetric key with the customer
symmetric key to produce a doubly encrypted symmetric key.

8. Magazine publisher Attribute Authority creates an attribute certificate for
the customer containing the doubly encrypted symmetric key.

9. Magazine publisher sends the encrypted article and the attribute certificates
to the customer.

10. Customer authenticates to the PDF viewer and provides the customer sym-
metric key.

11. The PDF viewer validates the attribute certificate.

12. The PDF viewer decrypts the content symmetric key using the customer
symmetric key and the master symmetric key.

13. The PDF viewer decrypts the content using the content symmetric key.

14. The PDF viewer displays the content.

5 Security Issues

5.1 Encrypting the Content

Each piece of content would be encrypted with a unique content symmetric key.
This encryption would only have to be performed once for each piece of content.
The content symmetric key would then be encrypted with a master symmetric
key and a customer symmetric key and placed within each customer’s attribute
certificate. The master symmetric key would be embedded in each viewer to
allow decryption of the content symmetric key and thus, the content. This key
should also be different for each type of viewer (i.e. for each type of e-content).
The customer symmetric key, which would also be required to obtain access to
the content, should be stored securely for the legitimate customer in such a way
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that it is portable to different machines/devices. A simple solution is to store
it within the customer’s Personal Security Environment (PSE) [2]. A PSE is a
software or token based secure storage for the customer’s private keys and other
sensitive information. Most PSEs can be moved from one device to another.

In this solution knowledge of both the master symmetric key and the cus-
tomer symmetric key is required to gain access to the content. Thus, both must
be securely protected. If the customer symmetric key is stored in the customer’s
PSE, it should only be available to the legitimate customer. The master symmet-
ric key must be embedded in each viewer, however, and thus must not be readily
available by analysis of the viewer executable. This could be accomplished by
implementing a function whose sole purpose is to decrypt keys encrypted with
this master symmetric key value. In other words, the plaintext key need not
appear in memory and need not be passed into a general purpose decryption
algorithm. A function could be used that would only perform decryption with
the given key. The key then wouldn’t need to actually appear in memory since
bit operations could be used to optimize and obfuscate decryption with this
code. Even so, the master symmetric key could become available to determined
adversaries. However, unless they have the cooperation of a legitimate customer
in order to acquire a customer symmetric key, they are no further ahead. Thus,
determined legitimate customers may be able to get access to the plaintext, but
this may not be preventable (see Section 5.2).

Note that if the viewer is implemented in secure hardware, then it is highly
unlikely that the master symmetric key could be obtained and thus the solution
described in this paper is very secure. For this reason this solution is more
applicable to hardware implementations.

In addition, to support encryption the master symmetric key would have
to be kept in a secure location so as not to be compromised. A Trusted Third
Party (e.g. the root CA or root AA) could keep this key in secure hardware and
encrypt content symmetric keys for content creators. The content creators (e.g.
the magazine publisher) would authenticate themselves to the Trusted Third
Party and present their attribute certificate indicating that they are legitimate
creators. They could then provide the content symmetric key to the Trusted
Third Party and it would be encrypted using the master symmetric key. Again,
this operation would only need to be performed once for each piece of content.
This encrypted key would then be encrypted again for each customer using the
customer symmetric key.

The content, master and customer symmetric keys could, in fact, all be asym-
metric keys. However, it is recommended that symmetric key cryptography be
used for these keys, to allow for more efficient operations at the server.

5.2 Making Plaintext Unavailable

Using the other methods described in this document to restrict access to elec-
tronic content will not be successful if the decrypted content is somehow made
available or stored on the user’s disk, allowing copying of the content and unau-
thorized distribution. Thus, viewers should keep the plaintext in memory. How-
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ever, even then, determined individuals could certainly read the content by scan-
ning memory. Therefore, again, determined legitimate customers may be able to
gain access to the plaintext content.

In some applications the disclosing of plaintext content may not be unde-
sirable for certain customers. In these cases, the customer’s attribute certificate
could indicate whether or not the decrypted content should be made easily avail-
able to them.

5.3 Further Delegation

One of the advantages of this scheme is that it allows further delegation of privi-
lege to access the electronic content. Let us consider the example of a university
library that wishes to grant access to magazine articles to its students. The li-
brary has an attribute certificate containing its unique identifier, an indication
of the privilege to view the content, and the content symmetric key encrypted
with the master symmetric key and also the library’s customer symmetric key. In
order to delegate access, the attribute certificate must also contain an indication
that the library is in fact allowed to delegate access.

When it does wish to delegate access to the magazine articles, the library will
create an attribute certificate for each student to which access will be granted.
The new attribute certificates will contain an identifier for the student to which
access is granted, an indication of the privilege to view the content and the
content symmetric key. The content symmetric key will be encrypted with the
master symmetric key and the student’s customer symmetric key. The library
can produce this encrypted key by taking the doubly encrypted key out of its
attribute certificate, decrypting it using its own customer symmetric key (leaving
the singly encrypted key) and then encrypting it with the student’s customer
symmetric key.

The library must obtain the student’s customer symmetric key in order to
place the properly encrypted content symmetric key in the attribute certificate.
Thus, it may make sense in these circumstances (and, in fact, any situation where
the AA cannot be trusted with the customer symmetric key) for the customer
to produce different symmetric keys for each application.

5.4 Why Attribute Certificates?

One may be tempted to not use attribute certificates at all in this type of scheme.
Shouldn’t the presence of the content symmetric key encrypted with both the
master and customer symmetric keys be enough evidence that the customer had
been granted access to the e-content?

Unfortunately, this is not the case. Since the outer encrypting of the con-
tent symmetric key is performed using the customer symmetric key, a mali-
cious customer could very easily remove this encryption and encrypt it with any
other symmetric key, thus easily delegating access. This would be undesirable.
Attribute certificates eliminate this security weakness by placing this doubly
encrypted key inside a signed object that cannot be created by the customer.
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Note that it is not feasible in a large scale environment to reverse the order
of encrypting so that the outer encrypting is performed by the master sym-
metric key. This change would require that the content symmetric key must be
encrypted with both the customer and master symmetric key each time a cus-
tomer was granted access. This would mean that the master symmetric key must
be kept on-line which will decrease efficiency and could make the key vulnerable
to attackers which attempt to break into the server in which it resides. With
the present scheme, the content symmetric key need only be encrypted with the
mater symmetric key once, and then encrypted with a customer symmetric key
each time a customer is granted access.

6 Other Issues

6.1 Anonymous DNs

A PKI could be used for authentication of customers. However, it is possible that
some customers would not want their name or other vital information to appear
in a widely available certificate. For such environments, it is recommended that
anonymous DNs be used. In this example, the PDF viewer manufacturer’s CA
may be required to keep a database linking the anonymous DNs with actual
identity information. Also, naming rules must be enforced so that each customer
receives a unique DN within this PKI. It may also be desirable for customers to
have different certificates (and DNs) for each viewer for which he/she is regis-
tered.

6.2 Certificate Rollover

In many cases it would be undesirable if a customer bought a song and after 6
months he/she couldn’t use it because his/her public key certificate had expired.
There are two possible solutions to this problem. One solution is to make cus-
tomer certificates very long-lived (e.g. 10, 20 years). However, issuing long-lived
public key certificates to end entities is discouraged in most environments for
security reasons.

A second solution is to make the key short-lived (e.g. 6 months or a year) and
require that every few months users must re-connect to the Internet to contact
the PDF viewer manufacturer’s CA and obtain a new public key certificate. A
warning would have to be displayed when certificate expiry is approaching which
advises customers of this requirement. This has the disadvantage that people who
remain off-line for extended periods of time lose access to all of their electronic
content. In order to link the attribute certificate issued to the customer with any
public key certificate issued to that customer by the PDF viewer manufacturer’s
CA, the customer should be identified by their DN in the attribute certificate.

When the public key certificate of an attribute authority expires, however,
all attributes issued by that authority can no longer be verified. Thus, attribute
authorities must have keys that are very long lived (e.g. 20 years).
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6.3 Are Global Root Keys Required?

The description in this paper assumed for simplicity that there would be one
global root key for the PMI that would be used for all types of electronic con-
tent, one global root key for the PKI that would identify each customer of elec-
tronic content, and one master symmetric key for decrypting content. This is not
strictly necessary. The PDF viewer manufacturer, for example, could establish
its own roots for the PKI and PMI and master symmetric key that would be
embedded within each PDF viewer. In some situations, this configuration may
be more desirable.

7 A Comparison with Other Schemes

This section will describe other possible solutions for distributing electronic con-
tent and compare them with the solution proposed in this paper.

7.1 Encrypting the Content Just for the Customer

Another method of allowing the secure downloading of electronic content so that
it is only accessible by the legitimate customer is to simply encrypt the content
for the customer. The customer simply generates a (symmetric or asymmetric)
key and sends it to the e-content distributor who encrypts the content for the
user. This solution is conceptually simple and also allows the user to gain access
to the content on different devices. However, it is now very easy for malicious
customers to decrypt the content and distribute the plaintext. While it is also
possible with the scheme described in this paper for malicious customers to gain
access to plaintext by gaining access to the master symmetric key, it is much
more difficult than simply performing a decryption using a key known to the
customer.

Similarly, it is possible for a malicious customer to sell his/her PSE and
password, thus allowing others to obtain access to all content he/she has pur-
chased. Customers will be deterred from doing this for two reasons. First, any
one with access to the customer’s PSE would also be able to impersonate the
customer, thus potentially incurring a large amount of costs for the customer.
Secondly, if unauthorized redistribution of electronic content occurs on a large
scale, the presence of the customer’s PSE among a large number of people allows
authorities to trace the source back to the malicious customer.

Instead of encrypting the content directly for the customer, an alternative
solution is to encrypt it for the customer’s computer. A (symmetric or asym-
metric) key could be generated on the customer’s computer and stored in such
a way that it is only accessible on that computer. For example, it could be en-
crypted by a key generated from unique data on the host computer. This makes
it difficult for malicious customers to gain access to plaintext, but does not allow
customers to view/play the content on different computers or devices.

In addition, neither of these solutions allows secure delegation of access.
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7.2 Encrypting the Content Just for the Viewer

It may also be tempting to encrypt the content using just a key that is embedded
in the viewer. This solution allows anyone with a copy of the viewer to have access
to the content, however. This may make sense in situations where sales of the
viewer are projected to be more important than sales of the content, but that
business model is seldom the one envisioned in current and projected e-content
distribution ventures.

This solution also suffers from the problem that if someone is able to find the
decryption key in the viewer and distribute it, unlimited access to all content
for everyone may be available.

While the solution described in this paper also relies upon a key embedded
in the viewer, loss of this key does not immediately provide unlimited access to
all content. Only a legitimate customer can obtain access. Thus, this solution
provides additional security over simply encrypting content for the viewer, and
also allows a more realistic business model.

8 Conclusion

This paper described a method for enforcing copyright protection on a per-
customer basis. The described solution allows both online and off-line use, pro-
vides customers access to content on any device that has the appropriate viewer,
allows further delegation of access, and is secure except against very determined
malicious legitimate customers.
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