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Many r e c e n t l y  p roposed  c ryp tosys t ems  a r e  based on t h e  a s sumpt ion  

t h a t  f a c t o r i n g  l a r g e  compos i t e  i n t e g e r s  i s  computa t iona l ly  d i f f i c u l t .  

I n  t h i s  p a p e r  w e  examine t h i s  assumption when t h e  c r y p t a n a l y s t  h a s  
" s i d e  i n f o r m a t i o n "  a v a i l a b l e .  

L e t  N b e  t h e  p r o d u c t  o f  two l a r g e  primes P and Q , where N 

i s  n b i t s  i n  l e n g t h ,  and P , P are each n/2 b i t s  i n  l e n g t h .  

Given N , it i s  p o s s i b l e  t o  compute P and Q i n  t i m e  a p p r o x i m a t e l y  

L ( N )  = e x p ( s g r t ( Z n ( N )  z n Z n ( N ) ) )  111 
u s i n g ,  f o r  example,  t h e  r e c e n t  a l g o r i t h m  of  Lens t r a .  

I n  c r y p t o g r a p h i c  a p p l i c a t i o n s ,  however, t h e  c r y p t a n a l y s t  may have 
a v a i l a b l e  a d d i t i o n a l  " s i d e  i n f o r m a t i o n "  above and beyond t h e  number N 

i t s e l f .  I n  p r a c t i c e ,  one  o f  t h e  p a r t i e s  t y p i c a l l y  knows P and Q 

a l r e a d y ,  and u s e s  t h e s e  f a c t o r s  e x p l i c i t l y  du r ing  h i s  c r y p t o g r a p h i c  

computa t ions .  The  r e s u l t s  of  t h e s e  computations may become known to  
t h e  c r y p t a n a l y s t ,  who t h e r e b y  may f i n d  himself a t  a n  advan tage  compared 
t o  a p u r e  f a c t o r i n g  s i t u a t i o n .  

Fo r  example,  t h e  c r y p t a n a l y s t  might become p r i v y  t o :  

(1) t h e  p r o c e d u r e  t h a t  g e n e r a t e d  P ar,d Q ( b u t  n o t  t h e  random 
i n p u t s  t o  t h a t  p r o c e d u r e ) .  

( 2 )  t h e  l e n g t h s  of P and Q .  

( 3 )  a s q u a r e  r o o t  of  2 ,  modulo N .  

( 4 )  t h e  RSA s i g n a t u r e  of a message M using modulus N c o r r e s -  
ponding t o  a p u b l i c  RSA exponent of 3 .  

( 5 )  t h e  l e a s t - s i g n i f i c a n t  n/4 b i t s  of P .  
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The p o i n t  t o  be  u n d e r s t o o d  i s  t h a t  i n  p r a c t i c e  a d d i t i o n a l  s i d e  i n f o r -  

mat ion may become available t o  t h e  c r y p t a n a l y s t ,  f o r  one of t h e  fo l low-  

i n g  r e a s o n s :  

- loss of  t h e  equipment  t h a t  g e n e r a t e d  P and Q.  

- e x p l i c i t  release o f  p a r t i a l  s i d e  in fo rma t ion  as p a r t  o f  a p r o t o -  

col ( e .g .  , "exchange of  secrets" [B183]). 
- r o u t i n e  u s a g e  o f  P , Q t o  d e c r y p t  m a i l ,  s i g n  messages,  etc. 

- poor  p h y s i c a l  or e lec t r ica l  s e c u r i t y  by c r y p t o  equipment t h a t  

u s e s  and g u a r d s  P and Q. 

W e  f o r m a l i z e  t h i s  n o t i o n ,  i n  a worst-case manner, as f o l l o w s .  

Suppose t h a t  t h e  c r y p t a n a l y s t  i s  al lowed t o  a sk  a c e r t a i n  number k 

o f  a r b i t r a r y  "Yes/No" q u e s t i o n s  a t  t h e  beginning.  H e  i s  g i v e n  the 

answers  t o  t h e s e  q u e s t i o n s  b e f o r e  he a t t e m p t s  t o  f a c t o r  N .  ( w e  do n o t  
c a r e  a b o u t  t h e  d i f f i c u l t y  of  answer ing  t h e s e  q u e s t i o n s  -- t h e  answers  

are s u p p l i e d  f r e e  o f  c h a r g e  t o  t h e  c r y p t a n a l y s t . )  To be p r e c i s e ,  w e  
assume h e  i s  g i v e n  t h e  answer t o  q u e s t i o n  i befo re  he poses  q u e s t i o n  
i + 1. 

A s  w e  i n c r e a s e  k , t h e  c r y p t a n a l y s t ' s  t a s k  becomes e a s i e r  and 

e a s i e r .  For example,  w i t h  k = n/2 h i s  t a s k  i s  t r i v i a l :  he asks  f o r  

t h e  b i n a r y  r e p r e s e n t a t i o n  o f  P .  W e  a sk  o u r  fundamental  q u e s t i o n :  

f o r  what v a l u e s  of k (as a f u n c t i o n  o f  N) can t h e  c r y p t a n a l y s t  f a c -  

t o r  N i n  po lynomia l  t ime?  Our main r e s u l t  is  t h e  fo l lowing :  
Theorem. The c r y p t a n a l y s t  c a n  f a c t o r  N = P - Q  (where P and Q are 

n / 2 - b i t  numbers,  and N i s  an n -b i t  number i n  t i m e  po ly -  

nomial i n  n , i f  h e  i s  f i r s t  g iven  t h e  answers t o  n/3 + O ( 1 )  

" Y e s / N o "  q u e s t i o n s  a b o u t  N f o r  f r e e .  

T h i s  i s  n o t  a d r a m a t i c  improvement o v e r  t h e  obvious n/2 r e s u l t  men- 

t i o n e d  above. However, t h e  p roof  i s  n o t  t r i v i a l ,  and w e  do n o t  know 

how t o  improve on t h i s  r e s u l t .  W e  c o n j e c t u r e  t h a t  O ( n E )  q u e s t i o n s  
s u f f i c e ,  f o r  some E < 1. 
Proof ( s k e t c h ) :  Suppose t h e  c r y p t a n a l y s t  a s k s  f o r  t h e  t o p  k = n/3 
b i t s  o f  t h e  f a c t o r  P . H e  c a n  then  r e p r e s e n t  

P = P1.2m + Po 

0 - < P1 5 2k 

0 < Po 5 2m 

where rn = ( 4 2 )  - k = n/6,  

- 
P1 i s  known, and Po  i s  unknown. The f a c t o r  

s i m i l a r l y :  

Q = Q 1 ~ 2 ~  + Qo 

o 5 ~1 2 zk  , and 
where 

0 - < Q, 2 2m. 

P i n  t h e  form 

c 2 1  

c31 

c 4 1  
Q can be  r e p r e s e n t e d  

c51 

161 
c71 
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Since  N and Pl are known, Q, can be e a s i l y  computed. ( W e  know 

N and P t o  a t  l e a s t  k b i t s  of p r e c i s i o n ,  so w e  know t h e i r  q u o t i e n t  

t o  k b i t s  of p r e c i s i o n . )  The unknowns t o  be solved f o r  are Po and 

Q0- 
Compute 

2m X = N - P1Q12 

A = P ~ s . 2 ~ ~  and 
, 

B = Q 1 ~ 2 ~  . 
Then w e  have t h e  e q u a t i o n  

X = A*Po + B*Qo + PoQo c111 
t o  s o l v e  f o r  Po and Qo . When k i s  l a r g e ,  m i s  s m a l l ,  and t h e  

product  PoQo (of l e n g t h  2m) is  a l s o  small .  We can t h u s  a t t e m p t  t o  

s o l v e  [lll by t r y i n g  t o  f i n d  a l i n e a r  combination of A and B t h a t  

c l o s e l y  approximates  X .  ( W e  t r e a t  t h e  term PoQo a s  s imilar  to t h e  

"approximation e r r o r " .  ) We se t  t h i s  up as  a two-dimensional i n t e g e r  
programming problem: 

S u b j e c t  t o :  0 - < Po 5 2m [131 

1 1 4 1  
W e  n o t e  t h a t  X i s  approximate ly  n - k b i t s  i n  l e n g t h .  W e  u s e  a 

h e u r i s t i c  argument h e r e  t h a t  f o r  each degree of freedom ( b i t )  w e  c a n  
set i n  Po o r  Qo , w e  c a n  reduce  t h e  l e n g t h  of z by one b i t .  S i n c e  
w e  have 

Minimize: Z = X - A.P - BQo E l 2 1  
0 

0 - < Qo 2 2m 

/POI  + I Q o I  = 2m C15l 
w e  e x p e c t  t h a t  Z w i l l  be  1x1 - 2m = n - 2k = n/3 b i t s  i n  l e n g t h ;  

o u r  "approximat ion  error"  is  about  n/3 b i t s  i n  l e n g t h .  W e  n o t e  t h a t  

PoQo a l s o  has  l e n g t h  2m = n/3 , so  t h a t  t h e  "modelling error" w e  in -  
t roduced by moving from t h e  n o n l i n e a r  equat ion  [ll] t o  t h e  l i n e a r  ap- 

proximation [ 1 2 ]  w i l l  a l s o  be about  n/3 b i t s  i n  l e n g t h .  We c a n  

t h u s  e x p e c t  t h e  s o l u t i o n  t o  [ 1 2 ] - [ 1 4 ]  t o  be a s o l u t i o n  f o r  [ll] a s  

w e l l .  W e  n o t e  t h a t  [ 1 2 ] - [ 1 4 ]  can  be so lved  i n  polynomial t i m e  u s i n g  
L e n s t r a ' s  a l g o r i t h m  f o r  i n t e g e r  programming i n  a f i x e d  number of dimen- 

s i o n s .  [ L e 8 1 ]  

The p r e c e d i n g  proof  s k e t c h  i s  n o t  a r igorous  argument,  b u t  c a n  be 
made so ( a l t h o u g h  t h e  number of  q u e s t i o n s  may need t o  be i n c r e a s e d  by 

O ( 1 )  t o  h a n d l e  some d e t a i l s  about  t h e  p r e c i s i o n ) .  

f a c t o r  N u s i n g  t h e  +-order k b i t s  of N r a t h e r  than  t h e  high-  

A s i m i l a r  argument  can  be made t o  show t h a t  t h e  c r y p t a n a l y s t  can  

o r d e r  k b i t s .  
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Open Problems 

Prove or disprove that Q(n) questions are necessary in the theo- 
rem, if the cryptanalyst may only ask for bits in the binary represent- 
ation of P. 

Prove or disprove that Q(n) questions are necessary in general. 
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