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1. 1ntroductii.n 

Let LSR1,LSR2, ..., L S R k  

with characteristic P O  

and output sequences 5 
. . .  
the 

i he 

and LSR be k+l linear feedback shift registers 

ynomials fl(x),f2(x), . . . ,  fk(x) and g(x) over C 2 
,a2,...,ak and b respectively, where a,=(aio,ai , 

'2 !k into 

- 1  
) ,  i=1,2, ..., k,b=(b o,bl,...). Let !F2={(ci,c2 k , . . . ,  ck)IcieF be 

k-dimensional space over 
k set f 0,1,2,. . . , n - ~  } , 2 6 n ,  of course. Constructing k-dimensional 

F 2  and Y be an injective map from 

vector sequence A=(Ao,-41,...) where A =(a ,a,,), t=0,1,2,3, . . .  t 
and applying Y to e a c h  term o f  the sequence A ,  we get the sequence Y(A)= 

(Y(Ao), Y(A,,), . . . )  where Y(At) t { 0,1, . .  . , n - 1  } ,  f o r  all t. UsingYCA) 

to scramble the output sequence o f  LSR, we gec the sequence u=(u 

... ) where u =b t c M A  ) ,  

- u the Generalized Muftiplexed Sequence (generalizing Jenning's Yultip- 
lexed Sequence, see ref.[l]), i n  brief, GMS. In the present paper, the 

period, characteristic polynomial, minimum polynomial and translation 

equivalence properties o f  the GMS are studied under certain assumptions. 

Let &be the algebraic closure of F 2 .  ThroughouL this paper, any algeb- 

raic extension of I F 2  are assumed to be contained in A .  Let €(XI and 

g(x) be polynomials over 

nic polynomial whose roots are all the distinct elements of the set S =  

o'ul' _ 
for all t. we c a l l l a  scrambling function and 

I F 2  without multiple roots. Let f"g be the mo- 

( W ~ P  I o C , f 3 c f i ,  f ( Q ) = O ,  g(p)=O) . It is well known thac f * g  i s  a polyno- 

mial over F 2 .  Let G(f) denote the vector space consisting of all output 

sequences of L S R  w i t h  characterisiic polynomial f(x). 

F. Pichler (Ed.): Advances in Cryptology - EUROCRYPT '85, LNCS 219. pp. 135-141, 1986. 
0 Spnnger-Verlag Berlin Heidelberg 1986 



136 

For proof of the following, we list some familiar results. 

Lemma 1. 1) Suppose f(x)=pl(x)el . . . ~ ~ ( x ) ~ ’ ”  is :he characteristic polyno- 

mial of LSR, are integers, pl(x),...’pm(x) are irre- 

ducible polynomials o f  degrees n1,n2, . . . ,  n over L F 2  respectively. F o r  

i=1,2, ..., m, let u; be one o f  the roots o f  p.(x). Let fi c G ( f ) ,  then 

there exist uniquely determined elements 5 . E F , r=1,2, ..., m, i=l, 
2 ,  ..., e,, such that 

where el,e2, . . . ,  e m 

rt 2“r 

F 2 ’  
where T r  nr is the t ~ a c e  function from P2n,  t o  

2 )  f < x )  is the minimum polynomial o f  the sequence a iff 3,,,fO, r=1,2, 

. . . ,m. 
3 )  I f  there exist elements 

e r ,  such that ( 1 )  holds and a 6 IF2, t=0,1,2, .... Then f(x) is the char- 

acteristic polynomial of the sequence 5 .  
Corollary 1 .  

f(x)=p,(x)p2(x)..-pm(x), 

2 

- 

Erit!F2[C11,...,c(m], r = 1 , 2 ,  . . . ,  m ,  i=l,Z, . . . ,  
t 

1)Under the conditions of Lemma 1, if e l = e 2 =  . . .  =e =1, i.e. 
m 

then there exist uniquely determined elements 
lr, r = 1 , 2  ,..., m ,  such that 

2 )  f(x) is the minimum polynomial o f  5 iff ‘EEfO, r=l,2, . . . ,  m. 
3 )  If there exist elements g r s u c h  t h a t  ( 2 )  holds and at‘ F 2 ,  t = 0 , 1 ,  

2 ,  .... Then f(x) is a characteristic polynomial o f  a .  
Lemma2. Let m , n  be two integers, 1. be the least common multiple O f  m 

and n, i.e. l=[m,n]. d be the greatest common divisor of m and n,i.e. 

d=(m,n). Then F 2 d  = F 2  is generated b y  I F Z m C \  FZn , F21= ( i F 2 m  , F2,,) ,  i.e. 

F n and F2m . 2 
Lemma 3 .  ~ e t  f(x) and g(X) be two irreducible ?olynomials o f  degrees m 

and n respectively and im,n)=l. Then 

1 )  f * g  is irreducible. 

2 )  Suppose q is a r o o t  o f  f ( x ) ,  @ i s  a root o f  g(x). Then f o r A c : f L r n  , 
VE. IF,” , w e  have 

T r 2 m ( 7 1 0 (  t ) T r Z h ( p -  $ , = T r 2 m n ( h F ( d p  )t), t=0,1,2, . . .  

Theorem 1. 

and g(x) 

Suppose the characteristic polynomials p,(x),p,(x) ,...,p k(x) 

o f  L S R 1 , L S R z  , . . . ,  L S R k  and LSR are irreducible of degrees m l ,  

m 2 ,  ..., m k  and n respectively where m l ,  . . .  m k  and n are relatively prime 
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in pairs and greater than 1. Suppose T ~ , ~ ~ , . . . , E ~  and b are output se- 
quences 

obtained from a l , a 2 , - . - , a k ,  b and the scrambling function y’ has 

of LSR1,LSR 2,...,LSRk and LSR respectively. Then the G M S  

k 

0 6 i l <  i 2 <  . . .  (i. < k  
J 

as its minimum polynomial where p (x)=1 and l”g=g by convention. Denote 

the degree of F ( x )  by N, then 
N=n(m +l)(m2+l)...(mk+l). ( 4 )  

k Proof. For every k-dimensional vector z=(a l,a2,...,ak)t P 2  , we const- 
ruct a monomial as follows. If a .  =a. =...a = 1 ,  and all other compo- 

nents are 0, then let 2 correspona to the morlomial pz=ai . a .  . . . .  a .  . 
The weight w(2) o f  f is the number o f  1 ’ s  among a l , a 2  , . . . ,  a,; i.e.” 

w(g)= 

w(z)<w(s) and arrange the corresponding monomials and function values 

of 7 in the same manner.Denote the monomials and function values Of 7 

by Po?P1’”.*P2k-1 and f a ,  p ,  f,l-, respectively. Then 

1 

1 .  

l 1  
* 4 k L ai. We arrange the elements of 

i=l 
iFq  k such that a proceeds b iff 

b 
- -  - - - 

~ ~ = a ~ ~ a ~ ~ .  ..a b kt t + p e  +alta2t.”akt t+p. + 

+alta2ta3t.. . a  b +-..+alta2t.-.akt e‘P , b - - 
z*-t kt t+pz 

l t + l ,  i=l,2, ..., k. Substituting a. =a. +1 into u t ,  we find where T ,  =a. 

that the coefficient of b in u i s  of the form 
L t  It It 

t+f; t 
k 2-1 

where c = 1  and p (t)=p,(a,, , . . . ,  akt). Putting c .  = O  i f  1 <  j, w e  may 
jj I 1 1  

write . -k . -k . _ k  . 

j = O  1= j J 

k 2 - 1  

where k 

( 6 )  
k 2 - 1  

, 1 = 0 , 1 , 2 ,  . . . ,  2 - 1 .  j Z I  = O  Cjl*bt+p, 

, . . . )  
T l  c ’ 171 / 

Put b.=(bi-l,bi,...,bi+t,...), i = l ,  . . . ,  n and h ’  =(b’ 

b‘ 

with degree n and k t  G(g),bl,b2, ...,bn form a basis o f  G(g), thus b 

bP, , . . . ,  b ( 0  < f ,  6 n-1) are linearly independent. From ( 6 1 ,  we 

have 

k -1 ,... ) ,  1 = 0 , 1 , 2 ,  . . . ,  2 -1. Since g ( x )  is an irreducible polynomial 
Tl 

-P ,  ’ 

PP-1 

( b ‘  , b ’  , . . .  . & , . . .  q! ) C  
7, Iz% P & :  T o  
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where 

C=(c. ) ,  c = I , c .  = O ,  if 1 < j ( 7 )  
J1 

are also linearly independent sequen- 
~1 j j  

therefore b '  7- ,yT, . . . . , b '  
71*4 

ces and g(x) is their minimum polynomial. Let P be a root of g ( x ) ,  from 

Corollary 1, for every 1 there is a uniquely determined non-zero element 

pL~(F2,,, such that 
t 

b ' q t  =Tr*n( rU.c ) -  

Let d i  be a root of Pi(~), i=l,2, . . . ,  k ,  again from Corollary 1 of Lemma 
1, for every i, 

such that 

there i s  a uniquely determined non-zero elemenc h ; E F 2 m i  

t a =Tr m , (  2; tii ) ,  t=O, 1 ,Z,. . . ;  i=1,2,. . . ,k. 
it 2 1 

Now we can calculate the general term ut of the GMS 2 by using the above 

root expressions of the sequences b' and a . .  We have - 7 .  -1 

k 2 - 1  
1 k 2 -1 

= ai a i  t...a, . b' 
7 I  l = O  1 2 'SC 1 ) 7~ 

u = pl(t)b' 
1=0 

where cli o( . . .ai f3 is a root of the irreducible polynomial p .  * 
1 2 s(1) l l  

pi *...*pi * g of degree m. . m .  . . .  m. . n .  Therefre, by Corollary 

1 ,  ( 3 )  is the minimum polynomial of :.And i t  follows that the degree of 

F(x) is ( 4 ) .  

Note that from Theorem 1 ,  it follows that the minimum polynomial of 

the GMS 2 is independent fron the scrambling function y and the compl- 
exity of G M S  is increased considerably. 

For characteristic polynomials with multiple roots, we need some results 

2 s(l) l 1  l 2  s(1) 

of [2]. 

Let - a=(ao,al, . . .  ) 
we define the product 2.5  of 5 and 
vector spaces G(f),G(g), the product G(f).G(g) of G(f) and G(g) is de- 

fined t o  be the vector space generated by all products c . b ,  where 5~ 

G(f) and b t G ( g ) .  

Lemma 4 .  Let 

anti - b=(b .,bl,...) be two arbitrary binary sequences, 

to be a.b=(aobo,albl , . . .  ) .  For two 
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( e - l )  form a basis o f  the vector space G((x+~)~). then s , . . . ,  s 
For two arbitrary positive integers el and e2, write 

( 0 )  

e -1 = c j P  ZY 9 i U  - =o  o r  I ,  1 
1, 

e -1 = k v  2" , ky = O  o r  1. 2 Y 

Let h b e  the smallest nonnegative integer such that j + k y <  2 f o r  all 

, then Zierler and Mills [2] defined 

e l  v e 2  = 2' + ( j y  + k y  )2" . 
d > A  

Lemma 5 (Zieler, Mills). 
C( (x+l)el) G <  (x+l )e2)=G( ( x + l )  e l  e2). 

We have 

Theorem 2: Let the k+l polynomials p (~)~',p*(x)~2 , . . . ,  pk(x)ek and 

g(x)e be characteristic polynomials of LSR l,...,LSRk and LSR respecti- 

,m2,. . . 'mk vely,where p,(x), ...,p k(x),g(x) are irreducible of degreesm 

and n. 

sequences dl,...,dk and & are output sequences o f  these k+l linear shift 

registers respectively. Then the GMS 2 generated by a l ,  ...,ak and 
the characteristic polynomial 

1 

Assume m l,m2,...,mk and n are relatively prime in pairs. Let the 

has 

0 4  il < i 2 <  . . .  ( i .  6 k 
J 

Next, let's consider the period of GMS. At first,we have the following 

two lemmas. 

Lemma 6. Let f(x), g(x) be two irreducible polynomials over $, of de- 

grees m,n respectively, and (m,n)=l. Then 

p(f"g)=p(f)p(g), 
where p(f) denotes the period of €(XI. 
Lemma 7 .  Suppose that f(x) and g(x) are two polynomials over F 2  with 

(f,g)=l. Then p(f.g)=[p(f),p(g)]. 

From Lemmas 6 and 7 we deduce immediately 

Theorem 3 .  Suppose that fl(x), . . . , f  k(x) and g(x) are irreducible over 

IF2 and the degrees of these polynomials are relatively prime in pairs. 

Then the period p(2) is p(fl) . . . p  (fk)p(g). 

Throughout this section we suppose that pl(x), ...p k(x) and g(x) are 
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irreducible and their degree5 ml,mz, . . . ,  m k  
in pairs. 

Theorem 4 .  Let gi and a! are two non-zero output 
translates of each other, i=l,Z, . . . ,  k. And 
sequences of LSR which are also translates 

-1 

and n are relatively prime 

sequences of LSR which are 

let and b ’  are two output 
of each other. Then for a 

i 

given scrambling function 7 , 
the GMS u’ obtained €rom a ’ ,  . .. ,ak‘,&‘ 
Proof. From the sequences gl,...ak, we get the sequence 

the GMS 2 obtained from a,...,ak,t and 

are translates of each other. 
-1 

YCA) = (7’(Ao), ? ’ ( A 1 )  , . a * )  

where Y(At)= Y(Alt,a2t,...,akt). The same, we get 

7 ( A ’ )  = ( Y(Ao’), ?’(Al’),..-), 
where Y(At’)=Y(alt’ ,a2t’,...,aktv). Then ut=b t+7’(A,)’ ‘t ’=b t ’ +7(At’)‘ 

Since a .  and a , ’  are translates of each other, there exists , 
0 6  7s p(ai) such that ait’=ai(t+T,.),i=1,2 ,..., k .  Since & and h ’  a r e  
translates of each other, there exists an integer s , O  s s s  p ( b ) ,  such 

that b t ’ = b  . Since p(ai)12mi-l,i=1,2 , . . . ,  k,p(b))2”-1, and m l ,  ... m k  
and n are relatively prime in pairs, p(al), ...,p (ak) and p ( b )  are also 

relatively prime in pairs. By Chinese Remainder Theorem the following 

simultaneous congruences 

-1 -1 

tts 

x z T, (mod ~ ( 5 , ) )  
x E 7, (mod ~ ( 2 , ) )  

x =_ -rk (mod p(ak)) 

(mod p ( b ) )  

1 :  
x =  s 

have a solution x 6 z which is unique mod p(a )...p(a ) p ( b ) .  It follows 

that u t t = u t i X  for all t. This proves that 2 and 5‘ are translates o f  
each other. 

Corollary 2. F o r  a given scrambling function Y , if the characteristic 

polynomials of the k+l linear shiEt registers LSR l,....LSRk and L S R  

are primitive polynomials whose degrees are relatively prime in pairs 

then the G M S ’ s  obtained from any non-zero initial states are all Eran- 

-1 -k 

sLates of each other. 

i = O  

then d . = O  for all i. 

Theorem 5 .  For different scrambling functions 1’ and 7’ , the G H S ’ s  and 
3 

- u ’  obtained from the non-zero output sequences 5 1’”2’...’ak’ b of the 
k + l  linear shift registers LSR1, . . . ,  LSRk, LSR are translates o f  each 

other iff there exist two fixed integers M and Y ’  such that for all 
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(al,a2,.. . , a k ) e  F2k, we have 
7(al,a2,. ..,a,)= Y (a l,a2,...,ak)+M or y(a l,az,...,ak)+M' 

where O &  l M [ , l M ' [ S  n-1 and M+M'=O (mod p(i)). 

Proof. We follow the notation of the proof of Theorem 1. For a given y ,  
we have (5) and (61.Substituting (6) into (5), we obtain 

) c (Po,Pl,--*,Pzk-l)' f2- I 
,b u=(b ,... - e, * a  P, 

transpose of a matrix. Similarly, f o r y ' ,  we have where ' denotes the 

p i '=  p j +  8, ,- k n-1)B $j 6 n-1, j = I , Z ,  . . . ,  z -1. 

Denote the left translate operator by L ,  i.e. L(ao,a l,...)=(a l,a2,...)9 

then 

u'=(Lda b ,L4 b , . . .  , L g L n - '  b 1 c (Po,P1'.*.'P2k-1 ) '  - r z u - 1  - e. - PI 
- 

The sequences 2 and u '  are translates of each other iff there exists a n  
integer M such that u'=L u ,  i.e. 

LJZK-' b ( L '  b ,L6 b ,... 
M 

) C (po,pl ,..., ~ ~ k - ~ ) ' =  - P,YI 
1 '  ( 9 )  =(L ,L bP,  , . . . ,  L 2 1 C ( P ~ - P ~ , . - - , P Z ~ - ~  

-P* M -6 M' 
P. Pr"- I 

By Lemma 8 and C being invertible, (9) holds iff 
( L O )  

Clearly (10) holds iff the following simultaneous congruences have a 

solution M: 

M M (LF* b , . , . , L J + (  5 ) = ( L  5 , . . . ,  L 
P O  f 2 x 4  Po P ? - I  

k M s.(mod p ( b ) )  i=O,l,. . . , 2  -1 
Without loss of generality, suppose that S, ~ & , ..., Si are non-negative 
and $i+l,..., %2k-l are negative, then 

go= s ,=.  . .= gi= 5 ,  s. = .  . .=  $2k-1= 
1 + 1  

and 

s ~ g '  (mod p(b)). 
Taking M = T  ,MI=- s ' ,  the proof is complete. 
Corollary 2 .  In Theorem 5 ,  if ?he characteristic polynomial g ( X )  O f  LSR 

is primitive, then M = M ' ,  0 < /MI $ n-1. 
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