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Abstract 

Recently Okamoto and Shiraishi proposed a public key authentica- 
tion system [l]. The security of the scheme is based on the diffi- 
culty of solvlng quadratic inequalities. This new system is inter- 
esting since the amount of computing needed for the proposed scheme is 
significantly less than that needed for an RSA encryption. 

This report I s  an Investigation into the security of the proposed 
dlgital signature scheme. We demonstrate that if the system is used 
as it I s  presented, an opponent could sign messages without factoring 
the modulus. Further, we suggest a modification which may not have 
the same flaw as the proposed scheme. 

Introduction 

Prior to the publication of this authentication system, Ong, 
Schnorr, and Shamir presented a public key signature scheme [2] which 
was based on the difflculty of solving a quadratic equation over the 
ring of integers modulo n (here n is the product of two large rational 
primes). Pollard produced a random polynomial time algorithm [31 
which would allow an opponent to sign messages without knowing the 
secret key. In an attempt to overcome the weakness pointed out by 
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Pollard, a new version of the signature scheme was introduced [ 4 ] .  

This varlant was based on the difficulty of solving a polynomial equa- 
tion over the quadratic integers. It has been shown that the new sys- 
tem is also insecure [ 5 ] .  In fact, breaking the latest scheme can be 
"reduced" to the problem of solving the original quadratic equation. 

The digital slgnature scheme proposed by Olcaicoto and Shiralshi is 
similar to the ones proposed by Ong, Schnorr, and Shamlr in that it I s  

based on the difflculty of solving a quadratlc expression. 
c lse ly ,  the signature s is considered to be valid for the message m If 
and only If 

More pre- 

6 = 2 ( * I  h(m) < s (mod n )  < h(m) + 6 , 

and s is not "small in absolute value"; that is, v < s n-y, for a 
suitably chosen Y .  Here h(.) I s  a "one-way" functlon and the modulus 
n has the form n = p q, fo r  large primes p,q. In this paper we will 
use the expression x(mod n )  to denote the least nonnegative integer 
congruent to x mod n. The Idea behind the authentication scheme is to 
force an opponent to compute an approximate square root for h(m). 

2 

Cryptanalysis of the Baslc Scheme 

We show that an opponent can sign messages without knowing the 
factorization of n by using the following procedure; Choose x such 
that for some positive integers k, L and nonnegative integer c we have 

2kx = In + c 

where k = O(n1/12) and c = ~ 3 ( n ~ ' ~ ) .  

k = O(n ) ,  c = C ~ ( n l ' ~ ) . )  Next we calculate 
(For example, let x = [~/2k1, 

1/12 

2 y = (h(m) - x ) mod n , 

z = (k-*y) mod n , 

here [wl is the least integer which is greater than or equal to w .  

Finally we set 
s = x + k a  . 
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We sign the message m with 5. To verify that s satisfies condition 
( * )  notice that 

s2 (mod n) I (x2 + 2kxa + k 2 2  a ) mod n 

2 2 E (x2 + ca + k ( z  + 2 j L  t + c ) )  mod n 

2 2 2  
(X + ca + y + 2k2~/2 E + k E ) mod n 

2 2 2  5 [ h ( m )  + ca + 2k JZ E + k E 1 mod n 

= h(m) + 6 

where 6 = O(n2'3) as desired. 
This ensures that the signature s would be accepted as authentic. 

Crmtoanalysis of the Lower Bits Method 

Okamoto and Shiraishi proposed another signature scheme which 
2 they call the lower bits method. In addition to the modulus n = p q 

and the one-way function h. they add E to the public key where f is an 
integer and E = O(n1'3). s I s  considered a valid signature of m if 
and only if for s f  = [s2 - h(m)) mod n and 5' the least nonnegative 
residue, either 

s' E 0 mod E 

or 

and s is again not "small in absolute value." 
An opponent can forge messages if he can take square roots mod E .  

which he can do If he knows the factorization of E .  To forge a signa- 
ture to rn, pick x such that for some positive integers k, 1 and non- 
negative integer c 

2kx = nn + c 

where k2c2 f C E  < n. Next calculate 

x' = h(m) - x2 mod n 
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and a such that 0 < a < E and 

k2a2 + ca I x '  mod E . 

Let s = x + ka. Then 

s2 - h(m) e x 2  + 2kxa + k2a2 - h(m) ffiod n 

E x2 - h(m) + k2a2 + ca nod n 

E x 2  - h(m) + f c  + x' nod n 

2 f E  mod n . 

Since 

then 
o < h2a2 + ca, X I  < n 

- r , c f e < n  . 

Hence if s' = s2 - h ( m )  mod n (i.e., s '  is the least nonnegative 
residue), then either 

s' = f e  (if f > 0) 
or 

A Secure ( ? )  Modlfication 

Suppose that instead of signing messages with approximate sq*Jare 
th roots, the designer chose to sign messages w i t h  k roots, i . e . ,  s IS 

a signature for m whenever sk = h(m)(mod n), k 1 4 .  

cise, the signature s is considered valid if the following inequality 
ha 1 ds 

To be more pre- 

( * * I  h(m) < sk(nod n) < h(m) + 6 , 6 = O(n *'3) . 

The legltimate user can sign messages in nearly the same fashion as In 
is the multip1icatlve the original scheme. Pick a randon; x E z 

group nodulo pq). Compute s as fallows 

* 
P9 (=Pq 
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9 = x f ypq 

where 

k-1 -1 y = w(kx 1 (mod p) 

and 

It can be shown that s satisfies ( * * ) .  We do not know if the modified 
scheme possesses the same flaw as the original system. However, in 
view o f  the demonstrated weakness of the  Okamoto-Shiraishi quadratic 
inequality scheme and the unsuccessful attempts made by Ong, Schnorr 
and Shamir, the security of the modified system is highly question- 
able. 
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