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I - INTRODUCTION TO SMART CARDS 
According to IS0 (International Organization for Standardi- 

zation), an IC (Integrated Circuit) card is an ID (Identification) 
card including in its thickness (.76 mm) one o r  more integrated cir- 
cuits. 

An IC card is "smart" when the integrated circuit is a mi- 
croprocessor, with processing power combined uith permanent storage 
capacity. The operating system in the microprocessor controls and ma- 
nages all the accesses to the electrically programmable memory. 

1.1 - Chip design 
The first step in the design of a dedicated chip for smart 

cards is to choose some central processor unit and some EPROM techno- 
logy (such as W-erasable REPROM, and soon, single voltage EEPROM). 
The CPU must be redrawn in the EPROM technology. 

The design of the buses must allow EPROM self-programming 
under control of the operating system in masked ROM. Various traps and 
mechanisms must be introduced to increase physical security and to fa- 
cilitate tests during the manufacturing process. 

The CP8 chip, till now the only one in the world, is manu- 
factured by MOTOROLA Inc. in GLASGOW (SCOTLAND) under licence by BULL 
CP8 established in LES CLAYES SOUS BOIS (FRANCE). This chip is descri- 
bed here as an illustration : a 6805 CPU, 1.6 kbyte masked ROM, 1 
kbyte EPROM, 36 bytes RAM, 18 mm2. 

The operating system is masked programmed, so that the same 
production line provides chip for various applications, and that new 
applications are easy to develop. 

In the future, new chips will appear in order to reduce pri- 
ces and to increase performances ; but due to interface standardi- 
zation, remote controlled terminals will not become obsolete. 
And moreover, chip evolution can keep the security features one o r  two 
steps ahead the efforts of them trying to defeat them. 
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1.2 - Card i n t e r f a c e  

Smart c a r d s  are intended f o r  t r ansac t ions  negot ia ted  between 
the ou t s ide  and t h e  microprocessor  through the  in t e r f ace .  

Only s i x  e l e c t r i c a l  contac ts  are required in the  French pro- 
posal  presented by  AFNOR (Associat ion FranFaise d e  Normalisat ion)  t o  
ISO. While s u i t a b l e  s i g n a l s  a r e  provided by the outs ide  on f ive  con- 
t a c t s  : GND (Ground), VCC (power supply) ,  VPP (programming v o l t a g e ) ,  
CLK ( c l o c k ) ,  and RST ( r e s e t ) ,  information may be exchanged in ha l f -  
duplex asynchronous mode on the  s i x t h  contac t  : 1/0 ( inpu t  / ou tpu t ) .  
In  i t s  answer t o  reset ,  t h e  card i n s t r u c t s  the outs ide  i n  i ts  per for -  
mances, i t s  convent ions and i t s  nature. 

A t r a n s a c t i o n  wi th  the  card cons i s t s  o f  the  success ive  ope- 
r a t i o n s  : a c t i v a t i o n  o f  t he  con tac t s ,  r e s e t  of the card,  p rocess ing  of 
one o r  more i n s t r u c t i o n s ,  deac t iva t ion  of the  contacts .  A s  a r e s u l t  of 
a t r a n s a c t i o n ,  t h e  card modifies its content (da ta  s to rage ,  event  
memorization,. . .) and/or  d e l i v e r s  information ( s to red  data, computa- 
t i o n  r e s u l t s , .  . . ) . 

An i n s t r u c t i o n  (always i n i t i a t e d  by the outs ide  through 1/01 
t e l l s  t he  card what t o  do i n  a 5-byte header (APP-INS-Al-A2-L) and a l -  
lows t h e  t r a n s f e r  of one block of d a t a  (DI-D2 ... DL) i n  one d i r e c t i o n  
under c o n t r o l  o f  procedure by te s  from the  card. The header c o n s i s t s  of 
the  a p p l i c a t i o n  name (APP), the i n s t r u c t i o n  code (INS) completed by  a 
re ference  (Al-A2), a n d  t h e  length  ( L )  of the block of  data .  Procedure 
bytes  a l low t h e  ca rd  t o  manage the programming vol tage  and t o  c o n t r o l  
the  d a t a  t r a n s f e r .  

1.3 - S e c u r i t y  

Smart c a r d s  have s e c u r i t y  f ea tu res  t h a t  only a computing de- 
v ice  could provide .  The t r ansac t ions  a re  negot ia ted between t h e  out-  
s i d e  and the  i n t e r n a l  microprocessor. The passive cards  with magnetic 
s t r i p e s  and d i g i t a l  o p t i c a l  records do not have such p r o p e r t i e s ,  l i k e  
complex choices .  

The phys ica l  s e c u r i t y  r e l i e s  upon the imposs ib i l i t y  t o  modi- 
f y  the  ope ra t ing  system i n  the  masked ROM, and upon the  d i f f i c u l t y  t o  
read s e c r e t s  i n  t h e  p ro tec t ed  memory : a c lever  chip design i n c r e a s e s  
s i g n i f i c a n t l y  t h e  phys ica l  s e c u r i t y  of the cards. 

The l o g i c a l  s e c u r i t y  r e l i e s  upon the processing power of t h e  
chip and upon t h e  c ryptographic  a lgori thms used i n  the a p p l i c a t i o n  : 
the  ope ra t ing  system must be w r i t t e n  very carefu l ly .  An improved pro- 
cess ing  power may i n c r e a s e  s i g n i f i c a n t l y  the l o g i c a l  s e c u r i t y  of t h e  
cards .  



Absolute s e c u r i t y  does not e x i s t ,  f o r  smart cards  no more 
than f o r  o t h e r  computing devices .  So i n  a new app l i ca t ion ,  t h e  d e s i -  
gner must cons ider  t h e  consequences of successfu l  v io l a t ions .  The se- 
c r e t s  i n  a u s e r  card  must be ind iv idua l ized ,  t i e d  t o  the card  iden-  
t i t y  ; a card v i o l a t i o n  r e s u l t s  then i n  an a t t a c k  aga ins t  one u s e r  n o t  
endangering t h e  whole system. 

2 - SMART CARD APPLICATIONS 

Smart c a r d s  are po r t ab le  information carriers with t h r e e  
fundamental aims : 

- Secure memorisation i n  the card - des t ruc t ion  of  t h e  cor-  
responding w r i t i n g  mechanisms prevents  f u r t h e r  a l t e r a t i o n  of recorded 
data. 

- Personal ized  memorisation i n  the  card - c o n f i d e n t i a l  codes 
recorded i n  t h e  EPROM memory and checked by the card i t s e l f  a l low ope- 
r a t o r  r ecogn i t ion  by t h e  card.  

- Cryptographic  computation i n  the card - cryptographic  al- 
gorithms descr ibed  i n  t h e  ope ra t ing  system a re  executed under c o n t r o l  
of s e c r e t  keys recorded  i n  t h e  EPROM memory. 

Depending on t h e  l ead ing  a i m ,  smart card a p p l i c a t i o n s  can 
thus be divided i n t o  t h r e e  classes : log books, c e r t i f i e d  r eco rds ,  key 
c a r r i e r s .  

F i r s t  a i d  e f f i c i e n c y  should be considerably improved by re- 
l i a b l e  and convenient  pe r sona l  medical f i l es .  A user  code is no t  re- 
commended i n  case of  emergency. 

Student  c a r d s  are be ing  experimented a t  PARIS Univers i ty-  

Such c a r d s  can be used a s  repairment and maintenance no te  
books f o r  v e h i c l e s  : cars, p l anes ,  t rucks ,  ships... 

2.2 - C e r t i f i e d  r eco rds  

Conf iden t i a l  codes c o n t r o l  the l i f e  of such cards : manufac- 
t u r e r  code, i s s u e r  code, u s e r  code. When an inco r rec t  code h a s  been 
entered t h r e e  t i m e s  i n  a row, even on d i f f e r e n t  terminals ,  t h e  card  
locks i t s e l f  p reven t ing  any f u r t h e r  operation. 

The card  tests its a v a i l a b i l i t y  and its purchasing power 
before record ing  a new ope ra t ion  (date and amount). The banker w i l l  
consider  a readable  card  as a begin of proof i n  a se t t lement  o f  d i s -  
pute between a user and a re ta i ler .  
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2.3 - Key carriers 
Assuming chip inviolability and cryptographic algorithm se- 

curity, the holder cannot get a copy of the keys recorded in his 
card. A highly secure identification of the bearer is achieved through 
use o f  cryptography to defeat fraud, and through use of confidential 
codes to defeat theft. Key carriers are particularly suitable in con- 
ditional access to services, to resources, to selected areas... 

3 - CONDITIONAL ACCESS 
In conditional access, a key carrier card materializes au- 

thorizations : the holder can use the card, but the card itself re- 
mains under issuer ownership. 

Each authorization is an entitlement. A remote controller, 
through an insecure transmission line and an insecure domestic termi- 
nal,  can securily negotiate a transaction with the card : 

- VERITY the validity of an entitlement, 
- DEVALORIZE an entitlement either on a substractive basis 

by consuming a credit, o r  on an additive basis by storing a debit, 

- VALORIZE an entitlement, either by delivering credits, o r  
by clearing debits, 

- ENTITLE, by delivering a new entitlement. 
The transaction negotiated through the card interfaceinclu- 

des an instruction requesting a cryptographic computation by the 
card. An important distinction is made between transactions to check 
entitlements (VERIFY, DEVALORIZE) , and transactions to manage entitle- 
ments (VALORIZE, ERTITLE) . This description of conditional access is 
influenced by the work of EBU (European Broadcasting Union) on Direct 
Broadcasting Satellite. 

3.1 - Entitlement checking 
An entitlement checking transaction is used to verify o r  to 

devalorize an entitlement. The aim of such a transaction is to deliver 
control words. The cryptographic computation during such a transaction 
is executed with an authorization key. 

An authorization key is common to a group of customers f o r  a 
limited time. The usage of such a key may be restricted by additional 
parameters to be compared with the authorization status in the card. 

Authorization keys encipher control words. The corresponding 
cryptograms are known as the verification signal. 
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Depending on the application, control words may be sent back 
to the remote controller for verification, or used in the terminal as 
cryptographic keys. 

3.2 - Entitlement management 
An entitlement management transaction is used to valorize or 

to entitle. The aim of such a transaction is to increase the value of 
a card. The cryptographic computation during such a transaction is 
executed with a distribution key. 

A distribution keg is unique to each card, o r  a very small 
group of cards. The distribution keys belong to the card issuer ; they 
allow the management of distributed authorizations owned by the card 
holder. 

A distribution key enciphers individual customer messages 
and/or authorization keys. The corresponding cryptograms are known as 
the validation signal. 

7.3 - Implementations 
In access control through interactive networks to services 

or resources (videotex, public telephone, data networks, teletex, fi- 
les and' computers.. .) , the control word can be sent back on the line 
to prove user's right to access, or used by the terminal to decipher 
subsequent data. 

In conditional access to broadcast services, the control 
word must be used in the decoder, according to synchronisations, in 
order to descramble the service components (video and sound, teletext 
pages, various data.. .) . 

The entitlement management can be done over-the-air by ad- 
dressing through a broadcast signal, as well as on-line through -swit- 
ched networks. The management can also involve other networks like 
mail o r  banks. 

4 - A CP8 CARD FOR CONDITIONAL ACCESS 

Conditional access key carrier cards are now manufactured by 
BULL CP8 : the specifications were elaborated for application to 
ANTIOPE teletext ; but these cards are now proposed f o r  pay-TV, f o r  
taxation of videotex databases, and for identification purposes in SO 
various fields as public telephone, computers, and selected areas. 

The card may carry up to thirty two authorizations consis- 
ting of an authorization key (127 bits), an identifier (24 bits), and 
a status (variable in size and structure). 



4.1 - Mode o f  ope ra t ion  

I n  t h e  i n s t r u c t i o n  request ing a cryptographic computatioo, 
the block of  d a t a  g iven  t o  the  card cons i s t s  of an i d e n t i f i e r  (24 
b i t s ) ,  a parameter  (24 b i t s )  and a cryptogram (127 b i t s ) .  

The i d e n t i f i e r  names the au thor iza t ion  concerned by t h e  
t r ansac t ion .  The s t a t u s  o f  t h i s  au thor iza t ion  must be compatible wi th  
the  parameter. For  example, when the  au thor iza t ion  is a s u b s c r i p t i o n ,  
t he  d a t e  i n d i c a t e d  i n  t h e  parameter must l i e  i n  the  i n t e r v a l  ( v a l i d i t y  
d a t e  and pe r iod )  i n d i c a t e d  i n  the  s t a t u s .  

When t h e  cond i t ions  a r e  v e r i f i e d ,  the  card performs t h e  com- 
pu ta t ion  : a r e s u l t  (61 b i t s )  is obtained from the cryptogram (127 
b i t s ) ,  t he  parameter  (24 b i t s ) ,  and the s e c r e t  key (127 b i t s ) -  

During an e n t i t l e m e n t  checking t r ansac t ion ,  on an  i n s t r u c -  
t i o n  r eques t ing  t h e  r e su l t ,  the  outs ide  ge t s  the  cont ro l  word as a 
&byte block. The a u t h o r i z a t i o n  s t a t u s  i s  modified o r  not  depending on 
the  ope ra t ion  : a d e v a l o r i z a t i o n  o r  a ve r i f i ca t ion .  

During an  e n t i t l e m e n t  management t ransac t ion ,  the  ca rd  must 
apply the  d i s t r i b u t i o n  key (varying from one card t o  ano the r ) .  The 
card checks t h e  r e s u l t  ( t h e  fou r  f i rs t  bytes  must be equal t o  t h e  fou r  
l a s t  b y t e s ) ,  and  modi f ies  t h e  s t a t u s  of the designated a u t h o r i z a t i o n .  

4.2 - Card e l a b o r a t i o n  

Chips still  on t h e  wafer a r e  t e s t ed  by a dedicated machine 
w r i t i n g  a ser ia l  number and a manufacturer secret code i n  each v a l i d  
chip. Tes t ing  p o i n t s  a r e  then  destroyed, thus d e f i n i t e l y  d i s a b l i n g  in-  
v a l i d  chips. Th i s  o p e r a t i o n  is  known a s  chip creat ion.  

T h e r e a f t e r  c h i p s  are cu t  and in se r t ed  i n  I D  cards. The card 
i s s u e r  then w r i t e s  i n  each card a d i s t r i b u t i o n  key computed from t h e  
ch ip  s e r i a l  number. The i s s u i n g  s e c r e t  funct ion may be m a t e r i a l i z e d  by 
another  card. This  d i s t r i b u t i o n  key must be c o r r e c t l y  used t o  w r i t e  
any o t h e r  s e c r e t  i n  t h e  card,  and t o  manage au tho r i za t ions  i n  t h e  
card. Assuming t h e  s e c r e c y  of the i s su ing  func t ion ,  only t h e  c a r d  is- 
s u e r  can do t h e s e  o p e r a t i o n s  : he w i l l  r e a l l y  con t ro l  t he  card  l i f e .  

The card  i s  now ready t o  receive au thor iza t ions .  A wide va- 
r i e t y  of card l i f e  s c e n a r i o s  can be prepared during the card  configu-  
r a t ion .  

A f t e r  t hese  t h r e e  successive operat ions ( c h i p  c r e a t i o n ,  card  
i s s u e ,  card c o n f i g u r a t i o n ) ,  t he  cards  a r e  d i s t r ibu ted  t o  the  pub l i c .  



487 

5 - SMART CARDS AND CRYPTOLOGY 

Cryptographic  a lgor i thms a re  e s s e n t i a l  i n  cond i t iona l  ac- 
cess. But widely known a lgor i thms does not  f i t  the CP8 chip : 

- a 36 b y t e  RAM i s  s u f f i c i e n t  f o r  the DES, but  the microcode 
s i z e  is about 1.6 kbyte  which i s  the s i z e  of the masked ROM. 

- with  a 36 byte  RAM, one can compute exponent ia ls  modulo a 
composite number up t o  n i n e t y  b i t s .  So a 128 byte  RAM is  a minimum t o  
implement a medium s e c u r i t y  RSA scheme, with 320 b i t  composite num- 
bers. And a 192 b y t e  RAM is  hoped f o r  a good secu r i ty .  

5.1 - Actua l  a lgor i thms 

- A first a lgor i thm (one-way, 200-byte microcode) is known 
as TELEPASS. A r e s u l t  R (64b i t s )  i s  computed from s e c r e t  key S (96 
b i t s ) ,  d a t a  I n  (32 b i t s )  s t o r e d  a t  address  n ,  and input  E (64 b i t s ) .  

R = P (S, In, E) 

This  first a lgo r i thm is  used t o  remotely v e r i f y  r i g h t s  and 
i d e n t i t y  claimed by  a c a r d ,  and t o  remotely v e r i f y  the wr i t i ng  of some 
information a t  t h e  r i g h t  address  i n  the card. 

- A second a lgo r i thm ( i n v e r t i n g  another  algorithm; 300-byte 
microcode) i s  known as t h e  double-f ie ld  algorithm. A r e s u l t  K (61 
b i t s )  is computed from a cryptogram M (127 b i t s )  and a secret key c 
(127 b i t s )  modified by a parameter P (24 b i t s ) .  

K = g (C + P , M )  

I n v e r s i b i l i t y  is e s s e n t i a l  : i n  a broadcast system, t h e  same 
con t ro l  word i s  desc r ibed  by a s  many ent i t lement  checking messages as 
the re  are audiences  au tho r i zed  t o  access  the information. For example, 
the same movie may be a c c e s s i b l e  by impulse-pay-per-view as w e l l  as by 
subsc r ip t ion ,  or by a prepa id  t i c k e t .  

I n v e r s i b i l i t y  is e s s e n t i a l  a l s o  t o  ensure en t i t l emen t  mana- 
gement : enciphered personal ized  d i r e c t i v e s  may be addressed t o  an  
i d e n t i f i e d  card.  

- A t h i r d  a lgo r i thm ( i n v e r t i b l e  , 200-byte microcode) , a l s o  
named TELEPASS, h a s  been prepared f o r  the new bank card s p e c i f i c a -  
t i ons .  This  a lgo r i thm a l lows  the in t roduct ion  of key c a r r i e r  ph i loso-  
phy i n  the  bank cards .  

The e v o l u t i o n  w i l l  s t rengthen  these algorithms. But a ques- 
t i o n  is opened : what is the  most complex algorithm on a 6805 CPU wi th  
the performances : 200-byte microcode, 30-byte RAM, a ha l f  second exe- 
cu t ion  time ? 
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5.2 - I d e n t i t y  c e r t i f i c a t e s  

Improved card personal izat ion is obtained by recording iden- 
t i t y  c e r t i f i c a t e s  i n  the card. 

Such a c e r t i f i c a t e  (a 320-bit RSA, scheme i n  IPSO bankcards 
used on public telephone) i s  computed by applying a s ignature  funct ion 
( t ake  the cubic r o o t  modulo) t o  the concatenation of chip serial  num- 
ber (50 b i t s ) ,  subsc r ibe r  i d e n t i f i e r  (50 b i t s ) ,  various codes (60 
b i t s ) ,  da t e  and period of  v a l i d i t y  (40 b i t s ) ,  completed by some e a s i l y  
checked redundancy (I 20 b i t s ) .  

Any remote o r  l o c a l  con t ro l l e r  can ver i fy  the genuineness of 
i d e n t i t y  c e r t i f i c a t e s  by applying the ve r i f i ca t ion  function ( r a i s e  to  
the cube modulo). Forgery being computationally i n f e a s i b l e ,  black 
lists on s e r i a l  numbers and user i d e n t i f i e r s  a r e  then very e f f i c i e n t -  

5.3 - Some re f l ex ions  

The a c t u a l  key c a r r i e r s  allow only pseudo off- l ine systems, 
well f i t t i n g  h i e r a r c h i c a l  s i t u a t i o n s  with a central  au tho r i ty ,  such as 
a computer and t i m e -  shar ing terminals. 

In  IPSO payment experiments, the main proof remains i n s i d e  
the card. Computation r e s u l t s  may be stored by the r e t a i l e r  i n  order 
t o  c e r t i f y  records i n  t h e  card,  but o n l y  the authori ty  can check the 
genuineness of such r e s u l t s .  There is  an important p a r a l l e l  with a rb i -  
t r a t e d  s ignature  schemes. 

6 - TOWARDS DIGITAL SIGNATURES 

Sec re t  func t ions  of a public key cryptosystem can play two 
p a r t s  i n  an e l e c t r o n i c  m a i l  environment : 

- regenerate the  c o n t r o l  word deciphering the subsequent message. - sign an au then t i ca t ion  code added t o  the message. 

But i n  both cases ,  the securi ty  of the sec re t  funct ion is 
e s s e n t i a l  ; i f  t h i s  funct ion i s  materialized by a key c a r r i e r  card 
with a good l e v e l  o f  physical  securi ty ,  the legit imate holder himself 
has the g r e a t e s t  d i f f i c u l t y  t o  get a copy. 

Depending on the main pa r t  played by the sec re t  funct ion,  
such a key c a r r i e r  can be seen : 

- a s  a paper-knife, opening the protection envelope, - o r  a s  a s igna tu re  stamper, ce r t i fy ing  the l e t t e r .  

Such smart ca rds  a r e  now under investigation ; and t h i s  evo- 
l u t i o n  w i l l  lead t o  o f f - l i n e  systems and d i g i t a l  signatures.  
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6.1 - Scena r io  f o r  e l e c t r o n i c  payment 

- 1 - The u s e r  c o n t r o l s  the parameter generat ion on some 
domestic device  producing random primes under add i t iona l  cond i t ions  s o  
as t o  cons t ruc t  a composite number. In  the  example, the composite num- 
ber  has  the  s p e c i a l  form N = 24x + K ,  with 2K 2JX K. So the  
240-bit K desc r ibes  t h e  321-bi t  N. 

The prime f a c t o r s  a r e  recorded a s  s e c r e t  parameters i n  a 
stamper : a key car r ie r  card  dedicated t o  s igna tu res  ( t ake  t h e  cubic  
root  modulo N ) .  And t h e  va lue  K is  recorded a s  a publ ic  parameter des- 
c r ib ing  the  v e r i f i c a t i o n  ( r a i s e  t o  the cube modulo N ) .  

- 2 - The banker t e s t s  the  stamper produced by t h e  
user .  H e  computes a s tamper  r e g i s t r a t i o n  by applying h i s  o m  s i g n a t u r e  
( t a k e  the  cubic  r o o t  modulo a 512-bit number) t o  the  concatenat ion of 
the publ ic  va lue  K (240 b i t s )  given by the stamper, the u s e r  i d e n t i -  
f i e r  (50 b i t s ) ,  t h e  bankcard s e r i a l  number (50 b i t s ) ,  da te  and per iod  
of v a l i d i t y  (40 b i t s ) ,  v a r i o u s  codes (60 b i t s ) ,  and an e a s i l y  checked 
redundancy (72 b i t s ) .  

The banker  i s s u e s  the  bank-card by recording i n  i t  t h e  stam- 
per  r e g i s t r a t i o n .  

- 3 - The r e t a i l e r  checks the stamper r e g i s t r a t i o n  by 
applying the  bank v e r i f i c a t i o n  (raise t o  the cube modulo the  512-bit 
number publ ished by  t h e  bank) ,  thus regenerat ing the  u s e r ' s  p u b l i c  va- 
l u e  K O  The re ta i ler  c o n s u l t s  t he  black lists on card s e r i a l  numbers 
and on u s e r  i d e n t i f i e r s .  The u s e r  stamps the f i n a n c i a l  opera t ion  ( d a t e  
and amount), t hus  g o d u c i n g  a s igna ture  easy t o  check by r a i s i n g  t o  
the cube modulo 23 + K. 

The e l e c t r o n i c  check thus cons i s t s  o f  two informations : t h e  
stamper r e g i s t r a t i o n  ( i s s u e d  by the  banker), and the  opera t ion  signa- 
t u r e  ( i s sued  by t h e  u s e r ) .  Such a check can be e f f i c i e n t l y  checked a t  
each s t e p  i n  t h e  c l e a r i n g  c i r c u i t  between banks. 

7 - CONCLUSION 

The c u r r e n t  needs concerning new se rv ices ,  dedicated t o  bu- 
s i n e s s  a s  w e l l  as opened t o  the  general  publ ic ,  a r e  secrecy,  d i s c r e -  
t i o n ,  i d e n t i f i c a t i o n ,  a u t h e n t i f i c a t i o n ,  c e r t i f i c a t i o n ,  s i g n a t u r e ,  at- 
t e s t a t i o n ,  conf i rma t ion ,  acknowledgement of receipt... GARANTIR i s  the  
French word t h a t  b e s t  d e s c r i b e s  a l l  these concepts. It r equ i r e s  on ly  a 

. s t ep  f u r t h e r  t o  c r e a t e  a new word : "garant ics"  t o  say  "implementation 
of s e c u r i t y  i n  new se rv ices" .  

Cryptographic  a lgor i thms,  s ecu r i ty  protocols ,  smart ca rds  
a r e  the  bas i c  t o o l s  o f  g a r a n t i c s .  

L e t  u s  keep i n  mind : t h e  more o u r  count r ies  a r e  computeri- 
zed, the  more bank f r a u d s ,  economic sabotages, and i n d u s t r i a l  spying  
a r e  p r e j u d i c i a l  ! 


