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S i n c e  a f e w  y e a r s ,  smar t  ca rd  has  began t o  appea r  i n  t h e  f i e l d  
of c r y p t o g r a p h y .  Today i t  i s  p o s s i b l e  t o  hold a s p e c i a l  s e s s i o n  of Eu- 
r o c r y p t  84 on t h i s  s u b j e c t  because ,  a f t e r  a period of e x p e r i m e n t s ,  t h e  
smart  c a r d  is now becoming a commercial p r o d u c t ,  e s p e c i a l l y  i n  
France.  

You a l l  know what a sma t t  card i s  : t h i s  s t a n d a r d  dimensioned 
p l a s t i c  c a r d  c o n t a i n s  a mic ro  e l e c t r o n i c s  package i n c l u d i n g  a meaory 
and a m i c r o p r o c e s s o r  c o n t r o l l i n g  read and w r i t e  a c c e s s  t o  t h i s  aem-  
rY * 

T h i s  new c a r d  d i f f e r s  from magnetic s t r i p e s  c a r d s ,  n o t  so much 
by i t s  memory c a p a c i t y ,  i?s by i t s  i n t e r n a l  computing power, hence i t s  
name : t h e  s m a r t  c a r d .  

C r y p t o g r a p h i c  computa t ion  u s i n g  pe r sona l  s e c r e t e  k e y s ,  i s  p o s s i -  
b l e  i n s i d e  t h e  c a r d  i t s e l f ,  a l l o w i n g  t h e  w a r t  card t o  c a r r y  o u t  com- 
p l e x  d i a l o g u e s  w i t h  t h e  e x t e r n a l  environment. This  p e r m i t  a h i g h  d e -  
g r e e  of s s c u r i t y  i n  a large f i e l d  of a p p l i c a t i o n s  through p r o c e s s e s  o f  
a u t e n t h i c a t i o n  of t h e  c a r d ,  i d e n t i f i c a t i o n  of t he  u s e r ,  c o n f i d e n t i a l i -  
t y  of t r a n s m i t t e d  i n f o r m a t i o n ,  c e r t i f i c a t i o n  of a t r a n s a c t i o n  by a l l  
t h e  p a r t i e s  i n v o l v e d .  
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The c a r d  i n t e r n a l  p r o c e s s i n g  c a p a c i t y ,  and i t s  a b i l i t y  t o  s tore  
a non e r a s a b l e  r e c o r d  o f  e a c h  t r a n s a c t i o n  provide an u n r i v a l e d  d e g r e e  
of s e c u r i t y  and p e r f o r m a n c e s  such  t h a t  i t  w i l l ,  d u r i n g  t h e  coming de- 
cade,  become one of t h e  key  e l e m e n t s  i n  t h e  expansion of  e l e c t r o n i c  
funds t r a n s f e r t ,  as w e l l  as a n  ex t r eme ly  r e l i a b l e  mean of i d e n t f f i c a -  
t i o n  f o r  access to b u i l d i n g s ,  d a t a  banks,  v i d e o t e x  s e r v i c e s ,  pay TV 
c h a n n e l s  and so on.  

I t  would also be  v e r y  h e l p f u l  as a per sona l  e l e c t r o n i c  f i l e  i n  
a p p l i c a t i o n s  t h a t  r e q u i r e  p o r t a b i l i t y  and s e l f  con ta ined  s e c u r i t y ,  f o r  
i n s t a n c e  i n  t h e  m e d i c a l  s e r v i c e s  f i e l d .  

T h e r e f o r e ,  by  making i n f o r m a t i o n  s t o r a g e  and p r o c e s s i n g  p o s s i b l e  
anywhere, t h e  smart c a r d  opens  up new h o r i z o n s  i n  t h e  d e s i g n  of n e t -  
works, in r e g a r d  t o  s e c u r i t y  and c o s t .  

I n  F r a n c e ,  t h e  f i r s t  p r o j e c t  coming j u s t  now t o  mass p r o d u c t i o n  
i s  t h e  smart c a r d  payphone p r o j e c t .  The French Telecommunicat ions Ad- 
m i n i s t r a t i o n  have  a l r e a d y  o r d e r e d  more than  10 000 payphones and one 
m i l l i o n  c a r d s  i n c l u d i n g  200 000 w i t h  t h e  microprocessor  monochip d e s i -  
gned by BULL, wh ich  a r e  c a p a b l e  of both payphone and banking f u n c t i o n s  
i n c l u d i n g  p o i n t  o f  sa le ,  home banking and te lepayment .  Such a m u l t i -  
f u n c t i o n  c a r d  w i l l  be u s e d  t h i s  y e a r  for all t h e s e  a p p l i c a t i o n s  in 
BLOIS, i n  t h e  area of cas t les  on t h e  L o i r e .  

A l l  t h e  F r e n c h  Banks and F i n a n c i a l  I n s t u t i o n s  have a l s o  d e c i d e d  
t o  adop t  a mixed s m a r t / m a g n e t i c  s t r i p e  ca rd  t o  be g e n e r a l i z e d  i n  t h e  
whole c o u n t r y  b e f o r e  t h e  end of t h e  e i g h t i e s .  

But t h e  s u b j e c t  t o d a y  i s  t h e  link between smart card and c r y p t o -  
g r a p h y  which w i l l  be e x p l a i n e d  i n  many d e t a i l s  by t h e  d i f f e r e n t  ex- 
p e r t s .  

I s u g g e s t  jcst to listen them. 


