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1 .  I n t r o d u c t i o n  

The most i n t e r e s t i n g  f e a t u r e  of modern cryptography is t h e  
i n t e r a c t i o n  of  arguments  from complexi ty  theory,  information 
theory and number t h e o r y .  A s  a r e s u l t  of  this i n t e r a c t i o n  
t h e  c r y p t o g r a p h i c  s e c u r i t y  of s imple pseudo random number 
g e n e r a t o r s  h a s  been based  on r easonab le  number t h e o r e t i c  
assumptions,  see M. Blum, S.  Micali  (1982) and A. Yao (1982).  
The b i t  s e c u r i t y  o f  t h e  RSA-scheme p l a y s  an important r o l e  i n  
t h i s  c o n t e x t .  If  the problem of dec iphe r ing  t h e  RSA-cipher- 
t e x t s  can be  r educed  t o  the problem of g e t t i n g  p a r t i a l  i n f o r -  
mation on s i n g l e  cleartext b i t s  then an i n t e r e s t i n g  s i t u a t i o n  
arises. E i t h e r  it is easy  t o  dec iphe r  RSA-ciphertexts com- 
p l e t e l y  ( i n  worst case w i t h o u t  knowing t h e  p r i v a t e  key) o r  
it i s  i n f e a s i b l e  t o  g e t  even p a r t i a l  information on s i n g l e  
RSA-cleartext b i t s  and i n  t h i s  l a t t e r  case t h e  RSA-encryption 
provides  a s imple  c r y p t o g r a p h i c a l l y  secu re  pseudo random 
number g e n e r a t o r .  

The b i t  s e c u r i t y  of the RSA-scheme w a s  f i r s t  s t u d i e d  by Goldwasser, 
Micali, Tong ( 1 9 8 2 ) .  They showed t h a t  ob ta in ing  t h e  least  
s i g n i f i c a n t  b i t  of a n  RSA-message i s  as hard as ob ta in ing  
t h e  e n t i r e  message. Formally they proved t h a t  any o r a c l e  
which q u e r i e d  on an RSA-ciphertext o u t p u t s  t h e  l eas t  s i g -  
n i f i c a n t  b i t  of t h e  co r re spond ing  message, can be used t o  
dec ryp t  RSA e f f i c i e n t l y .  Ben-Or, Chor and Shamir (1983)  

proved t h a t  t h e  t w o  l eas t  s i g n i f i c a n t  RSA b i t s  are 3 / 4 + ~ -  
secure, i . e .  any oracle f o r  t h e s e  b i t s  which i s  c o r r e c t  f o r  
an 3 / 4 + ~ - f r a c t i o n  o f  t h e  c i p h e r t e x t s  can be used t o  dec ryp t  
RSA e f f i c i e n t l y .  They a l s o  showed t h a t  c e r t a i n  o t h e r  b i t s  are 
1 5 / 1 6 + ~ - s e c u r e .  T h e  problem remained whether RSA-bits are 
1 / 2 + ~ - s e c u r e .  T h i s  would imply t h a t  RSA-bits y i e l d  a crypto-  
g r a p h i c a l l y  s e c u r e  pseudo random number gene ra to r .  With some 
novel sampling t e c h n i q u e s  U.V. and V.V.  Vazirani  (1983) 
proved t h a t  t h e  l eas t  s i g n i f i c a n t  RSA b i t s  a r e  0.732+~ 
secu re .  



' 115 

In  t h i s  paper w e  f i n a l l y  prove t h a t  t h e  least  s i g n i f i c a n t  
RSA-bits are O.S+~-secure .  More formally any orac le  which 
co r rec t ly  p r e d i c t s  the k - t h  least  s i g n i f i c a n t  RSA-bit f o r  
a t  l eas t  a O . S + ~ - f r a c t i o n  of a l l  messages can be used t o  

decipher a l l  RSA c i p h e r t e x t s  i n  time ( logn ' )  0 (E-2+k) 
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2 .  The b i n a r y  gcd-method f o r  dec iphe r ing  t h e  RSA-scheme 

For an i n t e g e r  n 2  1 

be t h e  m u l t i p l i c a t i v e  g r o u p  of i n t e g e r s  modulo n which are 

r e l a t i v e l y  prime t o  n .  The elements of 22: w i l l  be r e p r e s e n t e d  

by t h e  i n t e g e r s  x w i t h  0 < x < n , gcd(x ,n )  = 1 . L e t  l i ( X )  

be t h e  i - t h  l e a s t  s i g n i f i c a n t  b i t  of x , i . e .  x = Z l i (X)2i-1 

with 0 < x < n . Call x E 22; even i f  l1 ( x )  = 0 . Note t h a t  

2x may be  odd; this happens i f f  n / 2  < x < n with n odd. 

Throughout t h e  p a p e r  n w i l l  be odd. L e t  E : x  - x b e  a n  

RSA enc ryp t ion  f u n c t i o n  and l e t  6‘ b e  an o r a c l e  which g iven  

E ( a )  de t e rmines  l l ( a )  t h e  leas t  s i g n i f i c a n t  b i t  of a . 

l e t  Z; = Ixmodn I x E Z J  g c d ( x , n )  = 11  

ii 1 

e 

Theorem 1 [Ben-Or, Chor, Shamir] 

t i m e  a l g o r i t h m  which q u e r i e s  t h e  

t i m e s  and w i t h  p r o b a b i l i t y  1 / 2  

There i s  a random polynomial 

o r a c l e  d a t  most o ( l o g 2 n )  

dec iphe r s  E(x). 

* 
The dec iphe r ing  a l g o r i t h m  computes b E  Zn such t h a t  

-1 E(xb)  = 1 nod n and x := b mod n . A p a r t i c u l a r  v e r s i o n  

of t h e  b i n a r y  gcd -a lgo r i thm computes b from randomly chosen 

elements b l ,  b2 w i t h  x b l J  xb2 < n/2.  The oracle’  

t e s t i n g  “xbl  xb ? ”  and “ x b .  even?”.  In f a c t  
2 1 

xb, < xb2 

i s  used f o r  

& E ( 2 x ( b l - b 2 ) )  = 0 ; xbi even * o E ( x b i )  = 0 . 

An important  o b s e r v a t i o n  i s  t h a t  o r a c l e  q u e r i e s  on l a r g e  

elements  2 x ( b l - b 2 )  can be avoided. I n  s e c t i o n  3 w e  show t h a t  

o r a c l e  q u e r i e s  on s m a l l  e lements  can be  answered c o r r e c t l y  

even if t h e  o r a c l e  h a s  e r r o r  p r o b a b i l i t y  0 . 5 - E .  
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Algorithm 1 ( t h e  new dec ipher ing  algori thm) 

1 .  pick random e lements  b l , b 2 E Z n  with bix odd and 
* 

1 , 2  ; c :=  c2 := 2-k ; 1 bix < 2-kn f o r  i = 

i f  c1 2 c2  
1 2  i f  c2 > c1 

I’ 2 .  
i := 

I 

bi : =  ( b l + b 2 ) / 2  mod n ; ci  : =  ( c l + c 2 ) / 2  ; 

3. if xb.  = l m o d n  then [ x : = b i  modn, s top]  ; -1 
1 

- i f  xbl = xb2 t h e n  stop ( f a i l u r e ) ;  

- i f  xbi i s  odd t h e n  goto 2 ;  

4 .  while  xbi even do [ b i : = b i / 2 m o d n ,  c .  : = c i / 2 ]  ; 
1 

goto 2 ;  

The va lues  ci do n o t  i n c r e a s e .  A n  easy induct ion shows t h a t  

xbi 2 cin 

become smaller t h a n  l/n, t h e  o r a c l e  i s  queried a t  most 4 10gZn  

t i m e s  i n  s t e p  4 .  S i n c e  each pass of s t e p  2 halves  t h e  

d i f f e r e n c e  (b l -b  ) t h e r e  are a t  most log n consecut ive p a s s e s  

of s t e p  2 .  This  proves  

throughout  t h e  computation. Since c 1 ,  c2 cannot  

2 2 

Lemma 2 I n  t h e  new d e c i p h e r i n g  a lgor i thm a l l  o r a c l e  q u e r i e s  

a r e  on elements  

4 log2 n t i m e s .  

bx < 2-kn . The o r a c l e  i s  queried a t  m o s t  
2 



118 

3 .  The O.S+E-security of the l e a s t  s i g n i f i c a n t  RSA-bit 

Now consider  t h e  case t h a t  t h e  o rac l e  d makes e r ro r s .  

L e t  eE 
d i c t i n g  t h e  l ea s t  s i g n i f i c a n t  b i t ,  i .e .  

#Ex E 72: : €fE[E(x) 1 = l1 (XI 3 / # Z: 2. 1 / 2  + E . 
W e  w i l l  e x p l o i t  the r e l a t i o n  ( l e t  8 be  the  exclusive o r )  

be an oracle which has  an 1/2+~-advantage i n  pre- 

l l ( a + b )  = l1 (a)  @ l l ( b )  , f o r  a ,bE  Z Z i  

which holds provided t h a t  a + b  does not  overlap n . 
Suppose w e  l i k e  t o  decipher  E(x)  and 

we a l ready  know s o m e  b with xb c €1112 . Then w e  need to 

know l1 (xb) . W e  show t h a t  knowledge of 1, (x r )  f o r  a random 

element r E Z: h e l p s  determing l1 (xb) : 

Fact 3 L e t  rEZ: b e  a random element. Then f o r  a l l  b x E  

ZA with bx < ~ n / 2  

prob[WEIE(( r+b)x) ]  @ 1,(rx) = l l ( b x ) l  2 ( 1 + ~ ) / 2  . 

Proof " e ; [ E ( ( b +  r ) x ) l  @ l1 (rx) = l1 (bx)"  holds i f  

HE[E( (b  + r ) x )  1 = 1, ( ( b  + r ) x )  

l a p  n . Since bx < ~ n / 2 ,  overlap over n occurs with 

probabi l i ty  5 ~ / 2  . Moreover 

and i f  bx + rx does not  over- 

prob[€fEIE( (b + r ) x )  1 = l1 ((b + r l x )  1 2 1 / 2  + E 
Q.E.D. 

By a major i ty  d e c i s i o n  we can determine l l ( b x )  f o r  bx < En wi th  

a r b i t r a r y  high s e c u r i t y  provided t h a t  w e  know l l ( r i x )  f o r  

s u f f i c i e n t l y  many independent elements ri E Z$ : 
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Lemma 4 

elements. Then f o r  a l l  x ,  b E Z i  with xb < ~ n / 2 ,  E 5 1 / 4  

the  event  

has p robab i l i t y  5 2 e x p i - t  c 2 / 3 )  (1.1 denotes t h e  nea res t  

i n t ege r  t o  a ) .  

L e t  rl,. . . ' r t  E 23; , t odd, be independent random 

"I1 (xb) * [i e ; [E(x (b  + ri) 11 @ l1 (xri) J "  

Proof W e  u s e  t h e  fo l lowing  version of t he  law of l a r g e  

numbers, see e.g.  Renyi V I I ,  5 4 '  theorem 1 :  

L e t  X1,. . . , X t  

value m and v a r i a n c e  d I I X i - m l  5 K . Then 

prob[ 1; X r z 1  X c  rnl 2 vd/ \ / f ]  5 2 exp 

f o r  all P 5 dVF/K . 

be independent random var iab les  with mean 

We apply t h e  t h e o r e m  t o  

Xi 
= WE [ E ( x ( b + r i )  1 I @ l1 (xr i )  @ l1 (xb) 

Clearly Xi = 1 i f f  CrE[E(x(b+ri) I @ 1, (xri) + l1 (xb) . 
W e  know from Fact 3 t h a t  m 5 ( 1 - ~ ) / 2 .  ~ ~ 1 / 4  implies 

K = 5 / 8 ,  2 5 l / d  ( 2 2 -  a' 5 2 . 1 4 .  

If "11 (xb) * r i Z k = l  HE[E(x(b  + r i ) )  I @ l1 ( x r i ) ] "  then 

By the  l a w  of l a r g e  numbers with 1.1 = & E /  (2d) t h e  l a t t e r  

event has  p r o b a b i l i t y  

-t E~ / (4d 1 

( 2 d )  

exp [ EK 1 2 ( 1 + -  

< - 

2 1. 2 exp [-t E /3] . 
Q.E.D. 
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Corol lary 5 L e t  bxE Z: , bx < ~ n / 2 ,  E 2 1 / 4  and l e t  

r,, ..., rt E Zn 

t 

e l l ( r x )  J 2 I/S . 

* 
be  independent random elements, 

3 ~ - ~  l o g ( 2 s )  . Then p r o b [ l l  (bx) t [i EE=l OEIE( ( r i+b)x )  1 Q 

Proof By Lemma 4 the event  i n  quest ion has probabi l i ty  

- < 2 eXp[-t E / 31  . Thus it i s  s u f f i c i e n t  t o  choose 

t 2 3E-2 l o g ( 2 s ) .  Q.E.D. 

2 t 2 3 s - * l O g  

A key observa t ion  is t h a t  once w e  have guessed 

s u f f i c i e n t l y  many random elements riEZn then w e  can 

determine with s u f f i c i e n t l y  high secu r i ty  1, (bx) f o r  any 

bx < ~ n / 2  . 

l l ( r i x )  f o r  
* 

-2 
Theorem 6 There i s  a random ( l o g n )  (' -time algorithm 

using o r a c l e  0 t h a t  i n v e r t s  the  encryption function E ( x )  - 
E 

Proof I n  o rde r  t o  dec ipher  E(x)  do the  following. 

1 .  pick random elements  r l ,  ... , r t E Z n  , * 
(t w i l l  be determined 

below). 
* 

2. guess b l , b 2  E Zn with bix 5 ~ n / 2  f o r  i = 1 , 2 .  

3 .  guess 1 ( r i x )  f o r  i =  I ,  ..., t .  

4 .  simulate  t h e  b ina ry  gcd deciphering method but  s top  a f t e r  
1 

L a t  most 4 l o g Z n  o r a c l e  queries .  For each orac le  query 

compute l1 fxb )  :=  [ t E i = l  OEIE( ( r i + b ) x ) ]  @ l1 ( r i x ) ] .  1 t  

The  a lgori thm succeeds i f  a l l  the  query answers a r e  c o r r e c t  
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b l l b 2 .  By Lemma 2 
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gcd method succeeds with i n i t i a l  va lues  

the o r a c l e  i s  quer ied  a t  most 4 1 0 g 2 n  t i m e s .  2 

By Corol la ry  5 for t := p E-2 log ( 2 s )  1 each query answer 
L has  e r r o r  p r o b a b i l i t y  - < l/s. Choose 

p r o b a b i l i t y  3 1 / 2  a l l  query  answers a r e  c o r r e c t .  It i s  i m -  

p o r t a n t  f o r  o u r  argument t h a t  r l l . . . , r t  are independent of 

a l l  i n t e r m e d i a t e  e lements  bx occuring i n  t h e  binary gcd method 

l l b 2 .  Guessing b l l b 2  and 1 (r x) for with i n i t i a l  v a l u e s  b 

i = I , . .  . , t  can  be done w i t h i n  2 E = (logn)" '  t r i a l s .  

Therefore  E(x) c a n  be deciphered i n  (log n) '(' 

s := 8 ' l o g 2 n  , then w i t h  

1 i  
-1 t -2 

-2  
s t e p s .  

Q.E.D. 
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4 .  The s e c u r i t y  of o t h e r  RSA-bits 

Consider li ( X I  the i - t h  l e a s t  s i g n i f i c a n t  b i t  of x E Z: I 

i.e. 

that  f o r  small elements a €iZi w e  can express l1 (a) by 

1 k ( 2 k - 1 a ) .  I n  f a c t  

f o r  x with 0 < ' x  < n . W e  no te  i - 1  x = rill l i ( x )  2 

l l ( a )  = 1k(2k-1a) f o r  a l l  a < 2 -k+ ln  ( * I  

Let %, k 
l k ( a ) .  By ( * I  w e  can implement the  binary gcd deciphering 

method using cYLIk provided w e  guess two i n i t i a l  values bi 

with bix < 2-kn . This  proves 

be any o r a c l e  which f o r  given E(a)  determines 

Theorem 6 For every k t h e r e  i s  

algorithm using t h e  o r a c l e  L Y ' ~ , ~  

funct ion E ( x )  . 

a random ( 2  k l o g n ) O ( l ) - t i m e  

which inve r t s  t he  encryption 

be any oracle uc,k Now suppose t h a t  8'L,k makes err rs. 

that  has  €-advantage i n  pred ic t ing  the k-th least  s i g n i f i c a n t  

b i t  l k ( x )  of x I more formally:  

f+(xEZt,: : HEIk[ELx)] = l k ( x ) } / # Z i  2 1 / 2  + E  . 
We implement t h e  b ina ry  gcd deciphering method with orac le  

a s  follows: *c,k 
1.  pick random elements  r1 I . .  . ,rt € Z: t = r3  ( 4  + log log  n)  E - ~  1. 
2.  guess l k ( r i x )  f o r  i = 1, . . * I  t . 
3 .  guess elements b l , b 2  such t h a t  x b .  5 ~ 2 - ~ n  f o r  i = l 1 2 .  

4 .  simulate  t h e  b ina ry  gcd deciphering method as follows. F o r  
1 

each query on xb < ~ 2 - ~ n  put  
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’1 (xb) := r t  tt i = l  B & , k  [ E ( ~ ( 2 ~ - ’ b  + r i l l ]  t3 l k ( x r i ) J  

and s t o p  a f t e r  a t  most 4109 n quer ies .  2 

W e  have l1 (xb). = + ( ~ 2 ~ - l b )  = 1k(x (2k-1b+r i ) )  @ lk (xr i )  

+ x r .  does no t  overlap n. Since provided t h a t  ~ 2 ~ - ’ b  

bx < ~ 2 - ~ n  o v e r l a p  over  n occurs with probabi l i ty  1. ~ / 2 .  

Theref o r e  

1 

l1 (xb) = @ E , k [ E ( ~ ( 2 k - ’ b  + ril 1 1  @ l k (x r i )  

occurs with p r o b a b i l i t y  2 ( 1  + ~ ) / 2  . By the law of l a rge  

numbers each o r a c l e  query has  e r r o r  probabi l i ty  

- < 2 exp [-t E / 3 1  5 1 / ( 2 7  l o q n )  f o r  E 5 1 / 4  . Hence with 

probabi l i ty  2 1/2 a l l  query answers are cor rec t .  

2 

The algori thm succeeds i f  a l l  query answers are c o r r e c t  and 

i f  gcd(xbl rxb2)  = 1 . Guessing such elements b , , b 2  with 

xbi 5 ~ 2 - ~ n  and guessing l k ( x r i )  f o r  i = 1 , .  . . ,t can be  done by 

E - ( 1 o g 1 1 ) ~ ‘ ~  22k t r i a l s .  This proves 
-2 -2 22k - 

OI.s-2+k) -time Theorem 7 For every  k t h e r e  i s  a random ( l o g n )  

algorithm us ing  oracle €fE, which inve r t s  the  encryption 

funct ion E ( x )  . 
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5.  E f f i c i e n t  dec ipher ing  with random orac l e s  

The previous t i m e  bound (log n)  ( E - 2 + k )  can be considerably 

improved i f  t h e  o r a c l e  eEIk has no p a r t i c u l a r  s t ruc tu re .  

W e  w i l l  prove t h a t  a l m o s t  a l l  o rac les  tY can be used t o  
E , k  

i nve r t  t h e  encrypt ion  func t ion  E(x )  i n  random t i m e  

[E l o g n  2 1 -1 k O ( 7 )  

For f i x e d  k w e  d e f i n e  a probabi l i ty  d i s t r i b u t i o n  on t h e  set 

of a l l  0-1 valued o r a c l e s  & .  Oracle €f has probabi l i ty  

weight (0 .5  + E) (0.5 - E ) ' ( ~ ) - ~  with 

s = #{YE zn I U I E ( ~ )  I = ~ ~ ( y ) }  , v(n) = #z: . L e t  U I I ~ , ~  be  

a random o r a c l e  wi th  r e s p e c t  t o  t h i s  d i s t r i b u t i o n ,  i.e. 

U'RE,,[E(y)l 8 f o r  y E Z i  , a r e  0,l-valued, independent random 

elements with 

plement the b ina ry  gcd deciphering method with o rac l e  

as follows. 

* 

problURElk[E(y)l  = l k ( y ) l  = 0.5+ E . W e  i m -  

BRE,k 

-2 1 .  f o r  t := [ 3 ( 4 + l o g l o g n ) ~  1 guess a random element r 
k with rx < n / ( 2 t )  and rx = 0 mod 2 . 

2 .  guess elements b l  , b2  such t h a t  bix 1. 2-kn f o r  i = 1 , 2 .  

3 .  simulate  t h e  b ina ry  gcd deciphering method; f o r  each query 

-k on xb < 2 n p u t  

€rR [ E ( ~ ( 2 ~ - ' b +  i r ) ) ] ]  

and s top  a f t e r  a t  most 410g2n quer ies .  

l t ( x b )  :=  [t ti=, 
E , k  

If rx  < n / ( 2 t )  and rx = Omod2k then l k ( i r x )  = 0 and 

i r x  = Omod2k f o r  i l t  . I f  x b <  2-kn then l k ( x b )  = 1,(x2k-1b) - 
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Hence f o r  a l l  

prob[UR 

By the  l a w  of l a r g e  numbers each query answer has e r r o r  

~b < 2-kn : 

[ E ( ~ ( 2 ~ - l b  + i r ) )  1 = l1 (xbl 1 = 0.5 + E . 
E rk 

probab i l i t y  

the  f r a c t i o n  of o r a c l e s  d which i n  s t e p  3 give a wrong 

value l1 (xb) f o r  a p a r t i c u l a r  query, i s  a t  most 2 exp(-c t / 3 )  ; 

t h i s  f r a c t i o n  i s  exponen t i a l ly  small f o r  l a rge  t ) .  With 

probabi l i ty  2 1 / 2  a l l  4 log2  n query answers w i t h  UR 

cor rec t .  Hence the a lgor i thm using o rac l e  mEIk succeeds 

with p robab i l i t y  2 1 / 2  i f  b , , b 2 , r  have been guessed as  

spec i f  i e d  . 

2 exp(-EL t / 3 )  I 1 / ( 2 7  l o g n )  (This means t h a t  

2 

are 
Elk 

Guessing r and b l l  . D~ can be done (with probabi l i ty  2 1/21 

with 2k 2 t  22k = 0 (23k E - ~  l o g  log n )  t r i a l s .  Thus E(x) can  

be deciphered (wi th  p r o b a b i l i t y  2 1 /21  i n  O ( 2 3 k  E - ~  ( lOgnI4 )  

b i t  opera t ions .  ( ( l o g n ) 3  bounds the  number of b i t  opera t ions  

for evalua t ing  E ( y )  . Thus w e  have proved 

Theorem 8 For every k t h e r e  i s  a random [ E - '  log n 2 k ] 0 ( ' ) - t i m e  

a lgori thm using o r a c l e  UR which i n v e r t s  the  encryption 

funct ion E(x) . 
E ,k 

I t  c l e a r l y  fo l lows  t h a t  t h e  time bound of theorem 8 holds for 

a l l  bu t  a n e g l i g i b l e  f r a c t i o n  of o rac l e s  VElk which have 

an E - advantage i n  p red ic t ing  

' ( ' )  can be obtained whether t h e  t i m e  bound [ E  l o g n  2 I 

lk . I t  i s  an open problem 
-1 

f o r  a l l  o r a c l e s  VElk . 
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