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CRYPIOLOGY AND COMPLEXITY THEORIES 

Complexi ty  t h e o r i e s  h a v e  r e c e n t l y  been  proposed  a s  a b a s i s  for e v a l u a t i o n  of the 
c r y p t o g r a p h i c  s y s t e m  p e r f o r m a n c e .  W e  w i l l  p r e s e n t  i n  t h i s  s h o r t  s u r v e y ,  t h e  d i f fe r -  
e n t  a p p r o a c h e s  u s e d  t o  c o n n e c t  t h e s e  t w o  n o t i o n s .  

The c o m p l e x i t y  t h e o r i e s  are  r a t h e r  n e w  and  t h e i r  m o t i v a t i o n  i s  t h e  a n a l y s i s  o f  a l -  
g o r i t h m  e f f i c i e n c y .  T h e i r  main c h a r a c t - e r i s t i c  i s  t h a t  t h e y  a r e  v e r y  q e n e r a l  t h e o r i e s  
t h a t  d e a l  w i t h  v e r y  q e n e r a l  a l q o r i t h m s :  t h e i r  m o s t  c o n c r e t e  resu l t  g i v e  some i n f o r m -  
a t i o n  a b o u t  a s y m p t o t i c a l  b e h a v i o u r  of a l g o r i t h m s .  

The c e n t r a l  problem o f  c r y p t o l o g y  is  t h e  evdludt . ion  of s e c u r i t y  of s e c r e c y  s y s t e m ,  
t h a t  is  t o  s a y  how a s y s t e m  is immune a g a l n s t  a c r y p t a n a l y s i s .  When t h i s  c r y p t a n a l y -  
sis is p o s s i b l e  s u c h  a n  e v a l u a t i o n  must  measure  how much time and i n f o r m a t i o n s  are  
required t o  g e t  the s o l u t i o n .  

1 .  The model of ShdnnOn 

The f i r s t  m a t h e m a t i c a l  t r e a t m e n t  of t h i s  problem was a c h i e v e d  by Shannon' i n  the f o r -  
t ies .  H i s  t h e o r y  a l l o w e d  t o  f o r m a l i z e  t h e  problem p r o p e r l y .  As a consequence  h e  c o u l d  
g i v e  some g u i d e l i n e s  f o r  d e s i g n i n g  s e c r e c y  s y s t e m s .  

The Shannon a p p r o a c h  is b a s e d  on  a probabilistic model, t h e  core of t h e  t h e o r y  is t h e  
e v a l u a t i o n  of t h e  p robab i l i t i e s  o f  c l e a r - t e x t s .  T h e r e  ~ C C  t w o  mdin p a r a m e t e r s  : 
- t h e  a p r i o r i  p r o b a b i l i t y  o f  c l e a r - t e x t s :  P(m)  
- t h e  c o n d i t i o n a l  p r o b a b i l i t y  P(m/c)  o f  t h e  c l e a r - t e x t  m when t h e  c r y p t o g r a m  c is i n -  
t e r c e p t e d .  

The main c o n c e p t  d e f i n e d  b y  Shannon is t h e  "per fec t .  s e c r e t " :  a c r y p t o  sys tem is a p e r -  
f e c t  secret when P ( m ) '  P ( m / c ) ,  Vm,c. So t h e  knowledge of  a c ryptoqram g i v e s  n o  inform-  
a t i o n  a b o u t  t h e  clear-text:  c r y p t a n a l y s i s  of such  sys tem is impossible. 

But p e r f e c t  s e c r e c y  h a s  l i m i t a t i o n s :  i t  r e q u i r p s  a number of keys a s  l e a s t  a s  g r e a t  d S  
t h e  number o f  c l e a r  r n e s s a q e s .  This medns t h a t  t h e  keys must b e  as  lonq a s  t h e  messaqes. 
So, it is o b v i o u s  t h a t  t h e s e  s y s t e m s  are  i m p r a c t i c a b l e  except  i n  p a r t i c u l a r  s i t u a t i o n s  
because  k e y s  must be e x c h a n g e d  over a s e c u r e  c h d n n e l .  

In  p r a c t i c e ,  mcst s y s t e m s  h a v e  f i n i t e  k e y s .  H o w  t o  c h a r a c t e r i z e  t h e  s e c u r i t y  of t h r s r  
s y s t e m s  ? Shannon showed t h a t  f o r  t h e s e  s y s t e m s ,  t h e r e  e x i s t s  a minimum l e n g t h  Of the 
mpssaqes,  c a l l e d  " u n i c i t y  d i s t a n c e " ,  f o r  which t h e  c r y p t a n a l y s i s  h a s  a 11niqup s o l U t i o r 1 .  

This d i s t a n c e  e x i s t s  b e c a u s e  o f  t h e  redundancy of t h e  lanquaqe which t.he c l e a r  teXt.S 
b e l o n g  t o .  

In  t h a t  case t h e  s o l u t i o n  c a n  b e  f o u n d  by t r y i n q  d l l  t h e  d i f f e r e n t  keys :  t h e  k e y  which 
q i v e s  a l i k e l i h o o d  c l e a r - t e x t  is t h e  qood one .  I f  t h e  number of t r i a l s  is too large,  
t h i s  e x h a u s t i v e  s e a r c h  m u s t  b e  c o n s i d e r e d  a s  i m p o s s i b l e :  c r y p t a n a l y s t  i s  hoped  n o t  t o  
have enouqh t i m e  t o  f i n d  t h e  s o l u t i o n .  

But how t o  be  s u r e  t h a t  a l l  t h e s o  t r L d l s  d r e '  n e c e s s a r y ?  The complexi ty  t h e o r y  of a l -  
g o r i t h m s  is an a t t e m p t  t o  a n s w e r  t h i s  q u e s t i o n .  

2 .  The c o m p l e x i t y  of a l g o r i t h m s  

T h i s  t h e o r y  t r ies  t o  q i v e  a mpasurr' of t h e  d i f f i c u l t y  t o  s o l v e  a problem2-Gc=nprdl ly ,  
an a l a o r i t h m  which solve.: a p r o b l e m  r l c f l n ~ s  r~ t o m p u t a t i o n  which r c q u i r r s  t w o  t y p e s  
of ressourc t - s :  timr. rcr number o f  s t c - n s  of ( o n i p i i t . i t ~ o n )  and s p a c ~  lor memory to  sen- 
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re i n f o r m a t i o n s  u s e d  by t h e  c o m p u t a t i o n ) .  These d e f i n e  complexi ty  measures .  The  c o m -  
p l e x i t y  is a f u n c t i o n  of t h e  l e n g t h  of i n p u t s  of t h e  computa t ion .  

L e t  u s  recall t h e  main r e s u l t s  o f  c o m p l e x i t y  t h e o r i e s .  I n  a u n i v e r s a l  c o m p u t a t i o n a l  
model ( f o r  example t h e  T u r i n g  m a c h i n e s ) ,  a h i e r a r c h y  of  f u n c t i o n s  is d e f i n e d ,  a c c o r d -  
i n g  t o  t h e  t i m e  c o m p l e x i t y ,  t h a t  i s  t o  s a y ,  t h e  number f ( n )  o f  computa t ion  s teps .  
Complexi ty  classes are  d e f i n e d  i n  a c c o r d a n c e  w i t h  t h e  i n c r e a s i n g  rate of n ,  the  i n -  
put  l e n g t h .  

For  example w e  h a v e  t h e  f o l l o w i n q  c l a s s e s  : 

. l i n e a r  : f ( n )  = O ( n )  

. e x p o n e n t i a l  : f . ( n )  = 0 ( 2 " )  

. etc - . .  
The n o t a t i o n  O(a) means t h a t  t h e  a s y m p t o t i c a l  v a l u e  is p r o p o r t i o n a l  t o  a .  

It is  g e n e r a l l y  c o n s i d e r e d  t h a t  a problem t h e  complexi ty  of  which is a t  least  expo-  
m e n t i a l  is  in t rac tab le ,  i n  t h e  s e n s e  t h a t  t h e r e  is  no p r a c t i c a l  a l g o r i t h m  to s o l v e  i t .  
On t h e  o t h e r  hand p o l y n o m i a l  t i m e  c o m p l e x i t y  is o f t e n  i d e n t i f i e d  w i t h  p r a c t i c a l  com- 
p u t a b i l i t y .  ( T h e r e  is n o  c l e a r  c u t  o f f  for t h r  d r q r r e  of polynomial  t i m e  b o u n d s ) .  So 
it is  i m p o r t a n t  t o  d i s t i n g u i s h  polynomia l  t i m e  a l q o r i t h m s  from e x p o n e n t i a l  o n e s .  

A new not . ion is n e e d e d :  p o l y n o m i a l  t i m e  r e d u c i b i l i t y .  A problem A is p o l y n o m i a l  t.ime 
r e d u c i b l e  to  B i f  t h e r e  is a t o t a l  computable  f u n c t i o n  f ,  computed i n  t i m e  bounded 
by a polynomia l  i n  l e n q t h  o f  i n p u t  x ,  such  t h a t  : 

A ( x )  = B ( f ( x ) ) .  V X .  

A h a s  been  p o l y n o m i a l l y  r e d u c e d  t o  B .  Another  n o t i o n  is t h r  r e l d t i v c  Complr tenPsS:  
l e t  B a problem i n  a c o l l e c t i o n  C of problems.  I f  e v e r y  A i n  I' is p o l y n o m ~ a l l y  re- 
d u c i b l e  to B ,  B is s a i d  (,'-hard, a n d  i f  B b e l o n g s  t u  f-, it  is s a i d  /:-complete. So, 
i n  a s e n s e ,  C-complete  p r o b l e m s  are  t h e  h a r d e s t  or t h e  mst d i f € 1 c u l t  I n  C. 

3 .  The NP-comple teness  

To s e a r c h  i n t e r m e d i a t e  c l a s s e s  between the  polynoni ia l  and e x p o n e n t i a l  ones, non- 
d e t e r m i n i s t i c  a l g o r i t h m s  h a v e  b e e n  c o n s i d e r e d .  In t h e s e  a l g o r i t h m s  S e v e r a l  i n s t r u c -  
t i o n s  may b e  a p p l i c a b l e  a t  a n y  p o i n t  i n  t h e  Computat ion.  Anyone nf tliew inSt.rUCtiOnS 
may b e  c h o s e n .  

So n o n - d e t e r m i n i s t i c  a l g o r i t h m s  d e f i n e  a s  much computa t ions  a s  p o s s i b l e  c h o i c e s .  and  
a t  l e a s t ,  one  of them leads to  t h e  s o l u t i o n .  So i f  t h e  machine "guessc%" t h e  S O l U t i O n  

i t  c h o o s e s  t h a  q m d  c o m p u t a t i o n ,  i f  t h e  machine c a n n o t  q u e s s  t h e  solution, i t  h a s  t o  
t r y  a l l  t h e  possible c o m p u t a t i o n s  which ,  g e n e r a l l y ,  a r e  i n  e x p o n e n t i a l  number. 

The C las s  Of a l g o r i t h m s  s o l v a b l e  by il polynomia l  t i m e  d l q o r i t h m  is  cdlled P; t h e  
c l a s s  NP c o n s i s t s  of t h e  p r o b l m n s  s o l v a b l e  by a n o n - d e t e r m i n i s t i c  a l q o r i t h m  i n  pn- 
lynomia l  t i m e  ( t h e  m a c h i n e  is  s u p p o s e d  t.0 guess t h e  s o l u t i o n ) .  

It LS v e r y  i m p o r t a n t  t o  know t h e  r e l a t i o n s h i p  ht,tween P dnd N P .  T h i s  p r o b l e m  1s on? 
o f  t h e  m o s t  i m p o r t a n t  i n  t h t .  t h e o r y  of  c o m p u t a t i o n .  

TO d a y .  t h e  s l t u d t i o n  is n o t  very c l e a r .  I t  i s  q e n r r a l l y  aqrerad t h a t  P is prop-rly 
c o n t a i n e d  i n  EJP. I f  i t  is so. NP s h o u l d  be d qood i n t e r m e d i a t e  between P a n d  
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d i f f i c u l t  p roblems.  A n  other class is  v e r y  i n t e r e s t i n q :  CO-NP. I t  c o n s i s t s  of problems 
whose complementary problems a r e  i n  NP ( i t  is supposed  t h a t  t h e s e  problems a r e  of t y p e  
“yes-no’‘ a n d  complementary  p r o b l e m s  a r e  “no-yes” .  i t  is  n o t  known i f  NP = CO-NP. Under 
the h y p o t h e s i s  CO-NP # NP, t h e  NP-complete problems a r e  n o t  i n  t h e  i n t e r s e c t i o n  o f  NP 
a n d  CO-NP. So t h e y  a r e  more d i f f i c u l t  t h a t  t h o s e  i n  NP il CO-NP. For  example ,  t h e  c o m -  
posite numbers problem b e l o n g s  t o  NP I l  CO-NP. But  i f  any  NP-complete problem is in t h e  
i n t e r s e c t i o n  o f  NP a n d  CO-NP, t h e n  NP = CO-NP. 

G. B r a s s a r d ’  
c o n t a i n e d  i n  t h e  i n t e r s e c t i o n  of N a n d  N P ,  and  i f  f-‘ is NP-hara, t h c n  NP = CO-NP 
A f u n c t i o n  is one-way i f  it is  e a s y  t o  compute ( f  f P) and f-’ is d i f f i c u l t  (f-’ e PI. 

shpwed t h a t  i f  some one-way f u n c t i o n  f e x i s t s ,  t h e n  P is p r o p e r l y  

N o w  it is o b v i o u s  t h a t  e n c r y p t i o n  a n d  dccr - [p t ion  o p e r a t i o n s  dre i n  P ,  s i n c e  t h e y  
g e n e r a l l y  a r e  i n  l i n e a r  t i m e  ‘.But t h e  d e c i p h e r m e n t  is a n o n - d e t e r m i n i s t i c a l  c r y p -  
t a n a l y s i s  s i n c e  the go& ke:’ i s  g u e s s e d .  

N o w  w e  a r r i v e  a t  t h e  m i n  q u e s t i o n :  Is t h e  c r y p t a n a l y t i c  problem NP-complete 7 I f  it 
i s  so, t h e r e  would b e  e v i d e n c e  t h a t  it is i n t r a c t a b l e .  

From d v e r y  g e n e r a l  p o i n t  of v i e w  t h e  c r y p t a n d l y t i c  problem amounts to  s o l v e  a boo- 
l e a n  e q u a t i o n ,  whose t h e  unknown a r e  t h e  b i t s  of  t h e  key.  T h i s  problem is  NP-comple- 
te. 

S u r e l y ,  t h e  c r y p t a n a l y s i s  of a spec i f ic  c r y p t o m a c h i n e  i s  n o t  NP-complete, b e c a u s e  it 
is a p a r t i c u l a r  b o o l e a n  e q u a t i o n .  But  t h e r e  is no reason  t o  f i n d  a s p e c i f i c  a l g o r i t h m  
f o r  t h i s  machine.  T h i s  w o u l d  mean t h a t  t h e  c ryptnmachine  would have some p a r t i c u l a r i -  
ties u s a b l e  by a specific a l g o r i t h m .  So t h e  f i r s t  q u i d e l i n e  f o r  d e s i g n i n g  d crypto- 
sys tem is t h e  a b s e n c e  of a n y  l o g i c a l  p a r t i c u l a r i t y .  

However it must be  stressed t h a t  c o m p l e x i t y  t h e o r y  must be  d p p l i e d  t o  c r y p t a n a l y s i s  
v e r y  c a u t i o u s l y :  

- t h e  c o m p u t a t i o n a l  t h e o r y  d e a l s  w i t h  w o r s t  c a s e s  and a h l q h t y  complex f u n c t i o n  may 
be  e a s y  t o  compute a l m o s t  a l w a y s .  

- i n  c r y p t o q r a p h y  a n  e x a c t  s o l u t i o n  is n o t  needed ,  and  some NP-complete p r o b l e m s  a r e  
known to h a v e  good a p p r o x i m a t e  s o l u t i o n  to  compute.  

- t h e  c r y t a n a l y s i s  may h a v e  enouqh d u x i l i a r y  i n f o r m d t i o n  so t h a t  h e  1s a b l e  t o  solvr’ 
t h e  problem even i f  it i s  NP-complete’. 

4 .  The c o m p l e x i t y  of s e q u e n c e s  
L e t  u s  examine a n o t h e r  p o i n t  o f  v i e w .  I n s t e a d  of a n a l y z i n q  t h e  machlne i t s e l f ,  w h a t  
can b e  said a b o u t  t h e  o u t p u t  s e q u e n c e  produced  by t h e  machine ? 

The L i c k  of any  l o g i c a l  p a r t i c u l a r i t y  o f  t h e  mdchine must f i n d  e x p r e s s i o n  i n  t h e  
s t r u c t u r e  of t h e  o u t p u t  which  must  l o o k  l i k e  a random sequence .  

According to KOlmoqOrov6 a n d  C h a i t i n ’  t h e  c o m p l e x i t y  I of a sequence S is t h e  
l e n q t h  o f  t h e  s h o r t e s t  proqram P s u c h  t n i l t  a computer  C which a c c e p t s  e as  i n p u t ,  
p r o d u c e s  S a s  o u t p u t .  I t  c a n  b e  shown t h a t  t h i s  complexi ty  i s  independant  o f  C. 

T h i s  c o m p l e x i t y  measure  h a s  some i m p o r t a n t  p r o p e r t i e s  : 

- t h e  c o m p l e x i t y  of a s e q u e n c e  S is a t  most of ttir l m q t h  o f  S ,  because  i t  is a l w a y s  
possible t o  d e s c r i b e  S by e x h i b i t i n g  i t ;  such  a proqram is o f  t h e  Lenqth of S .  

- t h e  c o m p l e x i t y  of most of t h e  s e q u e n c e s  o t  l e n a t h  k is a b o u t  k .  For example  f o r  n 
l a r q e  enough,  99.8% o f  a l l  s e q u e n c e s  of l e n q t h  n ,  have  a q r e a t e r  c o m p l e x i t y  t h a n  n-10. 

N o w  we c a n  d e f i n e  a n  a l o o r i t h m i c a l l y  random sequence .  It w i l t  be n o t r d :  A - random ~ 
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Roughly a s e q u e n c e  is A - random i f  its complexi ty  is  o f  a b o u t  its l e n g t h .  More 
p r e c i s e l y ,  a s e q u e n c e  S o f  l e n g t h  n is t-A-rdndom i f  i t s  c o m p l e x i t y  is g r e a t e r  thdfi  
n - t .  

But  t h e r e  is  n o  a l g o r i t h m  to  d e c i d e  i f  a sequence  is A-random. However when n i s  
large enough t h e  p r o b a b i l i t y  t h a t  a sequence  of lenglih n is  A-random is  closc! t o  
o n e .  So i f  a s e q u e n c e  is d e f i n e d  by t o s s i n g  a c o i n ,  t h e  p r o b a b i l i t y  t h a t  it is 
A-random is  close t o  o n e .  

The main i n t e r e s t  of t h i s  t h e o r y  is t o  e s t a b l i s h  connexions  between c o m p l e x i t y  a n d  
randomness.  A s  a c o n s e q u e n c e ,  it j u s t i f i e s  t h a t  i f  t h e  o u t p u t  o f  a c r y p t o - m a c h i n e  
is A-random, t h e n  the machine  h a s  n o t  l o g i c a l  p a r t i c u l a r i t y  and t h e  c r y p t a n a l y s i s  is  
p r o b a b l y  h a r d .  

By c h a n c e ,  A-randomness i s  c o n s i s t e n t  w i t h  p r o b a b i l i s t i c  d e f i n i t i o n :  i f  a s e q u e n c e  
is A-random t h e n ,  it i s  s t a t i s t i c a l l y  random. But  t h e  c o n v e r s e  is n o t  t r u e :  some 
s e q u e n c e s  t h a t  are  s t a t i s c a l l y  random a r e  n o t  A-random8 . T h i s  means t h a t  s t a t i s t i c a l  
tests, a l t h o u g h  t h e y  c a n n o t  d e c i d e  i f  a sequence  is A-:andom, a r e  a good approxima-  
t e  a l g o r i t h m  t o  decide randomness :  i f  a sequence  is n o t  s t a t i s t i c a l l y  random, t h e n  
i t  i s  n o t  A-random. 
5. The a p p a r e n t  c o m p l e x i t y  
But  i n  f a c t ,  t h e  s e q u e n c e  S p r o d u c e d  by a c ryptomdchinr  is known t o  h a v e  low com- 
p l e x i t y ,  of t h e  order of t h e  l e n g t h  of t h e  key K :  f o r  e a c h  c l e a r - t e x t  m ,  w e  h a v e  
t h e  e q u a t i o n  : 

A s  it is  enouqh to c o n s i d e r  c l e a r - t e x t  m of Length of  u n i c i t y  d i s t a n c e  t h e  c o m p l e x i -  
t y  o f  S is the o n e  of K. B u t  f o r  e v e r y  m ,  f m - '  must be  d i f f i c u l t  ( e v e r y  f, is one-  
way) so tha t .  it is i n f e a s i b l e  t o  s o l v e  i n  K t h i s  e q u a t i o n .  To f i n d  K is e q u i v a l e n t  
to f i n d  a program w h i c h  q e n r a t e s  S. T h i s  l e a d s  t o  a new n o t l o n :  t h e  a p p a r e n t  comple- 
x i t y  IA, which a i m s  a t  m e a s u r i n g  t h e  d i f f i u l t y  to comple te  f,,,-'. D i f f e r e n t .  m e a s u r e s  
of IA have a l r e a d y  b e e n  p r o p o s e d g ' ' '  aAd a r e  deduced from t h e  s t r u c t u r e  of t h e  
s e q u e n c e  i t s e l f .  We c a n  now d e f i n e  a p p a r e n t - r m d o m n e s s :  a sequence  is d p p a r e n t  r a n -  
d o m  i f  i ts  apparent compLexi ty  is maximum (qenerally o f  t h e  order o f  i ts l e n q t h ) .  

L e t  u:. o b s e r v e  t h a t  q e n e r a l l y  i f  S is  A-random, i t  is appdrent-random. L e t  US supposr? 
t h a t  I A ( S )  is  d e f i n e d  by t h e  sho r t e s t  proqram Ps such t h a t  on t h e  computer  C ,  t h e  
o u t p u t  o f  Ps i s  K : 

If S 
t h e  one o f  S .  

i s  n o t  a p p a r e n t - r a n d o m ,  t h e  l e n g t h  L(Ps )  of Ps must be v e r y  s h o r t  compared t o  

The computer  C c a n  compute  S f rom d proqram f o r  f, dnd ic : 

S = C ( f m ,  K I .  
Let. X ( S )  t h e  c o m p l p x i t y  uf  S. 

Then X(S) = l?(f,) + P . ( K )  = Z ( K )  f o r  K i r  l a r q e  enouqh. So: Y.(K) 3 e [ S ) .  But  

s = C ( f ,  , C ( P s ) ) ;  so: X(S) Y 7(Ps) << P.(S) t h a t  is i m p o s s i b l e  i f  S is A-random. 

So t h e  c o m p l e x i t y  n o t i o n  c a n  be a p p r o x i m a t e  by a l q o r l t h m ,  s t a t i s t i < . $ ,  a n d  a p p a r e n t .  
c o m p l e x i t y .  The c o r r e s p o n d i n g  n o t i o n s  of  randomness a r e  r e l a t e d  i n  t h e  f o l l o w i n q  
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way : 

L 1 

1 : Apparent-random sequences 

2 :  Statistical random sequences 

3 :  A-random sequences. 

The only effective alqoritnm is the Stati5tiCdl tests, and the problem is to define 
adequate statistical tests for randomness; and this question is far from being clear 
to day. 

6 .  Conclusion 

To conclude the application of complexity theories to evaluation of crypto machines 
leave much to be desired. Every theory has its pitfalls and shortcomings. Much 
remains to be done to achieve t h i s  qoal. 

However every theory provides complementary point of view on the subject. But to day, 
none of them gives any useful tools to evaLuate the security OC crypto machines, and 
tell now, statistical tests remain the most trustful evaluation. 
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