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I N T R O D U C T I O N  

A u t h e n t i c a t o r s  a re  w i d e l y  used  t o  p r o t e c t  payment messages  

a g a i n s t  a c t i v e  a t t a c k .  They p roduce  a number, somet imes  c a l l e d  a 

'MAC' which is a f u n c t i o n  of t h e  whole message and  a secret  key .  

t h e  e a r l i e r  name f o r  them i n  banking  was ' t e s t - k e y ' ,  b u t  t h i s  

o b s o l e s c e n t  term i s  c o n f u s i n g  t o  c r y p t o g r a p h e r s .  

S e v e r a l  a l g o r i t h m s  now i n  use, s u c h  as t h a t  of S.W.I.F.T. a n d  t h e  

Data S e a l  are n o t  r e v e a l e d  t o  t h e  p u b l i c .  A u t h e n t i c a t o r s  b a s e d  

on t h e  DEA 1 a n d  t h e  D S A  a l g o r i t h m s  (decimal s h i f t  and a d d  - f o r  

d e c i m a l  c a l c u l a t o r s )  are p u b l i c  b u t  n e i t h e r  i s  wel l  a d a p t e d  t o  

mainframe c o m p u t e r s .  

Banke r s  Automated  C l e a r i n g  S e r v i c e s  (BACS) s u g g e s t e d  t h e  need  f o r  

a 'mainf rame a u t h e n t i c a t o r '  and  t o g e t h e r ,  w i t h  a c o l l e a g u e ,  David 

C layden ,  w e  d e v e l o p e d  t h i s  o n e ,  known i n  banking  c i r c l e s  as 

' M A A ' .  

The a l g o r i t h m  a t t r a c t e d  t h e  a t t e n t i o n  of t h e  'Test  Key Working 

P a r t y '  of t h e  CLCB (Commit tee  of t h e  London C l e a r i n g  B a n k s )  who 

a r r a n g e d  for i n d e p e n d e n t  t e s t i n g  of t h e  a l g o r i t h m .  It is also 

b e i n g  c o n s i d e r e d  by a n  IS0 working  group.  
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DESCRIPTION 

The d e f i n i t i o n  of t h e  a l g o r i t h m  i s  c o n t a i n e d  i n  an NPL R e p o r t  

D I T C  17 /83  da ted  F e b r u a r y  1983 w i t h  t h e  same t i t l e  as t h i s  p a p e r ,  

by D .  W. D a v i e s  and  D .  0. Clayden .  All I can do here  is t o  

s k e t c h  o u t  i t s  s t r u c t u r e .  S e r i o u s  S tudy  r e q u i r e s  a copy of t h e  

d e f i n i t i o n .  NPL is t h e  UK N a t i o n a l  P h y s i c a l  Labora to ry  a t  

Tedd ing ton ,  M i d d l e s e x ,  TW1I OLW, UK. 

The key h a s  two numbers ,  J and K ,  each of 32 b i t s .  A l l  words 

used i n  t h e  a l g o r i t h m  a re  32 b i t s  l ong .  When a new key is  

i n s t a l l e d ,  a key c a l c u l a t i o n  ca l led  t h e  ' P r e l u d e '  p roduces  6 

numbers X , Y , V , W, S, T which a re  used  i n  t h e  rest of t h e  

a l g o r i t h m .  The c h o i c e  of  J ,  K i s  u n r e s t r i c t e d .  
0 0 0  

M u l t i p l i c a t i o n  is t h e  p r i n c i p a l  t o o l  of t h i s  a l g o r i t h m  a n d  is 

used  i n  two v a r i e t i e s ,  modulo 2 - 1 and modulo 2 - 2 .  The 

p r e l u d e  i s  m a i n l y  t h e  f o l l o w i n g  c a l c u l a t i o n : -  

32 32 

4 4 
X = J ( 1 )  XOR J ( 2 )  

6 6 
V = J ( 1 )  XOR J (2) 
0 

7 7 

8 8 

W = K ( 1 )  XOR K (2) 

s = J ( 1 )  XOR J ( 2 j  

9 9 
T = K ( 1 )  XOR K (2) 
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32 32  
Where 1 a n d  2 r e f e r  t o  t h e  two moduli  2 - 1 and 2 - 2 

r e s p e c t i v e l y  and  XOR i s  b i t - w i s e  on a 32 b i t  word. 

The e i g h t  b y t e s  J , K  are  f i r s t  t r e a t e d  by a p r o c e d u r e  t o  r e p l a c e  

any b y t e  which is 0000,0000 o r  1111,1111. A r e s u l t a n t  number 

P r e c o r d s  t h e  c h a n g e s  made and i t s  u s e  i n  c a l c u l a t i n g  Yo a v o i d s  

r e d u c i n g  t h e  key s p a c e .  The p a i r s  X , Y ; V , W and S ,T a re  

s i m i l a r l y  t r e a t e d  t o  remove r u n s  of  z e r o s  o r  o n e s  b e f o r e  t h e y  are 
0 0 0  

used  i n  t h e  body of  t h e  a l g o r i t h m .  

The main p a r t  o f  t h e  c a l c u l a t i o n  (we c o n s i d e r e d  c a l l i n g  i t  the  

Fugue)  t a k e s  i n  t h e  message  i n  b l o c k s  h of s i z e  4 b y t e s  a n d ,  f o r  

each  one  r e p e a t s  t h e  s t e p s  i n  F i g u r e  1. The v a r i a b l e s  X ,  Y, V 

are i n i t i a l i s e d  t o  X , Y and  V r e s p e c t i v e l y .  Fo r  each b l o c k ,  V 

is  c y c l i c  s h i f t e d  l e f t  one  b i t  and XORed w i t h  W t o  p roduce  E. 
32 

The + o p e r a t i o n s  are  modulo 2 . The c o n s t a n t s  A ,  B ,  C ,  D are 

used  i n  t h e  l o g i c a l  o p e r a t i o n s  t o  s e t  8 b i t s  o f  each  numbers  (F 

and GI t o  f i x e d  v a l u e s .  The aim i s  t o  avo id  b y t e s  o f  a l l  z e r o s  

o r  a l l  o n e s  i n  t h e  m u l t i p l i e r s  F and G ,  as wel l  as t o  i n t r o d u c e  

n o n - l i n e a r i t y .  The two m u l t i p l i c a t i o n s  wi th  d i f f e r e n t  modu l i  

comple t e  t h e  r o u n d .  

0 0  0 

The a u t h e n t i c a t o r  v a l u e  t o  be produced a t  t h e  end of t h e  

c a l c u l a t i o n  is  s i m p l y  Z = X XOR Y ,  bu t  a f t e r  t h e  l a s t  message  

b lock  h a s  been  u s e d ,  t h e  numbers S and T a r e  used  as message  

b l o c k s  f o r  two r o u n d s  (as  i f  appended t o  t h e  message)  b e f o r e  t h e  

f i n a l  XOR o p e r a t i o n .  T h i s  l as t  p a r t ,  p roducing  2, is  c a l l e d  t h e  

Coda. 
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V. 

J 
Y 

x Y 

PERFORMANCE 

S i n c e  t h i s  a l g o r i t h m  i s  d e s i g n e d  f o r  a 32 computer c o n t a i n i n g  a 

m u l t i p l i e r ,  t h e  p e r f o r m a n c e  f i g u r e ,  f o r  a t y p i c a l  IBM 

c o n f i g u r a t i o n  would  be o f  i n t e r e s t .  But in t h e  time t h a t  h a s  

p a s s e d  s i n c e  t h e  r e p o r t  was p u b l i s h e d ,  no  such  measurements  of 

pe r fo rmance  h a v e  been r e p o r t e d  t o  u s .  An assembly  l a n g u a g e  

program f o r  a mic rocompute r  ( 2  MHz 6502 = BBC Micro)  takes 47 m s  

f o r  t h e  p r e l u d e  and coda  and 5.92 m s  f o r  each  b lock  of message  

(675  b y t e / s  o r  5405 b i t / s ) .  

p l i c a t i o n  i t  i s  n o t  t h e  way t h a t  MAA was des igned  t o  be u s e d .  

S i n c e  t h i s  u s e s  a programmed m u l t i -  
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TESTING 

We have  no p o s i t i v e  r e a s o n  f o r  c o n f i d e n c e  i n  t h e  s e c u r i t y  of t h e  

a l g o r i t h m  b u t  a t  each s t a g e  of  t e s t i n g  w e  t r i e d  a l l  t h e  

inpUt/OUtpUt d e p e n d a n c i e s  and s t a t i s t i c a l  d i s t r i b u t i o n s  w e  c o u l d  

t h i n k  o f .  We also u s e d  a z e r o  message and some c o n s t a n t  messages  

( s u c h  as a l l  o n e s )  and  l o o k e d  f o r  l oops .  

Most o f  t h e  t e s t i n g  was done w i t h  a l t e r ed  v e r s i o n s  o f  t h e  

a l g o r i t h m  d e l i b e r a t e l y  weakened i n  someway. For  example ,  w e  

demanded i n  most  cases t h a t  bo th  t h e  X and t h e  Y v a l u e s  s h o u l d  

show good s t a t i s t i c a l  p r o p e r t i e s  (and  conf i rmed t h e  r e s u l t s  w i t h  

Z ) .  We r e d u c e d  t h e  number o f  f i x e d  b i t s  i n  A ,  B ,  C ,  D a n d  

removed E & S a n d  T ,  t hough  n o t  a l l  these  a t  t h e  same t ime.  

s e n s i t i v i t y  t o  key  c h a n g e s  w e  v a r i e d  s e p a r a t e l y  t h e  s i x  o u t p u t s  

o f  t h e  p r e l u d e ,  b e f o r e  t e s t i n g  w i t h  t h e  p r e l u d e  i n  p l a c e .  

F o r  

A t  s e v e r a l  s t a g e s  o f  deve lopmen t ,  problems were found a n d  f i x e d ,  

b u t  w e  found t h e  f i x e s  had t o  be c a r e f u l l y  though t  t h r o u g h  t o  

a v o i d  b r i n g i n g  back o l d  problems.  When a l l  o u r  weakened t e s t s  

were p a s s e d  w e  t e s t e d  i t  a g a i n  i n  i t s  comple te  form. 
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PROBLEMS 

Two p rob lems  h a v e  been p o i n t e d  o u t .  I f  X becomes z e r o  a n d  M 

r e m a i n s  z e r o  t h e n  X r e m a i n s  z e r o .  I f  you know X you c o u l d  make 

M = X and e n g i n e e r  t h i s  z e r o  v a l u e .  I f  both X and Y becomes 

z e r o  and M r e m a i n s  z e r o  t h e n  X and Y remain z e r o .  I n  t h i s  l a s t  

c a s e  any s e t  of c o n s e c u t i v e  z e r o  message b locks  can  be L n s e r t e d  

w i t h o u t  c h a n g i n g  t h e  v a l u e  o f  t h e  a u t h e n t i c a t o r .  T h i s  is i n d e e d  

a flaw b u t  c a n  anyone  s u g g e s t  how a n  opponent  would u s e  i t ,  n o t  

knowing when X = Y = 0, a ve ry  rare  e v e n t ?  

i 

i 

i 

The second  p r o b l e m  was posed  by H .  Block of SAK Data AB i n  ' F i l e  

A u t h e n t i c a t i o n  - A r u l e  f o r  c o n s t r u c t i n g  a l g o r i t h m s ' ,  a t  

E u r o c r y p t  84 .  If a l l  t h e  M a re  f i x e d ,  each round of t h e  main 

l o o p  maps ( X , Y )  i n t o  ( X , Y >  w i t h  a mapping t h a t  i s  i n j e c t i v e .  Fo r  

an a p p r o x i m a t i o n ,  assume t h a t  these  a r e  random mappings.  Now 

i 

imag ine  t h a t  3-4 e a r l y  b l o c k s  i n  a ve ry  long  sequence  are v a r i e d  
64 

s o  t h a t  all 2 s t a t e s  o f  X,Y are  a t t a i n e d  at some p o i n t  i n  t h e  

sequence  o f  r o u n d s .  W i t h  c o n s t a n t  M v a l u e s  thereaf ter ,  each 

mapping r e d u c e s  t h e  number of  a t t a i n a b l e  s t a t e s .  When i t  f a l l s  

below a b o u t  2 , t he re  is a s i g n i f i c a n t  r i s k  t h a t  v a l u e s  o f  2 

w i l l  be m i s s i n g  f rom t h e  s e t  of 2 . E v e n t u a l l y ,  t h e  'memory' 

of t hese  e a r l y  c h a n g e s  of M w i l l  b e  l o s t .  Block c o n c l u d e s  t h a t  

i n j e c t i v e  f u n c t i o n s  s h o u l d  n e v e r  b e  u sed .  He t h i n k s  t h a t  t h e  

problem may be worse  t h a n  we see when random mappings are  

assumed.  

i 

34 

32 

i 
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During  t h e  t e s t i n g  o f  t h e  a l g o r i t h m  w i t h  ' t o y '  examples  t h i s  

e f f e c t  was de tec ted  a n d  ( though  w i t h  o n l y  a f e u  cases t o  estimate 

f rom)  i t s  magn i tude  a g r e e d  w i t h  t h e  t h e o r e t i c a l  v a l u e  f o r  random 

mappings,  s o  we  are  c o n t e n t  t o  r e l y  on t h a t  t h e o r y .  I f  we u s e d  

t h e  a rgument  t h a t  ' i t  migh t  b e  much worse '  t h i s  would d i s q u a l i f y  

a l l  b u t  p r o v a b l y  s e c u r e  a l g o r i t h m s ,  of which there  i s  a s h o r t a g e .  

ANALYSIS OF THE ' L O S S  OF MEMORY' PROBLEM 

Suppose t h a t  t h e  number o f  s t a t e s  i s  N and t h a t  a s e t  X of these  

i s  mapped by a random mapping i n t o  t h e  same domain, g i v i n g  X 

d i s t i n c t  s t a t e s .  Then a p p r o x i m a t e l y  (Po i s son  d i s t r i b u t i o n )  

i 

i +  1 

X /N = 1 - exp  (-X /N) 
i + l  i 

If  t h e  s e q u e n c e  is e v a l u a t e d ,  s t a r t i n g  a t  X /N = 1 ,  i t  f o l l o w s ,  

t o  a c l o s e  a p p r o x i m a t i o n :  
0 

X /N = 2 / i i  + 1 / 3 1 n ( i )  + 9/51 
i 

64  32 
I n  t h e  example of t h e  M A A ,  N = 2 and xi = 2 i s  reached 

a p p r o x i m a t e l y  when i = z3? . W i t h ,  s a y ,  10 b l o c k s  of data i n  

t h e  message (4 x 10 b y t e s ) ,  t he re  s h o u l d  be no p e r c e p t i b l e  

e f f e c t .  In f a c t ,  t o  measure  t h e  e f fec t  wou ld  r e q u i r e  a sample  of 

much more t h a n  2 b l o c k s .  

9 

9 

33 



6 
We have  s u g g e s t e d  a n  a r b i t a r y ,  b u t  v e r y  safe upper  l i m i t  of 10 

b l o c k s  f o r  any  one  message .  O the r  c o n s i d e r a t i o n s  ( e r r o r  c o n t r o l  

and r e c o v e r y )  u s u a l l y  s e t  a lower  l i m i t  t h e n  t h i s .  
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