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INTRODUCTION 

You c a n  do  a l o t  w i t h  a b o o k ,  b e s i d e s  r e a d  i t !  I n  f a c t ,  we know 

t h a t  b y  1526--some 7 0  y e a r s  a f t e r  G u t e n b e r g  p r i n t e d  h i s  f i r s t  B i b l e - - a t  

l e a s t  one o f  o u r  f o r e b e a r s ,  J a c o b u s  S i l v e s t r i ,  was t h i n k i n g  o f  how a 

book m i g h t  b e  u s e d  f o r  c r y p t o g r a p h i c  p u r p o s e s .  S i l v e s t r i  w r o t e  o f  a 

s o r t  o f  c o d e  b o o k ,  o r  d i c t i o n a r y ,  w h i c h  he recommended a s  a means t o  

e n c i p h e r  w r i t t e n  c o m m u n i c a t i o n s .  From S i l v e s t r i ,  we c a n  t r a c e  t h e  

d e v e l o p m e n t  o f  b o o k  c i p h e r s  o v e r  a p e r i o d  o f  a t  l e a s t  4 0 0  y e a r s .  

Book c i p h e r s  c a n  b e  d e f i n e d  as any  means o f  c o n c e a l m e n t  i n  w h i c h  a 

book.  o r  e x i s t i n g  t e x t ,  i s  u s e d  as a b a s i s  f o r  a c i p h e r ,  f r o m  t h e  s i m p l e  

and  r i d i c u l o u s  t o  t h e  c o m p l e x  and  s e c u r e .  They may i n c l u d e  s u c h  

o d d i t i e s  a s  C e n t o s ,  i n  w h i c h  w o r d s  t a k e n  f r o m  t h e  t e x t  a r e  r e a r r a n g e d  t o  

f o r m  a d i f f e r e n t  s t o r y ;  a c r o s t i c s .  w h i c h  a r e  b u i l t  i n t o  a t e x t  a n d  a r e  

e x t r a c t e d  a c c o r d i n g  t o  v a r i o u s  r u l e s  t o  f o r m  a h i d d e n  meaning,  a n d  

anagrams,  i n  w h i c h  t h e  l e t t e r s  o f  a t e x t  a r e  r e a r r a n g e d  t o  f o r m  a n o t h e r  

t e x t .  The c h i e f  o b j e c t  o f  t h i s  p a p e r  i s  t o  d e m o n s t r a t e  some ways i n  

w h i c h  book  c i p h e r s  h a v e  b e e n  u s e d  f o r  s e c u r e  c o m m u n i c a t i o n s .  

The s i m p l e s t ,  a n d  l e a s t  s e c u r e  me thod ,  i s  t o  t a k e  a d i c t i o n a r y  a n d  

use  t h e  n u m b e r s  o f  t h e  p a g e ,  c o l u m n  and  l i n e  on w h i c h  t h e  d e s i r e d  w o r d  

i s  f o u n d .  T h i s  is e q u i v a l e n t  t o  a o n e - p a r t  code i n  w h i c h  b o t h  t h e  

numbers and  t h e  w o r d s  r u n  i n  t h e i r  u s u a l  o r d e r .  W i t h  s u c h  a s i m p l e  

me thod  t h e  a p p r o x i m a t e  l e n g t h  o f  t h e  d i c t i o n a r y  and t h e  l o c a t i o n  o f  

p a r t i c u l a r  i n i t i a l  l e t t e r s  i n  t h e  d i c t i o n a r y  can  s o o n  b e  a s c e r t a i n e d .  

Words may b e  c u t  f r o m  a t e x t  s u c h  as a newspaper  o r  m a g a z i n e  a n d  

r e a r r a n g e d  i n  C e n t o  f a s h i o n  t o  f o r m  a d e s i r e d  message. H a n d w r i t i n g  a n d  
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o t h e r  c l u e s  a s  t o  t h e  o r i g i n  o f  t h e  message a r e  c o n c e a l e d . '  One o f  t h e  

o l d e s t  m e t h o d s ,  u s e d  e v e n  by  t h e  a n c i e n t  Greeks .  makes use  o f  t i n y  d o t s  

o r  p i n p r i c k s  p l a c e d  u n d e r  t h e  w o r d s  o r  l e t t e r s  o f  a book  t o  s p e l l  o u t  a 

d e s i r e d  message.2 T h e  t e x t  i s  t h e n  s e n t  t o  t h e  r e c i p i e n t .  The m o s t  

e f f e c t i v e  o f  t h e  b o o k  c i p h e r s  i s  t h e  r u n n i n g  k e y . c i p h e r  where  t h e  c i p h e r  

k e y  i s  f o r m e d  b y  t h e  t e x t  o f  t h e  book  i t s e l f ,  w h i c h  n e v e r  r e p e a t s .  A S  

l o n g  a s  t h e  k e y  i s  u s e d  o n l y  o n c e ,  t h e  s y s t e m  i s  q u i t e  e f f e c t i v e  a n d  

r e a c h e s  p e r f e c t  s e c u r i t y  when t h e  t e x t  u s e d  i s  random. 

C e n t o s  a r e  n o t  p r a c t i c a l  f o r  s e c r e t  c o m m u n i c a t i o n  b u t  a r e  m o r e  

l i k e l y  t o  r e p r e s e n t  t h e  r e c r e a t i o n a l  a c t i v i t i e s  o f  m e d i e v a l  monks, w i t h  

s u c h  p r o d u c t i o n s  a s  t h e  L i f e  o f  C h r i s t  made up f r o m  l i n e s  e x t r a c t e d  f r o m  

t h e  H o m e r i c  poems o r  V i r g i l . J  

A n o t h e r  u s e  o f  t e x t s  w h i c h  i s  more r e c r e a t i o n a l  t h a n  c r y p t o g r a p h i c  

i s  t h e  f o r m a t i o n  o f  a c r o s t i c s ,  where  t h e  s e c r e t  i n f o r m a t i o n  i s  

c o n c e a l e d ,  f r e q u e n t l y  b y  t h e  u s e  o f  i n i t i a l  l e t t e r s  i n  a s p e c i a l l y  

p r e p a r e d  t e x t .  The H y p n e r o t o m a c h i a  P o l i p h i l i ,  where a D o m i n i c a n  monk 

c o n f e s s e s  h i s  l o v e  f o r  o n e  P o l i a r 4  and  c e r t a i n  o f  t h e  poems o f  E d g a r  

A l l a n  Poe a r e  g o o d  e x a m p l e s . '  

Anagrams, w h i c h  u s e  t h e  l e t t e r s  o f  one t e x t  t o  f o r m  a s e c r e t  

message were  f r e q u e n t l y  u s e d  b y  1 7 t h  c e n t u r y  s c i e n t i s t s  t o  c o n c e a l  a n d  

e s t a b l i s h  p r i o r i t y  o f  d i s c o v e r i e s .  U n f o r t u n a t e l y ,  i t  i s  o f t e n  p o s s i b l e  

t o  anagram s e v e r a l  p e r f e c t l y  g o o d  p l a i n  t e x t s  f r o m  a p a r t i c u l a r  

c o l l e c t i o n  o f  l e t t e r s ,  a s  w i t n e s s  t h e  s e v e r a l  t h o u s a n d  anagrams made UP 

f r o m t h e  a n g e l i c  s a l u t a t i o n  "Ave M a r i a . . . . " b  An anagram c a n  b e  

c o n s i d e r e d  a s  a n  u n k e y e d  t r a n s p o s i t i o n  c i p h e r  and i s  w o r t h l e s s  f o r  t h e  

P u r p o s e s  t o  w h i c h  i t  was p u t  b y  G a l i l e o ,  Huygens. and  o t h e r s . '  O d d l y ,  

anagramming i s  o f t e n  u s e d  a s  a l a s t  r e s o r t ,  e s p e c i a l l y  b y  t h e  

u n s k i l l e d ,  t o  u n s c r a m b l e  i m p o s s i b l e  c r y p t o g r a m s  even  when t h e r e  i s  n o  

l o g i c a l  b a s i s  w h a t s o e v e r  f o r  d o i n g  s o .  

THE SIXTEENTH CENTURY 

A r a t h e r  i m p r a c t i c a l  m e t h o d  o f  book  c i p h e r  was s u g g e s t e d  b y  B l a i s e  

de V i g e n e r e  i n  1 5 8 6 ,  w h i c h  c o n s i s t s  o f  p l a c i n g  a t r a n s p a r e n t  s h e e t  o v e r  

t h e  p a g e s  o f  a b o o k  a n d  u n d e r l i n i n g  t h e  words  you w i s h  t o  use  on t h e  

t r a n s p a r e n c y .  When a C O P Y  i s  s e n t  t o  t h e  r e c e i v e r ,  he c a n  p l a c e  i t  o v e r  

h i s  C O P Y  o f  t h e  b o o k  and  s e e  w h i c h  words  have  been m a r k e d . 8  ( T h i s  i s  

r e a l l y  t h e  e q u i v a l e n t  o f  m a k i n g  a s i m p l e  g r i l l  b y  c u t t i n g  h o l e s  i n  a 

s h e e t  o f  p a p e r  a n d  s e n d i n g  i t  t o  t h e  r e c e i v e r  t o  f i t  o v e r  a p a g e . ' )  B u t  

t h e  c h a n c e s  o f  f i n d i n g  t h e  d e s i r e d  words f o r  a message i n  a page  o r  so o f  

p r i n t  i s  v e r y  s l i m .  
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V i g e n e r e  a l s o  d e s c r i b e s  t h e  b o o k  c i p h e r  m e t h o d  w h i c h  is p r o b a b l y  

t h e  o n e  m o s t  c o m m o n l y  used--that in w h i c h  a letter is i n d i c a t e d  b y  u s i n g  

n u m b e r s  t o  s h o w  p a g e ,  l i n e ,  a n d  l o c a t i o n  o f  t h e  l e t t e r  w i t h i n  t h e  

line.1° T h i s  o b v i o u s l y  t a k e s  a g o o d  m a n y  f i g u r e s  t o  e n c i p h e r  a s i n g l e  

letter. H e  f e e l s  t h a t  s u c h  a c i p h e r  w o u l d  b e  i m p o s s i b l e  t o  b r e a k  

w i t h o u t  t h e  k e y ,  b u t  t h a t ,  n e v e r t h e l e s s ,  it is s l o w  a n d  t i r e s o m e  to u s e  

and s u b j e c t  t o  e r r o r .  H e  a s c r i b e s  t h e  m e t h o d  t o  L e o n e  B a t t i s t a  A l b e r t i  

o f  F l o r e n c e  (d. 1472) a n d  q u o t e s  A l b e r t i  a s  s a y i n g  t h a t  t h e  m e t h o d  w a s  

"worthy o f  a n  e m p e r o r  o r  a king." H o w e v e r ,  t h i s  i s  a p p a r e n t i y  b a s e d  o n  

a m i s t r a n s l a t i o n .  I n  a c t u a l i t y  A l b e r t i  w a s  r e f e r r i n g  t o  h i s  o w n  

i n v e n t i o n  o f  t h e  d i s k  c i p h e r  a n d  a m o r e  c o r r e c t  t r a n s l a t i o n  o f  t h e  

p a s s a g e  in V i g e n e r e  w o u l d  b e  "It is s u f f i c i e n t  t o  h a v e  m e n t i o n e d  it ( t h e  

b o o k  c i p h e r )  in p a s s i n g ,  b e c a u s e  I h a v e  s e e n  s o m e  w h o  p r i z e  it v e r y  
h i g h l y ,  j u s t  a s  a c e r t a i n  L e o n e  Alberti o f  F l o r e n c e  p r i z e s  h i s  o w n  

c i p h e r  ( t h e  d i s k  c i p h e r ] ,  'worthy,' he s a y s ,  'of an e m p e r o r  o r  

k ins. ' 
T h e  f i r s t  a c t u a l  d e s c r i p t i o n  o f  a t r u e  book c i p h e r  t h a t  t h e  

a u t h o r s  w e r e  a b l e  t o  d i s c o v e r  is t h a t  o f  J a c o b u s  S i l v e s t r i  in 1 5 2 6 . "  

S i l v e s t r i  w r i t e s  o f  a s o r t  o f  c o d e  b o o k ,  or d i c t i o n a r y ,  w i t h  r o o t  w o r d s  

in m u l t i p l e  c o l u m n s .  A u n i q u e  s y m b o l  is a s s o c i a t e d  w i t h  e a c h  c o l u m n  a n d  

row, a n d  a d d i t i o n a l  s y m b o l s  a r e  a v a i l a b l e  for g r a m m a t i c a l  i n f l e c t i o n s .  

T h i s  i s  r e a l l y  a n  e a r l y  f o r m  o f  a n  a r t i f i c i a l  language. S o m e  c u r r e n t  

i n v e s t i g a t o r s  a r e  o f  t h e  o p i n i o n  t h a t  t h e  f a m o u s  V o y n i c h  m a n u s c r i p t  m a y  

b e  c o m p o s e d  in a f o r m  o f  a r t i f i c i a l  l a n g ~ a g e . 1 ~  T h e  V o y n i c h  

M a n u s c r i p t  is o f t e n  r e f e r r e d  t o  a s  t h e  "most m y s t e r i o u s  m a n u s c r i p t  i n  

t h e  world." E v e n  i t s  a u t h o r s h i p  is a p u z z l e .  It has b e e n  a t t r i b u t e d  b y  

s o m e  t o  R o g e r  B a c o n  in t h e  1 3 t h  c e n t u r y  a n d  h a s  b e e n  t h o u g h t  t o  c o n t a i n  

e a r l y  r e c o r d s  o f  s c i e n t i f i c  d i s c o v e r i e s .  In a c t u a l i t y ,  n o t  e v e n  i t s  

d a t e  o f  o r i g i n  o r  t h e  l a n g u a g e  it is w r i t t e n  in h a s  e v e r  b e e n  

s a t i s f a c t o r i l y  e s t a b l i s h e d .  

A n o t h e r  e a r l y  p r a c t i t i o n e r  o f  t h e  b o o k  c i p h e r  w a s  t h e  f a m o u s  

m a t h e m a t i c i a n  G i r o l a m o  C a r d a n o ,  w r i t i n g  in t h e  1550's. w h o s e  
i m p r a c t i c a l  m e t h o d  w a s  t o  f i n d  t h e  w o r d s  he wanted in a t e x t  a n d  t h e n  

w r i t e  a n d  s e n d  t h e  w o r d s  b e f o r e  o r  a f t e r  t h e  d e s i r e d  o n e s ,  a l t e r i n g  t h e m  

t o  m a k e  c o n n e c t e d  s e n s e  a n d  a d d i n g ,  if n e c e s s a r y ,  e x t r a  w o r d s  in 

p a r e n t h e s e s .  I t  is e a s y  t o  i m a g i n e  t h e  r e c i p i e n t  o f  s u c h  a c i p h e r  
s e a r c h i n g  t h r o u g h  h i s  c o p y  o f  t h e  b o o k  w h i c h  w a s  used l o o k i n g  f o r  t h e  

w o r d s  b e f o r e  a n d  a f t e r  t h o s e  in t h e  c i p h e r .  C h a r l e s  J. M e n d e l s o h n  

c h a r i t a b l y  s a y s  " O t h e r  w a y s  o f  c o m m u n i c a t i n g  with t h e  a i d  o f  t w o  c o p i e s  
o f  t h e  s a m e  b o o k  h a v e  b e e n  d e v i s e d ,  but t h i s  o n e  h a s  n e v e r  c o m e  i n t o  

favor."15 



104 

A s i m i l a r  m e t h o d  o f  using a book w a s  proposed by Giovanni B a t t i s t a  
Porta in 1 5 6 3 , 1 b  b u t  b y  1586 Vigenere was proposing several ways o f  

using a book s u c h  a s  t h e  oiled-paper transparency already referred t o  
and t h e  c o m m o n l y  u s e d  m e t h o d  o f  using n u m b e r s  for page, line. and 

location of t h e  l e t t e r  w i t h i n  t h e  line, but also o f  disguising t h e  

cipher a s  a n  a s t r o n o m i c a l  t a b l e .  T h e  s i g n s  of the zodiac were used t o  

indicate t h e  page, t h e  n u m b e r s  in t h e  degree column to indicate t h e  
line, and the n u m b e r s  in t h e  m i n u t e  column to indicate t h e  individual 

letter. As he s a y s r  a m a t h e m a t i c i a n  would b e  suspicious if he c h e c k e d  

the numbers closely.1 7  

An aberration in t h e  s t o r y  o f  book ciphers is t h e  famous b i l i t e r a l  

cipher o f  F r a n c i s  B a c o n J 8 ,  w h i c h  has caused so much error and c o n f u s i o n  

in the Bacon-Shakespe a r e  a u t h o r s h i p  question. With a biliteral cipher, 

the text of a b o o k  i s  p r i n t e d  in t w o  fonts, an A-font and a 8-font, a n d  

the secret m e s s a g e  is encoded in 5-letter groups such that aaaaa=A, 

a a a a b = B I  aaaba=C, etc. B a c o n  may indeed b e  the first t o  have e m p l o y e d  a 
binary n u m b e r ing s y s t e m .  It is a perfectly legitimate cipher, but 

depending as it d o e s  o n  o f t e n  questionable differences in type fonts, 

has frequently b e e n  m i s u s e d  o r  misunderstood. 
Ignatius Donnelly”, i n t e n d e d  t o  expose Francis Bacon’s Cipher in t h e  
Shakespeare plays9 w a s  n o t h i n g  more than an elaborate cipher 

unwittingly c o n s t r u c t e d  in r e v e r s e  by Donnelly that allowed him t o  

recover a d e s i r e d  p l a i n  text. T h e  vivid imaginings of Elizabeth Wells 

Gallup c o m e  t o  mind also.20 

The Great Cryptoo r a m  o f  

THE SEVENTEENTH C E N T U R Y  

The 17th c e n t u r y  is m a r k e d  by the often naive efforts of 

scientists t o  p r o t e c t  t h e i r  c l a i m s  to priority in discoveries b y  

concealing t h e m  in anagrams. H u y g e n s  and Galileo furnish good 

examples. They didn ’ t  r e a l i z e  t h a t  an anagram is nothing more t h a n  a n  
unkeyed t r a n s p o s i t i o n  c i p h e r  containing many legitimate solutions. 

Galileo’s d i s c o v e r y  o f  t h e  p h a s e s  o f  the planet Venus “Cynthiae f i g u r a s  

aemulatur mater a m o r u m “  ( T h e  mother o f  l o v e  (Venus) imitates t h e  p h a s e s  
of Cynthia (the m o o n ) )  w a s  c o n c e a l e d  in t h e  anagram “Haec immatura a m e  

jam frustra l e g u n t u r  o.y.”(These unripe things are now read by me in 
vain O . Y . ) . ~ ~  

THE E I G H T E E N T H  C E N T U R Y  

By the 18th c e n t u r y  C h r i s t i a n  Breithaupt writes o f  using n u m b e r s  

for the page and l i n e  in w h i c h  t h e  desired letter occurs first. B u t  h e  
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f e l t  t h e  m e t h o d  was n o t  s e c u r e .  s i n c e  a c l e v e r  i n v e s t i g a t o r  m i g h t  f i n d  

o u t  wha t  k e y  b o o k  h a d  b e e n  u s e d . z z  M o r e o v e r ,  a g r e a t  d e a l  o f  s e a r c h i n g  

m i g h t  have  t o  b e  d o n e  t o  f i n d  t h e  d e s i r e d  l e t t e r  as t h e  i n i t i a l  l e t t e r  

o f  a l i n e .  N e v e r t h e l e s s ,  h e  s a y s  t h e  me thod  has become v e r y  common a n d  

i s  known t o  w a n d e r e r s  a n d  b e g g a r s .  

L a t e r  i n  t h e  c e n t u r y  P h i l i p  T h i c k n e s s e  w r i t e s  o f  a method o f  

n u m b e r i n g  t h e  p a g e s ,  l i n e s .  a n d  words  o f  a t e x t . z J  He s a y s  t h a t  i t  i s  

" s c a r c e  p o s s i b l e  t o  b e  d i s c l o s e d  w i t h o u t  t h e  k e y . "  B u t  s e a r c h i n g  

t h r o u g h  many p a g e s  t o  f i n d  a d e s i r e d  word  w o u l d  make t h i s  a v e r y  s l o w  

s y s t e m  f o r  p r a c t i c a l  u s e .  

W i t h  t h e  c o m i n g  o f  t h e  A m e r i c a n  R e v o l u t i o n  a number o f  d i f f e r e n t  

and  i m p r o v e d  b o o k  c i p h e r s  made t h e i r  a p p e a r a n c e .  Number ing  scheme5 

were a d o p t e d  t h a t  p e r m i t t e d  t h e  e n c i p h e r i n g  o f  i n d i v i d u a l  l e t t e r s .  

T h i s  made t h e m  somewha t  e a s i e r  t o  use  and  more p r e c i s e .  A n  e a r l y  

examp le  o f  t h i s  s o r t  was s e n t  t o  B e n j a m i n  F r a n k l i n  i n  P a r i s  on  1 0  J u n e  

1 7 7 6  b y  B a r b e u - D u b o u r g ,  t h e  t r a n s l a t o r  o f  F r a n k l i n ' s  w o r k s . z 4  

Barbeu-Dubourg  p r o p o s e d  n u m b e r i n g  each  l e t t e r  o f  a k e y  t e x t ,  whose 

s o u r c e  h a s  r e c e n t l y  b e e n  f o u n d .  W i t h  t h e  a s s i s t a n c e  o f  D r .  E r i c  Gans. 

C h a i r m a n  o f  t h e  F r e n c h  D e p a r t m e n t ,  U n i v e r s i t y  o f  C a l i f o r n i a  a t  Los  

A n g e l e s ,  D r .  L e i g h t o n  was a b l e  t o  e x t e n d  t h e  Barbeu-Dubourg  k e y  

somewhat .  As p r i n t e d  i n  t h e  F r a n k l i n  P a p e r s  ( V o l .  2 2 ,  p .  4 7 0 )  t h e  s h o r t  

examp le  o f  p l a i n  a n d  c i p h e r  t e x t  was: 

3 2 1 9  5 2 3  1 6  1 2  4 4  5 3  10 5 1  4 6 1  36 1 7  6 2 4  7 1  1 
M A  F E M  M E E T  D E U X  F I L L E S  

4 2  2 8  3 7  3 3  8 2  5 4  I 1  9 8 4 7  5 9  8 8  1 3  69  3 1  9 2  7 2  3 4  5 6  7 3  
v o u s  
6 9 4  4 2 0  4 0  1 0 0  6 8  4 8  

f r o m  w h i c h  t h e  f r a g m e n t a r y  k e y :  

1 2 3 4 5 6 7 8 9 1 0  1 1  1 2  1 3  1 4  1 5  16 1 7  1 8  1 9  .... 
S A M U E L  D E M I  F 

was d e r i v e d .  D r .  Gans s u g g e s t e d  c o m p l e t i n g  t h e  p l a i n  t e x t  p h r a s e  "Ma 

femme e t  deux  f i l l e s "  w i t h  t h e  w o r d s  "embrassen t  de t o u t  l e u r  e t r e "  t o  

f o r m  t h e  g r e e t i n g  " M y  w i f e  a n d  t w o  d a u g h t e r s  embrace y o u  w i t h  a l l  t h e i r  

b e i n g . "  T h i s  e x t e n d s  t h e  k e y  t o :  

p l u s  o t h e r  s c a t t e r e d  l e t t e r s  and  i n d i c a t e s  t h a t  t h e  k e y  b e g i n s  w i i h  t h e  

names Samuel  Ward a n d  B e n j a m i n  F r a n k l i n  ( w i t h  an M m i s t a k e n l y  u s e d  f o r  

K )  and  s u g g e s t s  t h a t  t h e  k e y  was made UP o f  names t a k e n  f r o m  t h e  

membersh ip  o f  t h e  S e c r e t  C o m m i t t e e  o f  t h e  C o n t i n e n t a l  C o n g r e s s ,  w h i c h  
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was obviously in t o u c h  w i t h  Barbeu-Dubourg. (The Secret Committee w a s  

the predecessor o f  t h e  p r e s e n t  day S t a t e  Department. 1 
A n o t h e r  o f  Franklin's c o r r e s p o n d e n t s  M a 5  C.W.F. Dumas, w h o  u s e d  a 

similar method o f  cipher.z5 By carefully following clues in Dumas' 

letters, Dr. H a t y a s  d e t e r m i n e d  t h a t  t h e  book Droit d e s  Gens was used a s  

the key.2b T h e  k e y  w a s  m e n t i o n e d  subsequently in the Franklin Papers, 

indicating t h a t  it w a s  f o u n d  by at least o n e  other person as well.z7 
One o f  t h e  l e a d i n g  B r i t i s h  generals in the Revolution, Frederick 

Haldimand. G o v e r n o r  o f  C a n a d a ,  used a book cipher whose key was 

discovered s o m e  y e a r s  ago "by an officer t o  whom Wm. F. Friedman [head 

of the U . S .  A r m y  c r y p t a n a l y t i c  effort before and during W W I I )  w a s  

indebted."z8 I t  t u r n e d  o u t  t o  b e  t h e  title page o f  a British Army List, 
a small book s u r e  t o  b e  in t h e  hands of every ~ f f i c e r . ~ '  Further 

analyzing t h e  p r o b l e m ,  Dr. Leighton was recently able t o  extend t h i s  

solution by f i n d i n g  t h e  s y s t e m  which governed the associated c o d e  list. 

In his e n c i p h e r e d  c o r r e s p o n d e n c e  Haldimand was using numbers o f  t h e  

form 10-19 t o  s t a n d  f o r  c o m p l e t e  words. B y  studying t h e  numbers a n d  

associated w o r d s  f o u n d  in s o m e  examples of Haldimand's deciphered 

messages,Jo Dr. L e i g h t o n  w a s  a b l e  t o  determine that t h e  second p a r t  o f  

the number s'tood f o r  t h e  l e t t e r  which began the word and t h e  first p a r t  

indicated its p o s i t i o n  in t h e  c o d e  list under that letter. T h u s  t h e  

word "there", r e p r e s e n t e d  by number 10-19. is the 10th word in t h e  1 9 t h  

sublist (of w o r d s  a l l  b e g i n n i n g  with the letter "T"). Enough n u m b e r s  

and words have b e e n  a n a l y z e d  t o  suggest that the code list had f o r t y  t o  

fifty w o r d s  per s u b l i s t .  

Benedict A r n o l d  t r i e d  t o  u5e Blackstone's Commentaries as a k e y  

book, but found it so slow and cumbersome that he and Major Andre s o o n  

switched to Bailey's D i c t i o n a r y ,  21st edition. 1770, using a s y s t e m  

based on page, c o l u m n ,  a n d  l i n e  numbers with a plus one displacement. 

Thus, "Zoroaster" b e c a m e  928.2.2 not 927.1.1. If t h e y  had s w i t c h e d  k e y  

books earlier, W e s t  P o i n t  m i g h t  have been lost to the British. T w o  

other famous B r i t i s h  g e n e r a l s ,  Cornwallis and Clinton, in 1781, b a s e d  a 

code on  the 1 7 7 7  e d i t i o n  o f  Entick's Dictionary, while Aaron Burr, in 
1805. used a s i m i l a r  m e t h o d  based on the 1800 edition of the s a m e  

book.31 

THE NINETEENTH C E N T U R Y  

The first c o m m e r c i a l  v e n t u r e  t o  bring cryptography to t h e  
fingertips o f  m o s t  A m e r i c a n s  occurred in 1805 with t h e  publication o f  a 

small d i c t i o n a r y  "to e n a b l e  a n y  t w o  persons to maintain a 
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correspondence. ~ i t h  a s e c r e c y ,  which is impossible for any other 

person t o  discover."a2 A s h o r t  list of directions for using the 

dictionary and n u m b e r i n g  t h e  w o r d s  in a pair of books w a s  provided. B u t  

there is nothing to s h o w  t h a t  t h i s  dictionary code was well-received, 

perhaps indicating t h a t  it w a s  published more a s  a marketing ploy, 
since t w o  b o o k s  w e r e  r e q u i r e d  t o  make it work. 

Kluber's Krvptoo r a p h i k .  published in 1809, is t h e  most complete, 
useful. and p o s s i b l y  m o s t  i n f l u e n t i a l  of t h e early how-to books o n  

c r y p t o l o g ~ . ~ ~  H e  g i v e s  h i s  h i g h e s t  recommendation t o  book ciphers a s  

being extremely s e c u r e .  P r o v i d e d  also are instructions showing h o w  

uords, s y l l a b l e s r  a n d  i n d i v i d u a l  letters can be enciphered d i f f e r e n t l y  

each t i m e  they occu r .  For e x a m p l e ,  with a key text where figures 3 a n d  

61 stand for "also" a n d  "sich", t h e  cipher 3.61. . ,  denotes the p l a i n  

text "ach", t h a t  is, t h e  f i r s t  letter of "also" and t h e  third and f o u r t h  

letters of "sich."a* ( E v e n  in t h i s  s i m p l e  example the letter "5"  c o u l d  

be enciphered in t w o  w a y s  u s i n g  61. or 3..2) 

A cipher f r o m  a b o u t  1810 found in the Thurn und Taxis archives in 

Germany, by Dr. E r i c h  H u t t e n h a i n ,  uses page, line, and letter 

numbers.s5 H e  w a s  a b l e  t o  r e c o v e r  a few words of the key, but has n o t  y e t  

found the key book. 

T h e  most s o u g h t  a f t e r  s o l u t i o n  t o  a book cipher is that o f  t h e  

Beale ciphers, a l l e g e d  t o  c o n t a i n  instructions to the Beale Treasure, 

supposedly buried in V i r g i n a  about the ISZOS.'~ Of t h e  three c i p h e r s ,  

the solution t o  o n e  h a s  b e e n  k n o w n  about 100 years. It is based o n  
numberins e a c h  w o r d  in t h e  D e c l a r a t i o n  of Independence (When 1 in 2 t h e  

3 course 4 .... ) a n d  t h e n  u s i n g  only t h e  initial letters of t h e  words: 
l = W ,  2 = 1 1  3 = T ,  4 = C 9  etc. D e s p i t e  t h e  best efforts of many. including 
the Beale C y p h e r  S o c i e t y ,  n o  k e y  document or book breaking the o t h e r  t w o  
ciphers has b e e n  fou n d .  

Better luck h a s  b e e n  a c h i e v e d  with the book ciphers o f  N i c h o l a s  

Trist, whose u n a u t h o r i z e d  n e g o t i a t i o n s  with Mexico ended the M e x i c a n  

War in 1847 a n d  g r e a t l y  expa n d e d  U . S .  territory. While in Mexico. h e  

found it n e c e s s a r y  t o  d e v i s e  t w o  c i p h e r s  to permit secure c o m m u n i c a t i o n  

with his s u p e r i o r s  in W a s h i n g t o n .  One was based on numbering e a c h  

letter o f  a p a s s a g e ;  t h e  o t h e r  o n  a triple coordinate s y s t e m  in w h i c h  

individual l e t t e r s  w e r e  d e s i g n a t e d  by numbers corresponding t o  t h e  

Page, line, and p o s i t i o n  o f  t h e  letter within the line. He d e s c r i b e d  

the key book c i r c u i t o u s l y  in letters to James Buchanan. the S e c r e t a r y  
of State, later t o  b e c o m e  President. In a model of scientific a n d  

literary d e t e c t i o n s ,  d e s c r i b e d  in a recent issue of Cryptologia, Dr. 
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M a t y a s ,  b y  c a r e f u l l y  d e l i m i t i n g  t h e  f i e l d  o f  i n v e s t i g a t i o n  a n d  t h e n  

c h e c k i n g  m e t h o d i c a l l y  h u n d r e d s  o f  b o o k s ,  i d e n t i f i e d  t h e  k e y  b o o k ,  

t h e r e b y  u n l o c k i n g  a d d i t i o n a l  e n c i p h e r e d  T r i s t  m a t e r i a l . J 7  

F o r  a n y o n e  w h o  w i s h e s  t o  u n d e r t a k e  a s i m i l a r  q u e s t ,  h e r e  is a g o o d  

o p p o r t u n i t y .  J e f f e r s o n  D a v i s ,  P r e s i d e n t  o f  t h e  C o n f e d e r a c y ,  p r o p o s e d  

u s i n g  a d i c t i o n a r y  a s  a c o d e  b o o k . a 8  A l l  t h a t  is n e c e s s a r y  is t o  f i n d  a 

t h r e e  c o l u m n  d i c t i o n a r y  i n  w h i c h  t h e  2 0 t h  w o r d  in t h e  l e f t  c o l u m n  O f  

p a g e  146 is " J u n c t i o n . "  

T h e  u s e  o f  a d i c t i o n a r y  a s  a k e y  b o o k  w a s  p a r t i c u l a r l y  c o m m o n  i n  

V i c t o r i a n  t i m e s  a n d  w a s  f r e q u e n t l y  p r o p o s e d  in p o p u l a r  magazines." 

T h i s  r e a l l y  r e s u l t s ,  a s  p r e v i o u s l y  s a i d ,  in a o n e - p a r t  c o d e  w i t h  p a g e  

n u m b e r s  i n c r e a s i n g  froin A t o  2. W i t h o u t  s u p e r - e n c i p h e r m e n t  o f  t h e  

n u m b e r s  it is s o o n  p o s s i b l e  t o  e s t i m a t e  t h e  s i z e  o f  t h e  d i c t i o n a r y ,  

n u m b e r  o f  c o l u m n s ,  a n d  a v e r a g e  n u m b e r  o f  w o r d s  per c o l u m n .  

P e r h a p s  t h e  m o s t  c u r i o u s  u s e  o f  a d i c t i o n a r y  is in a n  

i n t e r n a t i o n a l  a s t r o n o m i c a l  c i p h e r  c o d e  p u b l i s h e d  a t  H a r v a r d  C o l l e g e  

O b s e r v a t o r y  in 1 8 8 1 . * O  H e r e  w e  h a v e  a r e v e r s e  d i c t i o n a r y  c o d e  i n  w h i c h  

w o r d s  f r o m  a p a r t i c u l a r  e d i t i o n  o f  a d i c t i o n a r y  a r e  u s e d  t o  r e p r e s e n t  

n u m b e r s .  As a n  e x a m p l e ,  i n  t h i s  a s t r o m o n i c a l  c i p h e r ,  t h e  f i r s t  w o r d  

a l w a y s  r e p r e s e n t s  t h e  d a y  o f  t h e  y e a r  a n d  t h e  t i m e  o f  d a y ;  t h e  s e c o n d  

w o r d  i n d i c a t e s  t h e  " d i s t a n c e  o f  p e r i h e l i o n  f r o m  n o d e "  a n d  t h e  t h i r d  

w o r d  s t a n d s  f o r  t h e  " l o n g i t u d e  o f  node." T h e  m e s s a g e  " C u s t o m a b l y  

d i g i t a t e d  b u t t e r n u t "  is d e c i p h e r e d  in t h i s  way: O n  p a g e  1 3 6  t h e  7 3 r d  

w o r d  " c u s t o m a b l y "  = t h e  1 3 6 t h  d a y  o f  t h e  y e a r  ( 1 6 t h  o f  May), 73 is t h e  

t i m e  o f  d a y  e x p r e s s e d  d e c i m a l l y .  " D i g i t a t e d "  t h e  8 t h  w o r d  o n  p a g e  150 = 
150°8', t h e  d i s t a n c e  o f  p e r i h e l i o n  f r o m  n o d e ,  a n d  " b u t t e r n u t "  t h e  2 8 t h  

w o r d  o n  p a g e  9 1  r e p r e s e n t s  91°28", t h e  l o n g i t u d e  o f  node. 

S h e r l o c k  H o l m e s ,  n e v e r  u n a w a r e  o f  c u r r e n t  t r e n d s ,  u s e d  a b o o k  

c i p h e r  b a s e d  o n  a n o n - e x i s t e n t  e d i t i o n  o f  Whitaker's A l m a n a c  in The 
V a l l e v g f  Fear."' H i s  c r e a t o r ,  S i r  A r t h u r  C o n a n  D o y l e ,  s e n t  m e s s a g e s  t o  

B r i t i s h  POWs in G e r m a n y  i n  W o r l d  W a r  I b y  i n c o n s p i c u o u s  p i n p r i c k s  u n d e r  
d e s i r e d  l e t t e r s ,  a m e t h o d  a l r e a d y  d e s ~ r i b e d . ~ ~  

T H E  T W E N T I E T H  C E N T U R Y  

T h e  o u t s t a n d i n g  a c h i e v e m e n t  in s o l v i n g  a b o o k  c i p h e r  m u s t  go t o  

W i l l i a m  F. F r i e d m a n .  w h o  c r y p t a n a l y z e d  a H i n d u  b o o k  c i p h e r  in W o r l d  W a r  

I. H e  d i d  so w i t h o u t  k n o w l e d g e  o f  t h e  k e y  book, a l t h o u g h  t h e  b o o k  w a s  

l a t e r  i d e n t  i f i e d  

H e r b e r t  0. Y a r d l e y ,  a u t h o r  o f  The A m e r i c a n  B l a c k  C h a m b e r ,  w o r k e d  
in C h i n a  s h o r t l y  b e f o r e  o u r  e n t r y  i n t o  W o r l d  W a r  11. S o m e  o f  h i s  

a c h i e v e m e n t s  a r e  t o l d  in h i s  r e c e n t l y  p u b l i s h e d  The C h i n e s e  B-4 
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Chamber, i n c l u d i n g  t h e  u s e  o f  a book  as  a k e y  t o  e n c i p h e r  messages i n  

t h e  C h i n e s e  T e l e g r a p h  Code ( M i n g  Code).* '  A f t e r  r e c e i v i n g  a message.  

w h i c h  b e g a n  w i t h  t h e  5 - l e t t e r  g r o u p  EHEER,  he t h e o r i z e d  t h a t  t h e  

l e t t e r s  m i g h t  i n d i c a t e  message  numbers and  d a t e .  Thus, he e q u a t e d  

EHEER = I 0 1 1 2  = message  1 0 1  o f  t h e  1 2 t h .  A s i a i ' l a r  e q u i v a l e n c y  was made 

on s u c c e s s i v e  d a y s ,  w h i c h  a l l o w e d  h im,  a f t e r  p u t t i n g  t h e  l e t t e r s  i n  

n o r m a l  o r d e r ,  t o  r e c o v e r  p a r t s  o f  t h r e e  words:  

0 1 2 3 4  

H E R  

L I G H  

G R  I N  

I n v e s t i g a t i o n  r e v e a l e d  t h a t  t h e  words  came f r o m  p a g e s  1 7 ,  18, a n d  1 9  o f  

P e a r l  B u c k ' s  Thp Good E a r t h .  

Many o f  t h e  s y s t e m s  u s i n g  b o o k s  r e s u l t  i n  c i p h e r  messages w h i c h  

a r e  much l o n g e r  t h a n  t h e  o r i g i n a l  p l a i n  t e x t .  A way t o  a v o i d  t h i s  i s  t h e  

r u n n i n g  k e y r  w h e r e  a t e x t  f r o m  a book  i s  comb ined  i n  one o f  many 

p o s s i b l e  ways w i t h  t h e  d e s i r e d  p l a i n  t e x t  t o  p r o d u c e  a c i p h e r  t e x t  o f  

t h e  same l e n g t h .  R o b e r t  G r a v e s ,  i n  h i s  C l a u d i u s  ( a  f i c t i o n a l  w o r k ) .  

d e s c r i b e s  a r u n n i n g  k e y  c i p h e r  i n  w h i c h  t h e  k e y  i s  t h e  f i r s t  h u n d r e d  

l i n e s  of Homer ' s  I l i a d . 4 5  Each  l e t t e r  i n  t h e  c i p h e r  i s  r e p r e s e n t e d  b y  

t h e  number o f  l e t t e r s  i n  t h e  a l p h a b e t  (ABC...Z) b e t w e e n  i t  and  t h e  

c o r r e s p o n d i n g  l e t t e r  i n  Homer.  Suppose t h e  I l i a d  b e g a n  w i t h  t h e  w o r d  

" A c h i l l e s . "  t h e n  t h e  r e c i p i e n t  o f  t h e  c i p h e r  1 0  6 4 3 w o u l d  c o u n t  1 0  

l e t t e r s  f r o m  A t  6 f r o m  C ,  4 f r o m  H and  3 f r o m  I and w o u l d  f i n d  t h e  p l a i n  

t e x t  K I L L :  

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z  

K 10 A - -  - - - - _ _ _  
6 c - - - - -  I 
4 H - - - L  

3 I - -  L 

A n o t h e r  common way o f  u s i n g  a r u n n i n g  k e y  i s  i l l u s t r a t e d :  

P I W H E N I N T  

K I T A K E O F F  

C I X T G R G S M  
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w h e r e  P = p l a i n  t e x t ,  K = K e y ,  a n d  C = C i p h e r  text. W h e n  t w o  s t a n d a r d  

a l p h a b e t s  a r e  s l i d  a g a i n s t  e a c h  o t h e r  w i t h  t h e  "T"  o f  t h e  s e c o n d  

a l p h a b e t  a l i g n e d  u n d e r  t h e  "W" o f  t h e  f i r s t  a l p h a b e t ,  in t h i s  w a y  

ABCDEFGHIKLMNOPQRSTUVIWIXYZABCDEFGHIJ.;.. 
A B C D E F G H I K LMNOPQRSITIUVWXYZ 

t h e n  t h e  c i p h e r  " X "  is t h e  l e t t e r  in t h e  s e c o n d  a l p h a b e t  a l i g n e d  u n d e r  

t h e  l e t t e r  " A "  o f  t h e  f i r s t  a l p h a b e t ,  a s s u m i n g  t h a t  t h e  f i r s t  a l p h a b e t  

is c o n t i n u o u s .  
W i l l i a m  F.  F r i e d m a n ,  w h o  b r o k e  t h e  J a p a n e s e  d i p l o m a t i c  c i p h e r  u s e d  

in W o r l d  W a r  11, w a s  t h e  f i r s t  p e r s o n  k n o w n  t o  t h e  a u t h o r s  t o  

s y s t e m a t i c a l l y  s o l v e  r u n n i n g  k e y  c i p h e r s . 4 b  H i s  b a s i c  a p p r o a c h  w a s  t o  

a s s u m e  t h a t  b o t h  t h e  k e y  a n d  t h e  p l a i n  t e x t  w e r e  i n t e l l i g i b l e  

s e q u e n c e s .  Once s t a r t e d ,  a n  e x t e n s i o n  o f  t h e  k e y  a u t o m a t i c a l l y  e x t e n d s  

t h e  p l a i n  t e x t  a n d  v i c e  v e r s a .  T h e  e x a m p l e  a b o v e  c a n  i l l u s t r a t e  t h e  

p r i n c i p l e .  I f  t h e  f i r s t  t w o  w o r d s  "When" ( p l a i n t e x t )  a n d  "Take" ( k e y )  

a r e  k n o w n ,  t h e  a s s u m p t i o n  o f  t h e  w o r d  "in" ( p l a i n  t e x t )  w o u l d  

a u t o m a t i c a l l y  g i v e  "of" f o r  t h e  k e y .  C o m p l e t i o n  o f  t h e  w o r d  t o  "off" 

w o u l d  g i v e  "t" a 5  t h e  b e g i n n i n g  o f  t h e  n e x t  w o r d  in t h e  p l a i n  t e x t  

s u g g e s t i n g  "the". T h u s  t h e  k e y  a n d  p l a i n  t e x t  c a n  b e  w o r k e d  a g a i n s t  

e a c h  o t h e r  t o  e x t e n d  b o t h .  

I f  t h e  k e y  is n o t  i n t e l l i g i b l e ,  b u t  r a n d o m  (e.g. u s i n g  a b o o k  o f  

r a n d o m  n u m b e r s  o r  l e t t e r s ) ,  t h e n  o n e  h a s  a c o m p l e t e l y  u n b r e a k a b l e  

o n e - t i m e  s y s t e m .  B u t  n o  p a r t  o f  t h e  k e y  c a n  b e  u s e d  m o r e  t h a n  o n c e ,  s o  

t h a t  t h e  a m o u n t  o f  k e y i n g  m a t e r i a l  n e e d e d  m u s t  b e  e q u a l  t o  t h e  

a n t i c i p a t e d  a m o u n t  o f  p l a i n  t e x t  t o  b e  c o m m u n i c a t e d ,  w h i c h  c o u l d  b e  

s u b s t a n t i a l .  A c o d e  b o o k  o f  r a n d o m  n u m b e r s  o r  l e t t e r s  is n o t  e a s i l y  

h i d d e n  a m o n g  t h e  b o o k s  o f  a n  o r d i n a r y  l i b r a r y ,  so t h a t  it m a y  b e  

d i f f i c u l t  t o  m a i n t a i n  t h e  s e c r e c y  o f  t h e  k e y i n g  m a t e r i a l  w i t h o u t  

d r a w i n g  u n d u e  a t t e n t i o n  t o  it. An e x a m p l e  o f  a o n e - t i m e  s y s t e m  i s  f o u n d  

in o n e  o f  C h e  G u e v a r a ' s  w o r k s h e e t s ,  w h i c h  w a s  d i s c o v e r e d  a f t e r  h i s  

d e a t h  in 1967. T h e  w o r k s h e e t  is in t h e  f o l l o w i n g  form: 

P 72 8 3 2  34 8 

K 34 6 51 42 1 
------------ 

C 06 4 83 76 9 

T h e  p l a i n  l i n e  (PI r e p r e s e n t s  a s i m p l e  n u m e r i c a l  s u b s t i t u t i o n  o f  t h e  

p l a i n  t e x t  L E C H E  ( i  . e .  F i d e l  C a s t r o ) .  T h e  k e y  ( K )  is a s t r e a m  o f  r a n d o m  

n u m b e r s .  T h e  c i p h e r  t e x t  ( C l  is p r o d u c e d  b y  n o n - c a r r y i n g  addition.*' 
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CONCLUSION 

We h a v e  t r a c e d  t h e  o r i g i n  a n d  d e v e l o p m e n t  o f  book  c i p h e r s  o v e r  a 

p e r i o d  o f  a t  l e a s t  4 0 0  y e a r s  a n d  s e e n  a few  o f  t h e  ways i n  w h i c h  a b o o k  

may b e  u s e d  f o r  s e c u r e  c o m m u n i c a t i o n s .  The B e a l e ' c i p h e r s  a r e  e x c e l l e n t  

p r o o f  t h a t  s o m e t i m e s  b o o k  c i p h e r s  a r e  v e r y  s e c u r e  i n d e e d !  
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