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Abstract. The paper presents a new tool for automated verification of
Timed Automata as well as protocols written in the specification lan-
guage Estelle. The current version offers an automatic translation from
Estelle specifications to timed automata, and two complementary meth-
ods of reachability analysis. The first one is based on Bounded Model
Checking (BMC), while the second one is an on-the-fly verification on
an abstract model of the system.

1 Introduction

We present a new tool for automated verification of Timed Automata as well as
protocols written in the specification language Estelle. The main novelty of our
tool consists in combining the translation from a subset of Estelle to Timed Au-
tomata [6] with the translation of the reachability problem for Timed Automata
to the satisfiability problem of propositional formulas (SAT-problem) [20]. The
latter problem is very efficiently solved by the SAT-solver ZChaff [13] that is
exploited in our tool. Since the above approach is mainly applicable for finding
errors, i.e., disproving safety properties, we extend our tool /erics with another
module, which is used when the correctness is to be proved. This module is
based on our original method [17] of building a pseudo-bisimulating model for a
timed automaton, which preserves the reachability properties. Reachability over
a pseudo-bisimulating model is checked on-the-fly, i.e., while building the model.

The architecture of y/erics is composed of the following modules (see also

Fig. 0):

* Partly supported by the State Committee for Scientific Research under the grant
No. 8T11C 01419.

H. Garavel and J. Hatcliff (Eds.): TACAS 2003, LNCS 2619, pp. 278-283, 2003.
© Springer-Verlag Berlin Heidelberg 2003



Verics: A Tool for Verifying Timed Automata and Estelle Specifications 279

— Language Translator from the fragment of Estelle to the intermediate
language,

— TA Translator from the intermediate language to timed automata,

— BBMC Reachability Analyser that verifies reachability properties over
timed automata,

— Splitter that generates pseudo-bisimulating models for timed automata,

— Verifier that verifies reachability properties over pseudo-bisimulating mod-
els.

2 Related Tools

The high-level modelling languages, among which Estelle [10], SDL [I1], and
LOTOS [9] belong to most widely used, were defined to describe logical circuits,
distributed systems and communication protocols. Many tools supporting design
in these languages have been produced, but tools for formal verification still need
to be developed. On the other hand, for a long time the model-checking tools have
been designed for testing new scientific ideas, without paying much attention to
their applicability for verification of real-world complex concurrent systems.

The first generation of model-checking tools consists of explicit state-space
checkers, prone to the state explosion problem. Model checkers based on an ex-
plicit state space representation are still developed (SPIN [8], Kronos [21], Up-
paal [2] etc.), exploiting various methods of overcoming this drawback. Another
methodology is symbolic model checking, in which an explicit representation of
states is replaced by a symbolic one. Symbolic representations in a form of de-
cision diagrams are exploited in many packages, like Rabbit [3], SMV [12] and
Uppaal2k [16]. The next branch of symbolic model checking tools, represented
by NuSMV [5] and a MaTHSAT-related environment [18], is based on a concept
of Bounded Model Checking.

Several solutions for integrating the above languages and tools have been
proposed. IF [4] uses an intermediate language IF, to which higher-level speci-
fications can be translated, enabling further verification using one of the above
tools. Another example of a development environment is CADP [7], which al-
lows to transform a LOTOS system description to the formats accepted by model
checkers.

3 Theory Behind 4/erics

The theoretical background for our implementation has been presented in several
papers [6JT4)20]. In this section we sketch the main ideas.

Our tool accepts three kinds of input: specifications written in a subset of
Estelle or in the intermediate language, or timed automata. Estelle [10] is an
ISO standard specification language designed for describing communication pro-
tocols and distributed systems. The intermediate language (IL) [6] allows for
describing a system as a set of processes, which exchange information by message
passing (via bounded or unbounded channels) or memory sharing (using global
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variables). A process is described in terms of states and transitions similarly like
in Estelle.

The translation from the subset of Estelle to the intermediate language is
quite straightforward, as the execution models and the syntax of these formalisms
are similar, although some Estelle language constructions require special and
careful treatment. The details about the translation can be found in [6].

A system described in the intermediate language can be further translated
either to a set of timed automata [1], each of which represents a component
of the system, or to a global (product) timed automaton (for the description
see [6]). The automata that are obtained are then passed to other components
of y/erics, which are aimed at performing reachability model checking.

Given a property p, reachability model checking consists in an exploration of
the state space of the system, testing whether there exists a reachable state where
p holds. Our tool offers two complementary methods of reachability analysis, the
first of which is based on Bounded Model Checking (BMC) and a SAT-solver,
while the second one is an on-the-fly verification on an abstract model of the
system. The BMC-based method combines the well-known forward reachability
analysis and the bounded model checking method for Timed Automata [14/15]
19120]. The forward reachability algorithm searches the state space by moving
from a state to its successors in the breadth-first mode, whereas BMC performs
a verification on a part of the model exploiting a SAT-solver. The detailed de-
scription of the above method can be found in [19/20]. In case when no state
satisfying a tested property is reachable, the SAT-based method can be ineffec-
tive. Therefore, in parallel to the BMC-based reachability analysis, y/erics offers
a verification method consisting in generating finite abstract models for Timed
Automata (the pseudo-bisimulating ones [17]), using a partitioning algorithm,
and performing an on-the-fly reachability verification. The detailed description
of the above algorithm can be found in [17].

4 Tool Overview

As it has been already stated, /erics allows for an input in Estelle. Moreover,
the system to be verified can be given in the intermediate language or in the
form of timed automata in the Kronos-like format. Below, we present a short
description of the case, where an Estelle specification is given as an input.

An Estelle specification is automatically translated to a description in the
intermediate language (by the Language Translator). The obtained specification
usually requires additional (manual) modifications, aimed at adding properties
to states or bounds on sizes of buffers (all these features are not handled in the
Estelle standard). Then, the enriched specification is passed to the TA Transla-
tor, which generates either a set of timed automata corresponding to the compo-
nents of the system, or a global timed automaton. The automata are returned in
the Kronos-like format. Then, they are passed to another component of y/erics
aimed at reachability model checking, i.e., BBMC or Splitter. The connection
between the modules of /erics is presented in Fig. [II
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Fig. 1. The modules of +/erics
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5 Case Studies

We provide experimental results for three well-known examples: the Alternating
Bit Protocol, Fischer’s Mutual Exclusion Protocol and Railroad Crossing System
(RCS). As the input for the first example we have used an Estelle specification.
Two properties have been tested: “whenever the sender receives an acknowledge-
ment and its bit is set to 0, then the receiver’s bit is set to 0 as well” (false), and
“whenever the sender receives an acknowledgement, its bit is set to 0 and the
receiver managed to change its bit, then the receiver’s bit is set to 07 (true). In

SETX1 SETX2
SETX01 yi<A SETX02 V2 <A
y1:=0 y2:=0
ENTER 1 ( ) ENTER 2
vt >3 y2 >3 _ SETX2 SETX1
critical waiting1 critical2 waiting2 ENTER 2 ENTER 1
Process 1 Process 2 Variable X

Fig. 2. Fischer’s Mutual Exclusion Protocol for two processes

the case of the Mutual Exclusion Protocol we have used an input in the interme-
diate language. The timed automata returned by the y/erics translation of this
specification are presented in Fig. Pl We have tested them for various values of
the parameters, as only if A < 4, then the mutual exclusion property is ensured.
In case of the system RCS, the three system automata of the train, gate and
controller, and the automaton for a property (see Fig.[3) have been used as the
input. The property automaton describes that “whenever the gate is down it is
moved back up within K seconds”, which is satisfied for K < 700.

The experimental results are presented in Fig. @l In all the examples, the
BBMC Reachability Analyser has been used to show that a state satisfying
a tested property is reachable, while the Splitter module has been applied to
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Fig. 3. The automata for the railroad crossing system and a specification
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Fig. 4. Experimental results

generate the whole model of the system, i.e., to show that no state satisfying
the property can be reached. We provide the times and the amounts of memory
needed for BBMC Reachability Analyser to prove reachability of the state, and
the sizes of pseudo-bisimulating models generated by Splitter. For the Mutual
Exclusion Protocol, NP denotes the number of processes which have been tested.

A web page of our tool is available at
http://www.ipipan.waw.pl/“penczek/verics.
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