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Abstract. The most efficient collision attacks on members of the SHA
family presented so far all use complex characteristics which were man-
ually constructed by Wang et al. In this report, we describe a method to
search for characteristics in an automatic way. This is particularly useful
for multi-block attacks, and as a proof of concept, we give a two-block
collision for 64-step SHA-1 based on a new characteristic. The highest
number of steps for which a SHA-1 collision was published so far was 58.
We also give a unified view on the expected work factor of a collision
search and the needed degrees of freedom for the search, which facili-
tates optimization.

1 Introduction

Shortcut attacks on the collision resistance of hash functions are usually differ-
ential in nature. In the differential cryptanalysis of block ciphers, characteristics
with arbitrary starting and ending differences spanning less than the full num-
ber of rounds and having a sufficient high probability allow key recovery attacks
faster than brute force. This contrasts the situation in the case of collision at-
tacks on hash functions. Here characteristics of sufficiently high probability need
to start and end with chaining input and output difference being zero, injected
differences (via the message input) are expected to cancel out themselves.
Members of the MD4 hash function family like the widely used SHA-1 mix
simple building blocks like modular addition, 3-input bit-wise Boolean functions
and bit-wise XOR, combine them to steps and iterate these steps many times.
High probability characteristics which are needed for fast collision search attacks
exploit situations where differences with respect to one operation propagate with
high probability through other building blocks as well. As an example, an XOR
difference in the most significant bit of a word propagates with probability one
through a modular addition. The best characteristics for SHA-1 are constructed
such that these and similar effects are maximized. However they do not fulfill the
requirement of zero differences at the chaining inputs/outputs which makes them
not directly usable for fast collision search attacks. Earlier work on SHA-1 [21T3]
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therefore consider characteristics which fulfill this requirement at the cost of a
less optimal probabilities.

However, the fact that an attacker has complete control over the message
input, and thus control over the propagation of all differences in the first steps,
gives more freedom in the choice of good characteristics. Roughly speaking, the
probability of complex characteristics spanning the first steps which connect
to a desired high probability characteristic does not affect the performance of a
collision search. Hence, finding these complex connecting characteristics helps to
improve the performance of collision search attacks. In the case of SHA-1, finding
such characteristics made differential collision search attacks on the full SHA-1
possible in the first place. To reflect the fact that the desired characteristics to
connect to have usually probability one in a linearized model of the hash function,
they are referred to as L-characteristics. The connecting characteristics do not
have this property, hence the name NL-characteristics.

So far, little is known about the construction of these connecting NL-char-
acteristics. Wang et al. describe in their seminal paper [20] an approach which is
based on following and manipulating differences manually [23] in combination
with a great deal of experience and intuition. Follow-up work on SHA-1 [16] as
well as on MD4 [9], MD5 [3I7I8/15] and SHA-0 [1I0] all build up on the char-
acteristics given in the papers of Wang et al. [I7J20021122]. The only exception
is recent work by Schléaffer and Oswald [14] on the conceptually much simpler
MD4, where an algorithm for finding new characteristics given the same mes-
sage difference as originally used by Wang et al. is reported. No one succeeded
so far in showing a similar ability in the case of SHA-1. By employing a new
method and using SHA-1 as an example, we show in this article that finding
useful NL-characteristics is also possible in more complex hash functions.

As shown in informal presentations by Wang [I8/19], the actual shape/design
of these connecting NL-characteristics interacts with speed-up techniques at the
final-search stage. These techniques are referred to as message modification tech-
niques and little details about them in the context of SHA-1 are publicly known
so far. To sum up, two important methods (finding connecting NL-characteristics
and message modification) are not fully understood, but heavily affect the actual
collision-search complexity. Therefore, it currently seems impossible to reason
about the limits of these techniques, other than improving on the current results
in an ad-hoc manner. Hence the need for automated search tools as the one
presented in this paper.

Looking at the recent results of Wang et al. on SHA-1, we see that more de-
grees of freedom are needed for speedup-purposes. As mentioned in [I8], message
conditions and state variable conditions need to be fulfilled for that purpose. It
is observed that “the available message space is tight”, which refers to the re-
maining degrees of freedom.

The new view we propose unifies finding complex characteristics and speeding
up the final search phase. By calculating the expected number of collisions, given
the degrees of freedom, we tackle questions related to optimization. If the goal is to
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find one collision, why should the used method allow to find more than that? The
new view gives an attacker the ability to exploit all available degrees of freedom.

The remainder of the paper is structured as follows. Subsequently we define
some notation in Table [l A short description of SHA-1 is given in Sect. 2l We
tackle the core of the problem in Sect. [3, where we revisit the approach of finding
collisions based on differential techniques. To do that, we generalize the concept
of characteristics and introduce a new way to calculate the expected work to
find a collision. Some examples are given there to illustrate the new concept.
Based on that, in Sect. d] we finally describe a way to automatically find the
complex NL-characteristics needed. Also there we give examples which illustrate
its behavior. As an application of the described technique, we give a two-block
64-step SHA-1 colliding message pair including all used characteristics in Sect. bl
Sect. [l puts our contribution into the context of related and previous work. We
conclude and survey future work in Sect. [7

Table 1. Notation

notation description
X @Y bit-wise XOR of X and Y

AX  difference with respect to XOR
X +Y addition of X and Y modulo 232

6X  difference with respect to modular addition

X arbitrary 32-bit word

x;  value of the i-th bit

X2 pair of words, shortcut for (X, X*)

M;  input message word 7 (32 bits)

W;  expanded input message word t (32 bits)
X < n bit-rotation of X by n positions to the left, 0 <n < 31
X >> n bit-rotation of X by n positions to the right, 0 < n < 31

N number of steps of the compression function

2 Short Introduction to SHA-1

SHA-1 [11], as most dedicated hash functions used today, is based on the design
principles of MD4. First, the input message is padded and split into 512-bit
message blocks. An 80-step compression function is then applied to each of these
512-bit message blocks. It has two types of inputs: a chaining input of 160 bits
and a message input of 512 bits. Let g(m, h) denote the compression function
with message input m and chaining input h. The chaining input h,4; for the
next compression function is calculated by h,, + g(m, h,), called feed forward.
The chaining variables for the first iteration are set to fixed values (referred to
as IV). The result of the last call to the compression function is the hash of the
message. The compression function basically consists of two parts: the message
expansion and the state update transformation.
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Message Expansion. In SHA-1, the message expansion is defined as follows.
The message is represented by 16 32-bit words, denoted by M;, with 0 <14 < 15.
In the message expansion, this input is expanded linearly into 80 32-bit words
W;. The expanded message words W; are defined as follows:

(1)

W M; for 0<1i<15,
e Wis @W,_s @Wi_14 @ Wi_16) 1 for 16 <i<79.

State Update Transformation. The state update transformation starts by
copying the chaining input into the five 32-bit state variables A, ..., E, which
are updated in 80 steps (0, ..., 79) by using the word W; and a round constant
K; in step i. A single step of the state update transformation is shown in Fig. [l
The function f in Fig. [l depends on the step number: steps 0 to 19 (round 1)

Fig. 1. One step of the state update transformation of SHA-1

use frp and steps 40 to 59 (round 3) use faras. The function fxor is applied
in the remaining steps (round 2 and 4). The functions are defined as:

fir(B,C, D) =BAC®BAD (2)
fmas(B,C,D)=BAC®BAD®CAD (3)
fxor(B,C,D)=Ba&CeD. (4)

Note that B; = Ai—h Ci=A;_2> 2, D; = Ai_3 > 2, FE; = A;_4 >> 2. This
also implies that the chaining inputs fill all A; for —4 < j < 0. Thus it suffices to
consider the state variable A, which we will for the remainder of this paper.

3 Collision Attacks Revisited

The objective of this paper is to develop a method to find SHA-1 characteristics
which are suitable for collision attacks. However, in order to solve this problem,
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we first have to determine exactly what ‘suitable’ means in this context. In
this section, we will therefore consider collision attacks and characteristics in a
general setting, and analyze how the choice of the characteristic affects the work
factor of the attack.

3.1 How Dedicated Collision Attacks Work

If we are given an n-bit hash function whose output values are uniformly dis-
tributed and use it to hash an arbitrary pair of messages, then we expect the
hash values to collide with a probability of 27". Hence, without knowing anything
about the internals of the hash function, we should be able to find a collision
after trying out 2" pairs. Since any set of 2™ pairs will do, this approach can be
turned into a birthday attack requiring only 2/2 hash evaluations.

Instead of testing arbitrary pairs, dedicated collision attacks try to use the
internal structure of the hash function to locate a special subset of message pairs
which (1) are considerably more likely to collide than random pairs, and (2) can
efficiently be enumerated. A particularly effective way to construct such subsets
is to restrict the search space to message pairs with a fixed difference. The
goal is to pick these differences in such a way that they are likely to propagate
through the hash function following a predefined differential characteristic which
eventually ends in a zero difference (a collision).

As was observed in [4], the probability for this to happen can be increased
by restricting the subset even further and imposing conditions not only on the
differences but also on the values of specific (expanded) message bits. Moreover,
since the internal variables of a hash function only depend on the message (and
not on a secret key as for example in block ciphers), we can also restrict the set
of message pairs by imposing conditions on the state variables. Depending on
their position, however, these conditions might have a considerable impact on
the efficiency to enumerate the messages fulfilling them. This important point is
analyzed in detail in Sect.

3.2 Generalized Characteristics

In order to reflect the fact that both the differences and the actual values of bits
play a role in their attack, Wang et al. already extended the notion of differential
characteristics by adding a sign to each non-zero bit difference (1 or —1). In
this paper we generalize this concept even further by allowing characteristics to
impose arbitrary conditions on the values of pairs of bits.

The conditions imposed by such a generalized characteristic on a particular
pair of words X? will be denoted by VX. It will turn out to be convenient
to represent VX as a set, containing the values for which the conditions are
satisfied, for example

VX ={X?|x7-23=0,2; =} for 2<i <6, x; #a}, and zg =z}, = 0} .

In order to write this in a more compact way, we will use the notation listed in
Table 2l Using this convention, we can rewrite the example above as

VX = [7?7----x0].
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Table 2. Possible conditions on a pair of bits

(mivxi*) (070) (170) (07 1) (171) (:L‘—L,Q:f) (070) (170) (071) (171)

? v v v v 3 v v - -
- v - - v 5 v - v -
X - v ov - 7 v o v v -
0 v - - - A - v - v
u - v - - B v v - v
n - - v - C - VR
1 - - - v D v - v v
# - - - - E - v v v

A generalized characteristic for SHA-1 is then simply a pair of sequences
VA_47 ey VAN and VW(), ey VWN_l.

3.3 Work Factor and Probabilities

Let us now assume that we are given a complete characteristic for SHA-1, spec-
ified by VA_4,..., VAN and VW,,..., VIWx_1. Our goal is to estimate how
much effort it would take to find a pair of messages which follows this charac-
teristic, assuming a simple depth-first search algorithm which tries to determine
the pairs of message words M? one by one starting from M¢g.

In order to estimate the work factor of this algorithm, we will compute the
expected number of visited nodes in the search tree. But first we introduce some
definitions.

Definition 1. The message freedom Fy (i) of a characteristic at step i is the
number of ways to choose W2 without violating any (linear) condition imposed

on the expanded message, given fixed values sz for 0 <j <.

We note that since the expanded message in SHA-1 is completely determined
by the first 16 words, we always have Fyy (i) = 1 for ¢ > 16.

Definition 2. The uncontrolled probability P,(i) of a characteristic at step i
1s the probability that the output A12+1 of step i follows the characteristic, given
that all input pairs do as well, i.e.,

P,(i)=P (A}, € VAiy1 | A} ; € VA;_j for 0 < j <5, and W? € VW) .

Definition 3. The controlled probability P.(i) of a characteristic at step i is
the probability that there exists at least one pair of message words W2 following
the characteristic, such that the output A?ﬂ of step i follows the characteristic,
given that all other input pairs do as well, i.e.,

P(i)=P (W} € VW;: A}, € VA1 | A7 ; € VA;_j for 0<j <5) .

With the definitions above, we can now easily express the number of nodes
N, (i) visited at each step of the compression function during the collision search.
Taking into account that the average number of children of a node at step 7 is
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Fw (i) - P,(i), that only a fraction P.(i) of the nodes at step ¢ have any children
at all, and that the search stops as soon as step N is reached, we can derive the
following recursive relation:

. 1 iti=N,
0= {maX{Ns(i +1) - Fw (@)~ P, PO} ifi< N

The total work factor is then given by

In order to understand what the different quantities defined above represent,
it might be helpful to walk through a small example. Table B shows two hypo-
thetical search trees with corresponding values of Fy, P,, and P.. The nodes
which are visited by the search algorithm, and hence contribute to the com-
plexity of the collision search, are filled. Note that the values of P.(i) do not
always influence the complexity of the attack. The trees in Table[3, however, are
examples where they do.

Table 3. How P. affects the search tree

i tree® Fw P,(i) P.(i) No(i) 1 tree Fw P.(i) P.(i) Ns(7)
0: 4 12 1 1 o0 4 12 1 1
1: 4 12 1 1 L 4 1/2 1/2 2
2 1 1/2 12 2 2 1 1/2 1/2 2
3: 1 1 1 1 3 1 1 1 1
4: 1 4 1

“ Both 0 and @ represent values of W2 ; which lead to a consistent A?; the nodes
visited by the search algorithm are filled. Inconsistent values are denoted by ®.

Let us now illustrate the previous concepts with two examples on 64-step
SHA-1. In the first example, shown in Table @, we consider a generalized char-
acteristic which does not impose any conditions, except for a fixed IV value at
the input of the compression function and a collision at the output. The values
of N,(i) in the table tell us that the search algorithm is expected to traverse
nearly the complete compression function 210 times before finding a colliding
pair (note that from here on all values listed in tables will be base 2 logarithms).

In the example of Table Bl we force the state variables and the expanded
message words to follow a given differential characteristic starting from the out-
put of the 16th step (i.e., Asg, ..., E1g). How such diffential characteriscs can be
found will be explained in Sect.[d The most significant effect is that the five con-
secutive uncontrolled probabilities of 2732 in the previous example move up to
steps 11-15, where their effect on the number of nodes is completely neutralized
by the degrees of freedom in the expanded message, resulting in a considerable
reduction of the total work factor.
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The examples above clearly show that small probabilities have a much larger
impact on the work factor when they occur after step 16 (where Fy (i) = 1).
Therefore, when constructing characteristics, we will in the first place try to
optimize the probabilities in the second part of the compression function (steps
16 to N —1), even if this comes at the cost of a significant decrease of probabilities
in the first part.

4 Constructing Characteristics

Having the necessary tools to estimate the work factor corresponding to any
given generalized characteristic, we now turn to the problem of finding charac-
teristics which minimize this work factor.

The search method presented in this section constructs characteristics by it-
eratively adding more conditions as long as it improves the work factor. During
this process, two important tasks need to be performed: (1) determining when
and where to add which condition, and (2) letting conditions propagate and
avoiding inconsistent conditions. We first discuss the second problem.

4.1 Consistency and Propagation of Conditions

When analyzing the interaction of bit conditions imposed at the inputs and
the outputs of a single step of the state update transformation, three situations
can occur: (1) the conditions are inconsistent, (2) the conditions are consistent,
and (3) the conditions are consistent, provided that a number of additional bit
conditions are fulfilled as well (the conditions are said to propagate). This third
case is illustrated in Table [l where the conditions imposed on the expanded
message words in the previous example propagate to the state variables. It should
be noted that such consistency checks can be implemented in a very efficient way,
thanks to the fact that bits at different bit positions only interact through the
carries of the integer additions.

4.2 Determining Which Conditions to Add

In Sect. we noted that conditions in a characteristic affect the work factor in
very different ways depending on the step where they are enforced. This is also
reflected in the procedure which we are about to propose: in order to determine
where to add which conditions, we will proceed in a number of distinct stages,
each of which tries to optimize a specific part of the characteristic.

Stage 1. As observed in Sect. B3l the work factor of the collision search al-
gorithm is mainly determined by the shape of the characteristic after step 16.
Hence, our first goal is to find a high probability differential characteristic, which
can start with any difference in the state variables after step 16, but ends in a
zero difference in the last step (later on, when we consider multi-block collisions,
this constraint will be removed as well).
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Table 4. Example 1, no conditions

i VA, W, Fw Pu(i) Po(i) Ns(i)
-4: 00001111010010111000011111000011
-3: 01000000110010010101000111011000
-2: 01100010111010110111001111111010
-1: 11101111110011011010101110001001

0: 01100111010001010010001100000001 77777777777 777777777777777777777? 64 0.00 0.00 0.00
1: 72722722707 77070000 0070027270707 200000007 °°°°0°7°77°7?7?7?7277777 64 0.00 0.00 0.00
12: ?72727777772727270707 07277770777 POOOPOPOO°0O0P0?° 070 ?°777777777777 64 0.00 0.00 0.00

13: ?277772727277272727777772772777777 ?7°772772777772727?7727272727?27?7 64 0.00 0.00 0.00

14: 2227222722727 227227227207207270°77 20?0 OVROYRVO?OV?OYNTYNY???T 64 0.00 0.00 32.00

15: ?272772777277277722727772272777277777 P77072P770727727772727277227272722?2?7 64 0.00 0.00 96.00

16: 7727777727727772272777227777277777 P2 7072°777727727272727272227272722?2?7 0 0.00 0.00 160.00

17: ?27777272727272727277777727272777777 ?72°772772777772727?772727227272?27?27 0O 0.00 0.00 160.00

59: ?77777777772777772777°7727727777 ?77777727727777777772772727272?2?7 0 -32.00 0.00 160.00

60: PTPTPTIVTOOOVOTOTOTO? 20?077 7?7?70 -32.00 0.00 128.00
61: PTPTPTIVTOOOOOTOTOTO??0?°????7?7 0 -32.00 0.00 96.00
62: PPTTTTVVVVVVVVVVVVVVVVTV0077077°77 0 -32.00 0.00 64.00
63: PPTTTTVVVVVVVVVVVVVVTVVV0077977977 0 -32.00 0.00 32.00
64:

Table 5. Example 2, less message freedom, better work factor by specifying a suitable
message difference

% VA; vWw; Fw P,(i) P.(i) Ns(i)
0: 01100111010001010010001100000001 -xx 32 0.00 0.00 0.00
1: ?7272727777727777777777777777777 XXX x-x-x- 32 0.00 0.00 0.00
T ?P7P0OPOOVOVOVOVOVVVOVVOOVVOVOV? —xx xx--x- 32 0.00 0.00 0.00
8: 77TT?ITTVYITVVYIVIVVYVVVVVVVVVYYY ~xx x----xx 32 0.00 0.00 5.00
9: 7777777V YIVVVYIVVVCVVVNVIVVVYT? ——x X 32 0.00 0.00 37.00

10: ?7272727777777277777777777777777 XXX x----x- 32 0.00 0.00 69.00
11: ?7272727272727272277777777777777 —xx x- 32 -32.00 -29.00 101.00
12: x X x 32 -32.00 -31.00 101.00
13: x X——=== 32 -32.00 -31.00 101.00
14: xx 32 -32.00 -31.19 101.00
15: x XX X x-x--x- 32 -32.00 -27.83 101.00
16: X- =X X 0 -7.00 -4.00 101.00
17: x X- XXX x-x--x- 0 -7.00 -2.00 94.00
18: X-X 0 -5.00 -3.00 87.00
19: X- X X 0 -4.00 -3.00 82.00
49: x- X 0 -2.00 -1.00 7.00
50: X x- 0 -3.00 -2.00 5.00
51: 0 -1.00 -1.00 2.00
52: X 0 -1.00 -1.00 1.00
53: X 0 0.00 0.00 0.00
54: 0 0.00 0.00 0.00
60: 0 0.00 0.00 0.00
61: 0 0.00 0.00 0.00
62: 0 0.00 0.00 0.00
63: 0 0.00 0.00 0.00
64:

In general, the sparser a differential characteristic, the higher its probability,
and in the case of the SHA family, it has been shown before that sparse char-
acteristics can easily be found by linearizing all components of the state update
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Table 6. Propagation of conditions in Example 2

i VA; VW; Fw Py (i) Pe(i) Ns(4)
0: 01100111010001010010001100000001 -xx 32 0.00 0.00 0.00
1: ?7x XXX x-x-x- 32 0.00 0.00 0.00
2: ?TPTITTRIVTNYITIVNYOVVNOYVTTY?x— — =% x----xx 32 0.00 0.00 0.00
3: ?TTTITTVIVVVYITVVVVVVNNOVTVYTY x-xX X 32 0.00 0.00 0.00

transformation, representing the resulting compression function as a linear code,
and searching for low-weight vectors (see [BIT2/T320]).

Once a suitable differential characteristic is found for the linearized variant
(called an L-characteristic), we determine the corresponding message difference,
and impose it to our generalized characteristic. The differences in the state vari-
ables after step 16 are copied in the same way, except that we do not directly
impose constraints to the most significant and the two least significant bits, but
instead determine them by propagation. This will avoid inconsistencies caused
in some cases by the nonlinear f-functions.

Stage 2. At this point, the largest part of the work factor is most likely concen-
trated in steps 12 to 16 (see e.g. Table (), where the state variables, which are
not constraint in any way in the previous steps, are suddenly forced to follow
a fixed difference. In order to eliminate this bottleneck, we want to guide the
state variables to the target difference by imposing conditions to the first steps
as well.

Although the probability of this part of the characteristic is not as critical
as before, we still want the differences to be reasonably sparse. Unfortunately,
because of the high number of constraints (the message difference and both the
differences at the input of the first step and at the output of step 16 are fixed
already), suitable L-characteristics are extremely unlikely to exist in this case.
In order to solve this problem, we will use a probabilistic algorithm which bears
some resemblance to the algorithms used to find low-weight code words, but
instead of feeding it with a linear code, we directly apply it to the unmodified
(non-linear) compression function.

The basic idea of the algorithm is to randomly pick a bit position which is
not restricted yet (i.e., a ‘?’-bit), impose a zero-difference at this position (a
‘~’-bit), and calculate how the condition propagates. This is repeated until all
unrestricted bits have been eliminated, or until we run into an inconsistency, in
which case we start again. The algorithm can be optimized in several ways, for
example by also picking ‘x’-bits once they start to appear, guessing the sign of
their differences (‘u’ or ‘n’), and backtracking if this does not lead to a solution.
It turns out that inconsistencies are discovered considerably earlier this way.

An interesting property of the proposed procedure is that the sparser a char-
acteristic, the higher the probability that it will be discovered. The number of
trials before a consistent characteristic is found, is very hard to predict, though.
Experiments show that this number can range from a few hundreds to several
hundreds of thousands.
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Stage 3. In the final stage, we try to further improve the work factor corre-
sponding to the characteristic by performing local optimizations. To this end,
we run through all bit positions of every state variable and every expanded
message word, check which conditions can be added to improve the total work
factor, and finally pick the position and corresponding condition which yields
the largest gain. By repeating this many times, we can gradually improve the
work factor. The example in Table [7]shows how our previous characteristic looks
like after applying this greedy approach for a number of iterations.

An interesting issue here, is when to stop adding new conditions. In order
to answer this question, we first notice that every additional condition reduces
the size of the search tree, but at the same time lowers the expected number
of surviving leaves at step N. In general, the work factor will improve as long
as the search tree is reduced by a larger factor than the number of surviving
leaves. At some point, however, the expected number of leaves will drop below
one, meaning that message pairs which actually follow the characteristic are only
expected to exist with a certain probability. This is not necessarily a problem if
we are prepared to repeat the search for a number of different characteristics,
and in fact, that is exactly how we constructed the second block of the 64-step
collision presented in the next section. In this case, three different characteristics
were used, the third of which is shown in Table [0 (notice that the expected
number of characteristics needed to find one surviving leave can directly be read
from N, (0), in this example 214 ~ 3). Coming back to our original question, we

Table 7. Example 3, after adding conditions to minimize workfactor

i VA; VW; Fw P, (1) P.(t) Ns(3)
0: 01100111010001010010001100000001 0uu01010110011010000111101110101 0.00 0.00 0.00
1: nOn01010100000011010100000101000 unn00001000110100010110111u1ulOn0 0.00 0.00 0.00
2: OOulunnnnnnnnnnnnnnnnnnnnnnnOiu0 00n1110100110011111111011n1011uu 0.00 0.00 0.00
3: 1000101001100100100111u11100u111 nOun011000011010110011010u111100 0.00 0.00 0.00
4: u000u01n11uu010u11ui10100101010u0 unOn011010010000100010110n1udluu 0.00 0.00 0.00
5: n01001000n100011n1n000101uu0n010 wuini1010111110011101110110n000u0 0.00 0.00 0.00
6: 010100110n0101u00100001000001100 10n10000111111000000000000010011 0.00 0.00 0.00
7: 1011111unnnnnnnnnn100000nu101n10 1nu0100000010111001----001nu01lul -1.00 0.00 0.00
8: n1100110111000000101---00110nu00 Onu1101110111--—=======—~ u0011nu -8.00 0.00 0.00
9: n01010010000111101110----n10111n 11u1100001111--—=====——= Oul00111 -0.13 0.00 0.00

10: n011010010111--==-=—~ -000000n0 nnn111101----- ---n1010u0 -4.00 -0.68 0.68

e el el el el e
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11: u0110101011-- -n1100100 1un1001-0-- --0011ul .

12: u0010100101----- -0-110001 u10110-0-0---- --11000u -11.00 -2.96 17.36
13: u11100101110010- --0100000 0010010100000~~~ --u00101 -4.00 -2.42 24.36
14: 01110011011111-- ---11000 1001000111111--- --1001uu -3.00 -2.00 33.36
15: u1010110101-1----- --1001uu On110--0----- ---n0n00n0 -10.14 -0.14 41.36
16: 1100011000000000-- ---110n0 1u0100101000---- ---u100100 0.00 0.00 50.22
17: u000111011-————==——=—=—m—m—— 11ul unn11101000000-- ---nOn10n1 -0.22 -0.21 50.22
18: 11101 1001 n1u0--1--- --01100101 -1.00 -0.48 50.00
19: --0 1ul u00110-0-- ---n101011 -1.00 -0.54 49.00
20: ----0 1-- 10u00-1-1------——————-———- 011100n 0.00 0.00 48.00
21: u 00n--0 nu01010 0.00 0.00 48.00
22: n1000-0 010010u -1.00 -1.00 48.00
60: 0 0 0.00 0.00 0.00
61: 1-0 0 0.00 0.00 0.00
62: 1-1-—-—- 0 0.00 0.00 0.00
63: 0 0 0.00 0.00 0.00
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can conclude that we should in principle continue adding conditions as long as
the gain in work factor justifies the cost of generating additional characteristics.

5 Applications

To illustrate our method, we give a characteristic for a two-block collision of
SHA-1 reduced to 64 steps with the standard IV. Note that for different initial
chaining variables, different characteristics might be needed. This is in contrast
to MD4 or MD5 where good characteristics are possible without having condi-
tions on the chaining variables. In addition to the characteristic, we also give a
message pair which follows the described characteristic and collides. Note that,
to the best of our knowledge, not a single second block characteristics for SHA-0
or SHA-1 has been presented so far, neither in the literature nor in informal
public talks. Hence the example we give is the first of its kind. Additionally,
it is a collision for SHA-1 with the highest number of steps published so far
(previously known collisions covered up to 58 steps).

5.1 On the Choice of the Message Difference

The choice of the message difference determines the high-probability character-
istics Ly that is followed in the later part of the compression function. This is
illustrated in Fig.[2 In a first step, only '=” and ’x’ conditions are needed, i. e. we
only allow XOR-differences. The signs of the differences as well as some values
of bits are determined in a later stage of the attack.

As previous work shows [BII2/T320], it turns out that interleaving so-called
local collisions (a disturbing and a set of correcting differences) is the best way to
construct these high-probability characteristics in the case of SHA-1. It turns out
that these characteristics are L-characteristics. In order to allow for a small work
factor, we do not put restrictions on the output difference of the compression
function. Thus, §h; will be nonzero. Good L-characteristics for variants of SHA-1
with other than 80 steps are usually shifted versions of each other. These effects
have also been considered in previous work, thus we do not expand on this
issue here. In order to turn such high probability characteristics, which actually
describe a pseudo-near-collision, into a collision-producing characteristic, NL-
characteristics are needed. As illustrated in Fig.[2] a first NL-characteristic (NL)
is needed to connect from a zero-difference in the chaining variables to L. After
the feed-forward of the first block, we expect to have a modular difference +d
in the chaining variables.

However, this difference does not fit to the difference needed to directly con-
nect to the same L-characteristic used in the first block. Regardless of that, we
want to follow this L-characteristics in the second block again (with the excep-
tion of different signs for some differences). The reason is that we want to cancel
out the expected low-weight difference after the last step of the second block
with the difference that is fed forward. We require

0g(h1,m1) + dhy =0.
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dhy=+d

r ¥
NL, L, 5 NL» L+ =
8ho=0 Shy=+d 8g(himi)  8hy=0
=d

Amy Amy
Fig. 2. Two-block approach to produce collisions

Thus, a new NL-characteristic (VL) for the second block is needed, taking into
account the difference between dhy and dh; and the actual values at the chaining
input of the second block. Note that with the ability to find these general NL-
characteristics NL; and NLo, collision-producing characteristics covering more
than two blocks do not improve the work factor.

In [20022], examples for NL-characteristics are given which connect to a pre-
viously selected L-characteristic in the first block. It is commonly assumed that
finding these NL-characteristics was based on experience and intuition, and done
manually. Based on Sect. [}l and [ we describe in the following an application
for the automatical search for suitable NL-characteristics, which succeeds for the
first and the second block.

5.2 A Two-Block Collision for 64-Step SHA-1

Herein we present a collision for 64-step SHA-1 using two message blocks. Ta-
ble[@ and [0 detail the used characteristic for the first block and the second block
respectively (see Sect. for an explanation of the notation). Using our current
(unoptimized) methods, we have an expected work factor of about 23% compres-
sion function evaluations to find it. This compares favorably to the estimate of
236 given in [20].

The number of nodes in the tree visited in the search, N,,, is given as the
sum of all Ny in Tables[@ and [0 N,, relates to the expected work factor in the
following way. We measured the cost of visiting a node in the search tree to be
about 27° compression function evaluations. For that, we used as a means of
comparison the SHA-1 implementation of OpenSSL 0.9.7g, which can do about
219 compression functions per second on our PC. Note that the work factor for
both blocks is lower than estimated. The reason is that carry differences in the
last steps can be ignored and that the characteristic of the second block can be
adjusted to allow additional deviations in the last steps of the first block.

In Table B we give the colliding messages. Note that we do not consider
padding rules in our example, which would simply mean adding a common block
to both messages after the collision. At this point we stress that this example
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Table 8. Example of a 64-step collision using the standard IV

% Message 1 (mg), first block Message 1 (m1), second block
1-4 63DAEFDD 30A0D167 52EDCDA4 90012F5F 3B2AB4E1 AAD112EF 669C9BAE 5DEA4D14
5—-8 ODB4DFB5 E5A3F9AB AE66EE56 12A5663F 1DBE220E AB46A5EO 96E2D937 F3E58B63
9-12 DO0320F85 8505C67C 756336DA DFFF4DB9 BE594F1C BD63F044 50C42AA5 8B793546
13-16 596D6A95 0855F129 429A41B3 EDSAE1CD A9B24128 816FD53A D1B663DC B615DD0O1

% Message 2 (mg)), first block Message 2 (m7]), second block
1-4 63DAEFDE 70A0D135 12EDCDE4 70012FOD 3B2AB4E2 EAD112BD 269C9BEE BDEA4D46
5—8 ADB4DFB5 65A3F9EB 8EG6EE57 32A5665F BDBE220E 2B46A5A0 B6E2D936 D3ES8B03
9-12 50320F84 C505C63E B5633699 9FFF4D9B 3E594F1D FD63F006 90C42AE6 CB793564

13-16 596D6A96 4855F16B 829A41F0 2D5AE1EF A9B2412B C16FD578 11B6639F 7615DD23

% XOR-difference are the same for both blocks
1-4 00000003 40000052 40000040 E0000052 00000003 40000052 40000040 E0000052
5—-8 A0000000 80000040 20000001 20000060 A0000000 80000040 20000001 20000060
9-12 80000001 40000042 CO000043 40000022 80000001 40000042 CO000043 40000022
13—-16 00000003 40000042 C0000043 C0000022 00000003 40000042 CO000043 C0000022

% The colliding hash values
1-5 A750337B 55FFFDBB CO8DB36C 0C6CFD97 A12EFFEO

serves as a proof of concept for the unified approach to searching for complex
characteristics and optimizing the characteristic for the final search phase. Hence
it does not rule out other, probably more efficient ways to speed up the search
for colliding pairs using the given characteristic.

6 Comparison with Previous Work

In order to put our contribution into perspective, we compare it with related
previous work.

On finding suitable characteristics. In 1998, the pioneering work of Chabaud
and Joux [4] resulted in a collision-search attack on an earlier version of SHA-1
(termed SHA-0). Their attack is based on L-characteristics they found. The Ham-
ming weight of these characteristics (or a part of them) was used as a rough es-
timate of the attack complexity. However, the details depend on the positions of
all differences. For each difference, the sign, the step in which it occurs, the bit-
position within the word as well as its relative position to neighboring differences
influence its impact on the attack complexity. A general and practical way to cal-
culate this impact was described in Sect. [3.3

In 2005, Rijmen and Oswald reported an attack on step-reduced SHA-1 [I3],
which is based on L-characteristics as well. Also the complexity of a collision
search on SHA-0 was improved by Biham and Chen using the neutral-bit tech-
nique [I], and by Biham etal. using a multi-block approach [2]. Note that the
attack on SHA-0 [2] employed four message blocks. Using the presented method
of automatically finding complex characteristics, we eliminate the need for more
than two blocks for an efficient collision-search attack.

Recent results of Wang et al. [20022] describe further major improvements.
By employing the multi-block technique as described in Sect. 511, together with
the ability to manually find NL-characteristics, attack costs are improved by
many orders of magnitude. As shown in Sect. B our method can be used to



Finding SHA-1 Characteristics: General Results and Applications 15

automatically reach the same goal. This also answers the question left open
n [16]. Since the NL-characteristic for the second block (NLy) depends on the
chosen message pair for the first block, this also prevents a manual search for
new characteristics in the middle of a collision search.

The only related work which also aims for automatic search for complex char-
acteristics is by Schliffer and Oswald [I4] on MD4. Their method is very dif-
ferent from ours. It assumes a fixed differential behavior of the function f and
limits carry extensions to only a few bit positions to reduce the search space.
Thus it is not easy to extend it to more complex hash functions since these
restrictions are too strict. Our method is not restricting anything, but is still
practical.

On the cost of the final search. In previous work, the cost of the attack
is further improved by a technique called message modification. The ideas de-
veloped in Sect. Bl and [ can also be used for similar improvements. Both the
originally published results by Wang et al. [20] as well as work by Sugita et al. [16]
give rough estimates for the cost of message modification: 2! and 22 compression
function evaluations(c,), respectively. Sugita et al. also give a different trade-off.
By using Grobnerbasis-methods they reduce the number of trials significantly at
the cost of increased message modification costs. Overall, this method does not
lead to improvements in practice.

Note that for the recently announced but to the best of the authors knowledge
unpublished improvements of the complexity of the collision search for full SHA-
1 [18] (from 259 to 25%), no message modification costs are given, thus we lack
comparability here.

Our approach can be seen as a trade-off towards very fast trials without
the overhead of expensive message modification. As mentioned in Sect. [5.2] the
cost of visiting one node in our search is only in the order of 2*509. Note that
the neutral-bit technique [1I2] can also be seen as a trade-off in this direction.
However, as reported in [I], only a small fraction (one out of eight in the simpler
case of SHA-0) of the trials conforms to a previously selected characteristic.
Comparing the neutral-bit technique to our method, we observe two differences.
Firstly, instead of a small fraction, we can be sure that every trial will conform
to the characteristic we select. Secondly we don’t rely on randomly generating
message pairs which conform to a previously selected characteristic to bootstrap
the final search. Instead we can exploit the available degrees of freedom in a
sensible way.

On exploiting degrees of freedom. In Sect. B3, we described a method
to calculate the expected number of collisions given a particular characteristic.
Thus we can make a sensible use of degrees of freedom up to the point where
we expect to find only one suitable message pair. In fact, also this distinguishes
our approach from all previous work.
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Table 9. Characteristic used for the first block of the 64-step collision

VA; VW;

: 00001111010010111000011111000011
: 01000000110010010101000111011000
: 01100010111010110111001111111010
:11101111110011011010101110001001
: 01100111010001010010001100000001 011000111101101011101111110111nu
: 0000001110001111100010001001000n 0n1100001010000011010-010uin01ul
: 0n0010010100001010110-00011u0un0 0u01001011101101----11011n100100
: 1u10100001110010100-1un110nuu110 unn10000000000-1001----10u0uliul
: 1un0010110011110un1100-0n1nl1inul n0n01101101101001-01111-10110101

n1u10110101un00010nu10u111000010 u1100101101000111111----1n101011
---101011n

: 0100000000001000000111100-011000 0n001000010101---=---=—=—-

: 10011000100011000-0-----~ 0110101 nu00001010011-----=-—-—=
: 1101101011111--1 00010n uu101101010-1-1 -1-1n011n1
: 11111100---————=————-—-——- 0-0111 1101001010100----------~ 1010101u
: 0000 1-1111 1u0011100111-—-—=—=-—-—- 111011u0
Y 01lu- un00111011-0-0- -0n0011nu
n 1u1100011111- -1un011n0
n1101001100- --011000n
n- 1u1000110-1- -0u1000n0
n- 1n011010011- -0u0110n1
0n10011011-- -011111n0
00101001-0-0---=-=—=--—~ 001010n1
n- 0001110111----—-——-—-——- 1u100100
1n00010000 0-1111ini
n001111-1-1--—-————————— 11101010
u10111110 11001n0
n- n0011100 1u110010
001010-1-1--—-—=—=————- 101010110
n- u0110101------————-—-——- Ou110111
u101001 011111010
u- 00010-1-0-------—-———- 110n100000
u011010 001101110
n- 101111-————-—-———————- 010u111001
niii-1-1 1010110u0
110110 100000000
n1001 010111110
ull-0-1 101101011
01010 01011100
1011 100100000
00-0-0 100111001
1101 001111011
011 10010000
1-1-0 101111000
110 1011010010
01 101011000
-0-0 101100001
10 1101010111
0 1010101n11
n-- 0-1 10u100011-
1 001000u1l
110111n00u
n -1 ui1101i-u
101010u00u
0111n10u-
n 0 u111000-u-
0-1010uniu-
u--- 1n0inliu--
n u-11000xu-0
0000n01ux-
1000n00n-x-
n u-10010-n-n-

Fw Py (i) Pe(i) Ns(i)

NN AN O = O

4

0.00
0.00
-3.00
-4.00
-2.00
-4.00
-5.00
-5.00
-6.00
-3.00
-5.00
-9.00
-3.00
-4.00
-2.00
-0.07
-1.00
-1.00
0.00
0.00
-1.00
-2.00
-2.00
-1.00
-1.00
0.00
-1.00
0.00
-1.00
0.00
-2.00
0.00
-2.00
0.00
-2.00
0.00
-1.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
-1.00
-2.00
-1.00
-1.00
-2.00
-1.00
-2.00
-2.00
-2.00
-2.00
-3.00
-1.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
-0.99
0.00
0.00
-1.00
-2.00
-2.00
-1.00
-1.00
0.00
-1.00
0.00
-1.00
0.00
-2.00
0.00
-2.00
0.00
-2.00
0.00
-1.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
-1.00
-2.00
-1.00
-1.00
-1.91
-1.00
-1.83
-1.87
-1.00
-1.00
-1.89
-1.00

1.07

1.07

2.07

3.07

4.07

4.07

4.07

6.07

8.07

9.07
10.07
11.07
11.07
12.07
19.07
28.07
39.00
38.00
37.00
37.00
37.00
36.00
34.00
32.00
31.00
30.00
30.00
29.00
29.00
28.00
28.00
26.00
26.00
24.00
24.00
22.00
22.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
20.00
20.00
19.00
17.00
16.00
15.00
13.00
12.00
10.00

8.00

6.00

4.00

1.00
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VA; VW,

:11110011111100010000010000n10011
: 01101110111000001010001110011101
: 11001011101100100011110111000100
: 1001011011110100100111001n110101

: 10100000000111101110010101101000 0011101100101010101101-0111000nu
: 1111001001110010110010-10000n1nu 1n1010101101000---0100101uinilul
: uu10001001100001000001nu01un01u0 0u1001101001110010011--11n101110
: 0u10010110111100000nnnn01011uinn nun1110111101010010011010n0u01n0
: 0nu1110110110n0010uuuuOuunuuiui0 n0n11101101111100010001000001110
: 1000111nu111u0001n11111100100001 u01010110100011010-00101-u100000
:u11110un101n0u0111-1011n010u1010 10n1011011100-10110----10011011u
: u001u11nn0101011100n---0u011n111 11u10011111001----00-0-10uu00011
: 1n010101001u01n10000-0-11000u011 u0111110010110----0----1-001110n
: 01001uin10100110100101-1-uu10100 1n11110101100--- ---u0001n0
: uuuuuuuuuuuuuuuuuuuuuu--1100u011 nu01000011000100---—---—- n1001nu
: 0100111011111100011111un-0111100 1n00101101111001001-----~ 1n001u0
: 1100000010111111111111111111u110 101010011011001001000---001010nn
: 0110000101111111111111--0110110n 1n000001011011111----===~: n1110u0
: 0101111110011010110-------- 010u0 wu01000110110----------= 1u0-11nn
01010010010000010-
001001001011--===========—=
100000
----0 Oul nn11101111-0-1 --0n0010nu
n 0u1100011010---—-=-—————-— 1un000n1
-0 n0101010011----=======~ 11-10110n
n- 1u0001000-0-0- --0u1000n1
n- 0n010001010--- --0u-011n1
1n10010111-- ---00101n1
11011111-0-1 --000101n1
n- 0010000100---=--========= 0u010000
u10011101 001000u0
n100100-0-0-----======-= 01010001
u11001101 0-0-100n0
n- n1111011 1u110000
100110-1-1--========———| 00--00100
u- u0000101------—-—-—————— 1n000111
u011010 0001111100
n- 11111-0-0 0-u100101
u011010 0-0000000
u- 100100 010n011010
n100-0-1 0-1-11010n0
010111 100001001
u0001 0-0001101
u00-0-0 101010100
11110 010000101
0011 011010010
00-1-0 01-001100
1010 001111100
000 11-0011100
0-1-0 1-1100101
000 0---010010
11 001010101
-0-0 1100111001
10 0-1111110
0 11-1100n10
n-- 1-0 10u010110-
1 0000001u10
011011n10u
n -1 u-11011-u
111011u01u
01-00n10u-
n----1 ul0111l-u-
10-00unOu-
u--- OnOlullu--
u n-0-111xu-0
0100u01ux-
O-ulln-x-
u n-10110-u-n-

Fw

—_

=
CO0O0000O00000CO0000CO000O0CO00CO0OCO0OCCO0OO0CCO0OCO0OCCO0OOO0OCOOCOOHNINWDNONODNUNODONWH

Py (i) Pe(i) Ng(2)

0.00
-3.00
-2.00

0.00

0.00
-1.00
-2.00
-4.00
-7.00

-10.00
-8.00
-6.00
-2.00
-2.24
-4.00
-1.00

0.00
-1.00

0.00
-1.00
-1.00
-1.00
-2.00
-1.00
-1.00

0.00
-1.00

0.00
-1.00

0.00
-2.00

0.00
-2.00

0.00
-2.00

0.00
-1.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00
-1.00

0.00
-1.00
-2.00
-1.00
-1.00
-2.00
-1.00
-2.00
-2.00
-2.00
-2.00
-3.00
-1.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
0.00
0.00
0.00
-0.99
0.00
-1.00
-1.00
-1.00
-2.00
-1.00
-1.00
0.00
-1.00
0.00
-1.00
0.00
-2.00
0.00
-2.00
0.00
-2.00
0.00
-1.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
-1.00
-2.00
-1.00
-1.00
-1.91
-1.00
-1.83
-1.87
-1.00
-1.00
-1.89
-1.00

1.24

2.24

2.24

2.24

2.24

2.24

3.24

6.24

8.24
10.24
12.24
13.24
13.24
14.24
20.00
28.00
38.00
38.00
37.00
37.00
36.00
35.00
34.00
32.00
31.00
30.00
30.00
29.00
29.00
28.00
28.00
26.00
26.00
24.00
24.00
22.00
22.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
20.00
20.00
19.00
17.00
16.00
15.00
13.00
12.00
10.00

8.00

6.00

4.00

1.00
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7 Conclusions and Future Work

We described, for the first time, a computer-implementable method to search for
complex characteristics as needed in the effective cryptanalysis of hash functions
of the MD4 family like SHA-1. As a proof of concept, we gave the characteristics
needed for a 64-step two-block collision of SHA-1. Furthermore, for the first time
an actual collision for 64-step SHA-1 is produced, with an expected work factor
of 235 compression function computations.

We also tackled issues like work factors or degrees of freedom and put them
into a precise framework. Thus an optimal exploitation of available degrees of
freedom gets possible for goals like fast collision search.

Future work includes optimization of the found characteristics for different
final search strategies, or the application of the described technique to other
hash functions. Given the increased design complexity of members of the SHA-2
family compared to SHA-1, an automatic approach as described in our article
seems to be highly beneficial for the analysis of these hash functions.

Given the ability to automatically incorporate some differences from the chaining
variables at the start of the compression function, applications such as meaningful
collisions or speeding up techniques like herding attacks [6] are also future work.

Acknowledgements

We thank Florian Mendel and Vincent Rijmen for many insightful discussions,
and the anonymous reviewers for their helpful comments. The work described
in this paper has been supported by the European Commission through the
IST Programme under Contract IST-2002-507932 ECRYPT. The first author is
supported by the Austrian Science Fund (FWF) project P18138.

Disclaimer

The information in this document reflects only the authors’ views, is provided
as is and no guarantee or warranty is given that the information is fit for any
particular purpose. The user thereof uses the information at its sole risk and
liability.

References

1. E. Biham and R. Chen. Near-Collisions of SHA-0. In M. K. Franklin, editor,
Advances in Cryptology - CRYPTO 2004, 24th Annual International Cryptology
Conference, Santa Barbara, California, USA, August 15-19, 2004, Proceedings,
volume 3152 of LNCS, pages 290-305. Springer, 2004.

2. E. Biham, R. Chen, A. Joux, P. Carribault, C. Lemuet, and W. Jalby. Collisions of
SHA-0 and Reduced SHA-1. In R. Cramer, editor, Advances in Cryptology - EURO-
CRYPT 2005: 24th Annual International Conference on the Theory and Applications
of Cryptographic Techniques, Aarhus, Denmark, May 22-26, 2005. Proceedings, vol-
ume 3494 of LNCS, pages 36-57. Springer, 2005.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Finding SHA-1 Characteristics: General Results and Applications 19

J. Black, M. Cochran, and T. Highland. A Study of the MD5 Attacks: Insights
and Improvements. In M. Robshaw, editor, Proceedings of Fast Software Encryp-
tion - FSE 2006, Graz, Austria, March 15-17, 2006, volume 4047 of LNCS, 2006. To
appear.

. F. Chabaud and A. Joux. Differential Collisions in SHA-0. In H. Krawczyk, edi-

tor, Advances in Cryptology - CRYPTO ’98, 18th Annual International Cryptology
Conference, Santa Barbara, California, USA, August 23-27, 1998, Proceedings,
volume 1462 of LNCS, pages 56-71. Springer, 1998.

. C. S. Jutla and A. C. Patthak. Provably Good Codes for Hash Function Design.

In R. Cramer, editor, Proceedings of SAC 2006, LNCS. Springer, 2006. to appear.

. J. Kelsey and T. Kohno. Herding Hash Functions and the Nostradamus Attack. In

S. Vaudenay, editor, Advances in Cryptology - EUROCRYPT 2006, 25th Annual
International Conference on the Theory and Applications of Cryptographic Tech-
niques, St. Petersburg, Russia, May 28 - June 1, 2006, Proceedings, volume 4004
of LNCS, pages 183—-200. Springer, 2005.

. V. Klima. Tunnels in Hash Functions: MD5 Collisions Within a Minute. Cryptology

ePrint Archive, Report 2006/105, 2006. http://eprint.iacr.org/.

. J. Liang and X. Lai. Improved Collision Attack on Hash Function MD5. Cryptology

ePrint Archive, Report 2005/425, 2005. http://eprint.iacr.org/.

. Y. Naito, Y. Sasaki, N. Kunihiro, and K. Ohta. Improved Collision Attack on MDA4.

Cryptology ePrint Archive, Report 2005/151, 2005. http://eprint.iacr.org/.
Y. Naito, Y. Sasaki, T. Shimoyama, J. Yajima, N. Kunihiro, and K. Ohta. Mes-
sage Modification for Step 21-23 on SHA-0. Cryptology ePrint Archive, Report
2006/016, 2006. http://eprint.iacr.org/|

National Institute of Standards and Technology (NIST). FIPS-180-2: Secure
Hash Standard, August 2002. Available online at http://www.itl.nist.gov/
fipspubs/|

N. Pramstaller, C. Rechberger, and V. Rijmen. Exploiting Coding Theory for Col-
lision Attacks on SHA-1. In N. P. Smart, editor, Cryptography and Coding, 10th
IMA International Conference, Cirencester, UK, December 19-21, 2005, Proceed-
ings, volume 3796 of LNCS, pages 78-95. Springer, 2005.

V. Rijmen and E. Oswald. Update on SHA-1. In A. Menezes, editor, Topics in
Cryptology - CT-RSA 2005, The Cryptographers’ Track at the RSA Conference
2005, San Francisco, CA, USA, February 14-18, 2005, Proceedings, volume 3376
of LNCS, pages 58—71. Springer, 2005.

M. Schléffer and E. Oswald. Searching for Differential Paths in MD4. In M. Rob-
shaw, editor, Proceedings of Fast Software Encryption - FSE 2006, Graz, Austria,
March 15-17, 2006, volume 4047 of LNCS, 2006. To appear.

M. Stevens. Fast Collision Attack on MD5. Cryptology ePrint Archive, Report
2006/104, 2006. http://eprint.iacr.org/!

M. Sugita, M. Kawazoe, and H. Imai. Grobner Basis Based Cryptanalysis of SHA-
1. Cryptology ePrint Archive, Report 2006/098, 2006. http://eprint.iacr.org/|
X. Wang, X. Lai, D. Feng, H. Chen, and X. Yu. Cryptanalysis of the Hash Functions
MD4 and RIPEMD. In R. Cramer, editor, Advances in Cryptology - EUROCRYPT
2005: 24th Annual International Conference on the Theory and Applications of
Cryptographic Techniques, Aarhus, Denmark, May 22-26, 2005. Proceedings, vol-
ume 3494 of LNCS, pages 1-18. Springer, 2005.

X. Wang, A. Yao, and F. Yao. Cryptanalysis of SHA-1. Presented at the Crypto-
graphic Hash Workshop hosted by NIST, October 2005.

X. Wang, A. Yao, and F. Yao. New Collision Search for SHA-1, August 2005.
Presented at rump session of CRYPTO 2005.


http://eprint.iacr.org/
http://eprint.iacr.org/
http://eprint.iacr.org/
http://eprint.iacr.org/
http://www.itl.nist.gov/fipspubs/
http://www.itl.nist.gov/fipspubs/
http://eprint.iacr.org/
http://eprint.iacr.org/

20

20

21.

22.

23

C. De Canniere and C. Rechberger

. X. Wang, Y. L. Yin, and H. Yu. Finding Collisions in the Full SHA-1. In V. Shoup,
editor, Advances in Cryptology - CRYPTO 2005, 25th Annual International Cryp-
tology Conference, Santa Barbara, California, USA, August 14-18, 2005, Proceed-
ings, volume 3621 of LNCS, pages 17-36. Springer, 2005.

X. Wang and H. Yu. How to Break MD5 and Other Hash Functions. In R. Cramer,
editor, Advances in Cryptology - EUROCRYPT 2005: 24th Annual International
Conference on the Theory and Applications of Cryptographic Techniques, Aarhus,
Denmark, May 22-26, 2005. Proceedings, volume 3494 of LNCS, pages 19-35.
Springer, 2005.

X. Wang, H. Yu, and Y. L. Yin. Efficient Collision Search Attacks on SHA-0. In
V. Shoup, editor, Advances in Cryptology - CRYPTO 2005, 25th Annual Inter-
national Cryptology Conference, Santa Barbara, California, USA, August 14-18,
2005, Proceedings, volume 3621 of LNCS, pages 1-16. Springer, 2005.

. Y. L. Yin. Personal Communication, March 2006.



	Introduction
	Short Introduction to SHA-1
	Collision Attacks Revisited
	How Dedicated Collision Attacks Work
	Generalized Characteristics
	Work Factor and Probabilities

	Constructing Characteristics
	Consistency and Propagation of Conditions
	Determining Which Conditions to Add

	Applications
	On the Choice of the Message Difference
	A Two-Block Collision for 64-Step SHA-1

	Comparison with Previous Work
	Conclusions and Future Work


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.01667
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 2.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /SyntheticBoldness 1.000000
  /Description <<
    /DEU ()
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice




