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In an anonymous (or private) credential system as put forth by Chaum in 1985, a user 
is known to different organizations by pseudonyms only. The system allows the user 
to obtain a credential from one organization and then later show such credentials to 
another organizations without that transactions are linkable. 

The area of privacy enhancing cryptography protocols and, in particular, anonymous 
credential systems have recently gained considerable momentum in research and indeed 
many substantial contributions have been made in last few years. At the same time, the 
interest in applying such systems in the real world has grown. Despite of this, the area 
is still relatively young and there are still many open research challenges to overcome. 

In this talk, we will review the state of the art in anonymous credential systems. 
We will then discuss their applications including privacy enhancing identity manage- 
ment (www.prime-project.eu.org) and anonymous attestation. Finally, we will discuss 
research directions and challenges. 
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