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Abstract. Reputation systems play an important role in Internet communities
like eBay. They allow members of the community to estimate other members’
behaviour before an interaction. Unfortunately the design of current reputation
systems allows to generate user profiles including all contexts the user has been
involved in. A more privacy-enhancing design of reputation systems is needed
while keeping the trust provided to the members by the use of reputations. We
will present design options for such a system and analyse the privacy it provides
with common information-theoretic models. The analysis of our reputation sys-
tem also allows to analyse similar aspects of privacy in other systems, especially
privacy-enhancing identity management.

1 Introduction

With the growth of the Internet more and more people spend a lot of their spare time in
so-called Internet communities instead with friends or relatives at their domicile. Most
of these virtual friends they have neither met in the past nor will meet them in the future.
The spectrum of Internet communities reaches from mailing lists, newsgroups and dis-
cussion forums to role-playing and electronic marketplaces. Most of these communities
are implemented in a centralised way. There is a community provider which offers the
technical system where the community members meet. The members typically want
to specify the security requirements - especially confidentiality and integrity of infor-
mation and actions - such a system should fulfill. But even more than on the systems
they have the requirements on the other (usually initially unknown) members they are
interacting with.

Example 1 (Self help forums). Someone seeking advice might get technical integrity
of other users’ answers, but if they give him false advice, technical integrity is mean-
ingless for his problem. Someone who wants his question within the community to be
kept confidential from others than legitimated readers might get this guaranteed by the
system, but this is insufficient if legitimate readers distribute this information manuaily.

The measures to reach confidentiality and integrity within a technical system are
well-known: By adding digital signatures integrity of digital information or actions can
be guaranteed. This needs appropriate public-key infrastructures. But by signatures peo-
ple only get evidences for others’ misbehaviour. Every dispute between individuals has
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to be solved outside the Internet community in a legal process based on national and
international law. Confidentiality of digital information can be reached by using encryp-
tion. Confidentiality of actions needs appropriate anonymity systems e.g., anonymity on
the IP level can be reached by Web mixes [1] or Tor [9], both more or less based on
Chaum’s Mixes [3].

But beneath these technical measures members of Internet communities need trust
in each other that other members do not make technical measures (if applied or even
more than not applied) obsolete by their misbehaviour.

When becoming a member of an Internet community an individual develops a
new partial digital (or virtual) identity within this community. He starts with a new
pseudonym and has to gain a reputation for this pseudonym within the community
depending on his (mis)behaviour and its valuation by other members, especially how
trustworthy he has been.

Reputation systems can collect the experiences members made with interactors in a
technically efficient way. These experiences may help other members to estimate the fu-
ture behaviour of interactors they have no personal experience with. But it does not pre-
vent any member from making bad experiences with interactors because e.g., reputation
usually is context-dependent and subjective. Although ’social attacks’ (e.g., members
may lie about others’ behaviour [6] or members may suddenly change their behaviour)
are possible, a usually large number of reputations and an honest majority of mem-
bers will hopefully reach that dissatisfied members are the exception. For the case that
two members are dissatisfied with an interaction, technical measures (like e.g. digital
signatures under agreements made) could still give them the possibility to reach legal
enforceability of the other’s behaviour. So reputation systems do not make other tech-
nical security measures obsolete, but hopefully reduce the cases where expensive legal
enforceability might become necessary. Note the social and legal aspect of Internet
communities cannot be discussed in further detail here.

A very-popular example of Internet communities are marketplace communities
whose security was studied in [20].

Example 2 (Marketplace communities). The members of a marketplace community are
allowed to sell and buy arbitrary items within the community. One of the greatest
providers is eBay (http://www.ebay.com/). After an item within the commu-
nity has been sold the respecting seller and buyer have to exchange item purchased and
money. This is usually done by bank transfer and conventional mail. Many of these ex-
changes are successful, but unfortunately some are not. Although the money lost might
be little and fraud seems to occur only rarely (for instance an eBay representative in-
dicates [25] that "Fewer than 0.01 percent of all listings on eBay result in a confirmed
case of fraud’), the nuisance perceived by the customer is high, and can hamper the
further development of marketplace communities. Reputation systems were introduced
to most providers’ service to collect the experience sellers and buyers made. They are
used as a cheap alternative and unfortunately not as an additional option to expensive
public-key measures and infrastructures. After every exchange the respective members
may give comments or/and marks to each other that are added to the members’ public
reputation (usually together with the annotator and the exchange considered as context
information).
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Reputation systems as data bases for community members’ experiences with each
other should be protected by means of technical data protection to ensure users’ right of
informational self-determination [15]. Beneath the members’ legitimate interest in in-
forming themselves about future interactors, numerous data collectors will be desirous
to get access to such large data bases which contain information who interacted at which
time with whom in which context. Unfortunately reputation systems currently in use in
electronic marketplace communities [14] allow to generate interest and behaviour pro-
files of pseudonyms (e.g. time and frequency of participation, valuation of and interest
in specific items). If the pseudonym becomes related to a real name, as it typically does
for trading partners, the profile becomes related to this real name as well.

In [6] an electronic marketplace community with an alternative unidirectional rep-
utation system (where buyers rate sellers) is outlined: Only the provider of the mar-
ketplace is able to link identities of members to their pseudonyms in transactions and
reputations received in them, but it only publishes estimated reputations of members
not their true identities. But this linkability and control of reputations by the provider is
not desirable in all scenarios (e.g. if the provider might be corrupted by an attacker). In
this paper we try to outline more privacy-respecting but also centralised alternatives of
a reputation system that allows bidirectional reputation.

But before going into details of our reputation system we need to give an overview
of common models, terms, and measurement methods common in privacy-enhancing
technologies in section 2.

Based on this in section 3 we present a model of a centralised Internet community
with design options for a privacy-respecting reputation system.

The analysis of the anonymity/unlinkability provided by our privacy-enhancing rep-
utation system follows in section 4. Additionally in contrast to previous approaches our
system tries to keep the level of trust provided to the members by the use of reputations
at the same level than in not privacy-respecting approaches.

2 Privacy-Enhancing Technologies and Their Measurement

Privacy-enhancing technologies on the IP and application layer try to minimize the
data necessary for applications, especially they try to provide confidentiality of circum-
stances of an action. In this section we give a short overview of privacy-enhancing tech-
nologies, privacy-enhancing and -respecting application design and the measurement of
anonymity and unlinkability these technologies or applications reach.

2.1 Anonymity

Anonymity of a subject means it is ’not identifiable within a set of subjects, the
anonymity set.” [13]. In typical examples a subject’s anonymity usually is related to
an action. Then the anonymity set is formed by all actors who might have executed
the action. For Internet communities the anonymity set is a subset of the community.
But the size of the anonymity set is not sufficient to measure a user’s anonymity, the
‘anonymity is the stronger, the larger the respective anonymity set is and the more
evenly distributed’ the action’s execution “of the subjects within that set is.”, Le., not
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only the size of the respective anonymity set determines the anonymity of a certain sub-
ject but also how likely a subject of the anonymity set might have executed the action.

There exist several approaches how to describe and measure anonymity. We skip
approaches based on formal languages and logics (e.g., [22,17, 16,19, 11] because they
do not include probabilism that we assume to be necessary for an analysis of anonymity
in Internet Communities and only present approaches based on information theory that
allow to assign probability distributions to anonymity sets. Then the optimal situation
(where every subject in the anonymity set might have executed the action with the same
probability) can be compared with the situation where the subjects might be assigned
different probabilities because of additional information. In the following we present
the information theoretic model from {7, 18] shortly and in a slightly extended version
[21] where anonymity regarding arbitrary actions is considered:

Let A be a non-empty set of actions of arbitrary size and U = {u1,...,u,} bea
set of subjects (the anonymity set regarding a specific action a € A) of size n. Given
an action a every subject u, € U with ¢ € {1,...,n} executes ¢ with the a priori
probability % and with the a posteriori probability p; = Pp(X = u;) > 0 (with X
random variable) for a possible attacker’s view on the system. Naturally >0, p; = 1.
Then there exist two possibilities to describe the global anonymity a system provides
for action a:

~ Serjantov and Danezis [18] define the a posteriori entropy to be the effective size
of the anonymity probability distribution (p1,...,p,):

H(X) =Y pilogy(p:). m
g=1

— Diaz et al. [7] use the normalised information of what the attacker has learnt (max
(H(X)) ~ H(X)) with max(H (X)) = log,(n) and define the global degree of
anonymity a system provides as

1_ma:v(H(X))—H(X) H(X)

maz(HX)) -~ maa(H(X) @

d(U) :=

The normalisation has the effect that only the probability distribution not the size
of the anonymity set is measured in the degree of anonymity. Both degree and size
of an anonymity set have to be given to describe the anonymity a system provides.

Users typically are not only interested in the global anonymity a system provides in
the average case but in the local anonymity a specific individual v € U might reach in
the worst case. A similar anonymity measure for this case can be defined, but because
we want to study the global anonymity in an Internet community we omit this approach
here and refer to [23] for details.

2.2 Unlinkability

In an extension to anonymity of a person the unlinkability of his actions can be mea-
sured in a similar way. Unlinkability of two items (e.g., actions) within a system means
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that *within the system (comprising these and possibly other items), from the attackers
perspective, these items of interest are no more and no less related after his observation
than they are related concerning his a-priori knowledge °[13].

Unlinkability of items within one set (e.g. actions that might be executed by the
same user) can be measured as following [21]: Let A = {ay,...,a,} be the set of
items within a given system. For someone with full knowledge of the system some
items of this set are related while others are not. The notion of ’is related’ should form
an equivalence relation ~ (4 on the set A. By this relation A is splitinl (1 <1 < n)
equivalence classes As1,...,4; with Vi,j € {1,...,1},1 # j: A;N 4; = 0 and
A; U...UA; = A Then items are related to each other iff they belong to the same
equivalence class.

An attacker on unlinkability of items within one set knows A but a priori should not
know the structure of ~ (4.

For a random variable X let P(a; ~ ~r(4) a;) == P(X = (a; ~r(4) 0;)) denote
the attacker’s a posteriori probability that given two items a;,a; € A, X takes the
value (a; ~r(4) a;) (or a; and a; are related). And P(a; 74,(,4) a;) denotes the analog
probability that a; and a; are not related.

The degree of (i, j)-unlinkability d(i, j) describing the unlmkablhty of two items
a;,a; € A asystem provides is

d(i, j) = H(i,j) :== H(X)

= —P(a; ~ra) a;) - loga(P(ai ~r(4) a;))
—P(a; #ra) aj) - loga(P(ai %r(ay a;))-

Both anonymity measurement and unlinkability measurement will be needed to de-
scribe the privacy our reputation system could provide.

2.3 Privacy-enhancing identity management

Within an Internet community a user develops one or several partial digital (or virtual)
identities within this community, ’each represents the person in a specific context or
role. [...] A pseudonym can be used as an identifier for a partial identity.” [13].

Identity management systems try to help users to manage the various partial identi-
ties they might have for specific applications like Internet communities. User-controlled
privacy-enhancing identity management [4] gives the possibility of pseudonymous in-
teraction on the Internet that tries to satisfy the security requirements of all parties
involved. Typically the user-server scenario is considered. A user can protect against
unauthorised access to personal information while by the use of credentials issued by
identity providers the server can be sure pseudonymous users are reliable and can be
made accountable for misbehaviour. E.g., the use of an identity management system is
applicable to the scenario of classical e-commerce on the Internet as sketched in [5].
But it also could be applied to more general scenarios like Internet communities with
equal interactors. *Identity management is called privacy-enhancing if it does not pro-
vide essentially more linkability between partial identities’ [13].
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By extending [13] we define applications (e.g., Internet communities) where iden-
tity management could be used to be designed in a privacy-enhancing identity manage-
ment enabling way if neither the pattern of actions nor the attributes given to entities
(i.e., humans, organizations, computers) acting within the system imply more linka-
bility than is strictly necessary to achieve the purposes of the application. A privacy-
respecting application at least tries to respect the privacy of the entities using the ap-
plication by not necessarily reducing the linkability reached within the application to a
minimum but to a level acceptable for all entities involved. This is what our reputation
system tries to be because the trust reputation systems try to achieve within an Internet
community should still be achievable. Unfortunately trust is something very difficult to
measure but we are able to measure at least the anonymity provided with the measures
outlined above.

3 Modelling the Internet Community

In the following our model of a centralised Internet community and a privacy-respecting
reputation systems that could be established within such a community is outlined.

3.1 Assumptions

We consider an Internet community whose users use global pseudonyms within the
system. Linked to the pseudonyms there are specific global reputations. Under certain
circumstances users are allowed to give ratings to other users that are added to the global
reputation that is associated with the other user’s pseudonym. The global reputation has
to be updated in a centralized reputation data base.

The circumstances that initiate a rating can be neglected for the model. In example
2 circumstances were sales between pseudonyms.

We limit our model to global reputations and do not consider different views on
reputations or inconsistent local storage. Examples of such systems can be found in P2P
systems e.g., EigenTrust [12] or [8]. We assume this global and central data base model
of reputation systems because it allows to consider a global attacker who has easy access
to all reputation information. Every kind of distributed storage, distribution and views
only needs to be protected against weaker attackers. Nevertheless our approach can be
extended to analyse local storage of global reputation values that might be realised by
coins as suggested in {24]. But their approach needs to guarantee that users cannot get
rid of negative reputations. This was already formulated in [2] for negative credentials.
A central storage guarantees that the reputations collected under one pseudonym can
only be used linked to each other, positive and negative ones.

Nevertheless also central storage does not solve the problem of pseudonym
changes without a transfer of (especially negative) reputations or the creation of new
pseudonyms in Internet communities. Friedman and Resnick [10] propose to charge
every newcomer an entrance fee or to use cryptographic mechanisms for anonymous
credentials usable for specific purposes in every Internet community. A person using
such a pseudonym is not able to change the pseudonym without transferring the reputa-
tion collected under this pseudonym.
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Anonymity measurement within a reputation system needs the distribution of rep-
utations on all pseudonyms. In the case of local storage these numbers can only be
estimated while central storage allows an easy query from the reputation data base.

Let the set of global pseudonyms at time ¢ be P, = {p;,1,...,P¢,m} and the set of
possible reputations that might be associated with P, be R with (R, +) a commutative
group and + an operator to combine elements from R and R independent of ¢.

At time t; every pseudonympy, ; (I € {1,...,m}) has a reputation rep(t1,ps, 1) €
R. Let R’ be a subset of R that contains the possible ratings that might be given to
pseudonym py, ; by pseudonym py, ;.

Then as long as the pseudonym py, ; exists globally and the rating r; ; +, that p,
has received at time ¢; from p;:, was the only one since t; at time {5 > t; the
pseudonym py, ; has the new reputation rep(ta, py, i) = rep(t1, ey i) + T4, € R

We do not consider the concrete implementation of R, R’ and + here but this general
model is applicable to many existing reputation systems.

Example 3 (eBay's reputation system). In eBay’s reputation system an element of the
set R’ consists of several elements: a value from {-1,0,1}, a limited free-text field, the
time the rating was given and possibly the annotator and the trade considered. The
operator + is the simple succession of elements from R’ and accordingly it holds R =
R™

To assure the authenticity of ratings given either each rating could be signed by its
issuer’s pseudonym. This needs a public-key infrastructure to be established. Or the
provider of the community needs to assure authentic ratings by appropriate authentica-
tion methods for the pseudonymous accounts established within the community. This
needs appropriate trust in the community provider. Note both measures do not prevent
an issuer from giving wrong ratings.

3.2 Usage of pseudonyms

All ratings given to the same pseudonym are linkable to each other globally be-
cause they build the reputation of one pseudonym. To increase privacy (or especially
anonymity of users or unlinkability of their actions) in Internet communities the usage
of pseudonyms and the possibility of changing them should follow specific rules which
are explained in this section. These rules have effects on the reputation associated with
these pseudonyms as also outlined in the following.

Parallel usage of pseudonyms Unlinkability between different contexts (or context
types) a member of the community is involved in can be reached by using role pseudo-
nyms regarding to the roles he has in these contexts.

Example 4 (Different contexts in Internet Communities). By the parallel usage of un-
linkable pseudonyms the contexts ’offering goods within the community’ or ’giving
advice regarding a specific topic’ or *chatting about a hobby’ could be separated.

This has the positive side effect that reputations for different roles are collected sepa-
rately. This should even increase the trust in the reputation system because members



130 Sandra Steinbrecher

might be different trustworthy depending on the context. The definition of a context
and the distinction between contexts has to be made in the reputation system to make
the reputations collected under a pseudonym sensible. All members with access to the
reputation system have the opportunity to link all context information regarding the
respective pseudonym.

Consecutive usage of pseudonyms Beneath using role pseudonyms for different con-
texts users should change the pseudonyms they use within these contexts from time to
time. This gives members the possibility to determine the linkability of their actions
within the community. They might even use their reputation with different sequenced
pseudonyms. In a global system like in our model there are several attacker models
imaginable under which unlinkability can be guaranteed that are similar to the attacker
models of anonymous communication: ‘

The users might trust the provider-of the reputation data base that he changes his
pseudonym on demand, then for outsiders the pseudonyms are unlinkable but for the
provider they are still linkable. -

Example 5 (eBays reputation system). eBays reputation system already allows users to
change pseudonyms but the history of all previous pseudonyms is available globally as
well. The minimum necessary to reach unlinkability against outsiders would mean that
eBay keeps this history secret.

A stronger attacker model (that tries to limit the trust in the provider) would be to
include several third parties in the change of a pseudonyms that make several consecu-
tive changes. But this still needs trust that the third parties do not collaborate resp. none
observes the communication between them. This is similar to the use of anonymous
proxies for anonymous communication.

The use of convertible credentials [2] issued by identity providers enables users to
transform statements made about one of his pseudonyms to statements about another
one of his pseudonyms while the pseudonyms are still unlinkable to each other for
everyone except himself. But in the case of a misuse the identity providers can reveal
a pseudonym’s user. This would mean that in the case of a pseudonym change the user
asks the identity provider to issue a credential on his reputation value that he can convert
to another credential himself and send it to the provider of the global reputation data
base.

3.3 Frequency of pseudonym changes

Pseudonym changes naturally only make sense if the reputation related to the
pseudonym is the same many other members have as well, the pseudonym’s possible
anonymity set for the pseudonym change. Usually the possible anonymity sets in Inter-
net communities are quite large. If the number of possible reputations is limited, e.g.
by a numerical sum of ratings many members will have the same reputation and thus
the anonymity set of one single member could contain all members with the same rep-
utation after a pseudonym change of all members with the same reputation. If the rep-
utation system allows the members to give additional comments regarding their rating,
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the possibility for the formulation of comments has to be limited as well to guarantee
appropriate anonymity sets. Especially digital signatures of issuers have to be omitted
but be substituted by signatures of the community provider or identity providers.

Because the change of a pseudonym and the corresponding reputation usually is
costly and needs many members to participate, there has to be made a trade-off be-
tween the costs of a pseudonym change and the linkability of information regarding a
pseudonym. In the following measurement of anonymity for pseudonym changes we
concentrate on the optimal points for pseudonym changes regarding the anonymity sets
considered. Note that we could also measure unlinkability of pseudonyms instead of
anonymity regarding a pseudonym change. Due to the lack of space we omit this mea-
surement and also neglect that and how the number and kind of ratings collected under
one pseudonym will influence the times of pseudonym changes as well.

4 Measuring Anonymity within an Internet Community

Using the terms common in identity management reputation is an attribute that in con-
trast to many other attributes varies frequently over the time. Regarding this attribute
we analyse the user’s unlinkability regarding paralle] usage of pseudonyms and his
anonymity regarding pseudonym changes, the measures suggested above to reach a
privacy-respecting design of reputation systems. For many applications this examina-
tion should be extended to more attributes a user might have.

Unlinkability of parallel used pseudonyms If users do not reveal additional infor-
mation the parallel usage of pseudonyms is not linkable, this means for all linkability
relations ~(p, ), pseudonyms py, i,pt,,; € Pi, and i # j the (4, j)-unlinkability
d(i, 7) the reputation system provides is

d(i,5) = =P(pty,i ~r(Pry) Ptr,s) " 1082(P(Pty,i ~r(py) Prys)

1
~P(pti 7Lr(7>tl) Pty,5) - loga(P(pr, i ’/’r(‘Pgl) Dty,§) = 7

As far as no additional information becomes known (e.g. how many users have a specific
number of pseudonyms) the unlinkability has the maximum value above.

Anonymity of a pseudonym change Usually the set of pseudonyms at time ¢ is split
into several subsets regarding the relation *has the same reputation’. Now we consider
one of these subsets, the set Py, » with the pseudonyms having the reputation r € R:

Pue=A{ptyi | rep(ti,ps:) =1}

If a global pseudonym change within this group is announced a subset of this set
will change its pseudonyms with the function ¢ : Py, ,, — Py, » with Py, - the resulting
pseudonym set after the pseudonym change. None of the members has an advantage re-
garding the anonymity of his own profile in not participating in the pseudonym change
but concurrently he decreases the other pseudonyms’ anonymity. This might be a moti-
vation for an attacker.
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Every pseudonym in Py, , is 'related’ to exactly one pseudonym in Py, because
no new pseudonym could be added to Py, » without having reached reputation r at time
t; and thus belonging to P;, . If there exist users who have not participated in the
pseudonym change phase it holds Py, » N Py, » # 0.

According to section 2 the effective size of the anonymity set probability distribu-
tion regarding the anonymity p., ; has for the pseudonym change ¢ can be calculated
(for X the random variable that p, ; resulted from py, ; through c):

HX)== Y P(c(,:) = Praj) 1082(P(c(Ds:5) = Prass))
Pty,i€Pey,r

The continual growth of reputations within the system produces different sizes of
anonymity sets.

If the pseudonym change is initiated for all » € R at the same time, the same
degree of anonymity for all pseudonyms is reachable at time £ 1 when it holds [P, | =
|Psy,ro| Vr1, 72 € R and all pseudonyms participate in the pseudonym change.

But the goal of every user is to maximise his own degree of anonymity of a pseudo-
nym change. He is interested in maximising his own anonymity set.

The other possibility for the provider is to fix minimal sizes of the anonymity sets
as security parameter that should be reached for a pseudonym change and initiate
pseudonym changes for each anonymity group separately. But this may lead to more
pseudonym changes for single pseudonyms who change the anonymity set meanwhile
while other pseudonyms often might *miss’ the pseudonym changes by changing the
anonymity set.

5 Summary and Future Work

We have presented privacy-respecting design options of centralised reputation systems
for Internet communities that keep the level of trust provided to the members by the
use of reputations. Common information-theoretic models were used to evaluate the
unlinkability/anonymity of user reputation profiles the proposed privacy measures pro-
vide. The proposed measurements allow to study similar aspects of privacy in other
systems, especially single changing user attributes in privacy-enhancing identity man-
agement systems.

In the near future we will study the linkability regarding the information collected
under one pseudonym in interplay with the provider-initiated points of pseudonym
changes that are determined by the anonymity sets regarding reputation. Especially we
will make simulations on the privacy-enhancing reputations systems to allow the user
scalability of reputation and privacy and especially give him feedback and suggestions
on both factors. Further in future research the model has to be extended for privacy-
enhancing identity management to allow the measurement of combinations from more
than one user attribute than just reputation.
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