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Abstract: Performing a Risk Analysis has long been considered necessary security
practice for organisations, however surveys indicate that Small and Medium
Enterprises do not tend to undertake one. Some of the main reasons behind
this have been found to be the lack of funds, expertise and awareness within
such organisations, this paper describes a methodology that aims to assess
these issues and be appropriate for the needs of this SMEs by utilising a
protection profiles and threat trees approach to perform the assessment instead
of lengthy questionnaires and incorporating other elements such as financial
considerations and creation of a security policy.
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1. INTRODUCTION

The growth of the Internet as a medium for business and commerce has
caused information and systems security to be a growing problem.
According to the 2004 survey findings from the UK Department of Trade
and Industry (DTI, 2004), 74 % of the overall respondents had suffered a
security incident during the previous year (as opposed to 44% in 2002, and
24% in 2000). Such incidents may result in financial losses to organisations,
damage their reputation, disrupt the business continuity and sometimes may
also have legal implications. Of these, a significant proportion is attributed
to Small and Medium Enterprises (SMEs). Furthermore, according to the
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same survey, large businesses are more successful in repelling these attacks
as less than one probe in a hundred resulted in a breach, whereas with
smaller organisations the amount was one in fifty. There are several reasons
for this apparent weakness of SMEs. Among others, the most important
include certain characteristics that distinguish them and put them in a more
vulnerable situation compared to large enterprises as far as their IT security
is concerned. For example, SMEs have restricted budgets that reflect to their
IT. and LS. investments; furthermore, as proved by various surveys
including the author’s own, there is a distinctive lack in personnel with
specific IT security expertise being employed by SMEs (ISM, 2002;
Dimopoulos et al., 2004b) and this reflects to their security practices, such as
conforming with legislations, following industry standards and producing
detailed and documented security policies and incident response procedures.
These leave SMEs vulnerable to security threats and make them suffer
incidents that are costly both to their budget as well as reputation and from
which they are less likely to recover compared to well established large
organisations. This lack of expertise usually means that security is left to the
hands of the management or some general administrator which further raises
an issue of lack of awareness on the methods available for securing critical
IT assets and correct implementation of any selected countermeasures. Some
of the characteristics of an SME that may contribute to a weaker stance on
IT security have been gathered by Jennex and Addo (2003) and the main
issues are summarised below:

¢ A relaxed culture and a lack of formal security policies (Blakely, 2002).

e A small IT staff with no security training (Blakely, 2002).

e Scarce investments in security technologies (Blakely, 2002).

e A lack of either business continuity or disaster plans (Blakely, 2002).

* Time, cost, and resource constraints restricting security efforts (Brake,
2003).

¢ Overly complex security solutions confusing SME staffs (Brake, 2003).

¢ Not knowing where to start (Brake, 2003).

e Security simply being put aside for more important things (Brake, 2003).

e Proliferation of ‘always-on' connections increasing security risks

(Suppiah-Shandre, 2002 and Donovan, 2003).

e Believing that they will not be targets of hackers or cyber terrorists and
that anti-virus software is sufficient (Jones, 2002).

e Reliance on vendors and consultants for knowledge and expertise
(Suppiah-Shandre, 2002) or on a single systems administrator (Donovan,
2003).
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There are several practices that are available for SMEs wishing to ensure
they are protected from such incidents. A key step in establishing
appropriate security for a system is to assess properly the risks to which it is
exposed. Without having done this, an organization cannot be sure to have
an appropriate appreciation of the threats and vulnerabilities facing its assets,
and questions could be raised over the suitability and sufficiency of security
countermeasures that they may have introduced (e.g. are they actually
providing the protection that the organization requires, and to an adequate
level?). As a result, risk assessment, “A systematic and analytical process to
consider the likelihood that a threat will endanger an asset, individual, or
function and to identify actions to reduce the risk and mitigate the
consequences of an attack” (Hamilton, 2004), is widely recognised as
necessary procedure in order to assess organisational security properly.
However, even though there are a number of relevant tools available in the
market, surveys indicate that small and medium enterprises (SMEs) do not
tend to undertake risk assessment. Recently, the author’s SME security
survey found that in the UK 60% of the SMEs questioned have never
performed a risk analysis.

Even though the value and importance of a risk assessment is widely
recognised, surveys still indicate that a significant proportion of companies
do not perform any risk assessment at all, as well as suggesting that the
likelihood of the issue being addressed is closely linked to organisation size.
For example, the 2000 survey from the UK National Computing Centre
(NCC, 2000) survey results indicated that approximately a third of
respondents had never undertaken a risk assessment, with the problem again
focusing primarily upon small enterprises. In organisations with 100 to 499
employees, the proportion that had not conducted risk assessment was a
fairly respectable 16%. However, the figure increased to 31% in
organisations employing 10 to 99 employees, and rose to 62% in those with
fewer than 10 employees.

Figure 1 depicts the more recent findings arising from the authors’ SME
survey in the UK. These findings suggest a somewhat more worrying
situation than the NCC findings, and further analysis reveals additional
causes for concern. For example, of the respondents that perform a risk
assessment, 15 of them (73%) claimed to do it in-house. However, only 2
respondents claimed to use a risk analysis tool, and none used any security
baseline guideline like ISO 17799. This, considered together with the limited
proportion of organisations that actually employ any security specialist,
raises doubts about how thorough or effective their assessment may have
been. Indeed, given that risk analysis is often “perceived as being complex,
requiring specialist expertise” (Shaw, 2002), and that an evaluation of
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current commercially available risk analysis tools by Dimopoulos et al.
(2004a) has shown that even they are not easy to use without appropriate
expertise, it is apparent that many respondent SMEs are not well placed to
assess risks for themselves.

Does your organisation perform IT Risk Assessment?
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Figure 1. Organisations that perform risk analysis

The authors’ survey further looked to establish the reasons why RA is not
being performed and found that the main reason according to the
respondents is the lack of in-house expertise as illustrated in Figure 2.

More recently, the author’s SME security survey found that in the UK
60% of the SMEs questioned have never performed a risk analysis.
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Figure 2. Reasons why some organisations do not assess risks

For organisations that are not capable of performing such an analysis
due to the constraints described earlier there are theoretically several other
solutions to follow. At present there are a number of approaches available to
companies wishing to assess and strengthen their security, but two are often
suggested as the best options for SMEs, These are the use of security
checklists (Chong, 2003; Hurd, 2000) and baseline guidelines, or a
combination of the two (Young, 2002). Security Checklists have the form of
questions on common security issues, and can be used to raise awareness on
security concerns and ascertain weaknesses (Heare, 2001). Guidelines are an
alternative solution that can be followed in order to achieve security at a
baseline level, but not as complete as the one accomplished after performing
a risks assessment. A classic example of such documented security
guidelines is ISO17799, the International Standard code of practice for
information security management (British Standards Institution, 2000),
unfortunately, only a small proportion of businesses are aware of the
contents of such standards.

2. REQUIREMENTS

From what is discussed in the previous sections, it is clear that there is a
need for a security methodology that addresses the problems associated with
SMEs. In a previous paper, following is a summary of the requirements that



272 A Protection Profiles Approach to Risk Analysis
for Small and Medium Enterprises

have been established (Dimopoulos and Furnell, 2005) as necessary for this

methodology that, if realised, will make it appropriate for this section of the

industry.

e The awareness issue could also impede the new method, if not
appropriately promoted.

¢ The methodology needs to be a progression of baseline, meaning that it
would cover the security requirements of various types of organisations
but without being too generic

e The methodology should be designed to enable anyone within the
organisation who is aware of its requirements and assets to perform an
analysis, resulting in a product which is user friendly, easy to use and
produces comprehensive and easy to interpret results

¢ This investigation does not aim to produce a commercial product
By incorporating economic elements such as the return on investment
(ROI) and the annual loss expectancy (ALE) one of the aims is to make
the management more aware of the impacts of a potential compromise
(the other aim being to assist the management in selecting wisely which
assets are worth protecting and how much should be spent on them)

e As part of the protection profile approach, at the outcome stage, the
methodology should produce a profile of the organisations assets and
implemented countermeasures which should be easily updateable,

3. ELEMENTS CONSTITUTING THE RESULTING
METHODOLOGY

Generally, the resulting methodology will involve three major stages:

— The assessment stage, where information about the organisation and its
network will be entered by the user

~ The financial considerations stage, where the solutions that will appear as
appropriate from the previous stage will be considered in terms of their
cost-effectiveness for the organisation

— The output stage, where the user will be presented with the recommended
solutions and further information that will be useful for the organisation

These stages are examined in the sub-sections that follow.
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3.1 The risk assessment stage

Protection Profiles (PP) are used in this stage in order to simplify the
assessment process. PPs are defined as “an implementation independent
statement of security requirements that is shown to address threats that exist
in a specified environment” (Commoncriteria, 2003). Therefore their
function will be to identify what assets an organisation has, how important
they are, what threats are associated with each asset and what
countermeasures are relevant. In addition, the aim is to achieve this without
requiring the user to fill lengthy and time-consuming questionnaires while at
the same time enabling users with no security training to perform it. The
structure for these profiles will have the form of simple threat trees which
will commence from an asset and navigate the user through details for the
asset, and conclude to a threat profile which is discussed later.

3.1.1 First profile stage (the initial profile stage)

To begin with, the person performing the analysis will be required to
select from a basic set of options concerning the organisation being assessed,
its size, function and other basic aspects that are described in this section.
This will help build an initial organisational profile.

The type (i.e. which industry sector it is involved in) and size as well as
the primary purpose of the organisation (e.g. research) will distinguish
typical IT assets and personnel that are found in all organisations belonging
in the same sector and rate their criticality to its operation. There are several
types of organisations that need to be included, but the ones belonging to the
same sector will typically have the same assets which will be of the same
importance to them. According to the 2005 threat report from Symantec,
even the organisations belonging to industry sectors that are very rarely
targeted cannot neglect their security. On the contrary, by comparing the
numbers in Figures 3 and 4, one can see that in proportion even though
organisations such as manufacturing, transportation, entertainment and
telecoms are rarely attacked, the impact of these attacks is the most severe.
High tech, however, which is the most targeted industry hardly suffers any
severe losses. Such results firstly highlight that organisations from all sectors
should take security seriously but furthermore that for each type of
organisation the impact of loss of one asset can be far more severe than for
another. As an example the downtime of a high-tech organisation’s IT
network has far less impact, both financial as well as to its reputation, than if
the network of a bank is compromised.
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Figure 4. Attacks categorised by severity (Symantec, 2005)

A supplementary issue that needs to be investigated in this stage of the
profiles is the geographical location of the organisation. This, in combination
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with the industry sector, will determine which legislations and standards an
organisation needs to conform with. Hence there will be some knowledge in
advance of which assets are the most critical and how to avoid their
compromise as well as any resulting legal implications.

Another outcome that can be derived when selecting what industry sector
the organisation being assessed belongs to and producing apart from
producing a list of the typical assets found within such an organisation, will
also produce a rating of how critical each of these assets is to the specific
type of organisation, enabling this way the tool to set a threshold for the
appropriate compromise between security and convenience (i.e. facilitating a
decision on how much access and productivity can be compromised to
tighten security as illustrated in Figure 5). For example, in a
research/university institution it is normally essential that the employees
have access to the Internet, while in a bank having an employee browsing
web pages is often considered a misuse of resources.

Access and
Productivity

Education/
Research

Security

Figure 5. The essential balance between security and productivity (modified from Cisco,
1995)

In addition, producing a list of what type personnel is typically being
employed will assist with configuration of the countermeasures issues and
access rights to different assets and resources at the output stage of the
methodology. Finally, what is further gained from weighing up the level of
security instead of going for a “raw” tightening of security approach is that it
will also assist in the effective operation of the organisation, in the sense that
it will prevent excessive security from becoming a nuisance to employees
that actually need quick access to certain organisational assets. As an
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example, however sensitive the confidentiality of patient records might be
for hospitals, it would be almost completely impractical to deploy biometric
access security to these resources to doctors that need emergency access to
them and cannot afford false rejections when trying to access them in an
emergency situation.

A further significant issue that will be evaluated in this stage is the
position within the organisation and level of security expertise of the person
performing the assessment. This will then determine how technical the
particular assessment will be. As a result, if the user is aware of technical
issues and (for example) is the one who has set up the network for the
organisation, a straightforward analysis can be performed by identifying
threats to the assets and what consequences they might cause, classifying the
main threats with respect to the potential result towards an asset i.e. (Meyer,
1995):
~ Disclosure: loss of confidentiality and privacy
— Modification: loss of integrity
— Fabrication: loss of authenticity

.— Repudiation: loss of attribution

and how critical the effect of each would be to an organisation depending
and on which industry sector it belongs to. The respondents can be
distinguished to several levels in terms of their work function within an
organisation, senior management, med and lower level management,
supervisory and finally technical support staff. The advantages of making
such a distinction within the methodology are that it enables even a person
with no assumed technical IT knowledge at all (e.g. a manager) able to
perform an assessment based on certain other aspects. Thus instead of asking
technical issues, the assessment can be based on the business impact of
breach of a specific asset and by considering the business functions of an
organisation according to the type of the organisation and the sector thus
identify the critical assets.

Moreover, making the methodology appropriate for anyone within an
organisation who is involved at some level with the assets or the IT will help
eliminate the significant issue of a tool becoming a disruption to company
activities, since it will not require inputs from everyone but anyone involved
with knowledge of the organisation will be able to perform at least some
level of the analysis. This will be further complemented with the elimination
of lengthy questionnaires by using profiles. In addition, the level of expertise
of the user will not only affect the different types of approaches to the
assessment that will follow, it will also affect the output of the methodology
which will be tailored to match the expertise of the user. A final
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consideration that will be carried out in this section is that of security policy
issues. The importance for an organisation to have a security policy is
widely recognised therefore the aim is for the methodology to assist with
creating one. This creates a need at this stage for the user to reply to
questions related to the efficiency of any already existing policy if there is
one.

All this initial information that is discussed in this section will lead to the
tool producing a list of assets for an organisation which will then be used as
an input to the next part of the methodology. Since these will include all the
typical assets found within the type of organisation that is being assessed,
the input of the user will again be required in order to review and discard
any that are not appropriate to the specific organisation.

3.1.2 Second profile stage (main protection profiles)

Having established what assets can be found within the organisation and
ranked them in terms of their importance (according to industry sector,
legislations etc), the next step is to analyse the details for each asset and the
possible threats and countermeasures. This will be achieved by creating
threat trees, like the one in Figure 6, for each asset. The user will use threat
trees to select appropriate solutions in a graphical mode describe these will
be combined with a graphical interface aimed to illustrate to the person
performing the analysis, the effects of the solutions
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Figure 6. Graphical implementation using threat trees

At the end of each threat tree the tool will produce a threat profile for
each asset being assessed.

Table 1. Example of a threat profile

Threat name : Malicious Code

Definition: Software capable of performing an unauthorised function on a
target system

Example: Virus Trojan Horse Worm Spyware

Likelihood level: High

Damage Level: High

Countermeasure: 0O.S. Antivirus Firewall Awareness
Patches Software Initiatives

Importance Rating: 5/5 5/5 5/5 4/5

Implementation Order: 1 2 3 4

Each profile at the final level would include a general statement of
relevant threats along with suggestions for consequent countermeasures
(including an indication of the level of protection that they would provide).
Table 1 is an indication of how such a threat profile will be structured. This
aims to increase managerial awareness about the various threats, and assist
with the selection of countermeasures, while also suggesting the order in
which the countermeasures need to be implemented in the case of an SME
not being able to deploy all the solutions (e.g. due to budgetary constraints).
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This part mainly concerns the selection of countermeasures and not their
configuration, which is an issue that is assessed by another type of protection

profiles later.

If this is done for each asset, at the end there needs to be a selection of
only one countermeasure for each possibly by contrasting the importance of
the asset with the probability of the risk it is exposed to and the resources
required to protect it. All three of these factors will have a different value
according to the type and the purpose of the organisation and also different
weights. For example the probability of the risk will be a factor affecting the
final selection of a countermeasure but will not have as much influence as
the importance of the asset so that the security of the asset is not actually
“left to luck”.

3.2 The financial considerations stage

Once the tool will have constructed a list of possible security solutions
relevant to the organisation being assessed and the threats it is exposed to
there is a need for a financial consideration of the solutions. This is a general
issue for all organisations since it is not good practice to invest more funds
on securing an asset than what this asset will actually cost them if
compromised. It is however an even bigger issue for SMEs that have a
limited budget to start with. Evaluating the solutions from a financial
perspective will also help raise managerial awareness since it will make
clear to them how costly a loss of an asset will be. This stage will therefore
estimate the Return on Investment offered by implementing security
solutions, a fundamental step for the methodology to become this way a
progression of baseline guidelines and standards but without requiring the
level of knowledge RA requires from the user.

The basic aspects that need to be considered in the calculation of the
ROI. are the frequency of occurrence of a certain threat multiplied by the
damage that it will potentially cause if it occurs (in business terms the
Annual Loss Expectancy - ALE) and then this will be compared with the
cost of implementing a solution which would prevent this from happening.

A.L.E.
CmC.

= R.0O.I. (where C.m.C. is the Countermeasure Cost)

If the ROL. factor in the result of the calculation is lesser than 1 (e.g. if
the ALE is £1000 while the CmC. is £5000 this will give at the result an
ROIL. factor of 0.2) this will mean that securing the asset is not cost—effective
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for the organisation. The user will then be presented with certain other
solutions. In general when investing in a security solution is not cost-
effective the solution would be to either leave the asset unprotected which is
not particularly wise or mitigate the risk for example insure the particular
asset so the cost of a potential loss is actually transferred to an insurance
company. In the case that the recommended solutions are cost-effective but
due to budgeting issues the organisation cannot afford to implement all the
required countermeasures, some other factors need to be taken in
consideration and the solutions that have been proved to be necessary will
need to be compared between them to determine which is more important in
terms of cost in relation with the probability and frequency that a
compromise of this asset will occur. The intention here is also to use the
available budget as efficiently as possible. A main issue in this stage that
requires future work is an investigation into A way to estimate the “weights”
of assets, the costs of countermeasures and all the elements involved in this
stage without needing to enter exact numerical values which would make it
very time consuming.

3.3 The output stage

Finally the output stage which to be useful to an SME needs to be simple,
updatable, produce policy and assist with the implementation (the updatable
organisational profile).

It is essential for a tool with the specifications described earlier in this
paper to have the flexibility to respond to new security concerns as they arise
and to upgrade as new technologies become available (Cisco, 1995) but
without the need to perform an analysis from scratch every time a new asset
is introduced. Being updatable also makes the methodology more efficient
from another perspective; since it will be designed to be performed by
individuals with a variety of responsibilities within the organisation and
accordingly produce results of a different format, what can happen is for
example if it is initially performed by a manager and the output is of a more
generic guidance form, a network administrator can then get back and
perform it again producing more technical results that will compliment the
initial ones.

Following the risk analysis, an organisation should develop a security
plan to address those vulnerabilities, that present a high level of risk. The
security plan should be implemented by a security policy, which defines how
security will be handled. (Loukis et al., 2002). The importance of
introducing a precise yet enforceable security policy is that it constitutes a
first step towards enhancing a company's security by informing staff on the
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various aspects of their responsibilities, general use of company resources
and explaining how sensitive information must be handled. The policy will
also describe in detail the meaning of acceptable use, as well as listing
prohibited activities (Danchev, 2003). This makes a security policy an
important output of the tool and also of great use to an SME that does not
employ a security specialist who would otherwise perform the task. This
lack of expertise is the main reason why it is crucial that the methodology
also produces a document assisting with the implementation of the
countermeasures at the output stage. Figure 7 illustrates the complete block
diagram representation of this methodology indicating where it will be
necessary for the user to provide with inputs, as well as where there are
outputs.

Blasig
Quiestions

<Financial
Considerations
Stage S

Figure 7. Resulting methodology
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4. CONCLUSIONS

This paper has discussed a methodology can be derived that assesses the
needs of SMEs. The need for, and requirements of, such a methodology
were established from an evaluation of commercially available risk analysis
tools for SMEs, as well as from a survey of SME attitudes towards risk
analysis (details of which have been presented in previous papers). The
discussion presented here was an initial consideration of all the elements that
should constitute the methodology. Future work will include a detailed
analysis of the components of each part of the methodology, its integration
into a tool and subsequent evaluation of its effectiveness (the latter involving
representative  SME contexts, as well as feedback from security
professionals).
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