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Abstract

Purpose of Review eHealth tools are increasingly utilized for communication with patients. Although efficacious and cost-effec-
tive, these tools face several barriers that challenge their ethical use in sexual health. We reviewed literature from the past decade to
pick illustrative studies of eHealth tools that deliver results of laboratory tests for sexually transmitted infections, including the
human immunodeficiency virus, as well as partner notifications. We describe ethical implications for such technologies.

Recent Findings Our review found that despite widespread research on the use of eHealth tools in delivering laboratory results
and partner notifications, these studies rarely measured or reported on the ethical implications. Such implications can be
organized according to the four major principles in bioethics: beneficence, patient autonomy, non-maleficence, and justice.
The beneficence of eHealth typically measures efficacy in comparison to existing standards of care. Patient autonomy includes
the ability to opt in or out of eHealth tools, right-based principles of consent, and sovereignty over healthcare data. To adhere to
the principle of non-maleficence, relevant harms must be identified and measured—such as unintentional disclosure of illness,
sexual orientation, or sexual activity. Justice must also be considered to accommodate all users equally, irrespective of their
literacy level, with easy-to-use platforms that provide clear messages.

Summary Based on case studies from this review, we developed a list of recommendations for the ethical development and
evaluation of eHealth platforms to deliver STI/HIV results to patients and notifications to partners.

Keywords Contact tracing - Telemedicine - Sexually transmitted disease - Bioethics - HIV - Informed consent - Laboratories -
Sexual partners - eHealth - Partner notification

Background trachomatis, Neisseria gonorrhoeae, Trichomonas vaginalis,
and Treponema pallidum [1]. In 2019, there were 38 million
people living with HIV (PLWH) worldwide [2]. Effective

control of STIs and HIV depends on widespread and frequent

Globally each year, there are an estimated 376 million new
sexually transmitted infections (STIs) of Chlamydia
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testing of asymptomatic individuals, expedited delivery of
testing results, treatment of positive patients, and partner no-
tification and treatment. Though STI/HIV results are typically
delivered to patients and their partners via a phone call with a
healthcare worker, results are also now being delivered with a
variety of mobile- and internet-based technologies [3-5].

Electronic health (eHealth), or the use of information and
communication technologies for health, has grown substan-
tially since the late twentieth century, with leaps in the past
two decades as personal mobile phones and the internet have
become accessible to all income groups worldwide [6-8].
Health services delivered via mobile phones can be catego-
rized into two groups: non-internet mobile services (i.e.,
phone calls, interactive voice response (IVR), short message
service (SMYS) texting, and unstructured supplementary ser-
vice data (USSD)) and internet-based mobile services (i.c.,
applications (also known as “apps”), messaging apps like
WhatsApp, email, social media apps, websites, and online
campaigns) [9, 10].

There are multiple benefits of leveraging eHealth to deliver
STI/HIV laboratory results to patients and to notify partners of
potential exposures. Direct and rapid delivery of results from
the lab to patients allows for prompt initiation of treatment and
other interventions [11]. Additionally, eHealth tools can re-
duce patient burden by avoiding clinic visits solely to retrieve
results. In resource-constrained settings, this may also reduce
clinic wait times and time spent by providers delivering results
to patients. eHealth tools can also establish channels of com-
munication—texting, social media, and websites—with tradi-
tionally hard-to-reach or historically marginalized populations
[3, 7]. These channels have successfully transferred highly
confidential data, such as financial information, through ser-
vices such as M-Pesa and E-Wallet.

There is an abundance of evidence that eHealth tools are
effective and feasible for delivering STI/HIV laboratory re-
sults to patients, though there are few studies to date on
eHealth partner notification platforms [9, 10]. First, text mes-
saging results have shown improved turnaround time from
laboratories to providers and from clinics to patients [9, 12].
For instance, in eSwatini, SMSed lab results reached
healthcare providers faster and more reliably than paper lab
records [13]. Second, eHealth tools increase access to STI/
HIV results. For example, in South Africa, a significantly
greater proportion (73%) of patients viewed their CD4, viral
load, and/or tuberculosis results within seven days via USSD
on their mobile phones compared to patients who had to return
to the clinic to retrieve their results (8.6%) [14]. Third, patients
who receive their results via eHealth also take appropriate
follow-up actions, including treatment, in a timely fashion.
In an evaluation of the eSexual Health Clinic (eSHC) in
England, 92.8% of patients with chlamydia who accessed
their STI result collected their treatment, and the median time
from notification to treatment was 1 day [15]. A systematic
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review of eHealth interventions across the HIV cascade
showed that delivering test results via SMS to PLWH also
reduced time to antiretroviral viral therapy (ART) initiation,
especially in settings where transport options were limited [3].

Despite the documented benefits of eHealth tools for deliv-
ering sensitive sexual health information, these must be
weighed against their harms and other potential ethical con-
siderations, especially as mobile phone usage ownership be-
comes nearly ubiquitous worldwide. This review was aimed at
using illustrative examples from the scientific literature on
eHealth tools to describe the current state of technologies,
specifically for delivering STI/HIV laboratory results to pa-
tients and notifying partners, and then at highlighting areas of
ethical concern.

Methods

We searched PubMed databases to identify and select repre-
sentative studies that evaluated the present spectrum of
eHealth tools and interventions used in the past decade to
communicate STI/HIV results to patients and/or their partners.
We used variations of the search terms eHealth, health tech-
nology, eHealth tools, STI/HIV laboratory results, partner no-
tification, and communication of results to patients. While our
search was limited to studies published in English, we includ-
ed any study with formative, implementation, and endpoint
(e.g., efficacy and efficiency) outcomes.

Results

In total, we chose to highlight fourteen research papers. Papers
included results from Nigeria, eSwatini, South Africa,
Uganda, Kenya, the United States of America (USA), Peru,
England, and Australia. We described the range of interven-
tions (Table 1) and then consider ethical implications using
the four major principles of bioethics: beneficence, respect for
autonomy, non-maleficence, and justice (Table 2) [25].

Delivering STI/HIV Laboratory Results

Eleven papers were chosen to describe the range of eHealth
platforms that have been used to deliver STI, HIV, CD4, and
viral load (VL) results. These included delivery of results via
SMS, USSD, mobile applications, and web portals [4, 11, 13,
15, 16, 18-21, 25, 26]. Some eHealth platforms delivered
binary results (negative or positive) for STI/HIV tests directly
to patients. For example, the USA-based Healthvana notified
patients via SMS or email that their STI results were ready;
patients then logged into a web portal to look at their result
[26]. Platforms varied in whether they required a password to
access results. Other platforms notified patients that results
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Table2 Recommendations for the ethical reporting on eHealth platforms to deliver STI/HIV results to patients and to notify their partners

Definition Recommendations
Beneficence Healthcare workers should do all that they can to 1. Measure and compare effectiveness of the eHealth platform against the standard of
benefit the patient. care (i.e., the analogue option) delivered in the region. Platforms should be as or

more effective than the standard of care
2. Measure and compare the implementation science outcomes (e.g., acceptability,
uptake, sustainability) of the eHealth platform against the standard of care delivered
in the region*
. Use unstructured, qualitative data to better understand differences in experiences
between patients who receive notifications via eHealth versus the standard of care
4. Stratify results by outcomes (i.e., positive or negative STI/HIV results), as
effectiveness may change according to the result received
*Because the effectiveness and implementation research outcomes may vary by
region, the ethicality of an intervention may also be regionally dependent
Patient Patients should have the opportunity to make their own 1. Report whether patients have the opportunity to opt out of eHealth delivery of
autonomy decisions regarding their health. STI/HIV results and/or partner notification
2. Report whether patient can choose to receive eHealth notifications for negative
results but another method for positive results
. Report whether eHealth platform replaces or supplements in-person opportunities
for delivery of STI/HIV results and/or partner notification. If it supplements,
describe extent and expediency of opportunities for patient to connect with a
healthcare provider through the eHealth platform
Report whether the platform requires patient consent before contacting partners
. Report whether patients have an option to contact partners anonymously
. Design tools to adhere to local patient privacy laws
. Though the sale and sharing of non-personally identifying data to third parties is
generally not recommended, if this occurs, eHealth platforms should design tools
such that patients must opt in (rather than opt out)
. Design eHealth platform to avoid explicitly mentioning sexual health or test results
in unsecured messages
2. Report all content received by patients (e.g., text messages) and what security
precautions are taken to protect private information
. Design eHealth platforms to password protect or otherwise restrict access to results,
so that they are only delivered to the intended recipient
4. Employ quantitative measures to describe each step of a notification’s lifecycle
when delivered via eHealth. This includes but is not limited to (a) the time from
when a laboratory enters the result into the platform and when it is received by the
patient’s device, (b) the time from when the message arrives in the patient’s device
and when it is opened by the patient, (c) proportion of notifications that are not
delivered to the device, and (d) proportion of notifications delivered but not read.
Compare these metrics to the standard of care
. Conduct qualitative interviews to discover and describe harms caused by the
eHealth platform
. Measure and report known harms from eHealth platforms: (a) unintentional
disclosures of STI/HIV status, (b) unintentional disclosures of sexual activity, and
(¢) unintentional disclosures of sexual orientation
. Describe regionally and/or population-specific usage of mobile phones or other
platforms and potential for unintentional disclosure (e.g., phone sharing behaviors
or prevalence of phone theft)
. Ensure that multiple forms of contact information are collected as a contingency
plan
9. Employ and report on technologies to prevent notifications from being marked as
spam
10. Develop features for eHealth partner notification tools to notify patients when a
message to their partner(s) remains unopened or unread
11. Limit data storage on electronic databases not managed or regulated by existing
healthcare systems

w2

—

Non-maleficence Healthcare should do no harm.

w

W

N

~J

foe]

Justice Healthcare should be fair, with equal distribution of 1. Adhere to standards of human-centered, accessible design to reach persons with low
scarce resources and new healthcare interventions. literacy or disabilities
2. Report user-borne cost(s) of the eHealth platform and ranges of incomes among the
study population

3. Report regionally specific access to the eHealth platform

4. Conduct formative research of eHealth interfaces and message content with
participants who represent a full spectrum of abilities (e.g., native language,
literacy, older age)

. Measure and report comprehension of eHealth message content

W
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were ready but required an in-person visit to retrieve them. For
example, the HITSystem in Kenya sent an SMS to notify
mothers when their infants” HIV results were ready but did
not provide the result itself in the message [16]. Some systems
provided interpretation of the results to assist patients in taking
the appropriate next action. For example, CommCare in
Uganda delivered CD4 test results to patients and indicated
when the count was abnormal to prompt return to the clinic
[19]. Most platforms supplied information to multiple users.
For example, NETLAB in Peru communicated HIV results to
laboratory personnel, health providers, and PLWH [20].
Lastly, some eHealth platforms included educational informa-
tion so that patients could learn more about their laboratory
results, independent of their healthcare provider [11].

Notifying At-risk Partners

After a patient is diagnosed as being positive for an STI, they
may proactively disclose their recent partners to their
healthcare provider or their provider may prompt the patient
to list their partners. Partner notification is the process of
informing the patient’s sexual partners that they may have
been exposed to an STI, educating the partner, supporting
the partner in seeking testing, and if necessary, providing
treatment. Traditional methods of partner notification include
patient referral, where patients inform partners themselves;
provider referral, where healthcare workers notify the partner
without disclosing the original patient’s identity; and contract
referral, where patients agree to notify partners and healthcare
workers get involved if notifications are not completed by an
agreed time frame [21].

Three papers were chosen to describe the range of
eHealth platforms that have been used to notify partners
of STI/HIV results [23, 24, 27]. Technologies included
mobile apps, SMS, email, and electronic postcards (e-
cards), which are digital greeting cards that can be per-
sonalized for specific recipients to receive via email.
eHealth platforms for partner notification worked in a va-
riety of ways. In the Australian app, Let Them Know,
patients used an SMS or email notification to message
partners about their STI status directly or anonymously
[24]. A similar platform in the USA, inSPOT, allows peo-
ple to select an e-card from six pre-specific designs, add
an STI, write an optional message, and—either naming
themselves or anonymously—send it to partners they
may have exposed [27]. Recipients receive an email with
information about the specific STI and testing sites, with
more than 49,500 in the years 2004—2008. In a formative
study in the USA, men who have sex with men (MSM)
reported a preference for notifying their partners on their
own but did not mind being notified by the health depart-
ment through geosocial networking apps [23].

eHealth Tool Ethical Considerations
Beneficence

Beneficence is the principle that healthcare workers should do
all that they can to benefit the patient. eHealth interventions
should only be used if the evidence demonstrates that these
technologies are equal or better than the equivalent face-to-
face encounter. The primary purpose of every eHealth tool
presented was to describe the hypothetical or actual benefit to
patients; however, not all papers rigorously weighed these ben-
efits directly against the benefits offered by the standard of care.
For example, the Healthvana intervention performed a relative-
ly unbiased pre-post study to show that time to notification and
time to treatment decreased; however, there was no discussion
of what in-person care benefits may be lost [16]. There are few
studies to date on the efficacy, effectiveness, and efficiency of
eHealth platforms for partner notification, which make it diffi-
cult to consider potential benefits and harms to determine its
ethical balance. STI/HIV results communicated through SMS
or phone call are often short and discreet, making it difficult for
providers to gauge the receiver’s response [27]. For the patient,
lack of in-person contact may cede the opportunity to ask and
receive additional information or agree to a follow-up visit [28].
While sending only negative results which do not require or
prompt for a response may be of benefit to some patients, others
may prefer to receive positive results within the comfort of their
homes and surrounded by people that can support [29]. For
example, compared to the standard of care, users of the
MatlaMobile in South Afiica preferred to receive their CD4,
viral load, and/or TB laboratory results via USSD [14]. Given
this, it is important that the communication of results using
eHealth tools be tailored for each patient in order to maximize
the resulting benefit or the patient.

Autonomy

Autonomy is the principle that patients should have the oppor-
tunity to make their own decisions regarding their health.
Therefore, eHealth should not replace face-to-face contact un-
less the patient actively opts in. Patients also need to be able to
opt out of receiving their results via eHealth at any time and to
choose to receive different results via different channels. For
example, the acceptability of eHealth tools to deliver negative
and positive results may vary by demographics and result. In
the 2012 South Carolina and Mississippi Electronic
Acceptability Study, more than 60% of 2500 clinic attendees
in the USA indicated that they would prefer to receive their STI
results by SMS or email, regardless of whether it was positive
or negative [4]. Electronic delivery was more popular among
young people. In the Vitira and PRISM studies, participants
preferred to only receive negative STI/HIV results through
SMS and/or phone call but preferred an in-person visit to
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receive positive results [11, 18]. Participants should also be able
to choose how to receive their result. For example, in the
CommCare study in Uganda, participants were randomized to
receive one of several messages, including coded messages
(e.g., “ABCDEF” or “The big game is here — your tickets
are ready!”) that were explained to the patient during enrolment
and blunt messages (e.g., “This is an important message from
your doctor. You had an abnormal test result.”) [19]. Given all
messages tested were effective, patients should be given choice
to, for example, protect their privacy.

Partner notification systems are viewed cautiously by vul-
nerable populations due to violations of privacy, breaches in
confidentiality, and coercive medical practices [30]. The
WHO attempts to address such issues by publishing guidelines
on right-based principles of consent, confidentiality, counsel-
ing, correct test results, and linkage to care for all HIV testing
and partner notification (WHO, 2016). However, the principle
of autonomy should allow for patients to first opt into sharing
results themselves with their partners and then, per contract
referral guidelines, consenting to have healthcare workers get
involved if notifications are not completed by an agreed time
frame. Patients should also have the opportunity to choose the
platform that they use to notify their partners and to receive help
from health departments. In a focus group from the GSN study,
for example, MSM were comfortable receiving and sending
messages about potential STI/HIV exposures on location-
based dating apps (e.g., Grindr) and were interested in opting
into being able to do so anonymously with help from health
departments [23]. However, the autonomy to send messages
anonymously must be weighed against the possibility of misuse
or abuse of eHealth platforms. For example, the Let Them
Know platform allowed anyone to choose sending either an
SMS or email to alert recipients of a potential STI/HIV expo-
sure [24]. However, as noted by the authors of the Let Them
Know study, there was no way to confirm that senders had truly
been diagnosed [24]. Allowing patient autonomy in how they
notify partners may also need to be weighed against the effec-
tiveness of each modality. For example, the inSPOT study re-
ported that 20-40% of partner notification e-cards were ever
opened by recipients [27].

In some settings and populations, HIV testing and partner
notification are mandatory or enforced, such as for gay men,
migrants, people who use drugs, sex workers, and transgender
people [30]. Some governments are given augmented authority
or presume healthcare workers to have this authority to identify
and contact partners without patient consent [30]. Socially mar-
ginalized and/or criminalized groups commonly have their abil-
ity to provide informed consent rejected as well as their privacy
and confidentiality violated, therefore undermining the principle
of individual autonomy. The consequences of the patient’s rights
being violated include criminalization and increased risk of vio-
lence by neighbors, co-workers, and healthcare providers. HIV
testing and partner notification without consent or assurances of
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confidentiality are unethical and undermine healthcare-seeking
behavior. Stigma associated with diagnosed HIV and public
disclosure about one’s sexual and/or drug using practices result
in loss of jobs, health insurance, homes, social connection, and
support services [30]. Proper patient information and education
are important to ensure patients understand the risk of eHealth. It
is essential for populations that are marginalized by such infor-
mation to be engaged in the design, implementation, and evalu-
ation of partner notification services [30].

Non-maleficence

Non-maleficence is the principle that healthcare should do no
harm. Non-maleficence should be considered a guiding prin-
ciple when eHealth is used to notify patients of their ST/HIV
results and partners of their contact with someone who has
tested positive.

Delayed or Non-receipt In face-to-face contact, providers are
better assured that patients received their STI/HIV results after
testing with an immediate guide to next steps. However, a major
limitation of eHealth tools for communicating STI/HIV labora-
tory results is the risk of results not reaching the patient. SMS or
emails with positive STI/HIV results may be sent but are de-
layed or not received because of limited or no network coverage,
spam filters, or incorrect contact information. For example, the
HITSystem in Kenya found that 27% (n = 399/1495) of text
messages were never received by mothers living with HIV who
were waiting to be notified about their newborns’ HIV tests and
wellness [21]. In another example, the inSPOT study found that
e-cards for partner notification required regular changes to their
subject lines to keep messages out of spam filters [23]. Despite
this, only a minority of e-cards were ever opened. Both delays
and non-receipt of STI/HIV results place patients at risk of
missed diagnosis and initiation to treatment, which may contrib-
ute to advanced morbidity [31]. Patients with delayed STI/HIV
results can also continue transmission without their knowledge.
Additionally, if test results are not received via the eHealth plat-
form, patients may not have the benefit of immediate STI/HIV
counseling which could increase anxiety. To mitigate the risk of
delays or non-receipt, healthcare providers using eHealth tools
to communicate with patients may wish to collect multiple ways
to contact patients and employ spam-avoidance technologies.
eHealth tools for partner notification should consider
implementing a method to let patients know that their message
to their partner(s) has remained unopened or unread.

Unintentional Disclosure of STI/HIV Status, Sexual
Orientation, or Sexual Activity The use of eHealth tools for
communicating STI/HIV results poses challenges to maintain-
ing confidentiality. STI/HIV test results should be kept confi-
dential [32]. A breach in ethics surrounding confidentiality
may arise where either negative or positive STI/HIV results
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are received by another person. For example, in the HITSystem
study, several mothers did not have mobile phones and opted to
receive updates on the phone of a local healthcare worker in-
stead [21]. However, patients may also share a phone with their
spouse or others within the household. This may be problematic
if a person other than the patient is in possession of the phone
when an SMS with a positive STI/HIV result is received. For
this reason, some eHealth tools included initial, non-password-
protected messages written in neutral language that did not
explicitly mention STI/HIVs or other health-related informa-
tion. For example, the notification message from the
MatlaMobile study message was “Please dial 1111 to view
your results from MatlaMobile” [14]. Others alluded to
healthcare, “Please bring baby to the clinic” [21] and only de-
livered results once in-person. Of the eleven STI/HIV eHealth
tools included in this review, five required patients to enter a
password before accessing the results [13—15, 17]. Only the
NETLAB system in Peru reported a system for recovering
usernames and passwords [20]. If the recovery of usernames
and passwords is unregulated by healthcare workers, however,
this could lead to unauthorized access to health results by per-
sons close to the patient, who may know enough to be able to
pose as the patient. Unintentional disclosures were measured in
a handful of studies, including the MatlaMobile and
HITSystem studies, in which there were no unintentional dis-
closures reported [14, 21]. Yet, unintentional disclosures do
occur, as in one study assessing the acceptability of an SMS
program to improve ART adherence, in which 3% (n = 3) of
participants reported unintentional disclosures of their HIV sta-
tus [33]. Unintentional disclosures may be more common when
people share phones or when phone theft is common. For ex-
ample, in South Africa, at least 12.4% of participants reported
sharing a phone with >1 other person and nearly 60% reported
needing to replace their phone in the past year [34].

Partner notification services have been described as being
difficult and uncomfortable, inducing fear of unexpected reac-
tions and potential repercussions to the relationships especially
after HIV status disclosure [35]. Partner notification services are
further complicated when having multiple, concurrent sexual
partners, which may lead to unintentional disclosure about sexual
activities [30, 35]. Reports of harm resulting from partner notifi-
cation were not present in the studies included in this review.
However, this does not preclude the stigma, discrimination, vio-
lence, blackmail, and other negative connotations that may be
associated with receiving a result [30, 36]. Lack of clearly artic-
ulated mechanisms for reporting negative experiences and lack
of legal provisions to protect people diagnosed with STIs/HIV
against potential harm exacerbate the issue [30].

Data Security and Storage Lastly, data security may be at risk
if patient information is entered, sent, or stored outside of a
protected electronic health record system. For example, in
eSwatini, the LabPush platform allowed laboratories to send

clinic nurses STI/HIV results but relied on the nurses to delete
the notifications after capturing it onto their health records. In
cases where the nurses forgot to delete results or the phone
was lost, patient health information remained accessible to
anyone in possession of the phone [13]. To address this issue,
MatlaMobile leveraged a USSD system, which is what most
e-banking is conducted on [15]. USSD allows information to
be accessed and viewed but not stored on a recipient’s phones.
For partner notification systems, both the inSPOT and Let
Them Know servers intentionally did not store any contact
information entered after messages had been sent [24, 27].
Newer eHealth innovations ought to address concerns of con-
fidentiality and security when health information such as test
results is sent from laboratories/providers to patients.

Justice

Justice is the principle that healthcare should be fair, with
equal distribution of scarce resources and new healthcare
interventions.

Equal Access for Low-Literacy Users eHealth platforms should
be as interactive as possible, lending themselves to be person-
alized and adaptable as circumstances of intended users change
[37]. For example, laboratory results communicated through
eHealth platforms need to be accessible and presented in simple
and clear language in order to also accommodate recipients or
end users with low literacy levels [38]. In the evaluation of the
Aspect™ HIVST app, some participants (1.3%, n = 4) request-
ed additional languages to be used while others (1.7%, n = 5)
suggested that instructions be made simpler to understand [18].

Equal Access for People Without Phones or Internet Access
Accessibility in this regard extends to overcoming the digital
divide and ensuring that all intended recipients have equal
access to internet/data connectivity and are proficient in the
health technologies being used. Costs of data must be consid-
ered, as these may be expensive and unaffordable for low-
income earning patients thus delaying or hindering successful
delivery of results. For example, of the 197 eligible partici-
pants included in the eSHC system, 161 accessed their results
online [15]. eHealth tools can be used where health providers
are confident that patients can have access to a phone, tablet,
or laptop in order to access results. While this may be difficult
to achieve in the context of existing socio-economic ineq-
uities, particularly in low-resource settings and where there
are limitations to accessibility, alternate platforms of commu-
nicating results could be used. For example, the Vitira Health
platform in Nigeria was developed to allow both patients and
providers access to HIV, hepatitis B, and sickle cell disease
test results without internet connectivity [17]. The HITSystem
in Kenya allowed patients to appoint a healthcare worker’s
phone to receive results on their behalf [21]. An important
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way to overcome some of the barriers to establishing interac-
tive digital health systems is through the use of user-centered
design [39]. This includes taking into account the user’s pre-
ferred language of communication and the method of prefer-
ence to receive results or notifications (e.g., face-to-face,
SMS, phone calls, email, or a combination or methods).
Employing these methods and aiming to understand the user’s
requirements in the communication of health-related results
and notifications have shown to lead to improved levels of
interaction and user acceptability [39].

The Future of eHealth Tools in Delivering
Laboratory Results and Partner Notifications

There are several technologies on the horizon that will sub-
stantially change the landscape of eHealth for delivering STI/
HIV laboratory results and partner notifications. These ad-
vances will not only increase the advantages, and hence lure,
of the technologies but will also reshape relevant ethical
considerations.

For example, chatbots—or automated conversational
agents—are increasingly being used to allow patients to mes-
sage back and forth with a computer that uses automated
scripts or natural language processing to respond. To date, this
interactive technology has been used to engage patients on
topics such as HIV testing, prevention, and management
[40-42]. Chatbots commonly leverage SMS or messaging
apps such as WhatsApp, which allow for end-to-end
encrypted messaging. They are able to provide useful infor-
mation when healthcare providers are unavailable (e.g., after
clinic hours) or the patient prefers not to discuss with a
healthcare provider (e.g., too anxious or embarrassed).
However, a recent study showed that less than half of the
surveyed population, 257 sexual and reproductive clinic users
in UK, found chatbots favorable possibly due to concerns
about perceived lack of confidentiality, empathy, and security
[43]. Regulation of chatbots and mobile applications is there-
fore essential. As chatbots become more common, their ethi-
cal implications for delivering STI/HIV laboratory results and
to notify patients will need to be considered.

Another emerging technology is biometric signatures—
such as fingerprint, voice recognition, or iris scanning.
These technologies offer the benefit of verifying the identity
of a user before granting access to results. For example, a
study in South Africa showed that participants perceived these
technologies to be useful in overcoming security concerns,
such as only allowing an intended recipient to receive or ac-
cess ART [44]. However, questions arise about how such
highly identifiable data would be stored, protected, and used.
These considerations are currently outside the scope of this
paper but should be explored later.

@ Springer

Discussion

This review found evidence that eHealth is an efficacious
method for delivering STI/HIV laboratory results the point
of care to patients, for partner notification, and to provide
sexual health information. However, ethical challenges persist
and were not well measured in most eHealth studies.

Health systems adopting eHealth interventions often ap-
plied a blanket approach, assuming that all intended users will
have internet access, no connectivity issues, and prefer elec-
tronic communication over the traditional face-to-face contact
for result notification [45—47]. Most studies where acceptabil-
ity of eHealth for result notification was shown to be high
were conducted among users in urban communities, often
undermining challenges pertaining to potentially reduced
phone or internet access in rural areas [48]. In this review,
only one study demonstrated that users did not need internet
connectivity to access STI/HIV results on a mobile application
[17]. While this particular application was designed for clini-
cians, it holds promise to overcome some of the connectivity
challenges experienced in geographically isolated areas or
among clients who cannot afford the connectivity costs.

Even in geographical areas where eHealth is preferred and
easily accessible, notable limitations to delivering positive STI/
HIV test results through eHealth include results sent at an incon-
venient time (e.g., while recipient is at work) and in the absence
of someone to provide emotional support [49]. Where SMS has
been used to communicate results, one study demonstrated that
participants who did not receive an SMS often misinterpreted
that this meant their results were positive [19]. In this review,
we raised several other issues including concerns over phone
sharing, fear of losing a phone with confidential information,
the lack of empathy in relying on technology to send results,
and delayed or non-receipt of results. For partner notification,
communicating results without the consent of patients and part-
ners ignoring results are also of major concern. eHealth tools
should be mindful of individual circumstances and preferences.

The future of eHealth tools in delivering STI/HIV labora-
tory results and partner notifications relies on their ability to be
adaptable. The reduced confidentiality of eHealth tools re-
mains a concern. For example, the information sent through
SMS and email is generally unencrypted and can theoretically
be intercepted by anyone aside from the client or the client’s
partner [50]. To overcome some of the privacy concerns, new
technologies should consider incorporating security features
such as biometric signatures to ensure that the recipient’s iden-
tify is verified prior to sharing results. Additionally, consent to
have results communicated through eHealth should be obtain-
ed from patients. Results sent through eHealth tools should be
short, concise, and in the language of the user for ease of
interpretation. However, it is important for senders to prompt
the recipient to take action (i.e., return to clinic), especially
when positive results are communicated. Laboratories or
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clinicians relying on eHealth tools to communicate positive
results can further create a time frame for patients to respond
and have measures in place for follow-up. In general, eHealth
should aim to supplement and not replace traditional methods
of accessing results or partner notification, as per many pa-
tients’ preference [51].

Conclusion

Ethical implications are important to consider prior to the de-
sign and implementation of any eHealth system. We suggest
that eHealth systems consider the principles of beneficence,
patient autonomy, non-maleficence, and justice to mitigate
some of the ethical concerns presented here, such as the delay
or non-receipt of results, results sent to an incorrect person, or
results communicated to a patient’s partner without their con-
sent. Given the growing acceptability of eHealth for STI/HIV
laboratory results and partner notification, we recommend that
eHealth platforms improve their security features to overcome
concerns over the lack of privacy and confidentiality in shar-
ing results using eHealth.

Acknowledgements The Global Established Multidisciplinary (GEMS)
program at the Johns Hopkins Center for Global Health. BAJ was sup-
ported by the National Institute of Mental Health (NIMH) National
Research Service Award (NRSA) F31 MH121128.

Declarations
Conflict of Interest The authors declare no conflict of interest.

Human and Animal Rights and Informed Consent  This article does not
contain any studies with human or animal subjects performed by any of
the authors.

Open Access This article is licensed under a Creative Commons
Attribution 4.0 International License, which permits use, sharing, adap-
tation, distribution and reproduction in any medium or format, as long as
you give appropriate credit to the original author(s) and the source, pro-
vide a link to the Creative Commons licence, and indicate if changes were
made. The images or other third party material in this article are included
in the article's Creative Commons licence, unless indicated otherwise in a
credit line to the material. If material is not included in the article's
Creative Commons licence and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder. To view a copy of this
licence, visit http://creativecommons.org/licenses/by/4.0/.

References

1. Newman L, Rowley J, Vander Hoorn S, Wijesooriya NS, Unemo M,
Low N, et al. Global estimates of the prevalence and incidence of four
curable sexually transmitted infections in 2012 based on systematic
review and global reporting. PLoS One. 2015;10(12):¢0143304.

11.

12.

13.

15.

16.

17.

18.

UNAIDS. Global HIV & AIDS statistics - 2020 fact sheet. End
AIDS Epidemics. 2020

Kemp CG, Velloza J. Implementation of eHealth interventions
across the HIV care cascade: a review of recent research. Current
HIV/AIDS Rep. 2018;15(6):403-13.

Tripathi A, Duffus WA, Kissinger P, Brown TJ, Gibson JJ, Mena
LA. Delivering laboratory results by text message and e-mail: a
survey of factors associated with conceptual acceptability among
STD clinic attendees. Telemed e-Health. 2012;18(7):500-6.
Labacher L, Mitchell C. Talk or text to tell? How young adults in
Canada and South Africa prefer to receive STI results, counseling,
and treatment updates in a wireless world. J Health Commun.
2013;18(12):1465-76.

WHO. eHealth. Geneva: World Health Organization; 2018. 2018
[cited 2020 Jul 31]. Available from: https://www.who.int/ehealth/
about/en/. Accessed 18 Dec 2020.

Purnomo J, Coote K, Mao L, Fan L, Gold J, Ahmad R, et al. Using
eHealth to engage and retain priority populations in the HIV treat-
ment and care cascade in the Asia-Pacific region: a systematic re-
view of literature. BMC Infect Dis. 2018;18(1):1-16.

Furusa SS, Coleman A. Factors influencing e-health implementa-
tion by medical doctors in public hospitals in Zimbabwe. SA. J Inf
Manag. 2018;20(1):1-9.

Dabher J, Vijh R, Linthwaite B, Dave S, Kim J, Dheda K, et al. Do
digital innovations for HIV and sexually transmitted infections
work? Results from a systematic review (1996-2017). BMJ Open.
2017;7(11):e017604.

Henny KD, Wilkes AL, McDonald CM, Denson DJ, Neumann
MS. A rapid review of eHealth interventions addressing the contin-
uum of HIV care (2007-2017). AIDS Behav. 2018;22(1):43-63.
Bilello LA, Livingood WC, Lukens-Bull K, Smotherman C, Choe U.
Texting test results reduces the time to treatment for sexually trans-
mitted infections. J Public Heal Manag Pract. 2019;25(2):165-70.
Marcolino MS, Oliveira JAQ, D’Agostino M, Ribeiro AL, Alkmim
MBM, Novillo-Ortiz D. The impact of mHealth interventions: sys-
tematic review of systematic reviews. JMIR mHealth uHealth
[Internet]. 2018 [cited 2021 Feb 15];6(1):e23. Available from:
http://www.ncbi.nlm.nih.gov/pubmed/29343463. Accessed 15
Feb 2021.

Jian WS, Hsu MH, Sukati H, Syed-Abdul S, Scholl J, Dube N, et al.
LabPush: a pilot study of providing remote clinics with laboratory
results via short message service (SMS) in Swaziland, Africa. PLoS
One. 2012;118(1):77-83.

DiAndreth L, Jarrett BA, EIf JL, Nishath T, Donville B, Heidari O,
et al. Secure delivery of HIV-related and tuberculosis laboratory
results to patient cell phones: a pilot comparative study. AIDS
Behav. 2020;24(12):3511-21.

Estcourt CS, Gibbs J, Sutcliffe LJ, Gkatzidou V, Tickle L, Hone K,
et al. The eSexual Health Clinic system for management, preven-
tion, and control of sexually transmitted infections: exploratory
studies in people testing for Chlamydia trachomatis. Lancet
Public Health. 2017;2(4):¢182-90.

Finocchario-Kessler S, Gautney B, Cheng AL, Wexler C, Maloba
M, Nazir N, et al. Evaluation of the HIV Infant Tracking System
(HITSystem) to optimise quality and efficiency of early infant di-
agnosis: a cluster-randomised trial in Kenya. Lancet HIV. 2018
Gbadamosi SO, Eze C, Olawepo JO, Iwelunmor J, Sarpong DF,
Ogidi AG, et al. A patient-held smartcard with a unique identifier
and an mhealth platform to improve the availability of prenatal test
results in rural Nigeria: demonstration study. J] Med Internet Res.
2018;20(1):el18.

Gous N, Fischer AE, Rhagnath N, Phatsoane M, Majam M, Lalla-
Edward ST. Evaluation of a mobile application to support HIV self-
testing in Johannesburg, South Africa. South Afr J HIV Med.
2020;21(1):1088.

@ Springer


http://creativecommons.org/licenses/by/4.0/
https://www.who.int/ehealth/about/en/
https://www.who.int/ehealth/about/en/
http://www.ncbi.nlm.nih.gov/pubmed/29343463

246 Curr HIV/AIDS Rep (2021) 18:237-246
19. Siedner MJ, Santorino D, Lankowski AJ, Kanyesigye M, Bwana 36. Dalal S, Johnson C, Fonner V, Kennedy CE, Siegfried N, Figueroa
MB, Haberer JE, et al. A combination SMS and transportation C, et al. Improving HIV test uptake and case finding with assisted
reimbursement intervention to improve HIV care following abnor- partner notification services. AIDS. 2017;31(13):1867-76.
mal CD4 test results in rural Uganda: a prospective observational 37. CarJ, Tan WS, Huang Z, Sloot P, Franklin BD. eHealth in the
cohort study. BMC Med. 2015;13(1):160. future of medications management: personalisation, monitoring

20. Garcia PJ, Vargas JH, Caballero NP, Calle VJ, Bayer AM. An e- and adherence. BMC Med. 2017;15(1):0-9.
health driven laboratory information system to support HIV treat- 38.  Witteman HO, Zikmund-Fisher BJ. Communicating laboratory results
ment in Peru: E-quity for laboratory personnel, health providers and to patients and families. In: Clin Chem Lab Med. 2019;57(3):359-64.
pCOplC 11V11’1g with HIV. BMC Med Inform Decis Mak. 2009;9:50. 39. Dabbs ADV, Myers BA, Mc Curry KR, Dunbar-Jacob J, Hawkins

21. Bell G, Potterat J. Partner notification for Sexually transmitted infec- RP, Begey A, et al. User-centered design and interactive health
tions in the modern world: a practitioner perspective on challenges technologies for patientsi. CIN - Comput Inform Nurs.
and opportunities. Sex Transm Infect. 2011;87(Suppl 2):1i34-6. 2009:27(3):175-83.

22.  Contesse MG, Fredericksen RJ, Wohlfeiler D, Hecht J, Kachur R, 40. Van Heerden A, Ntinga X, Vilakazi K. The potential of conversa-
Strona FV, et al. Attitudes about the use of geosocial networking tional agents to provide a rapid HIV counseling and testing services.
applications for HIV/STD partner notification: a qualitative study. In: Conference Proceedings - 2017 International Conference on the
AIDS Educ Prev. 2019;31(3):273-85. Frontiers and Advances in Data Science, FADS 2017. 2017.

23. Levine D, Woodruff AJ, Mocello AR, Lebrija J, Klausner JD. 41. Brixey J, Hoegen R, Lan W, Rusow J, Singla K, Yin X, et al.
inSPOT: the first online STD partner notification system using SHIHbot: a Facebook chatbot for sexual health information on
electronic postcards. PLoS Med. 2008;5(10):¢213. HIV/AIDS. SIGDIAL 2017 - 18th Annu Meet Spec Interes Gr

24. Bilardi JE, Fairley CK, Hopkins CA, Hocking JS, Kit Sze J, Chen Discourse Dialogue, Proc Conf. 2017;(August):370-3.

MY. Let them know: evaluation of an online partner notification 42. Dworkin MS, Lee S, Chakraborty A, Monahan C, Hightow-
service for chlamydia that offers E-mail and SMS messaging. Sex Weidman L, Garofalo R, et al. Acceptability, feasibility, and pre-
Transm Dis. 2010;37(9):563’5 C ) ) ) liminary efficacy of a theorybased relational embodied conversa-

25. Beauchamp TL, Ch11dres§ JE. .Pr1nc1ples of biomedical ethics. 7th tional agent mobile phone intervention to promote HIV medication
ed. New Yok: Oxford University Press; 2013. adherence in young hivpositive African American MSM. AIDS

26. Cohen AC, Zimmerman F, Prelip M, Glik D. A smartphone appli- Educ Prev. 2019;31(1):17-37.
cation to reduce time-to-notification of sexually transmitted infec- 43. Nadarzynski T, Bayley J, Llewellyn C, Kidsley S, Graham CA.
tions. Am J Publ}c Health. ,2017;107(1 1):1795-800. Acceptability of artificial intelligence (Al)-enabled chatbots, video

27. TroudeP, Segoum C, Duteil C, Shelly M, De La Ros:hebrf)charti' E. consultations and live webchats as online platforms for sexual
Text messaging after HIV and sexually transmitted infection health advice. BMJ Sex Reprod Health. 2020;46(3):210-7.
screening: do patients’ profiles matter? Sex Transm Dis. 44, You WX, Comins CA, Jarrett BA, Young K, Guddera V, Phetlhu
2019:46(3):159-64. . DR, et al. Facilitators and barriers to incorporating digital technol-

28. Stekler J, Wood B, Ballenger C. Arguments for and against HIV self- ogies into HIV care among cisgender female sex workers living
testing. HIV/AIDS - Res Palliat Care [Internet]. 2014 [cited 2021 with HIV in South Africa. mHealth. 2020:6:15.

Feb 17];6:117. Available from: http://www.dovepress.com/ 45. Lim MSC, Hocking JS, Hellard ME, Aitken CK. SMS STI: a re-
arguments-for-and-against-hiv-self-testing-peer-reviewed-article- view of th’e uses of mol;ile phone tex’t messaging in sexual health.

HIV. 17 Feb 2021, . . Int J STD AIDS. 2008;19(5):287-90.
29 Lypen KD, Lockwood NM, Shalabi F, Harper GW, Ngugi E. 4 pooq 11 Huppert JS, Taylor RG, Gillespie GL, Byczkowski TL,
‘When we are together I feel at home.” Types and sources of social Kahn JA. et al. I . v t itted infecti It
. . . R al , et al. Improving sexually transmitted infection results
support among youth newly diagnosed with HIV in Kenya: impli- notification via mobile phone technology. J Adolesc Health
cations for intervention. African J AIDS Rgs [Internet]. 2015 [cited 2014:55(5):690-7. ’ ’
2021 Fe.b 17].; 14(3):275-84. Available from: http:// 47. Brugha R, Balfe M, Conroy RM, Clarke E, Fitzgerald M,
www.nebi.nlm.nih.gov/pubmed/26439602 O’Connell E, et al. Young adults’ preferred options for receiving

30. AyalaG, Bahati M, Balan E, Chang J, Do TD, Fokeerbux NA, et al. L . .

Partner notification: a community viewpoint. J Int AIDS Soc. chlamydia screening test results: a cross-sectional survey of 6085
2019:22:¢25291. young adults. Int J STD AIDS. 2011;22(11):635-9.

31. Mugz;be D, Bhatt N, Carlucci JG, Gudo ES, Gong W, Sidat M, et al. 48.  SchaferKR, Alb@cht H, Dillingham.R, Hogg RS, Jav.vgrslfy D, Kasper
Self-reported non-receipt of HIV test results: a silent barrier to HIV K, etal. The contimum OfHIV care in rural commumtles' m the United

S . . . . States and Canada: what is known and future research directions. In: J
epidemic control in Mozambique. PLoS One. 2019;14(10):¢0224102. . ] )

32.  Parliament of the Republic of South Africa. Constitution of the Ac’qulred Immune Deﬁc.Syndromes. 2017’75(,1)'35—44'

Republic of South Africa No. 108 of 1996. Constitution of the 49. D’Angelo AB, Morrlson CA, Lqpez—Rlos _J’, MacCratebCJ,
Republic of South Africa. 1996. Pantalone DW, Stief M, et gI: Expengnce.s receiving HIY-P051tlve

33. Georgette N, Siedner MJ, Zanoni B, Thobekile S, Carter P, Stephen results. by phone: acceptability and implications for clinical and
C, et al. The acceptability and perceived usefulness of a weekly behgworal research. AIDS Behav. 2020;11:1-12. (0123456789).
clinical SMS program to promote HIV antiretroviral medication Avallable. from:. https://d01.org/10:1007/310461-020-93027-5.
adherence in KwaZulu-Natal, South Africa. AIDS Behav. 50. Lee C, Singal M New techr}ologles for partner notifications for
2016:20(11):2629-38. sexually transmitted infections. Natl Collab Cent Infect Dis.

34. Shamu S, Slabbert J, Guloba G, Blom D, Khupakonke S, 2013;(November). .

Masihleho N, et al. Linkage to care of HIV positive clients ina 21+ Currie M, Philip LJ, Roberts A Attitudes towards the use and
community based HIV counselling and testing programme: a suc- acceptance of eHealth technologies: a case study of older adults
cess story of nongovernmental organisations in a South African llylng with chronic pain anfi implications for rural healthcare orga-
district. PLoS One. 2019;14(1):¢0210826. nization, structure and delivery of healthcare. BMC Health Serv
35. Tomnay JE, Hulme-Chambers A, Bilardi J, Fairley CK, Huffam S, Res. 2015;15:162.
Chen MY. A qualitative study of means to improve partner notifi-
cation after an HIV diagnosis among men who have sex with men Publisher’s Note Springer Nature remains neutral with regard to jurisdic-
in Australia. AIDS Patient Care STDs. 2017;31(6):269-74. tional claims in published maps and institutional affiliations.

@ Springer


http://www.dovepress.com/arguments-for-and-against-hiv-self-testing-peer-reviewed-article-HIV
http://www.dovepress.com/arguments-for-and-against-hiv-self-testing-peer-reviewed-article-HIV
http://www.dovepress.com/arguments-for-and-against-hiv-self-testing-peer-reviewed-article-HIV
https://doi.org/10.1007/s10461-020-03027-5

	Ethical Implications of eHealth Tools for Delivering STI/HIV Laboratory Results and Partner Notifications
	Abstract
	Abstract
	Abstract
	Abstract
	Background
	Methods
	Results
	Delivering STI/HIV Laboratory Results
	Notifying At-risk Partners

	eHealth Tool Ethical Considerations
	Beneficence
	Autonomy
	Non-maleficence
	Justice

	The Future of eHealth Tools in Delivering Laboratory Results and Partner Notifications
	Discussion
	Conclusion
	References




