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Abstract
To prevent the same known vulnerabilities from affecting different firmware, searching
known vulnerabilities in binary firmware across different architectures is crucial. Because
the accuracy of existing cross-architecture vulnerability search methods is not high, we pro-
pose a staged approach based on support vector machine (SVM) and attributed control flow
graph (ACFG) at the function level to improve the accuracy using prior knowledge. Further-
more, for efficiency, we utilize the k-nearest neighbor (kNN) algorithm to prune and SVM
to refine in the function prefilter stage. Although the accuracy of the proposed method using
kNN-SVM approach is slightly lower than the accuracy of the method using only SVM, its
efficiency is significantly enhanced. We have implemented our approach CVSkSA to search
several vulnerabilities in real-world firmware images. The experimental results show that
the accuracy of the proposed method using kNN-SVM approach is close to the accuracy of
the method using only SVM in most cases, while the former is approximately four times
faster than the latter.

Keywords Firmware security · Cross-architecture · kNN-SVM · Bipartite matching

1 Introduction

In general, firmware refers not only to the interface combining the hardware with the soft-
ware, but also to the software residing in the hardware. Firmware is an important part of
IoT systems, the BIOS in computer systems, and the programs in extension ROM, as well
as executable programs of common network devices, such as routers, switches, and web-
cams, all of which are typical firmware. However, similar to common software, firmware
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may also have vulnerabilities (referring to the weaknesses that can be exploited by attack-
ers performing unauthorized actions, which introduce potential risk to IoT systems) Costin
et al. 2014). ZoomEye’s statistical report (Knownsec 2017) showed that 23% of more than
60,000 routers available for public search were affected by backdoor mechanisms in 2013.
According to the report of OWASP (Open Web Application Security Project) in 2014,
among the top 10 attacks on IoT systems, the attacks on software and firmware in embed-
ded devices ranked ninth (Open web application secutity project 2016). With increasingly
more security incidents occurring due to malicious firmware (Adelstein et al. 2002), there
is a greater awareness of the importance of the vulnerability search in firmware, especially
in cross-architecture scenarios.

Because obtaining the source code of most firmware is difficult, the known vulnerability
search works mainly at the binary code level. Abundant approaches exist to search known
vulnerabilities at the binary code level. However, most of these existing approaches either
utilize dynamic analysis or are limited to the same architecture. The dynamic analysis on
the firmware generally needs the specific devices or the simulation environment to run the
target binary firmware. Additionally, there are several strict requirements for the target code
to execute, so it is laborious to apply the dynamic analysis to cross-architecture vulnerability
search cases. Other approaches, such as the k-gram and sequence alignment of instructions,
obtain the opcodes or instructions for analysis, but these approaches are closely related to
the specific architecture; therefore, directly applying them to the known vulnerability search
across different architectures is difficult.

Since Pewny et al. (2015) presented the pioneering work on a similarity comparison to
the known binary vulnerabilities across different architectures, there are only few researches
on cross-architecture known vulnerability search. Recently, one advanced method to search
known vulnerabilities across different architectures was proposed by Eschweiler et al.
(2016). They employed a prescreening method to screen out most of the dissimilar func-
tions and then used the MCS (maximum common subgraph) algorithm to determine the true
matching function among a few suspicious functions. Although the method is effective in
the cross-architecture cases, its prescreening stage seems unreliable and might result in poor
accuracy in some scenarios (e.g., the case in Section 3).

In this paper, to enhance the overall efficiency, we adopted a staged strategy for the vul-
nerability search in firmware. To obtain a small portion of the candidate functions quickly,
we first used kNN to prune (similar to the work by Eschweiler et al. in 2016), and then
used SVM to refine, which can result in a higher accuracy in the prescreening stage. Then,
inspired by the work of Feng et al. (2016), we used bipartite matching to pick out the true
matching functions from the suspicious functions that remained from the prescreening stage.
The experimental results show that CVSkSA achieves good performance in vulnerability
search.

This paper is a significant extension of the conference paper published at DSA 2017
(Lin et al. 2017). On the basis of the original paper, we further propose a hybrid method
using a kNN-SVM approach to improve the efficiency considerably at an acceptable or
negligible cost of accuracy. The idea is to use kNN for fast screening out of obvious
non-candidates, and then, SVM is only applied to a small number of highly suspected
functions. The kNN-SVM-based method can reduce the query time to a few times lower
than that of our previous work only applying SVM (Lin et al. 2017), e.g., from 0.18 s to
0.032 s in the condition “ARM to MIPS”, at the expense of slightly lower correctness, e.g.,
from 99.7 to 99.6%. The kNN-SVM-based method also outperforms other state-of-the-art
approaches, i.e., Multi−MH (Pewny et al. 2015), Multi−k−MH (Pewny et al. 2015), and
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discovRE (Eschweiler et al. 2016), in terms of overall performance. In summary, our major
contributions are as follows:

1. We show a staged approach, CVSkSA, to search vulnerabilities in binary firmware
across different architectures, which can take advantage of the knowledge that we
already know about the vulnerabilities.

2. We perform some experiments on a baseline dataset and real-world firmware images.
Compared with Multi−MH (Pewny et al. 2015), Multi−k−MH (Pewny et al. 2015),
and discovRE (Eschweiler et al. 2016), the experimental results show that CVSkSA has
not only a better accuracy in vulnerability search but also a higher efficiency.

The rest of this paper is organized as follows: Section 2 is the overview of the proposed
approach. Section 3 mainly discusses the implementation of our approach, and compares
it with the state-of-the-art approaches. Section 4 shows the experimental evaluation of our
approach on real-world vulnerable functions and firmware images under realistic condi-
tions. Section 5 presents some related works about recognizing the known vulnerabilities
and some works about the hybrid method using kNN-SVM in other application fields.
Section 6 mainly demonstrates some restrictions of our approach. Section 7 provides a
summary of our work and presents the future work.

2 Approach overview

In this paper, we divide the framework of CVSkSA into three stages, as shown in Fig. 1.
In the first stage, we utilize IDA pro (Guifanow 2016) for preprocessing the firmware.

After preprocessing, the firmware includes several binary files that consist of many func-
tions after disassembly, so if we want to recognize a known vulnerability in firmware, we
can inspect the suspicious functions in the binary files contained by the firmware. Prepar-
ing for similarity computation in the next two stages, we extract the function level and basic
block level features of the functions, which vary slightly across different architectures. The
function level features mainly refer to the basic properties of the functions, such as the set of
strings, the number of function calls, etc. The basic block level features mainly refer to the
ACFGs (attributed control flow graphs) of the functions. Compared with the function level
features, the basic block level features can be used for more accurate similarity computation
between functions, but the computing process is more costly.

In the second stage, the goal is to screen out the dissimilar functions and obtain a small
portion of the similar functions to be inspected in the next stage. We propose two approaches
to reach this goal. One approach is to use SVM directly for function prescreening. We
first compute the similarity vector of the compared functions based on their function level
features. With prior knowledge, we utilize training samples to build the SVM model. Then,
we take the similarity vector as the input of the trained SVMmodel. The output of the model
is a label identifying whether the compared functions are similar or not. In this way, we can
correctly filter out most of the dissimilar functions. The other approach is to use the hybrid
method kNN-SVM for function prescreening. Although we can obtain good accuracy by
using only SVM, the efficiency of SVM is not very good. Thus, by taking advantage of
the simple distance function of kNN, we can utilize kNN to obtain a smaller collection of
functions quickly for a further check by SVM. Based on this hybrid method kNN-SVM,
we can efficiently screen out most of the dissimilar functions and obtain fewer suspicious
functions for the next step.
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Fig. 1 The framework of
CVSkSA
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In the third stage, we consider the function-matching problem as a graph-matching prob-
lem, and we use the bipartite graph matching to inspect the suspicious functions based on
their ACFGs.

3 Implementation of CVSkSA

In this section, we discuss the implementation of CVSkSA in detail.

3.1 Data preparation

3.1.1 Dataset I—baseline assessment

For the baseline assessment, we use OpenSSL v1.0.1f (2014) and BusyBox v1.21 (2013)
to compile for three architectures, MIPS, x86, and ARM, as Pewny et al. (2015) and
Eschweiler et al. (2016) have done, which generates about 18,000 functions with at least
five basic blocks. The three chosen architectures are popular in IoT devices, and are applica-
tions whose source codes cannot be accessed. The binaries we compiled are all unstripped,
so we can take the symbolic information, such as the function names, as the basis of the
assessment.

3.1.2 Dataset II—real-world firmware dataset

To evaluate the practicability of our approach, we apply our approach to real-world
vulnerable functions, i.e., c2i ASN1 OBJECT, EVP DecodeUpdate, X5 09 cmp time,
tls decrypt ticket, tls1 process heartbeat, and hedwigcgi main. The related firmware
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datasets include OpenSSL 1.0.1.e (2013), DD−WRT r21676 (2013), Netgear ReadyNAS
v6.1.6 (2014), DIR-815 (2014), DIR300 (2014), DIR600 (2013), and DIR-645 (2013).

3.2 Data preprocessing

IDA pro is a reverse parsing tool, which can transfer the binary code to assembly language
source code and can support different processors and operating systems for the binary files.
Because of the strong ability of IDA pro to handle the binary files across a vast number of
architectures, we use this tool to disassemble the firmware and use its API to write plug-ins
for feature extraction of the functions.

We mainly extract features at two levels: the function level and the basic block level. We
extract the same type of features as Eschweiler et al. (2016), which have been proven to be
robust for prefiltering functions. The detailed features are shown in Table 1. For example,
the function calls and incoming calls refer to how often a function is called and how many
functions it calls, the basic blocks and edges are used to describe the CFG, the offspring
refers to the number of children nodes, and the betweenness refers to the centrality in a
graph. The function-level features are used for the preliminary screening, and the basic
block level features mainly serve for graph matching of the ACFGs. More details about the
features can be found in the work by Eschweiler et al. (2016).

3.3 Prescreening of functions based on SVM

SVM is a supervised learning algorithm, which is often used for classification and regres-
sion analysis (Ukil 2002). With prior knowledge from a small amount of training samples,
SVM can be applied to classify data well. Therefore, to screen out most of the dissimilar
functions and promote the accuracy of the function prescreening stage, we use SVM on

Table 1 Two-level features used
in CVSkSA Type Feature name

Function level No. of function calls

No. of logic instructions

No. of redirection instructions

No. of transfer instructions

Size of local variable

No. of basic blocks

No. of edges

No. of incoming calls

No. of instructions

Basic block level No. of string constants

No. of function calls

No. of control transfer instructions

No. of arithmetic instructions

No. of incoming calls

No. of instructions

No. of offspring

Betweenness
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function level features to recognize a subset of suspicious functions to be inspected in the
next stage. We mainly divide the functions into two categories. One is similar to the vul-
nerable function, the other is dissimilar to the vulnerable function. Based on SVM, we can
accurately filter out the dissimilar functions and retain the similar functions that are most
likely vulnerable. The process of SVM is given as follows.

3.3.1 Computing similarity vectors

Given the compared functions f and g, each function has a nine-dimensional numeric fea-
ture vector, described above, and we calculated the similarity between the compared feature
vectors on each dimension to obtain the similarity vector. We input the similarity vector
into the SVM which has been trained by the training set, and the output of the SVM was
a label “1” or “0”, indicating whether the two functions are similar or not. We used the
same approach used by Chang et al. (2016) to compute the similarity of the ith (i=1...9)
dimension as follows:

sim =
{

c fi = 0 and gi = 0
1 − |fi−gi |

max(fi ,gi )
otherwise

(1)

In (1), c is a constant between 0 and 1, which is taken as the same in each dimension, and
fi and gi are the numerical values of the ith dimension of the feature vectors of f and g.

3.3.2 Construction of training samples

Suppose that we know the vulnerable function is on a particular architecture and the archi-
tectures of the suspicious functions are also known. We can take full advantage of the
previous knowledge we have to obtain the higher accuracy in recognizing the known vul-
nerability on a specific architecture. Thus, we construct the training samples for the SVM
model as follows:

Taking the construction of training samples across ARM to MIPS for example, we com-
pile the source code of Busybox v1.21 on ARM and MIPS separately. After compiling, we
obtain two unstripped binary files A and M . If f is a function in A, then there is a func-
tion f ′ with the same name as the function f in M . We take the similarity vector between
the compared functions f and f ′ as the positive training samples with the label “1”. Then,
randomly selecting ten functions gi in M , which are all different from the function f in A,
we take the similarity vector between the compared functions f and gi as negative training
samples with the label “0”. The proportion of positive and negative training samples is 1:10.

3.3.3 Evaluation of the prescreening of functions based on SVM

We take OpenSSL v1.0.1f as the test sample, and we compile the source code of OpenSSL
across ARM, MIPS, and x86 separately to obtain three unstripped binaries. The results are
shown in Table 2. The kNN-based method simply obtained several closest functions to the
vulnerable function based on the Euclidean distance. Although it is easy to implement kNN,
the method lacks credibility (Feng et al. 2016). Different from kNN, SVM can be trained
and can learn from the prior knowledge to improve the classification accuracy. Once the
SVM model is trained, we can process the new data more easily and accurately.

As shown in Table 2, “From→To” refers to the notion that we recognize a known vul-
nerability from one architecture to another architecture, similar to the work by Pewny et al.
(2015). This table presents the ratios of the true matching functions, the average number of
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Table 2 Evaluation of SVM and kNN with OpenSSL

From→To Avg. no. of candidates Percent correct (%) Average query time (s)

kNN SVM kNN SVM kNN SVM

ARM→MIPS 128 110 99.1 99.7 0.0004 0.018

MIPS→ARM 128 110 98.9 99.7 0.0003 0.018

ARM→x86 128 109 57.1 99.1 0.0003 0.020

x86→ARM 128 109 88.9 99.1 0.0002 0.021

MIPS→x86 128 77 58.6 99.4 0.0002 0.018

x86→MIPS 128 77 95.3 99.4 0.0003 0.019

suspicious functions, and the average query time of kNN and SVM in each deriving con-
dition. We can see that, although the average query time of kNN is much shorter than that
of SVM, the accuracy of SVM is much higher than that of kNN. The accuracy of SVM is
greater than 99% in every architecture combination, while the accuracy of kNN is not sta-
ble; the lowest is only 57.1%. We can also observe that the accuracies in conditions “ARM
to x86,” and “MIPS to x86” are the worst. That is, when we use the test data in x86 to create
the k-d tree, the search results are poor; the reason may be that kNN is sensitive to the local
structure of data, and it may not be suitable for the situation that involves x86. In addition,
the average number of suspicious functions obtained by SVM is smaller than those obtained
by kNN (k = 128).

As shown in Fig. 2, the ratio of the true matching functions from x86 to MIPS changes
with the k values. If the k is smaller, the accuracy is lower; otherwise, the accuracy is higher.
However, even when the k is large enough, the accuracy of kNN is close to that of SVM.
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Fig. 2 The ratio of the true matching functions for different k values in the condition of “x86 to MIPS”
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Obviously, SVM has a higher accuracy than kNN and does not require knowing how to
choose the k value.

3.4 Prescreening of functions based on kNN-SVM

In general, the search code base of firmware is large; thus, if we want to apply the method
to real-world scenarios, the efficiency is a critical factor. If we can filter out most of the
dissimilar functions in the firmware and only leave a small fraction of suspicious functions
to be inspected focally, the efficiency will be greatly improved. In Section 3.3.3, the exper-
imental results show that kNN has a higher efficiency, and SVM has a higher accuracy.
Taking the efficiency and accuracy into account, we first use kNN to obtain k nearest func-
tions. Then, based on these functions, we employ SVM to recognize a smaller subset of
suspicious functions to be inspected in the next stage.

3.4.1 Pruning with kNN and refining with SVM

It is well-known that kNN is one of the simplest methods among machine learning algo-
rithms, which is referred to as lazy learning. Because of its simplicity and high efficiency,
we utilize it to obtain the k similar functions from the large function base, which can save a
considerable amount of time being spent on the unnecessary functions.

Similar to the work by Eschweiler et al. (2016), we use k-d trees to implement the kNN
algorithm. The space and time complexities of k-d tree are O(n) and O(logn), respectively,
which are better than those of the linear index and hierarchical k-means, and k-d tree is effi-
cient and beneficial for repeated queries on the same data structure (Eschweiler et al. 2016).
We first normalize the numeric value on each dimension of the function-level feature vec-
tors from the firmware. Then, we utilize these normalized feature vectors to create several
k-d trees for searching in parallel. Based on kNN, we can finally obtain k similar suspicious
functions to be refined by SVM.

After kNN processing, there are k functions left to be inspected by SVM. The goal is to
further narrow the range of suspicious functions. We use the approach described in subsec-
tion 3.3 to construct the training samples for the SVM model and utilize the trained model
to recognize the suspicious functions. By training, we can obtain a separation hyperplane in
SVM, which is a good boundary to partition the dissimilar and similar functions. Thus, we
can correctly refine the range of suspicious functions for the next stage.

3.4.2 Determining the appropriate value of k

In the kNN-SVM hybrid method, how to choose the appropriate value of k is an important
issue. Obviously, if the value of k is too small, the real vulnerable function may not be in the
k functions and the accuracy will decline sharply. In contrast, if the value of k is too large,
there will be too many functions to address. Therefore, we should choose a suitable value
of k to guarantee the accuracy as well as the efficiency.

To obtain the appropriate value of k, we still take OpenSSL v1.0.1f as the test sample. As
shown in Fig. 3, the accuracy increases with k in the three conditions. In most cases, when
the value of k is greater than 200, the accuracy approaches 1 and tends to be stable. Thus, in
the conditions of “ARM toMIPS,” “MIPS to ARM,” “x86 to ARM,” and “x86 to MIPS”, the
suitable value of k is approximately 200. However, in the conditions of “ARM to x86” and
“MIPS to x86”, the accuracies are still not high when the value of k is 200. The appropriate
k value for these two conditions is greater than 500. The reason for the low accuracies in the
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Fig. 3 The ratio of the true matching functions for different k values in the conditions of “ARM to MIPS,”
“MIPS to ARM,” “ARM to x86,” “x86 to ARM,” “MIPS to x86,” and “x86 to MIPS”

conditions of “ARM to x86” and “MIPS to x86” with k at 200 may be that the features “the
size of local variable” and “the number of transfer instructions” degrade the accuracy when
x86 is included. We find that when we remove the features “the size of local variable” and
“the number of transfer instructions” from the feature vector, the accuracies are improved
considerably in the conditions of “ARM to x86,” “MIPS to x86,” “x86 to ARM,” and “x86
to MIPS”. In particular, for the conditions “ARM to x86” and “MIPS to x86”, the improved
accuracies with k at 200 are close to the previous accuracies with k at 500, while removing
these two features has little impact on the accuracies for the conditions “ARM to MIPS”
and “MIPS to ARM”. This is an interesting issue and we will investigate it to find out the
underlying reasons in our future work.

3.4.3 Evaluation of the prescreening of functions based on kNN-SVM

As in the previous evaluation, we continue to use the OpenSSL v1.0.1f as the test sample.
We present the results of SVM and kNN-SVM in Table 3. Similarly, the table shows the
ratios of the true matching functions in different conditions and presents the average num-
ber of suspicious functions in each deriving condition. Taking all deriving conditions into
consideration, we set the value of k to 500.
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Table 3 Evaluation of SVM and kNN-SVM with OpenSSL

From→To Avg. no. of candidates Percent correct(%)

SVM kNN-SVM SVM kNN-SVM

ARM→MIPS 110 19.3 99.7 99.6

MIPS→ARM 110 19.4 99.7 99.6

ARM→x86 109 60.5 99.1 93.7

x86→ARM 109 19.2 99.1 99.0

MIPS→x86 77 24.0 99.4 93.1

x86→MIPS 77 13.4 99.4 99.4

As shown in Table 3, in most deriving conditions, the accuracy of kNN-SVM is close to
that of SVM. In the worst case, “ARM to x86”, the accuracy of kNN-SVM is 93.7%, which
is still better than the accuracy 53.7% achieved by Eschweiler et al. (2016) using only kNN.
In addition, we can see that the accuracies for conditions, “ARM to x86” and “MIPS to x86”
are the worst, similar to results in Table 2. This observation indicates that kNN might be not
suitable for vulnerability search in the x86 platform.

Although combining kNN and SVM decreases the accuracy, the efficiency is improved.
The average search time of SVM is 0.022 s, while that of kNN-SVM is only 0.0035 s (shown
in Table 4). In addition, as shown in Fig. 4, we can see that the average number of candidate
functions for kNN-SVM is much smaller than that for SVM. It is noted that the candidate
functions are mainly inspected by bipartite matching in the third stage; thus, the smaller the
number is, the higher the efficiency will be.

In summary, the kNN-SVM only makes some compromise in accuracy, while the effi-
ciency is enhanced not only in the prescreening stage but also in the stage of graph similarity
computation.

In addition, Table 4 mainly presents a global comparison of the kNN, SVM, and kNN-
SVM approaches in terms of accuracy and efficiency. The k value of kNN is 128 and that
of kNN-SVM is 500. As shown in Table 4, we can observe that the accuracy of SVM
is the best among the three approaches. However, the efficiency of SVM is the worst. In
contrast, the accuracy of kNN is the worst, but the efficiency of kNN is the best. Compared
with SVM, kNN-SVM has a lower accuracy but a higher efficiency. Thus, according to
different application scenarios, we can choose the most suitable approach from these three
algorithms.

Table 4 Evaluation of kNN, SVM and kNN-SVM with OpenSSL

From→To Percent correct(%) Average query time (s)

kNN SVM kNN-SVM kNN SVM kNN-SVM

ARM→MIPS 99.1 99.7 99.6 0.0004 0.018 0.0032

MIPS→ARM 98.9 99.7 99.6 0.0003 0.018 0.0032

ARM→x86 57.1 99.1 93.7 0.0003 0.020 0.0035

x86→ARM 88.9 99.1 99.0 0.0002 0.021 0.0037

MIPS→x86 58.6 99.4 93.1 0.0002 0.018 0.0031

x86→MIPS 95.3 99.4 99.4 0.0003 0.019 0.0033
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Fig. 4 Search results based on SVM and kNN-SVM in different deriving conditions

3.5 Graph similarity calculation based on bipartite matching

In this stage, our task is to pick out the true matching functions from the suspicious functions
based on their ACFGs. In essence, the ACFG is exactly the CFG with a series of features
that are helpful in the process of graph matching (Feng et al. 2016). Therefore, we transfer
the function-matching problem into a graph-matching problem. There are several methods
to handle this problem, such as the MCS used by Eschweiler et al. (2016) and bipartite
matching used by Feng et al. (2016). It is demonstrated that the bipartite matching appears
to be a better choice than the MCS. Therefore, we chose the bipartite matching to calculate
the graph similarity between the suspicious functions’ ACFGs and the vulnerable functions’
ACFGs, which assists us in determining the true matching functions.

3.5.1 Bipartite matching for ACFGs

Bipartite graph is a graph whose vertices can be divided into two disjoint and independent
sets (Diestel 1997). Because bipartite matching is concerned with a bipartite graph, as shown
in Fig. 5, we take ACFG G1 and ACFG G2 as one part of the bipartite graph, similar to
the work by Feng et al. (2016). Given the combined bipartite graph G = (V ,E), we have
the following: V is the set of all nodes in G1 and G2, and E is the set of all edges in G1
and G2. As already mentioned, the nodes refer to the basic blocks in ACFG, the edges refer
to the links of every associated basic blocks, and each edge is assigned a specific cost to
measure the matching distance between the basic blocks. There are manymatching solutions
from the nodes in G1 to the nodes in G2. However, we only need to obtain the matching
solution with the minimum distances. We use the Kuhn-Munkres algorithm (Bourgeois and
Lassalle 1971) to inspect around the combined bipartite graph and then obtain the minimum
matching distances.

In our approach, the matching distance between the associated basic blocks is calculated
according to their feature vectors. We use the same approach as Feng et al. (2016) to obtain
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Fig. 5 Bipartite graph matching G1 G2

the matching distance as follows:

d(v1, v2) =
∑

i ωi |α1i − α2i |∑
i ωimax(α1i , α2i )

(2)

In (2), α1i is the numeric value on the ith dimension of the feature vector of block v1.
Similarly, α2i is the numeric value on the corresponding dimension of the feature vector of
block v2. ωi represents the weight we have assigned to each dimension of the feature vector.
We assign the detailed weight values similar to Eschweiler et al. (2016), which can max-
imize the distance between different ACFGs and minimize the distance of the equivalent
ACFGs (Feng et al. 2016). The detailed weight values are shown in Table 5.

Table 5 The weight of the basic
block level features Feature name Weight(ω)

No. of string constants 11

No. of function calls 66

No. of control transfer instructions 150

No. of arithmetic instructions 56

No. of incoming calls 66

No. of instructions 42

No. of offspring 199

Betweenness centrality 31
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After calling the Kuhn-Munkres algorithm, we can obtain the minimum matching dis-
tances between the compared graphs. Next, we calculate the similarity of the compared
graphs G1 and G2 as follows:

ψ(G1,G2) = 1 − d(G1,G2)

min(d(G1, ∅), d(G2,∅))
− p × N (3)

In (3), d(G1,G2) is the minimum distance between the compared graphs. ∅ is the ACFG
with all the feature values being zero, which has the same number of nodes as the match-
ing graph. p is the penalty coefficient, and N is the difference between the numbers of
basic blocks in the two compared ACFGs. If N is large to a certain degree, we can directly
determine that the two compared ACFGs are not matching.

3.5.2 Evaluation of graph similarity based on bipartite matching

We continue our evaluations with OpenSSL v1.0.1f as the test sample to assess the graph
similarity based on bipartite matching. We obtain three unstripped binaries, A, M , and
X, after compiling the source code of OpenSSL across the three architectures we chose.
Considering “ARM→x86” as an example, given a function in A, we calculate the graph
similarity between the given function and the suspicious functions in X; then, we can obtain
the true matching function in X and its rank. Top x refers to the percentage of the functions
at rank x among all the suspicious functions. We used top 1, top 10 and top 100 (Pewny
et al. 2015) as the assessment criteria. The result is shown in Table 6.

As shown in Table 6, the result for the condition “ARM to x86” is the best, for which the
three top indicators are 91.18%, 97.99%, and 99.15%. We can observe that the results are
not good for all cases that contain the MIPS architecture. However, even though the results
are not very good in this situation, the top 1 indicator is still above 61.5%, and on our test
dataset, the top 1 indicator is always better than that of the MCS used by Eschweiler et al.
(2016). It indicates that the bipartite matching is more suitable than MCS for calculating
graph similarity.

We also take the same test samples to evaluate CVSkSA, which uses both kNN-SVM and
bipartite matching. Since there is exactly one true matching function for each query in our
experiments, the number of false positives and the number false negatives are the same; and
thus, the precision, recall and F1-measure are the same as well. Therefore, we only show
the precision of CVSkSA in Fig. 6. As shown in Fig. 6, k means that we take the candidate
functions on the top k as positives. We can see that the precision of CVSkSA increases with
the value of k in all deriving conditions, and in the conditions of “ARM to x86” and “MIPS
to x86”, the results are not as good as in the other deriving conditions. The reason is that

Table 6 Top X of OpenSSL on
different architectures From→To Top 1 (%) Top 10 (%) Top 100 (%)

ARM→MIPS 73.93 93.60 98.69

MIPS→ARM 80.17 95.46 98.66

X86→ARM 82.05 97.57 99.33

ARM→x86 91.18 97.99 99.15

MIPS→x86 61.56 89.64 99.01

x86→MIPS 64.34 91.65 98.48
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Fig. 6 Precision for different k values

kNN does not perform as well in the conditions of “ARM to x86” and “MIPS to x86” as in
the other deriving conditions.

4 Experimental evaluation

In this section, we mainly apply the proposed method CVSkSA to real-world vulnerable
functions and firmware images and compare it with other approaches. The experimental
results show the effectiveness of CVSkSA.

We use IDA pro v6.8 to reverse and parse the binaries, and with its API, we employ
Python script to extract the two levels of features and ACFGs of the functions in the binaries.
SVM was implemented by the toolbox of Matlab R2016a.

4.1 Vulnerabilities in OpenSSL

We gather four real-world vulnerable functions in OpenSSL, as shown in Table 7. For conve-
nience, we assign them IDs 1 to 4. We use CVSkSA to recognize the four known vulnerable
functions across different architectures.

As shown in Table 8, “Rank” refers to the rank of the vulnerable function among the
candidates. We can see that the ranks of the four vulnerable functions in OpenSSL obtained
by our approach CVSkSA are all 1 across the three architectures, and most of the numbers
of suspicious functions (i.e., the candidates in Table 8) with regard to the given vulnerable
function are less than 70; the minimum is only 1.

In addition, we also recognize the vulnerable function with ID 4 from the three archi-
tectures that we chose to the MIPS-based firmware DD-WRT (r21676) (2013) separately.
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Table 7 Four vulnerable
functions in OpenSSL Vulnerability function CVE number ID

c2i ASN1 OBJECT CVE-2014-3508 1

EVP DecodeUpdate CVE-2015-0292 2

X509 cmp time CVE-2014-3567 3

tls decrypt ticket CVE-2014-1959 4

When we employ the vulnerable function from the given architecture to recognize the sus-
picious functions to DD-WRT, we can always successfully find the true matching function
in the firmware.

4.2 Overflow vulnerabilities in firmware images

We also evaluate our approach in recognizing known overflow vulnerabilities which are
common in IoT devices. We take the D-Link router firmware as the test dataset, which is
a widely used router. We chose four D-Link router firmware, DIR-815 (2014), DIR-300
(2014), DIR-600 (2013), and DIR-645 (2013), which have the same overflow vulnerabil-
ity (SAP10008), as D-Link officially announced. The function that causes the overflow
vulnerability is hedwigcgi main().

As shown in Table 9, we recognize the vulnerable function hedwigcgi main() from one
router firmware to another. The ranks of hedwigcgi main() obtained by CVSkSA in four
firmware are almost 1, which demonstrates that we can recognize the vulnerability correctly.

The experimental results demonstrate that our approach can identify the vulnerable func-
tion in the given firmware correctly. It is worth mentioning that the four D-Link firmware
images are all based on MIPS. Although our approach aims at recognizing known vulner-
abilities across different architectures, it could also be used for vulnerability search on the
same architecture.

4.3 Comparing CVSkSAwith other approaches

In this section, we compare CVSkSA with Multi-MH (Pewny et al. 2015), Multi-k-MH
(Pewny et al. 2015), and discovRE (Eschweiler et al. 2016). We use the same dataset as the
test samples, including OpenSSL 1.0.1.e (2013), DD−WRT r21676 (2013), and Netgear

Table 8 Search results of four vulnerable functions

From→To CVSkSA

No. of candidates Rank

1 2 3 4 1 2 3 4

ARM→MIPS 10 24 48 59 1 1 1 1

MIPS→ARM 7 21 39 61 1 1 1 1

ARM→x86 2 26 1 32 1 1 1 1

x86→ARM 2 12 1 9 1 1 1 1

MIPS→x86 37 17 14 43 1 1 1 1

x86→MIPS 13 11 13 24 1 1 1 1
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Table 9 The rank of
“hedwigcgi main()” obtained by
CVSkSA From

To DIR-815 DIR-300 DIR-600 DIR-645

DIR-815 – 1 1 1

DIR-300 1 – 1 1

DIR-600 1 1 – 1

DIR-645 1 1 1 –

ReadyNAS v6.1.6 (2014), all of which contain the Heartbleed bug (CVE−2014−0160)
functions tls1 process heartbeat (TLS) and dtls1 process heartbeat (DTLS) (Choue 2017).

The ranks of TLS and DTLS for the four functions are shown in Table 10. For exam-
ple, “1;2” means that CVSkSA ranks TLS and DTLS at 1 and 2, respectively. We can see
that all the ranks obtained by CVSkSA are 1 or 2 in each deriving condition, while Multi-
MH, Multi-k-MH, and discovRE cannot achieve it. Regarding efficiency, the normalized
average query time of CVSkSA is only 0.097 ms, which is approximately four times faster
than discovRE and three or four orders of magnitude faster than Multi-MH, and Multi-
k-MH. In summary, CVSkSA can be well applied to vulnerability search across different
architectures.

5 Related work

Different from the approaches used for finding undiscovered vulnerabilities, the target of
our work is to derive the known vulnerability on other different architectures by func-
tion matching; thus, we mainly discuss the related work on the approaches for recognizing

Table 10 Results for vulnerability search using different approaches

From→To Multi-MH Multi-k-MH discovRE CVSkSA

TLS DTLS TLS DTLS TLS DTLS TLS DTLS

ARM→MIPS 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

ARM→x86 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

ARM→DD-WRT 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

ARM→ReadyNAS 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

ARM→x86 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

MIPS→ARM 2;3 3;4 1;2 1;2 1;2 1;2 1;2 1;2

MIPS→x86 1;4 1;3 1;2 1;3 1;2 1;2 1;2 1;2

MIPS→DD-WRT 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

MIPS→ReadyNAS 2;4 6;16 1;2 1;4 1;2 1;2 1;2 1;2

x86→ARM 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

x86→MIPS 1;7 11;21 1;2 1;6 1;4 1;3 1;2 1;2

x86→DD-WRT 70;78 1;2 5;33 1;2 1;2 1;2 1;2 1;2

x86→ReadyNAS 1;2 1;2 1;2 1;2 1;2 1;2 1;2 1;2

Query normalized avg. time (s) 0.3 s 1.0 s 4.1 × 10−4 s 9.7 × 10−5 s
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known vulnerabilities, while the works, such as Rozzle (Kolbitsch et al. 2012) and Driller
(Stephens et al. 2016), that contribute to the discovery of unknown vulnerabilities, are not
within our discussion.

5.1 Vulnerability search at the source code level

Using code similarity to search known vulnerabilities is a common approach. There exist
some works that investigate code similarity at source code level. Kamiya et al. (2002) pro-
posed a token-based tool to recognize similar source code fragments. In the same way,
CP-Miner (Li et al. 2004) employed the token sequence to search similar source code across
scalable software. Other approaches, such as the approaches proposed by Jiang et al. (2007)
and Yamaguchi et al. (2014), took advantage of the abstract syntax tree to find out the copy-
pasted code. Bellon et al. (2007) even evaluated six clone approaches in various aspects.
There are also some systems specifically designed for detecting unpatched similar codes,
such as the one proposed by Jang et al. (2012).

5.2 Vulnerability search at binary level

Due to the difficulties of obtaining the source code of most firmware, it is important to
conduct the known vulnerability search at the binary level. However, the lack of symbolic
information in binaries makes it rather complicated to search the vulnerabilities.

In the early phase, the works mainly focused on the approaches based on sequence com-
parison of the instructions (David and Yahav 2014) or the bitstream (Kolter and Maloof
2004; Myles and Collberg 2005). For the latter, there are also some approaches to assess
the semantics of the binary code. Binhunt (Gao et al. 2008) and its enhancing project iBin-
Hunt (Ming et al. 2012) used symbolic execution and the theorem prover to capture the
semantics of the basic blocks. Expose (Ng and Prakash 2013) is a tool that can utilize
symbolic execution and syntactic matching techniques for binary code reuse. Based on the
semantic equivalence, the two approaches are easily affected by small changes in code, so
it is difficult to use them in a vulnerability search. Moreover, they are only designed for a
single architecture, which is unable to derive the known vulnerability across different archi-
tectures. Afterward, BINJUICE (Lakhotia et al. 2013), BINHASH (Jin et al. 2012) and
TEDEM (Pewny et al. 2014) were proposed. BINJUICE and BINHASH mainly operate on
the basic block level, but they could not support multiple architectures. TEDEM employed
the expression tree of the basic blocks to find vulnerabilities in binaries.

There also exist a few methods for known vulnerability search across various architec-
tures at the binary level. Pewny et al. (2015) presented pioneering work to recognize the
known vulnerabilities across various architectures. They utilized VEX to weaken the influ-
ence of the different architectures, and then, they employed I/O behaviors to grasp the
semantics on code similarity computing. They even used MinHash to speed up the search
process; however, there are still some efficiency problems of the strategy (Eschweiler et al.
2016). Taking into account the efficiency problem, DiscovRE (Eschweiler et al. 2016) used
a staged strategy to screen out most of the dissimilar functions and then obtained a small part
of the suspicious functions to be inspected by graph matching. However, the prescreening
strategy was demonstrated to be unreliable. Instead of performing the vulnerability search
on CFGs originally, Feng et al. (2016) transformed the ACFGs into numerical vectors for
similarity computing, which was inspired by the search methods in other areas. Chang
et al. (2016) proposed a staged method VDNS based on a neural network and local calling
structure matching to promote the efficiency of cross-architecture vulnerability search.
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5.3 Vulnerability search in dynamic analysis

Different from the static analysis methods, dynamic analysis methods run the target code on
specific devices or in simulated surroundings for the vulnerability search. Avatar (Zaddach
et al. 2014) combined real-world embedded devices with a simulated environment to exe-
cute the suspicious code dynamically. Similar to our work, Egele et al. (2014) used BLEX
to recognize the known vulnerable functions at the binary level. However, they did not ana-
lyze the function code statically, as we did, but executed each function under the simulated
surroundings to obtain their runtime features. Due to its need for a specific environment,
BLEX is not suitable for deriving the known vulnerabilities across different architectures.
Moreover, it is only useful for the dynamic methods on firmware images in the early phase
(Chen et al. 2016; Zaddach et al. 2014).

5.4 The application of kNN-SVM

kNN and SVM are widely used in the classification field. Because of the simplicity of kNN
and the high performance of SVM in nonlinear classification, there are also many works on
combining kNN and SVM to promote the efficiency. Hsu et al. (2005) utilized a two-stage
SVM model for classification. By combining kNN in the filtering stage, they enhanced the
performance of classification accuracy. Zhang et al. (2006) presented a combined method
SVM-kNN for a visual category, which outperformed kNN and SVM separately. Tabrizi
and Cavus (2016) applied a hybrid kNN-SVM model on Iranian license plate recognition.
They used kNN for the first step to recognize the similar characters and SVM for the further
classification, which attained a greatly improvement in recognition phase. Similarly, Yusof
et al. (2016) proposed a hybrid kNN-SVM method to classify the DDoS attack.

6 Threats to validity

Although our approach is demonstrated to be able to recognize the vulnerable function
across different architectures, there are still some threats to the validity of our approach.
Inspired by the work of Feldt and Magazinius (2010), we show some threats to the validity
of our approach as follows:

First, in our approach, the premise is that each of the vulnerabilities is caused by a spe-
cific function, that is, we apply CVSkSA at the function level. However, there are some
cases that the vulnerabilities are raised by several functions that work together. There are
also some cases in which the vulnerabilities are only raised by a fraction of the code or some-
times even by a constant string in the function. Although our approach cannot handle the
cases described above, a mass of vulnerabilities can be located at one function which can be
recognized by CVSkSA. The function level is sufficient for us to address most application
scenarios.

Second, in our experiments, all of the test data we used contain the specific suspicious
function that matches the known vulnerability; however, there are some cases in which some
of the functions we find with the known vulnerabilities are not the true matching functions.
These cases will be studied in our future work.

Third, in our approach, we do not take compiler optimization options into considera-
tion. However, if we can recognize the compiler optimization options before vulnerability
search, the accuracy would be improved. How to recognize the compiler optimization will
be studied in our future work.
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7 Conclusion and future work

In this paper, we demonstrate and implement a staged method, CVSkSA, to recognize the
known vulnerabilities in firmware across different architectures (mainly ARM, MIPS, and
x86). Compared to the previous work, our approach utilizes the knowledge already known
about the vulnerability to achieve a higher accuracy in the prescreening stage. Furthermore,
taking advantage of the simple distance function of kNN, we utilize kNN to quickly obtain
a smaller set of suspicious functions for SVM to further filter out to enhance the efficiency.
We also apply the approach to real-world firmware images. The results show that it could
correctly recognize vulnerable functions, such as the overflow vulnerability, across the three
architectures (i.e., ARM, MIPS, and x86).

In the future, we will apply other machine learning algorithms, such as neural network
and decision tree, to the proposed method. By analyzing their advantages and disadvan-
tages, we can choose the most appropriate approach according to the different application
situations.

In addition, we plan to further explore the vulnerability search over dynamic link libraries.
In this paper, we took the functions’ similarity of the dynamic link libraries as a constant.
By analyzing the library files where the suspicious functions reside, we could extract the
features of those functions and reach a higher accuracy. We are also going to apply our
approach to a large firmware image dataset in the future.
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