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Abstract
This paper provides an overview of US laws and related guidance documents affecting transfer of genomic data to third 
countries, addressing the domains of consent, privacy, security, compatible processing/adequacy, and oversight. In general, 
US laws governing research and disclosure and use of data generated within the health care system do not impose different 
requirements on transfers to researchers and service providers based in third countries compared with US-based researchers 
or service providers. Of note, the US lacks a comprehensive data protection regime. Data protections are piecemeal, spread 
across bodies of law that target specific kinds of research or data generated or held by specific kinds of actors involved in 
the delivery of health care. Oversight is also distributed across a range of bodies, including institutional review boards and 
data access committees. The conclusion to this paper examines future directions in US law and policy, including proposals 
for more comprehensive protections for personal data.

Introduction

There is ample evidence of US government support for 
global data sharing to advance biomedical research and 
improve human health. Collins and Varmus (2015), leaders 
of the US National Institutes of Health (NIH) and National 
Cancer Institute, respectively, laid out their vision of a US 
Precision Medicine Initiative that would tap “the world’s 
brightest scientific and clinical minds” for insights and 
analysis and cooperate with similar projects in other coun-
tries (2015). Highlighting the gains from such collabora-
tions, they implicitly invoked a history of US partnerships 
with research sponsors and scientists in other countries that 
has included the Human Genome Project and the Interna-
tional HapMap Project. At the end of 2017, the US Congress 
passed the 21st Century Cures Act (Act), which among other 
things, expressed Congressional support for NIH encour-
agement and facilitation of a global pediatric clinical study 
network (2016).

At the same time, US surveys provide evidence of public 
concern about transfer of data about US persons to research-
ers in third countries. In 2016, we conducted a US public 

opinion survey that found a 20% increase in discomfort 
with sharing health data when the recipients are specified 
as academic researchers outside of the US versus domestic 
researchers (Majumder et al. 2016). Our findings were con-
sistent with the results of prior US surveys. Furthermore, 
we found that non-US researchers faced heightened distrust 
relative to the US-based researchers in relation to both pri-
vacy and security.

This paper provides an overview of US laws and related 
guidance documents affecting transfer of genomic data 
to third countries, addressing the domains of consent, 
privacy, security, compatible processing/adequacy, and 
oversight. In particular, two scenarios guide the analysis. 
First, a US-based researcher (Researcher A) contemplates 
sharing genomic data with a researcher in a third country 
(Researcher B). Is such data sharing permitted, and if yes, 
are there any special requirements that Researcher A must 
comply with owing to Researcher B’s location “offshore”? 
Second, a US-based health care provider contemplates send-
ing genomic data to an entity in a third country for process-
ing, interpretation, or provision of some other service. Are 
there any special requirements owing to the service provid-
er’s location offshore? As explored in greater depth below, 
in general, US laws governing research and disclosure and 
use of data generated within the health care system do not 
impose different requirements on transfers to researchers and 
service providers based in third countries compared with 
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US-based researchers or service providers. The conclusion 
examines future directions in US law and policy.

Consent

In the US, there is no general or comprehensive data protec-
tion regime. The two bodies of law of greatest relevance to 
sharing of genomic data for research- and health care-related 
purposes are the Federal Policy for the Protection of Human 
Subjects (known as the “Common Rule”)1 and the Health 
Insurance Portability and Accountability Act (HIPAA 1996).

The Common Rule governs research conducted, sup-
ported, or otherwise subject to regulation by the US 
Department of Health and Human Services (DHHS), which 
encompasses NIH, and 16 other federal departments and 
agencies. In January of 2017, these departments and agen-
cies published a Final Rule making extensive changes to the 
Common Rule (DHHS 2017). The initial general compliance 
date for the revised Common Rule was January 19, 2018. 
However, the general compliance date has been delayed until 
January 21, 2019 (DHHS 2018a, b). Still, since the rationale 
offered for this delay is giving the research community more 
time for implementation, there appears to be little doubt that 
the changes introduced by the Final Rule will eventually take 
effect. Hence, references to the Common Rule below are 
references to the Final Rule.

A study in which a researcher collects a biospecimen 
from an individual and carries out genotyping will be cov-
ered by the Common Rule, provided there is the proper 
nexus with 1 of the 17 federal departments and agencies. 
For data-focused research to fall within the scope of the 
Common Rule, a researcher must either gather the data by 
intervening or interacting with an individual or obtain, use, 
study, analyze, or generate “identifiable private informa-
tion.” Information is “identifiable” if “the identity of the 
subject is or may readily be ascertained by the investiga-
tor or associated with the information” [DHHS 2017; to be 
codified at 45 CFR § 46.102(e)(5)]. Historically, genomic 
data with direct identifiers removed has not been consid-
ered identifiable, and sharing of genomic data has occurred 
without the consent of the individual from whom the data 
was derived (NIH 2014). In recent years, policy has moved 
in the direction of requiring consent before genomic data can 
be shared, but at the same time legitimizing broad consent 

(i.e., consent to research uses and users described in broad 
terms with a long or indefinite term absent withdrawal) and 
recognizing exceptions to consent requirements in special 
circumstances [see, for example, the NIH Genomic Data 
Sharing Policy (NIH 2014)]. Sensitivity to re-identification 
risk in the case of genetic sequence information has been one 
of the drivers of this policy shift.

The Common Rule does not treat genetic sequence 
information as by its nature identifiable. Instead, it directs 
departments and agencies to consult with experts (including 
experts in data matching and re-identification) to reexamine 
the meaning of “identifiable private information” within a 
year and at least every 4 years thereafter. In light of this 
reexamination, “[i]f appropriate and permitted by law,” the 
interpretation of the term may be altered, e.g., through the 
issuance of guidance [DHHS 2017; to be codified at 45 
CFR § 46.102(e)(7)]. Moreover, experts are to be enlisted 
in assessing whether there are analytic technologies or tech-
niques that should be considered to generate identifiable pri-
vate information, on the same timetable. The preamble to the 
Final Rule indicates that whole genome sequencing will be 
the first technology reviewed under this provision.

Assuming that the Common Rule applies, it is unclear 
whether information about the possibility that data may be 
shared with researchers in third countries must be provided 
as part of the informed consent process. The Common Rule 
contains no special requirements for sharing of identifiable 
private information (or biospecimens, for that matter) with 
researchers in third countries, nor does it explicitly address 
such a scenario. The general standard for provision of 
information under the Common Rule is what “a reasonable 
person would want to have in order to make an informed 
decision about whether to participate” [DHHS 2017; to be 
codified at 45 CFR § 46.116(a)(4)]. In the case of broad 
consent encompassing sharing of identifiable private infor-
mation with other researchers, potential participants must be 
provided with a description of “the types of institutions or 
researchers that might conduct research” [DHHS 2017; to 
be codified at 45 CFR § 46.116(d)(3)]. Based on our survey 
findings, for roughly a quarter of the US public, sharing with 
researchers in third countries heightens concerns about pri-
vacy and security (Majumder et al. 2016). Hence, informa-
tion about international data sharing is potentially relevant 
to decision-making about participation.

The National Human Genome Research Institute (NHGRI 
2018) webpages offering guidance and sample language for 
informed consent forms do not mention international data 
sharing (2018). The NHGRI website also includes a page 
providing access to sample consent forms used in NIH-
funded research projects, with a disclaimer that they are not 
provided as guidance or templates. The sample informed 
consent form developed by the Electronic Medical Records 
and Genomics (eMERGE 2009) Network Consent and 

1 A separate set of regulations contains the human subject protec-
tions that apply to clinical investigations regulated by, or for appli-
cations for research or marketing permits for products regulated by, 
the US Food and Drug Administration. The provisions are generally 
similar to those contained in the Common Rule, and Sect.  3023 of 
the Act requires harmonization of the two bodies of regulation, to the 
extent practicable, within 3 years.
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Community Consultation Workgroup Informed Consent 
Task Force includes a statement about access to data by 
non-US researchers. In context, the statement reads as fol-
lows: “Researchers can ask to study the materials stored in 
the Biobank. This includes researchers from [institution], as 
well as from other universities, the government, and drug- or 
health-related companies. Some researchers will be from the 
US, some may be from other countries around the world.” 
(emphasis added) (2009).

Interestingly, the Chair of the eMERGE Task Force, 
Laura Beskow, also led a Delphi study to determine which 
informational elements must be understood for a consent to 
be valid. For the topic of access to biospecimens/data, less 
than one quarter of the Delphi panelists considered it essen-
tial for prospective research participants to understand that 
researchers gaining access could potentially come “from all 
over the world” (Beskow et al. 2015). Even if disclosure of 
the possibility of international sharing is required because 
it is arguably information a reasonable person would want 
and/or an essential part of a description of the types of insti-
tutions or researchers that might conduct research, there is 
no requirement that individuals be offered a choice regard-
ing international sharing. Indeed, unlike “Not-for-profit use 
only,” “Domestic use only” is not even on the list of Stand-
ard Data Use Limitations published by the NIH (Office of 
Science Policy 2018).

Regulations issued by the HHS Office for Civil Rights 
(OCR) under HIPAA apply only to “covered entities” and, 
to a more limited extent, their “business associates” (OCR 
2002, 2003, 2009, 2013). This means protections do not 
attach to all personal health-related information created 
or circulating within the US; rather, protection depends 
on the status of the data holder. There are three categories 
of covered entities: health care providers (if they transmit 
electronic information in connection with transactions for 
which DHHS has adopted a standard), health plans (i.e., 
private health insurance companies, HMOs, company health 
plans, and government programs that pay for health care), 
and health care clearinghouses that process or exchange 
information. There are many entities that may hold personal 
health-related information that are neither covered entities 
nor business associates of covered entities and so operate 
outside HIPAA (e.g., wearables vendors like FitBit, technol-
ogy companies like Apple, Facebook, and Google). Informa-
tion also falls outside HIPAA if it is not “protected health 
information” (PHI), individually identifiable health informa-
tion created or received by a covered entity (and not covered 
by one of four exclusions, such as for educational records 
protected by another federal law and persons deceased more 
than 50 years). Note that researchers that do not engage in 
the provision of health care may nonetheless be regulated by 
HIPAA if they work with PHI within an institution that is a 
covered entity. Finally, another part of the basic structure is 

that either of the following is sufficient for de-identification: 
(1) an expert applying generally accepted statistical and sci-
entific principles and methods “determines that the risk is 
very small that the information could be used, alone or in 
combination with other reasonably available information, 
by an anticipated recipient to identify an individual” or (2) 
18 types of identifiers are removed and the covered entity 
lacks “actual knowledge that the information could be used 
alone or in combination with other information to identify 
an individual” (45 CFR §§ 160.103, 164.514; OCR 2012).

One set of HIPAA regulations addresses privacy and 
is commonly referred to as the Privacy Rule (OCR 2002). 
Assuming the Privacy Rule applies, there are three main 
paths by which PHI can legally be shared: (1) with individ-
ual authorization, (2) with documented institutional review 
board (IRB) or privacy board approval, and (3) as a limited 
data set with specified direct identifiers removed subject to 
a data use agreement. Requirements for a valid authoriza-
tion include the “name or other specific identification of 
the person(s), or class of persons, to whom the covered 
entity may make the requested use or disclosure” (45 CFR 
§ 164.508). As with the Common Rule, the Privacy Rule 
does not explicitly address transfer of PHI to a researcher 
or service provider in a third country. To the extent interna-
tional issues have drawn the attention of commentators, the 
commentary has focused on whether PHI collected from for-
eign nationals outside the US by researchers affiliated with 
covered entities is subject to HIPAA requirements (Prentice 
et al. 2004).

Finally, it is worth noting that one additional regulator, 
the Federal Trade Commission (FTC), is charged with pro-
tecting consumers from deceptive or unfair acts or practices 
in or affecting commerce. This has sometimes led the agency 
to act in the biomedical space, when it concludes that com-
panies are misleading consumers about what is happening 
with their health information (Rich et al. 2016). However, 
at this point in time, there is no indication that the FTC 
is contemplating regulatory action with respect to consent 
processes related to the flow of genomic data to third coun-
tries, or other aspects of such transactions. The role of the 
FTC with respect to the Privacy Shield Framework, which 
governs the flow of data from the European Union (EU) and 
certain other countries to the US, is discussed below under 
“Compatible Processing/Adequacy.”

Privacy

As noted above, in general, US laws such as the Common 
Rule and HIPAA do not prohibit sharing of genomic data 
with third countries nor do they create additional barri-
ers to sharing genomic data with third countries, e.g., by 
imposing special requirements on researchers or others 
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proposing to share genomic data with offshore individu-
als or entities. There are at least two possible qualifications 
to this statement. First, the Act contains a provision that 
might be interpreted to restrict the transfer of genomic data 
to third countries. Specifically, the Act includes provisions 
that strengthen the protections available under certificates 
of confidentiality (Certificates) issued by the NIH and its 
sister agencies. Historically, investigators who received fed-
eral funding to conduct research considered sensitive could 
choose to apply for a Certificate, which enabled them to 
refuse to disclose identifying characteristics of research par-
ticipants in legal proceedings if they did not wish to do so.

Section 2012 of the Act directed the Secretary of DHHS 
to issue Certificates to researchers who receive federal fund-
ing automatically, as well as permitting issuance of Certifi-
cates to non-federally funded investigators upon application. 
Investigators covered by Certificates are prohibited from 
disclosing “identifiable, sensitive information” created or 
compiled in the course of the research “for perpetuity,” with 
a few exceptions. The Act does not define “sensitive” and 
sets a relatively low threshold for identifiability: if there is 
“at least a very small risk” that an individual’s identity could 
be deduced from the sum of available data using current sci-
entific practices or statistical methods, then the information 
would be covered by the Certificate [42 USC. § 241(d)(4)].

One of the exceptions is for disclosures “made for the 
purposes of other scientific research that is in compliance 
with applicable Federal regulations governing the protec-
tion of human subjects in research” [42 USC. § 241(d)(1)
(C)(iv)]. If federal human subjects research regulations are 
not applicable, as in the case of research carried out abroad 
without a nexus to a federal department or agency, the excep-
tion might be interpreted to permit disclosure if the intent 
behind the provision is simply to ensure that studies subject 
to federal research regulations like the Common Rule are in 
compliance with those regulations as a condition of disclo-
sure. However, this interpretation has worrisome implica-
tions, since it means that no conditions restrict the transfer 
of information for purposes of research outside the scope of 
federal research regulations, including unregulated domestic 
research without oversight to ensure protection of privacy 
and security as well as regulated or unregulated offshore 
research. Alternatively, the provision could mean that only 
research governed by and in compliance with federal human 
subjects regulations qualifies for the research exception. In 
that case, much research in third countries as well as unregu-
lated domestic research would be outside the exception’s 
scope. Note that the transfer would still be permitted with 
the consent of the individual, as that is a separate exception.2

Second, there have been discussions of the special care 
that may be required under the HIPAA Privacy and Security 
Rules when PHI is transferred offshore outside the regu-
lations. The Office of the National Coordinator for Health 
Information Technology (ONC) has developed a Guide to 
Privacy and Security of Electronic Health Information. In 
a table of examples of potential information security risks 
with different types of EHR hosts, the Guide notes that with 
cloud-based EHRs, “data may be stored outside the US, and 
other countries may have different health information pri-
vacy and security laws that may apply to such offshore data” 
(ONC 2015). Possible mitigation steps include confirming 
that the EHR host follows US security standards and require-
ments. Some commentators advise analyzing the relevant 
laws and regulations in the third country to ensure that they 
are at least as protective as those in the US and conducting 
regular audits of offshore contractors’ activities. Because 
HIPAA does not have explicit extra-territorial reach, some 
have questioned whether DHHS would have jurisdiction to 
bring enforcement actions abroad in the event of a violation 
(Milliard 2016; McGee 2013).

Security

In the current environment, even the most robust privacy 
protections for data in electronic form are essentially mean-
ingless in the absence of security measures. The HIPAA 
Security Rule operationalizes the protections contained in 
the Privacy Rule by directing covered entities to establish 
reasonable and appropriate administrative, technical, and 
physical safeguards for PHI in electronic form (e-PHI) (OCR 
2003). This includes ensuring the confidentiality, integrity, 
and availability for legitimate use of e-PHI, identifying and 
protecting against anticipated threats and impermissible 
uses or disclosures, and taking steps to ensure compliance 
by their workforce. The emphasis in the Security Rule is 
on flexibility and scalability, given the diversity of covered 
entities, as well technology neutrality, given the rapid pace 
of technological evolution. Covered entities are permitted 
to, indeed must, consider their size, complexity, and capa-
bilities, their infrastructure, the costs of security measures, 
and the likelihood and possible impact of potential risks, 
and they must review and modify their security measures 
over time.

2 Although the focus here is on US law and regulation at the federal 
level, at least one state has a genetic privacy law with an exception 
framed in similar terms. The Arizona law contains a general prohi-
bition on disclosure of information derived from genetic testing; one 

exception applies if the research is conducted pursuant to applicable 
federal or state laws and regulations governing clinical and biologi-
cal research. The Arizona law, like many other state laws, also allows 
disclosure for use in research if the information is first de-identified.

Footnote 2 (continued)
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Under the Security Rule, some implementation specifi-
cations for standards are required (must be implemented) 
while others are addressable (subject to a determination 
by the covered entity or business associate regarding 
whether the implementation specification is reasonable 
and appropriate in its environment; if it is not, alterna-
tive measures must be adopted if reasonable and appropri-
ate). For example, within the technical safeguards section, 
the data integrity standard mandates implementation of 
policies and procedures to protect e-PHI from improper 
alteration or destruction; the implementation of electronic 
mechanisms to corroborate that e-PHI has not been subject 
to unauthorized alteration or destruction is addressable. 
Likewise, the transmission security standard mandates 
implementation of technical security measures to guard 
against unauthorized access to e-PHI transmitted over an 
electronic connection network; the implementation of an 
encryption mechanism is addressable.

Covered entities and their business associates are also 
subject to the HIPAA Breach Notification Rule (OCR 2009). 
All cyber-security incidents involving access, acquisition, 
use, or disclosure of PHI are subject to the notification 
requirements unless the information was encrypted and the 
relevant actor determines, through a written risk assessment, 
that there is a low probability that the PHI was compromised. 
If the breach affected 500 or more individuals, notice must 
be given to the OCR as soon as possible but no later than 
60 days after discovery, and notice must also be given to the 
affected individuals and the media (unless a law enforcement 
official requests a delay). Such breaches are made public 
via what is often referred to as the “Wall of Shame” on the 
OCR web page (OCR 2018). If fewer than 500 individuals 
are affected, notice must still be given to OCR and affected 
individuals, but within a longer timeframe. The FTC has 
implemented similar requirements for vendors of personal 
health records and their third-party service providers (FTC 
2009).

Risk analysis and management fall under the heading of 
administrative safeguards, and this seems the most likely 
legal prompt for covered entities to consider and manage any 
increases in risk associated with transfers to third countries. 
The Security Rule itself does not discuss offshore transfers. 
But, as noted above, a guidance document published by the 
ONC discusses risks associated with use of cloud-based ser-
vices that may involve offshore transfers and suggests a miti-
gation step of confirming compliance with US security stand-
ards and requirements. Furthermore, commentators stress the 
importance of using contracts to manage risk, while recogniz-
ing the potential enforcement challenges (Milliard 2016; Dove 
et al. 2015; McGee 2013). For example, US based genomic 
researchers might restrict their search for a cloud service pro-
vider to entities that hold “trusted partner” status or are able 
and willing to sign a HIPAA “business associate agreement” 

and have current third-party audit certifications (Dove et al. 
2015).

Compatible processing/adequacy

Neither the Common Rule nor HIPAA uses the concept of 
“compatible processing” to capture an assessment of data pro-
tection regimes in other countries as a condition to the transfer 
of data. Any such assessment would be carried out as part 
of a general risk assessment and risk mitigation strategy, as 
described above, or as a step required for an IRB, data access 
committee (DAC), or privacy board determination regard-
ing the adequacy of provisions to protect subject privacy, as 
described below.

“Adequacy” is important in determining whether personal 
data can flow from the EU, Norway, Liechtenstein, and Iceland 
to the US without special safeguards. (Switzerland has similar 
standards, and other countries outside the EU may use EU pro-
tections as a benchmark.) The current EU-US Privacy Shield 
Framework is the subject of an affirmative adequacy deci-
sion by the European Commission dated July 12, 2016. The 
adequacy decision references a ruling by the European Court 
of Justice that an adequate level of protection does not neces-
sitate protections that are identical to those guaranteed in the 
EU legal order. It must, however, ensure a level of protection 
of fundamental rights and freedoms that is “essentially equiva-
lent” to the EU level and proves effective in practice (European 
Commission 2016). The Privacy Shield Framework, which is 
administered by the US Department of Commerce, sets up a 
self-certification process under which eligible organizations 
publicly commit to comply with notice, data integrity and pur-
pose limitation, choice, security, access, recourse, enforcement 
and liability, and accountability for onward transfer principles. 
The process is voluntary, but once an organization makes these 
commitments, they become enforceable against the organiza-
tion by the FTC (note that the FTC does not have jurisdiction 
over most non-profit organizations).

The Privacy Shield Framework undergoes annual reviews, 
and there are signs of trouble in connection with the upcom-
ing review. These include a resolution from the European 
Parliament taking the view that the current arrangement does 
not provide an adequate level of protection and calling for 
its suspension on September 1, 2018 unless full compliance 
is achieved, and a case that may bring scrutiny from the 
European Court of Justice, which struck down the prior Safe 
Harbor Framework (Lomas 2018).

Oversight

IRBs have primary responsibility for oversight under the 
Common Rule. While some research is entirely outside the 
scope of the Common Rule (for example, research with 
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non-identifiable information) or entirely exempt from IRB 
review (for example, secondary research with identifiable 
private information that is publicly available), the revised 
Common Rule mandates “limited IRB review” as a con-
dition for some exemptions, including the exemption for 
secondary research within the parameters of a broad con-
sent [DHHS 2017; to be codified at 45 CFR § 46.104(d)
(8)]. “Secondary research” is not defined in the regula-
tions. However, the preamble to the Final Rule describes 
secondary research as “re-using identifiable informa-
tion and identifiable biospecimens that are collected for 
some other ‘primary’ or ‘initial’ activity” (DHHS 2017, 
p. 7191). There is no requirement under the Final Rule that 
the information and biospecimens be pre-existing at the 
time the secondary research study begins, as was the case 
under the earlier version of the Common Rule.

In the case of secondary use pursuant to broad consent, 
limited IRB review includes making and documenting a 
determination that there are “adequate provisions to pro-
tect the privacy of subjects and to maintain the confiden-
tiality of data” [DHHS 2017; to be codified at 45 CFR 
§ 46.111(a)(7)]. The Secretary of DHHS is charged with 
issuing guidance concerning this requirement, but such 
guidance is not yet available. The IRB must also confirm 
that the research to be conducted is within the scope of 
the broad consent. Finally, the study plan cannot include 
returning individual research results to subjects, although 
this does not prevent an investigator from abiding by any 
legal requirements to return individual research results.

IRBs also make the determinations that may lead to 
waiver (or alteration) of consent, which could be relevant 
in the case of a proposed secondary use in the absence 
of broad consent. When considering a request for waiver 
of consent in the context of research with data, the IRB 
must find that the research involves no more than minimal 
risk and could not practicably be carried out without the 
requested waiver and without using information in an iden-
tifiable format, and that the waiver will not adversely affect 
the rights and welfare of subjects. The word “practica-
bly” is not defined in the regulations. The preamble to the 
Final Rule does note that the Secretary’s Advisory Com-
mittee on Human Research Protections recommended that 
“this requirement be interpreted to mean that it would be 
impracticable to perform the research, not impracticable to 
obtain consent due to financial or administrative burdens, 
without the waiver” (DHHS 2017, p. 7225).

None of these provisions describing the role of the 
IRB in oversight distinguish between domestic second-
ary research and secondary research conducted in third 
countries. DACs are an additional mechanism for oversight 
of data, including genomic data. For example, the DAC 
structure for the database of Genotypes and Phenotypes 
(dbGaP), a public repository created by the US National 

Center for Biotechnology Information, is described in its 
Certificate:

To protect participants’ confidentiality, there will be 
on-going assurance of participant protections per-
taining to data held within dbGaP based on oversight 
by the NIH of data access to ‘secondary’ data users. 
Research access to dbGaP data will be provided 
through a ‘Controlled Access’ process implemented 
by NIH Data Access Committees (DACs). Data Access 
Committees will be constituted by the NIH Institutes 
with federal employees possessing the appropriate sci-
entific and bioethics expertise, and through the over-
sight and actions of these committees access to dbGaP 
datasets will be provided based on the consistency of 
specific research uses (proposed by data requestors) 
with the data use limitations set by the institutions sub-
mitting the datasets to the NIH. Approved data users 
will agree, along with their home institutions, to follow 
specified principles and terms of use for the specific 
dataset provided. NIH will monitor data use prac-
tices over time to assure that policies and procedures 
for protecting participants and their interests remain 
robust (Confidentiality Certificate 2008).

Access to individual-level data housed in dbGaP is under 
the jurisdiction of the sponsoring institute, as identified on 
the study report page. The application for access or “Data 
Use Certification” must include the controlled dataset(s) to 
which the researcher is seeking access, a description of the 
proposed research use, and assurances that the data will only 
be used for approved research and will not be sold or shared 
with third parties, confidentiality will be protected, all appli-
cable laws, policies, and terms of use will be followed, and 
no attempts will be made to re-identify study participants, 
contributing investigators and funders will be acknowledged 
in publications, and data and conclusions derived from 
them will remain in the public domain, and annual research 
reports will be submitted to the relevant DAC. In the case of 
applications from non-NIH researchers, the principal inves-
tigator must be a tenure-track professor, senior scientist, or 
equivalent and complete a registration process (NIH 2018). 
Relevant here is the fact that dbGaP houses datasets gener-
ated in third countries and shares data with researchers in 
third countries, and there are no special standards for sharing 
with non-US researchers.

Turning to HIPAA, under the HIPAA Privacy Rule and 
Security Rules covered entities must designate a privacy 
official (sometimes referred to as the “privacy officer”) and 
a security official, respectively, with responsibility for the 
development and implementation of policies and proce-
dures to ensure compliance (OCR 2002, 2003). While it is 
fairly common for an expert in information technology to 
be assigned the role of security official, as the discussion 
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above suggests, the role includes identifying and managing 
risk through training and contracting as well as implementa-
tion of technical safeguards. These aspects of the position 
require an awareness of possible vulnerabilities related to 
international transactions.

Covered entities may also establish privacy boards to 
act upon requests for waiver (or alteration) of authoriza-
tion requirements under the Privacy Rule in lieu of an IRB. 
To approve a waiver request, a privacy board or IRB must 
determine that: (1) the use or disclosure of PHI involves no 
more than a minimal risk to the privacy of individuals, based 
on, at least, the presence of an adequate plan to protect the 
identifiers from improper use and disclosure, destroy them 
at the earliest opportunity (consistent with the conduct of 
the research, health and research considerations, and legal 
requirements), and adequate written assurances that the 
PHI will not be reused or redisclosed (except as required by 
law, for authorized research oversight, or for other permit-
ted research); (2) the research could not practicably be con-
ducted without the waiver or alteration; and (3) the research 
could not practicably be conducted without access to and 
use of the PHI (OCR 2002). Again, there is no discussion 
of special standards for research conducted by researchers 
based in third countries.

Future directions

There have been many twists and turns in the story of US 
foreign and trade policy in recent months. Certain devel-
opments could create challenges for global data sharing, 
although at this point any discussion of impact remains 
highly speculative. For example, in April 2018 the New 
York Times reported that the Trump administration is con-
sidering limiting the access of Chinese researchers to US 
technologies, based on national security and economic com-
petitiveness concerns. According to the report, “[t]he exact 
types of projects that would be subject to restrictions are 
unclear, but the measures could clamp down on collabo-
ration in advanced materials, software and other technolo-
gies at the heart of Beijing’s plan to dominate cutting-edge 
technologies like advanced microchips, artificial intelligence 
and electric cars” (Swanson and Bradsher 2018). Genomic 
data and tools for analysis are not mentioned, but some 
Chinese companies are exploring ways to employ artificial 
intelligence in the analysis of large collections of genomic 
or other health-related data. One of these companies, iCar-
bonX, recently made an investment in excess of $100 mil-
lion in PatientsLikeMe, based in Cambridge, Massachusetts 
(PatientsLikeMe 2017). PatientsLikeMe holds health-related 
data for more than 500,000 people. It is unclear whether 
there is a plan for iCarbonX to gain access to this data in 
exchange for its investment.

One modest change, distinct from these larger national 
security and international trade concerns, would be consist-
ent attention to global data sharing in consents. Given evi-
dence of public concerns, there is a normative and, likely, 
legal case for disclosing the possibility that genomic data 
will be transferred to third countries as part of the informed 
consent process. Indeed, one of the basic principles stated 
in the Consent Policy developed by the Global Alliance for 
Genomics and Health is that “[d]ata donors have right to not 
participate in international data sharing” (Global Alliance 
2015). The Public Population Project in Genomics and Soci-
ety (P3G) and International Policy interoperability and data 
Access Clearinghouse (IPAC) have crafted a generic inter-
national data sharing prospective consent form template for 
the Global Alliance that includes statements about interna-
tional aspects, including: “Your data will be used for interna-
tional research and may be moved and stored [in controlled-
access databases meeting international security and safety 
standards] in different countries… Your data will be shared 
with other researchers around the world and used in future 
biomedical research projects after ethics approval” (Global 
Alliance 2018). In light of public worries, the inclusion of 
information about safeguards and oversight is warranted. 
Furthermore, in the context of informed consent and general 
communications with the public, these kinds of disclosures 
should be complemented by information about the benefits 
of international data sharing, which provide the motivation 
for work to build a global medical information commons.

Finally, there are a number of developments pushing in 
the direction of a HIPAA update. Section 2063 of the Act 
directed DHHS to clarify requirements for authorizations 
for the use of PHI in future research (21st Century Cures 
2016; OCR 2017). That section of the Act also directed 
DHHS to convene a working group to consider whether 
HIPAA should be modified to permit greater use of PHI 
for research purposes. In February 2017, the National 
Committee on Vital and Health Statistics sent a letter 
to the Secretary of DHHS recommending development 
of guidance to enhance the protection of privacy in the 
management of de-identified data (e.g., through business 
associate agreements) and greater transparency regarding 
distribution of de-identified and limited data sets (e.g., 
investigation of the feasibility of tracking such disclosures 
and including them in responses to data subjects’ requests 
for accountings of disclosures) (Stead et al. 2017). And, 
in the wake of the Cambridge Analytica scandal, com-
mentators are giving serious consideration to the possible 
adoption of a general rule covering all personal data. A 
recent article by Cohen and Mello suggests three goals 
or guides for regulatory reform: avoiding undue burdens 
on the research and public health enterprises, giving indi-
viduals agency over their personal information “to the 
greatest extent commensurable with the first goal,” and 
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holding data users accountable for violations (2018). The 
European General Data Protection Regulation has been 
put forward as a possible model for federal legislation 
addressing HIPAA’s limitations (Cohen and Mello 2018; 
Butterworth 2018), although such a move would have to 
counter a general antipathy in the US toward following 
rather than leading.

Acknowledgements This work was supported by National Institute 
of Health National Human Genome Research Institute Grant R01 
HG008918. Thanks to Stacey Tovino for her close reading and helpful 
feedback.

Compliance with ethical standards 

Conflict of interest There is no conflict of interest.

Open Access This article is distributed under the terms of the Crea-
tive Commons Attribution 4.0 International License (http://creat iveco 
mmons .org/licen ses/by/4.0/), which permits unrestricted use, distribu-
tion, and reproduction in any medium, provided you give appropriate 
credit to the original author(s) and the source, provide a link to the 
Creative Commons license, and indicate if changes were made.

References

21st Century Cures Act (2016) Public Law No. 114-255
Beskow LM et al (2015) Informed consent for biobanking: consen-

sus-based guidelines for adequate comprehension. Genet Med 
17:226–232

Butterworth T (2018) Europe’s tough new digital privacy law should 
be a model for US policymakers. Vox. https ://www.vox.com/the-
big-idea/2018/3/26/17164 022/gdpr-europ e-priva cy-rules -faceb 
ook-data-prote ction -eu-cambr idge. Accessed 9 July 2018

Cohen IG, Mello MM (2018) HIPAA and protecting health information 
in the 21st century. JAMA 320:231–232

Collins FS, Varmus H (2015) A new initiative on precision medicine. 
N Engl J Med 372:793–795

Confidentiality Certificate No. HG-2009-01 issued to National Center 
for Biotechnology Information, National Library of Medicine, 
National Institutes of Health conducting research known as “The 
database for Genotype and Phenotype (dbGaP)” (2008). https ://
www.ncbi.nlm.nih.gov/proje cts/gap/cgi-bin/GetPd f.cgi?docum 
ent_name=Confi denti ality Certi ficat e.pdf. Accessed 27 May 2018

Department of Health and Human Services et al (2017) Final Rule: 
Federal Policy for the Protection of Human Subjects. 82 Federal 
Register 7149 (DHHS regulations to be codified at 45 CFR Part 
46)

Department of Health and Human Services et al (2018a) Federal Policy 
for the Protection of Human Subjects: delay of the revisions to the 
Federal Policy for the Protection of Human Subjects. 83 Federal 
Register 2885

Department of Health and Human Services et al (2018b) Federal Policy 
for the Protection of Human Subjects: six month delay of the 
general compliance date while allowing the use of three burden-
reducing provisions during the delay period. 83 Federal Register 
28497

Dove ES et al (2015) Genomic cloud computing: legal and ethical 
points to consider. Eur J Hum Genet 23:1271–1278

European Commission (2016) Commission Implementing Deci-
sion (EU) 2016/1250 pursuant to Directive 95/46/EC of the 
European Parliament and of the Council on the adequacy 
of the protection provided by the EU US Privacy Shield. 
https ://eur-lex.europ a.eu/legal -conte nt/EN/TXT/?uri=urise 
rv%3AOJ.L_.2016.207.01.0001.01.ENG. Accessed 9 July 2018

Federal Trade Commission (2009) Final Rule: Health Breach Notifica-
tion. 74 Federal Register 42961 (codified at 16 CFR Part 318)

Global Alliance for Genomics and Health (2015) Consent policy. 
https ://www.ga4gh .org/docs/ga4gh toolk it/regul atory andet hics/
Conse nt-Polic y-Final -27-May-2015.pdf. Accessed 27 May 2018

Global Alliance for Genomics and Health (2018) Consent tools. 
http://www.p3g.org/syste m/files /bioba nk_toolk it_docum ents/
GA4GH -Conse nt%20Too ls-FINAL %20%281%29.pdf. Accessed 
27 May 2018

Health Insurance Portability and Accountability Act (1996) Public 
Law 104-191

Lomas N (2018) EU parliament calls for Privacy Shield to be 
pulled until US complies. Techcrunch. https ://techc runch 
.com/2018/07/05/eu-parli ament -calls -for-priva cy-shiel d-to-be-
pulle d-until -us-compl ies. Accessed 9 July 2018

Majumder MA, Cook-Deegan R, McGuire AL (2016) Beyond our 
borders? Public resistance to global genomic data sharing. PLoS 
Biol 14(11):e2000206

McGee MK (2013) HIPAA Omnibus and offshore vendors: Will US 
regulators enforce actions against foreign BAs? Healthc Info 
Secur. https ://www.healt hcare infos ecuri ty.com/hipaa -omnib us-
offsh ore-vendo rs-a-5987. Accessed 27 May 2018

Milliard M (2016) Think offshoring PHI is safe? You may not be 
covered if a business associate breaches data. Healthcare IT, 
News. http://www.healt hcare itnew s.com/news/think -offsh oring 
-phi-safe-you-may-not-be-cover ed-if-busin ess-assoc iate-breac 
hes-data. Accessed 27 May 2018

National Human Genome Research Institute (2018) Informed consent 
for genomics research. https ://www.genom e.gov/27565 449/the-
infor med-conse nt-resou rce. Accessed 27 May 2018

National Institutes of Health (2014) Notice: Genomic Data Sharing 
Policy. 79 Federal Register 51345-51354

National Institutes of Health (2018) dbGaPAuthorized Access Por-
tal. https ://dbgap .ncbi.nlm.nih.gov/aa/wga.cgi?page=login . 
Accessed 9 July 2018

Office for Civil Rights (by delegation of authority from the Center 
for Medicare and Medicaid Services), Department of Health and 
Human Services (2003) Insurance reform: security standards 
(Security Rule). 68 Federal Register 8334 (as modified, codified 
at 45 CFR Parts 160, 164)

Office for Civil Rights, Department of Health and Human Services 
(2002) Standards for privacy of individually identifiable health 
information (Privacy Rule). 67 Federal Register 53181(as modi-
fied, codified at 45 CFR Parts 160, 164)

Office for Civil Rights, Department of Health and Human Services 
(2009) Breach notification for unsecured protected health infor-
mation (Breach Notification Rule). 74 Federal Register 42740 
(as modified, codified at 45 CFR Part 160, 164)

Office for Civil Rights, Department of Health and Human Services 
(2012) Guidance regarding methods for de-identification of 
Protected Health Information in accordance with the Health 
Insurance Portability and Accountability Act (HIPAA) Privacy 
Rule. https ://www.hhs.gov/hipaa /for-profe ssion als/priva cy/speci 
al-topic s/de-ident ifica tion/index .html. Accessed 27 May 2018

Office for Civil Rights, Department of Health and Human Services 
(2013) Modifications to the HIPAA privacy, security, enforce-
ment, and breach notification rules under the Health Informa-
tion Technology for Economic and Clinical Health Act and the 
Genetic Information Nondiscrimination Act. 78 Federal Regis-
ter 5565 (codified at 45 CFR Part 160, 164)

http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://www.vox.com/the-big-idea/2018/3/26/17164022/gdpr-europe-privacy-rules-facebook-data-protection-eu-cambridge
https://www.vox.com/the-big-idea/2018/3/26/17164022/gdpr-europe-privacy-rules-facebook-data-protection-eu-cambridge
https://www.vox.com/the-big-idea/2018/3/26/17164022/gdpr-europe-privacy-rules-facebook-data-protection-eu-cambridge
https://www.ncbi.nlm.nih.gov/projects/gap/cgi-bin/GetPdf.cgi?document_name=ConfidentialityCertificate.pdf
https://www.ncbi.nlm.nih.gov/projects/gap/cgi-bin/GetPdf.cgi?document_name=ConfidentialityCertificate.pdf
https://www.ncbi.nlm.nih.gov/projects/gap/cgi-bin/GetPdf.cgi?document_name=ConfidentialityCertificate.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207.01.0001.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207.01.0001.01.ENG
https://www.ga4gh.org/docs/ga4ghtoolkit/regulatoryandethics/Consent-Policy-Final-27-May-2015.pdf
https://www.ga4gh.org/docs/ga4ghtoolkit/regulatoryandethics/Consent-Policy-Final-27-May-2015.pdf
http://www.p3g.org/system/files/biobank_toolkit_documents/GA4GH-Consent%20Tools-FINAL%20%281%29.pdf
http://www.p3g.org/system/files/biobank_toolkit_documents/GA4GH-Consent%20Tools-FINAL%20%281%29.pdf
https://techcrunch.com/2018/07/05/eu-parliament-calls-for-privacy-shield-to-be-pulled-until-us-complies
https://techcrunch.com/2018/07/05/eu-parliament-calls-for-privacy-shield-to-be-pulled-until-us-complies
https://techcrunch.com/2018/07/05/eu-parliament-calls-for-privacy-shield-to-be-pulled-until-us-complies
https://www.healthcareinfosecurity.com/hipaa-omnibus-offshore-vendors-a-5987
https://www.healthcareinfosecurity.com/hipaa-omnibus-offshore-vendors-a-5987
http://www.healthcareitnews.com/news/think-offshoring-phi-safe-you-may-not-be-covered-if-business-associate-breaches-data
http://www.healthcareitnews.com/news/think-offshoring-phi-safe-you-may-not-be-covered-if-business-associate-breaches-data
http://www.healthcareitnews.com/news/think-offshoring-phi-safe-you-may-not-be-covered-if-business-associate-breaches-data
https://www.genome.gov/27565449/the-informed-consent-resource
https://www.genome.gov/27565449/the-informed-consent-resource
https://dbgap.ncbi.nlm.nih.gov/aa/wga.cgi?page=login
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html


655Human Genetics (2018) 137:647–655 

1 3

Office for Civil Rights, Department of Health and Human Services 
(2017) Research. https ://www.DHHS.gov/hipaa /for-profe ssion 
als/speci al-topic s/resea rch/index .html. Accessed 27 May 2018

Office for Civil Rights, Department of Health and Human Services 
(2018) Breach portal. https ://ocrpo rtal.DHHS.gov/ocr/breac h/
breac h_repor t.jsf. Accessed 27 May 2018

Office of Science Policy, National Institutes of Health (2018) Standard 
data use limitations. https ://osp.od.nih.gov/wp-conte nt/uploa ds/
stand ard_data_use_limit ation s.pdf. Accessed 27 May 2018

Office of the National Coordinator for Health Information Technol-
ogy, Department of Health and Human Services (2015) Guide 
to privacy and security of electronic health information. Version 
2.0. https ://www.healt hit.gov/sites /defau lt/files /pdf/priva cy/priva 
cy-and-secur ity-guide .pdf. Accessed 27 May 2018

PatientsLikeMe (2017) News Release: PatientsLikeMe Partners with 
iCarbonX and Secures $100 + Million Investment. http://news.
patie ntsli keme.com/press -relea se/patie ntsli keme-partn ers-icarb 
onx-and-secur es-100-milli on-inves tment . Accessed 27 May 2018

Prentice ED, Chair, Secretary’s Advisory Committee on Human 
Research Protections (2004) Letter to Hon. Tommy G. Thomp-
son Re: HIPAA-Health Insurance Portability and Accountabil-
ity Act. https ://www.DHHS.gov/ohrp/sachr p-commi ttee/recom 
menda tions /2004-septe mber-27-lette r/index .html. Accessed 27 
May 2018

Rich JL, Former Director Bureau of Consumer Protection, Federal 
Trade Commission (2016) Prepared Statement of the Federal 

Trade Commission On Opportunities and Challenges in Advanc-
ing Health Information Technology. Before the Subcommittee on 
Information Technology and the Subcommittee on Health, Ben-
efits, and Administrative Rules of the Oversight and Government 
Reform Committee, United States House of Representatives. https 
://www.ftc.gov/publi c-state ments /2016/03/prepa red-state ment-
feder al-trade -commi ssion -oppor tunit ies-chall enges . Accessed 
27 May 2018

Stead WW, Chair, National Committee on Vital and Health Statistics 
(2017) Letter to Hon. Thomas E. Price Re Recommendations on 
de-identification of Protected Health Information under HIPAA. 
https ://www.ncvhs .DHHS.gov/wp-conte nt/uploa ds/2013/12/2017-
Ltr-Priva cy-DeIde ntifi catio n-Feb-23-Final -w-sig.pdf. Accessed 
27 May 2018

Swanson A, Bradsher B (2018) US may limit access for Chi-
nese researchers. New York Times, A1. https ://www.nytim 
es.com/2018/04/30/us/polit ics/trump -china -resea rcher s-espio 
nage.html

The Electronic Medical Records and Genome (eMERGE) Network 
Consent and Community Consultation Workgroup Informed 
Consent Task Force (2009) Model consent language https ://www.
genom e.gov/pages /polic yethi cs/infor medco nsent /emerg emode 
llang uage2 009-12-15.pdf. Accessed 27 May 2018

https://www.DHHS.gov/hipaa/for-professionals/special-topics/research/index.html
https://www.DHHS.gov/hipaa/for-professionals/special-topics/research/index.html
https://ocrportal.DHHS.gov/ocr/breach/breach_report.jsf
https://ocrportal.DHHS.gov/ocr/breach/breach_report.jsf
https://osp.od.nih.gov/wp-content/uploads/standard_data_use_limitations.pdf
https://osp.od.nih.gov/wp-content/uploads/standard_data_use_limitations.pdf
https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://news.patientslikeme.com/press-release/patientslikeme-partners-icarbonx-and-secures-100-million-investment
http://news.patientslikeme.com/press-release/patientslikeme-partners-icarbonx-and-secures-100-million-investment
http://news.patientslikeme.com/press-release/patientslikeme-partners-icarbonx-and-secures-100-million-investment
https://www.DHHS.gov/ohrp/sachrp-committee/recommendations/2004-september-27-letter/index.html
https://www.DHHS.gov/ohrp/sachrp-committee/recommendations/2004-september-27-letter/index.html
https://www.ftc.gov/public-statements/2016/03/prepared-statement-federal-trade-commission-opportunities-challenges
https://www.ftc.gov/public-statements/2016/03/prepared-statement-federal-trade-commission-opportunities-challenges
https://www.ftc.gov/public-statements/2016/03/prepared-statement-federal-trade-commission-opportunities-challenges
https://www.ncvhs.DHHS.gov/wp-content/uploads/2013/12/2017-Ltr-Privacy-DeIdentification-Feb-23-Final-w-sig.pdf
https://www.ncvhs.DHHS.gov/wp-content/uploads/2013/12/2017-Ltr-Privacy-DeIdentification-Feb-23-Final-w-sig.pdf
https://www.nytimes.com/2018/04/30/us/politics/trump-china-researchers-espionage.html
https://www.nytimes.com/2018/04/30/us/politics/trump-china-researchers-espionage.html
https://www.nytimes.com/2018/04/30/us/politics/trump-china-researchers-espionage.html
https://www.genome.gov/pages/policyethics/informedconsent/emergemodellanguage2009-12-15.pdf
https://www.genome.gov/pages/policyethics/informedconsent/emergemodellanguage2009-12-15.pdf
https://www.genome.gov/pages/policyethics/informedconsent/emergemodellanguage2009-12-15.pdf

	United States: law and policy concerning transfer of genomic data to third countries
	Abstract
	Introduction
	Consent
	Privacy
	Security
	Compatible processingadequacy
	Oversight
	Future directions
	Acknowledgements 
	References


