
Authorization in C O R B A  Security 

Gfin te rKar jo th  

IBM ResearchDivision, Zurich Research Laboratory 
gkaOzurich.ibm.com 

Abstrac t .  Integration of security and object-oriented techniques is crit- 
ical for the successful deployment of distributed object systems. In De- 
cember of 1995, the Object Management Group published a security 
service specification called CORBA Security to handle security in object 
systems that conform to the Object Management Architecture. This pa- 
per provides a rigorous definition of the authorization part of CORBA 
Security. Its semantics is given in terms of an access control matrix. The 
dependencies among the authorization elements are analyzed and pos- 
sible interpretations for access control decision functions are given. The 
expressivity of the authorization model to define a wide range of policies, 
in particular mandatory access control, is discussed. 
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1 I n t r o d u c t i o n  

The Object Management Group (OMG) is a consortium of more than 700 soft- 
ware vendors, software developers, and end users. It has developed an object 
model and a reference architecture for the construction of applications that  in- 
terwork across diverse architectures and infrastructures using object-oriented 
techniques. The Object Management Architecture [10] defines the necessary fa- 
cilities, including at its core the Object Request Broker (ORB), a mechanism 
that  provides transparency of object location, activation, and communication. 
The Common Object Request Broker Architecture (CORBA) specification de- 
scribes the interfaces and services tha t  must be provided by compliant ORBs. 
Object Services to be shared by applications across all domains provide the basic 
functions for realizing distributed object solutions. Naming, events, persistence, 
transaction, and concurrency control are examples of object services. Security is 
regarded as a service as well. In their Object  Services RFP3 [9], which includes 
the OMG White Paper on Security [8] as an annex, OMG defines the require- 
ments for security in object systems that  conform to the Object Management 
Architecture. 

In December of 1995, OMG issued the CORBA Security specification [12], 
which defines the core security facilities and interfaces required to ensure a rea- 
sonable level of security of a CORBA-compliant system as a whole. The CORBA 
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Security specification includes a security model and architecture, the security 
facilities and interfaces available to application developers, administrators, and 
object system implementors, and a description of how security services affect 
the CORBA2 interoperability protocol [11]. The reference model describes how 
and where a secure system enforces security policies. The security architecture 
implements the security model. As security services have implications on the 
ORB as well as on most Object Services, Common Facilities, and object im- 
plementations, the CORBA Security specification also includes rules to express 
conformance to CORBA Security. 

CORBA Security provides services for authentication, delegation, authoriza- 
tion, quality of protection including privacy, non-repudiation, and audit. This 
visible security functionality uses other security functionality such as cryptogra- 
phy, which supports many of the above functions but is not visible outside the 
security services. Thus, to achieve independence of security technology, CORBA 
Security does not define cryptographic interfaces, nor does it propose any direct 
use of cryptography by application objects. 

Typically, distributed object systems support many more objects, generally 
several orders of magnitude more, than do language-based object systems [5]. 
For scalability, CORBA Security authorization provides the notions of privilege 
attributes (user groups, roles, etc.) and object groups to reduce the cardinality of 
the sets of subjects and objects and thus the size of the access matrix. Operations 
of an object's interface can also be grouped by assigning appropriate rights 
required for their invocation. This assignment partitions an object interface with 
different users/groups being authorized to different partitions. 

CORBA Security treats authorization as an independent semantic concept 
separate from its implementation in system-specific mechanisms. It is therefore 
necessary that the language representing the authorization have a formal se- 
mantics so that the meaning of an authorization statement can be precisely 
determined. This way, the security administrator as well as the CORBA Secu- 
rity implementor have the same understanding. This is particularly important 
as vendors of CORBA products begin to include implementations of the security 
specification. For example, the security service integrated with DSOM (IBM's 
Distributed System Object Model) was developed in accordance with OMG re- 
quirements and guidelines [2]. 

This paper provides a formal definition of authorization in CORBA Security 
as defined in document [12]. The semantics is given in terms of a protection 
state, the set of rights held by each individual subject, and an authorization 
scheme; i.e. a set of rules that lets the protection state evolve by the autonomous 
activities of the subjects. The dependencies among the authorization elements 
are analyzed, and possible interpretations for access control decision functions 
are given. 

The remainder of this paper is organized as follows. Section 2 provides a 
brief description of CORBA Security authorization. Section 3 introduces the 
formal model on which CORBA Security authorization is defined. The specifi- 
cation of CORBA Security authorization is developed in Section 4. It describes 
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the elements of CORBA Security authorization, defines possible access decision 
functions, and elaborates on the semantics of operations in the CORBA Se- 
curity administration interface. Section 5 presents a mandatory access control 
policy expressed within the CORBA Security model. Finally, Section 6 contains 
a discussion of open issues and presents conclusions. 

2 A c c e s s  C o n t r o l  i n  C O R B A  S e c u r i t y  

CORBA Security manages security policies based on the security attributes of 
resources and principals. It provides abstractions to reduce the size of access 
control information but also allows fine-grained access to individual operations 
rather than to the object as a whole. CORBA Security interfaces are object- 
oriented and shall allow polymorphic implementations of their constituent ob- 
jects based on different underlying mechanisms. Reference [12] defines a particu- 
lar access policy type based on privilege and control attributes and an associated 
management interface. All access decisions on object invocation are made via a 
standard access decision interface, no matter which objects define the policy and 
implement the access decision. 

Principals are users or processes accountable for the actions associated with 
some user. Depending on a given security policy, a principal may have certain 
privilege attributes which can be used for access control such as access identities, 
roles, groups, security clearance, or capabilities. At any time, the principal may 
choose to use only a subset of the privilege attributes it is permitted to use 
in order to establish its rights to access objects. On the other hand, control 
attributes are associated with the target. Examples are ACLs and information 
used in label-based schemes. 

The access control model, depicted in Fig. 1, allows access control policies 
to be defined at two levels: at object invocation and within the application. The 
access decision function bases its decision on the current privilege attributes 
of the principal, the operation to be performed, and the control attributes of 
the target object. Although applications can enforce their own access policy, no 
standard application access policy is defined. Therefore, we deal only with object 
invocation access policies and focus on access policy controlled at the target side, 
the most interesting case. 

A Security Policy Domain is the set of objects to which common security poli- 
cies apply. The domain itself is not an object. Security policy domains permit 
application of security policy information to security-unaware objects without 
requiring changes to their interfaces (by associating the security policy man- 
agement interfaces with the domain rather than with the objects to which the 
policy is applied). Security policy domains provide leverage for dealing with the 
problem of scale in security policy management (domain granularity rather than 
object instance granularity). 

The CORBA Security reference model allows objects (and domains) to be 
members of multiple domains. The policies that apply to an object are those of 
all its enclosing domains. However, document [12] does not specify policy com- 
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Fig. 1. The Access Control Model 

position rules, nor are problems of consistency, complexity, and administration 
addressed. 

A Domain Access Policy grants a set of principals a specified set of rights to 
perform operations on all objects in the domain. A representation of a particular 
access policy is given in Table 1. This table resembles the traditional access 
control list and defines the rights of subjects on objects in a given domain. 

Table 1. Domain Access Policy (Granted Rights) 

Privilege 
Attribute 

ac(:ess..id:a 1 

Delegation State 

initiator 

ac(:ess_id:al delegate 

group:gl initiator 

group:g2 initiator 

Granted Rights 

corba: gs- 
other: -u-m-s 
corba: g-- 
other: 
corba: g-- 
other: -u---s 
corba: gs- 
other: 

Compared with the structure of a usual access control list, we notice three 
differences. First, to simplify administration, a Domain Access Policy aggregates 
principals for access control by using their privilege attributes ~ subject entries. 
User identities are considered to be a special case of privilege attributes. Sec- 
ond, a Domain Access Policy allows different rights to be granted depending 
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on whether a privilege at tr ibute is used by a delegate or by an initiator. Thus, 
the "subject" in the traditional sense of access control is the combination of a 
set of privilege attr ibutes and a delegation state. Third, to cope with different 
needs to express authorization, rights are classified into sets of "access con- 
trol types",  named rights .families. However, CORBA Security defines only one 
RightsFamily 1, the "corba" family, containing the three rights g (get), s (set), 
and m (manage). Rights are always classified by the name of the RightsFamily 
to which they belong. CORBA Security implementations are free to define and 
provide additional rights families, although doing so is discouraged in order to 
keep the complexity of the administrator 's  model low. To give an example of 
another rights family, we let RightsFamily other = {g, u,  o,m, t ,  s} contain the 
rights g (guest), u (user), o (operator), m (administrator),  t (auditor), and s 
(super). 

For example, Table 1 grants user al the rights g and s of rights family 
co rba  and the rights u, m, and s of rights family o t h e r  when in delegation 
state "initiator". However, when the access request of user al is performed in 
delegation state "delegate", it only possesses the right co rba :g .  

An AccessPolicy object grants rights to privilege attributes. In contrast, a 
RequiredRights object defines that  for the invocation of each operation in the 
interface of a secure object, some set of rights is required. An example of a 
RequiredRights object is shown in Table 2 in the form of a table. This table 
defines the rights required to gain access to each specific operation of an object. 
There is also a mechanism to specify whether a user needs all the rights in an 
operation's required rights entry to execute that  operation (AND semantics) or 
whether it is sufficient to match any right within the entry (OR semantics). 

Table 2. Required Rights 

Required Rights 
Rights 

Combinatol 

corba: - s -  ~1  

corba: gs- any 
corba: gs- all 
other:  ---m-s all 
other: g-om-s any 

Operation Interface 

/at 
e l  

m 2  

m l  
c2 

m 2  

m 3  C3 

Required rights are assigned on an "interface" basis and not on an "instance" 
basis. Hence, no change to existing object interfaces is necessary to assign re- 
quired rights. But also all instances of an interface, therefore, will always have 
the same required rights. 

The AccessDecision object determines the validity of invocation requests that  
rely on the privilege and control at tr ibutes provided by AccessPolicy and Re- 
quiredRights objects. There are no explicit rules on how to calculate the ac- 

1 Objects/interfaces occurring in [12] are denoted by capitalized names. 
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cess decision. Derived from the examples given in document  [12], the following 
(partial) rule can be defined: A requestor will be granted authori ty  to execute 
operation m of object  o if the credential associated with the request contains a 
privilege a t t r ibute  tha t  grants a right into a domain containing object o and if 
the same right is also included in the RequiredRights table of operation m. In 
other words, operat ion m will be executed if the requestors 's  rights match at least 
one of the rights specified in the operat ion's  entry of the RequiredRights table. 
For example,  a user who is granted any right in an operat ion 's  RequiredRights 
table entry is authorized to invoke the operation. 

User  Pr iv i lege  A t t r i b u t e  
Ul la lTgl  
~2 a2, a3 
u3 g2 

(a) User Privileges 

Table 3. Groupings 

Objec t  D o m a i n  
ol, o2, 05, os, o12 dl 

d2 08, 09 

(b) Object Domains 

Object s  Interface 
O1~O8 iCl 
02,05 C2 

O12 C3 

(c) Object Interfaces 

Let Table 1 define the access policy of domain dl and let Table 2 prescribe 
the required rights for interfaces cl ,  c2, and c3. In the context of the grouping 
provided in Table 3, CORBA Security authorizat ion gives access granted by the 
AccessPolicy of domain dl in at least the following cases: 

- ul can execute operations ml  and m2 of objects o l ,os  as an initiator but 
may execute only operat ion m2 as a delegate. 

- ul can execute operations ml  and m2 of objects 02,05 as an initiator but 
may execute no operations of 02 and 05 as a delegate. 

- members  of group g2 can execute operation m2 of objects 02, 05 as an initiator 
but may execute no operations of 02 and 05 as a delegate. 

In CORBA Security [12, p. 15-130], it is left open how an AccessPolicy object 
combines rights granted by different Privilege Att r ibute  entries, in the case tha t  
a subject has more than  one privilege a t t r ibute  to which the AccessPolicy grants 
rights. As mentioned above, there are no composit ion rules for domain hierarchies 
either. This undefinedness leads to different interpretat ions and, therefore, to 
different access control decision functions (see Section 4.2). 

With respect to the above scenario, for example,  it is not clear whether Ul as 
a delegate may  execute operation m 3 of object  o12 if the request carries privilege 
at tr ibutes al and gl. As privilege at t r ibute al does not grant  access, a POSIX- 
based access decision function would deny access. Thus, to conform to POSIX, 
the access decision function has to implement an evaluation order on privilege 
at t r ibute  types or on overlapping domains. This would also enable one to realize 
some kind of exception handling policy, e.g. "all members  of group X except 
user u". 

CORBA Security authorization enables the formulation of access control poli- 
cies where a role is combined with a group membership,  e.g. "Only somebody 
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who is a manager and a member of project-X is allowed to change project X's 
time schedule". 

3 A Formal  M o d e l  of  A u t h o r i z a t i o n  

We use Lampson's access matr ix  model as defined by Harrison, Ruzzo, and 
Ullman [4] but  in a less restricted form. The model makes use of two concepts, 
the protection system and its state, the latter represented by an access matrix, 
in which a set of subjects (e.g. users) is granted rights to perform operations on 
a set of objects. 

A protection system consists of a finite collection of commands to change 
the protection state. The execution of a command is controlled by a boolean 
condition on the current contents of the access matrix. For each command, the 
authority to execute as well as its effect on the protection state have to be 
specified. The scheme is defined by the security administrator when the system 
is first set up and thereafter remains fixed. 

D e f i n i t i o n  1. A protection system consists of a finite set T~ of generic rights 
and a finite set of commands of the form: 

c o m m a n d  c~(X1, Z 2 ,  . . . , Zk) 
i f  rl e [X81, Xol] A r2 e [Zs2, Xo2] A . . .  
t h e n  opl, op2, . . .  

e n d  

Here, a is a name and X 1 , . . . ,  Xk  are formal parameters, each Xi being either a 
subject or an object. Subscripts s, si, o, and oi are integers in the range 1 . . .  k 
indicating whether a parameter  is a subject or an object. Each ri is a right and 
each opi is one of the primitive operations 

e n t e r  r i n t o  [Xs, Xo] 
d e l e t e  r f r o m  [Xs, Xo] 
c r e a t e  s u b j e c t  Xs 
c r e a t e  o b j e c t  Xo 
d e s t r o y  s u b j e c t  Xs 
d e s t r o y  o b j e c t  Xo 

whereby each s and o is an integer in the range 1 . . .  k, k being the number of 
parameters in the command, Xs denoting a subject, and Xo denoting an object. 

D e f i n i t i o n  2. A state of a protection system is a triple (S,O,  M I where S is 
the set of subjects, 0 is the set of objects and M is an access matrix with a row 
for every subject in S and a column for every object in O. M[s, of is a subset of 
rights to object o possessed by subject s. 

The set of commands lets the state evolve by the autonomous activity of the 
subjects. Each command may specify a test for the presence of certain rights in 
certain positions of the matr ix  verifying that  the action to be performed by the 
command is authorized. Each operation defines some modification to be made 
to the access matrix. 
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4 T h e  A u t h o r i z a t i o n  S p e c i f i c a t i o n  

In this section, we develop a specification that  defines the semantics of autho- 
rization in the CORBA Security model as described in Section 2. 

4.1 Structure 

Let 7~ be the set of rights, the elements of which are denoted by r. RightsFam- 
ilies subdivide ~ into sets of rights types. Not all subsets of T~ are legal rights 
types. We require tha t  ~ contain at least the rights type corba = {g, s,m}. The 
distinguished symbol ~/shall  be a member of 7~. 

Let (9 denote the set of objects and let 7) denote the set of domains. We 
assume a relation domain: (9 • 7) tha t  assigns objects to domains. We denote 
the set of object interfaces by C and require that  an object has at least one 
interface. The relation interface: (9 x g gives the interfaces to which an object 
belongs. To reduce the cardinality of the set of operation names, we number the 
operations of each interface: ml ,  m2 , . . . .  Let A/[ denote this set, whose cardinality 
is determined by the interface with the largest number of operations. If Af is the 
set of all operations, function name : X • g --~ A/[ returns the index of a operation 
with respect to a given interface. By means of (m, c), where m is the index of 
the operation and c is the name of the interface to which the operation belongs, 
we uniquely identify an operation. 

Let P denote the set of privilege attributes, possibly subdivided, for example, 
into the set of access identifiers, user groups, and roles. A privilege at tr ibute type 
such as group or role may also possess an internal structure, e.g. a hierarchical 
order that  could be employed in the access decision function. 

Let b /denote  the set of principals or users, the active entities in the system. 
The relationship between users and privilege at tr ibute types is defined outside 
of the CORBA Security specification. For example, if there is a unique access 
identifier for each user, the set of users and the set of access identifiers may 
coincide. To give an example of the use of privilege attributes,  we consider two 
kinds of privilege at t r ibute  types, the set of access identifiers ,4 and the set of 
user groups G. We require that  relation accId: .4 x /4  uniquely identifies the user 
associated with each access identifier, i.e. there is no access identifier shared by 
two users: 

v,:, e ..4, e / 4 :  e ace!dA e aecId) = (1) 

As the CORBA Security specification imposes no structure on a usrGrp: ~ • 
/4 relation, e.g. groups may be members of other groups, we model privilege 
at tr ibute types as fiat structures. 

To distinguish between privileges used in different delegation states, we as- 
sume a set 7 5 of privileges used in state d e l e g a t e .  Correspondingly, we call p the 
privilege p used in state d e l e g a t e .  Finally, the authorization units of CORBA 
Security is the set $ = 7 ) U 75. 

With the above description of the elements of the CORBA Security model 
we now can give a formal definition of its structure. 
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Def ini t ion 3. A CORBA Security state parameterized by a set T~ of rights is a 
triple <S, O, M> where S = S U (9 U .~4 is the set o/subjects, 0 = b[ tJ 7) U C is 
the set of objects and M is an access matrix. 

The access matrix combines all authorization information and thus provides a 
uniform framework. Subjects and objects are (implicitly) typed and divide the 
matrix into partitions, some of which are empty. Consistency checks become 
easier. It is also interesting to note that in the CORBA Security access matrix 
target objects occur as subject entries and users occur as object entries. This 
shows clearly that authorization in CORBA Security refers to privilege attributes 
(security subjects) and domains (security objects). 

Table 4. The access matrix of CORBA Security Authorization 

Objects 
Subjects ~ 

a i  ~ /  I gs . . . .  I 

a-7 

V 

g2 

O1 

02 

05 

08 

09 

O12 

m l  

m 2  

/rt3 

7 

7 
iiiiiiiiiiii~iiiiiiiiiiiiiiiiiiiiiii ~. iiii ~i~iiii~i~ ~iiii~i~iiiiiiiiiiiii~ii~i~iiiiil 

N 

r 

la:-s- 
I:gs- 

----V--- 

~:gs- 
&:---m-s 

l:g-om-s 

Table 4 illustrates the structure of a CORBA Security state. In the matrix, 
partition Domains = M[(9,7)] defines relation domain, partition Jnter/aces = 
M[(9, C/defines relation inter/ace, partition Access Identifiers = M[.4, L/] defines 
relation accId, and partition User Groups = M[0,L/] defines relation usrGrp. 
Thus, we can also give a concrete definition of the four relations as follows: 

accld(u) = {a I ~ / e  [a, u]} 

usrVrp(u) = {gl ~ /e  [g,u]} 

domain(o) = {a I ~/E [o, d]} 

inter/ace(o) = {c I ~ /6  [o, c]} 
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Finally, partition R R  = M[H,  g] defines the rights required to invoke an opera- 
tion, and partition G R  = M[8, :D] defines the set of rights granted to privilege 
attributes. 

Table 4 combines the information expressed in Tables 1, 2, and 3. In addition, 
it defines an access policy for domain d2. For space limitations, symbol '&' shall 
denote the 'All' rights combinator and symbol '1' shall denote the 'Any' rights 
combinator. Moreover, rights are not prefixed by the name of their RightsFamily. 

To ensure that  an access decision function (see below) always returns a valid 
result, a CORBA Security state has to satisfy certain constraints. 

Def in i t ion  4. A well-formed CORBA Security state is a state (S, O, M)  in 
which the access matrix satisfies the following condition: 

V o e O 3 d E l )  : dEdomain(o)  

The above condition expresses that  each access-controlled object in a CORBA 
system must be a member of at least one domain [12, p. 15-130]. 

4.2 Access  Contro l  Dec i s ion  

In this subsection, we define how access decisions are taken. In Fig. 2, links 
relate the elements of the access control policy as expressed in Tables 1 and 2 
(CORBA Security tables) and in Table 4 (access matrix). In Fig. 2, the structure 
of privilege attributes and domains is flattened, e.g. a domain refers to all objects 
that  transitively belong to it. 

Privilege 
User Attribute 

~2 

~3 

Domain Object Interface Method 

01 

............. ....................................... o2 

........... ~ , ~  mz 

~ m l  

,,, 09 ~ : ~ m 2  

..... ' o12 ~ ' ~ ' ~  c3 ~ S m 3  

Fig. 2. Associations between the CORBA Security authorization elements 

If we assume that  an object invocation request carries all privilege attributes 
of the initiating user, the task of an Access Decision Function could then be 
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described as follows: check whether the requesting user is connected with the 
demanded operation via the object on which the operation should be executed. 
In the case of an OR semantics, the existence of one path labeled twice with the 
same right (neglecting v0 would be sufficient to grant the request. 

However, as CORBA Security distinguishes whether a principal acts as the 
initiator of or as a delegate within a chain of calls, different rights are granted 
to the principal associated with the object invocation request. Thus, the above 
description of the CORBA access discipline is not complete. Dependent on the 
delegation options in use, an object invocation request may carry the privileges 
of several principals. In the following, we restrict our formalization to the case 
where only the privileges of the initiator of the call chain are carried with the 
request. Let function PA(u) denote the set of privilege attributes assigned to 
user u, implicitly determining whether the request was issued in i n i t i a t o r  or 
d e l e g a t e  state. 

Disjunctive Semantics ( A n y R i g h t )  CORBA Security grants access to user 
u for an object o by operation m if there exists a right r which occurs in a cell 
belonging to a privilege at tr ibute p and a domain d and the same right occurs 
in a cell belonging to operation m and the interface of object o. The privilege 
at t r ibute  p must be included in the user's request and can be an access identifier 
or a group membership. Object o must be a member of domain d. 

D e f i n i t i o n  5. An OR-based access decision function permits a request of user 
u to execute operation m on object o i] it holds that: 

3p, c ,d , r  : p E S , d  E I ) ,c  E C,r E T~ : 

p E PA(u) A d E domain(o) A c E interface(o) A r E [p, d] A r E [m, c] (2) 

Note that  the above formula requires the existence of at least one right in both 
the GrantedRights table entry and the Required Rights table entry in order to 
allow access, i.e. if the RequiredRights table entry is empty (] : - - - ) ,  access is 
denied to all users. 

As all sets in Formula 2 are finite, we can completely express the decision 
function in propositional logic: 

V ~ /E  ~p ,u ]A(V ~/E [ o , d ] A ( V  x / E  [ o , c ] A ( V r  E ~,a~Ar E [m,e]))) (3) 
pES dET) cEC rET~ 

In Formula 3, disjunction is over privilege attributes, interfaces, domains, and 
rights, making the underlying "or" semantics explicit. A user receives the union 
of the rights of the privilege attr ibutes she owns, an operation receives the union 
of the rights of the domains to which it belongs, and a RequiredRights table 
entry ORs all its rights. 

C o n j u n c t i v e  S e m a n t i c s  ( A l l R i g h t s )  If the access permission depends on all 
rights set in the RequiredRights table entry, the access decision function must 
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compute the AND semantics as follows: 

V v ( V  [o,d]^(V [o,c]^ (h r r [,,,d]))) 
pES dET) cEC rET:~ 

(4) 
Note that the above formula permits any user to execute an operation if the 
operation's RequiredRights table entry is empty (~:--- ) .  However, it requires 
further that there be one domain d that grants all the necessary rights to re- 
quester u. For example, if the RequiredRights table entry for a certain operation 
requires the possession of rights g and s, the request of a principal being granted 
right g for domain dl and right s for domain d2 would be rejected even if the 
interface is contained in both domains. 

To allow for the most liberal case where (granted) rights can be cumulated 
through different privilege attributes (access identifier/group) and through dif- 
ferent domains, the access control function has to be adapted as follows: 

V , / e  [o, c] ̂  A ,  e ira, c] 
cEC rET~ 

V x/E [p,u]A ( V  x / e  [o,d]Ar e [p,d]) (5) 
pES dED 

Although it might be debatable whether it is of practical use to combine access 
rights gained through different means, e.g. user group membership and role asso- 
ciation, we employ this particular access policy in order to be able to implement 
the access policy expressed at the end of Section 2. 

D e f i n i t i o n  6. A n  AND-based  access decision funct ion permits  a request of  user 
u to execute operation m on object o i f  it holds that: 

3 c : c E C :  V r E ~ :  cEinterface(o) A r E  [m,c] 

3p, d : p E $, d E 7:) : p E Ph(u) ^ d e domain(o) A r E [p, d] 

Compared with OR semantics, computation complexity is greater as one has to 
check for each right in the RequiredRights table whether the same right occurred 
in the GrantedRights table. However, if CORBA Security authorization is to be 
implemented using DCE, an AND semantics fits well. Otherwise, the CORBA 
Security authorization oracle would have to call the DCE access control function, 
e.g. dce_acl_is_client_authorized, for each right in the GrantedRights table 
entry until a match is found. 

4.3 A d m i n i s t r a t i o n  Interface  

For security administration, CORBA Security defines a basic interface for the 
maintenance of Domain Access Policies and Required Rights. However, there 
are no interfaces to manage domain membership and the structure of domains. 
The management of privilege attributes is left open, too. To complete the defi- 
nition of CORBA Security authorization, we briefly discuss how administration 
operations could be given a semantics as well. 
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The execution of any CORBA Security administration operation modifies 
the state of the access matrix. Thus, they have to be modelled as commands 
of the protection system (see Def. 1). On the other hand, these operations are 
subject to access control as well and should occur as operations listed in the 
subject dimension of the access matrix. However, in their most abstract form, 
not prescribing any particular implementation, the administration operations 
would merely occur as commands. 

In CORBA Security authorization, ownership is separated from administra- 
tion, i.e. authorization data itself is not protected by special rights auch as the 
control right in DCE. To show how administration operations can be managed 
in this paradigm, we assume that there are special protection objects, one for 
each cell of the access matrix. However, we leave it open how these protection 
objects are grouped into domains, one for each set of 'cell objects' controlled by 
the same access policy. For example, the domain PGR could define the access 
policy for the administration of partition GR if the power of granting rights is 
controlled by only one access policy. 

As an example of operations that change the contents of the matrix, the 
command below grants right g (to perform get operations on objects that are 
members of domain d) to the privilege attribute named p: 

c o m m a n d  grantRightg(sA,p,d) 
if mE[sA,PGR] 
t h e n  enter  g into [p, d] 

end 

In the above command, the security administrator 8A is authorized to perform 
this command if she, for example, possesses right m on domain PGR. However, for 
this to work, we have to make the implicit assumption that the first parameter 
of a command always names the requestor of the operation. 

5 M a n d a t o r y  A c c e s s  C o n t r o l  P o l i c i e s  i n  C O R B A  S e c u r i t y  

In this section we implement a label-based access control policy to demonstrate 
the expressivity of CORBA Security authorization. First, we introduce another 
rights type called labelRights. Assuming three security levels, this rights type 
consists of the individual rights rl, r2, r3, Wl, w2, and w3. For example, right r3 
expresses a higher security level than r2 does. 

Security labels are attached to subjects and objects. A label on subjects is 
called a security clearance. A label on objects is called a security classification. 
We model security clearances by creating a domain called LABEL and grant 
each subject label rights according to her clearance. For example, if subject s 
has clearance 2 she gets rights rl, r2, w2, and w3, denoting that she can read all 
objects of classification 2 or lower, and that she can write on all objects with 
the same classification or higher. 

As access control granularity in CORBA Security is on the operation level, we 
have to determine the classification level of each operation. For all MAC schemes 
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it is assumed that  each operation has either read or write characteristics. These 
levels are written into the RequiredRights table. All objects are members of 
domain L A B E L .  

Let function R R ( m )  give the set of required rights to invoke operation m = 
(n, c). Assume the above subject s wants to invoke operation ml ,  where R R ( m l )  = 

{rl}. Access is allowed as the right rl is granted to subject s as well as being 
included in the RequiredRights table of operation ml.  Assume further that  we 
have R R ( m 2 )  = {wl) and R R ( m 3 )  = {w3}. Then the same subject s is allowed 
to invoke operation m3 but is not allowed to invoke operation m2 (no write-down, 
*-property). Note that  this scheme works with both OR and AND semantics. 

Table 5 gives an example of a CORBA Security matrix expressing a manda- 
tory access control policy. Note that  there is only one domain named L A B E L .  

For example, operation ml of interface c2 can be executed by subject a2 as this 
subject has clearance level 2 and therefore possesses label right r2. Subject al 
with clearance level 1 is not allowed to execute this operation but  may execute 
operation m2 of interface c4 (write-up). 

Table 5. Mandatory Access Control in CORBA Security 

Objects  
Subjects  u l  u2 u3 L A B E L  cl c~ c3 c4 

al ~/ x/ rl,wl,w2,w3 

a3 x/ r l , r 2 , r3 ,w3  

: ~ ~: 

os ~/ , /  
m l  

m 2  

Administration can be simplified if there were rights groups as follows: rights 
group R2 would include rights rl and r2; rights group R3 would include rights 
rl ,  r2, and r3. Similarly, rights group Wl  would include rights wl, w2, and w3 
and rights group W2 rights w2 and w3. This means that an administrator would 
give a subject with clearance level 2 the rights groups R2 and W2 instead of the 
rights rl ,  r2, w2, and w3. 

A DAC policy augmented with mandatory  access control to enforce infor- 
mation flow policies could be implemented as well. There is a (simple) solution 
for an AND-based access decision function and a more complex solution for an 
OR-based access decision function using the technique illustrated in [14]. 
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We presented a formalization of the authorization scheme in CORBA Security. 
By providing an access matrix, we defined the structure and the consistency 
requirements of an CORBA Security authorization state. The definition of asso- 
ciated access decision functions showed clearly the underlying union semantics 
of CORBA Security authorization. A set of commands defined the semantics of 
the CORBA Security interface. CORBA Security access policy enforcement is 
independent of a particular policy. We showed that multilevel operations can be 
implemented as requested in [3]. The implementation of compartmented-mode 
operations, however, would require extensions. 

The current definition of CORBA Security authorization does not address the 
specification of default access rights for newly created objects. Although CORBA 
Security authorization has been specified in an object-oriented paradigm, the 
current document [12] gives no advice on how to administer object-oriented data 
systems beneficially [15]. Some application domains need a finer authorization 
granularity, for example different access policies may apply to different objects 
of the same type. A work-around would be to introduce either different inter- 
faces for the same class or have different policy settings for the same interface 
in different domains. However, access policies based on object method param- 
eters values (input and/or output) can only be implemented in security-aware 
applications and therefore would suffer from interoperability problems. 

Compared with other authorization models [1, 6, 7], in particular those de- 
signed for object-oriented database systems, CORBA Security authorization 
lacks the notions of composite and compound subjects, hierarchies (of groups, 
roles, domains, rights), and negative rights. These models allow one to derive 
(implicit) authorizations from the relationships among subjects, objects (and in 
particular along the interface inheritance hierarchy), and rights, mostly by pro- 
viding explicit derivation rules. A rich structure is therefore beneficial. However, 
a tradeoff is always necessary between the complexity of the derivation system 
and the understandability for a human being. 

To foster analysis of secure CORBA systems, it would be interesting to see 
how much of our access matrix model could be mapped on Sandhu's Typed Ac- 
cess Matrix model [13]. Accompanied by a logical language, consistency require- 
ments could be axiomatized. In Definition 4, we formalized the simple consistency 
property of CORBA Security that each access-controlled object in a CORBA 
system must be a member of at least one domain. Thus, to check whether a 
given CORBA Security state is well-formed, it is sufficient to show that there is 
no empty row in partition Domains. More complex consistency properties could 
be defined, for example that a user request in delegate mode should have fewer 
privileges than in initiator mode. The axiomatization would also be the basis for 
identifying conflicts in access control policies when they are composed and then 
share common elements. 
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