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Abstract. We use a number of the examples presented in [Ting 1990] to 
illustrate how the formal theory of normative positions may serve as a tool for 
clarifying, and making precise, the specification of security requirements, 
particularly in regard to access control. We describe the basic features of the 
theory of normative positions (which has its roots in the analytical theory of 
law), and of the modal logics (deontic and action logics) involved in its 
formulation. We then indicate three levels of software we have under 
development, which aim to turn the analytical procedures into a practical tool. 
Our concluding remarks relate our discussion of Ting's examples to some 
particular issues in the formal specification of computer systems. 

1. Introduction 

In computer systems where the security of sensitive or confidential data is of high 
priority, it will be essential to provide a precise and exhaustive characterisation of the 
access rights of various classes of users to this information. These remarks apply to 
the need for a precise specification of the mechanisms for controlling access to data, 
as well as to more general constraints pertaining to the organisation into which the 
computer system is introduced. This paper concerns the contribution that can be made 
to such questions by formal tools developed originally in the analytic study of law. 
The main formal tools are deontic logic - the logic of obligation and permission -
and the logic of action. The paper contains a general position statement and a specific 
proposal. 

We are not the first to have suggested the use of deontic logic in the specification 
of computer systems, of course. In the field of computer security specifically, 
Minsky and Lockman [1985] have argued for the need to introduce deontic operators 
in languages for specifying authorization mechanisms in databases and operating 
systems; [Glasgow et al. 1990] and [Bieber & Cuppens 1991] have discussed the 
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application of deontic and epistemic logics to the formal specification of computer 
security policies and protocols (and see also [Syverson 1990] who presents an 
epistemic logic for representing cryptographic protocols). [Meyer & Wieringa 1991] 
is a recent collection of papers on the applications of deontic logic in computer 
science more generally. 

We base our presentation on a series of questions raised by Ting in a discussion 
paper presented at the 1989 IFIP WGII.3 Workshop on Database Security [Ting 
1990]. Ting takes as his example the case where a computerised database of patients' 
medical records was introduced into a mental health institution and the security 
requirements that were thrown up by this application. His main theme is that, in such 
applications, the design of the computer system's access control mechanisms cannot 
be divorced from more general considerations concerning the operation of, in this 
case, the hospital; his observation is that the relationships between the organisational 
and computer-technical requirements are poorly understood; and his main concern is 
that there is an urgent need for a formal framework in which these requirements can 
be expressed and analysed precisely. We argue that important contributions can be 
made to these questions by looking to the existing body of work in the formal 
analytical study of law. 

Our general position statement is this. The interaction of agents (some or all of 
whom may be human, and some or all of which may be computer systems) may for 
certain purposes fruitfully be viewed as governed by norms. The characterisation and 
specification of interaction may thus usefully be expressed, for certain purposes, in 
terms of what the agents are in fact doing, what they are permitted to do, and what 
they are obliged to do. One then views the interacting agents as components in a 
normative system or, as we also like to say, one adopts the normative systems 
perspective. 

The specific proposal in this paper is to apply the Kanger-Lindahl theory of 
normative positions to the analysis and specification of security policies of the type 
identified by Ting. More precisely, our proposal is to apply the method by which 
these theories are constructed rather than their results directly. The theory of 
normative positions seeks to explicate what the legal theorist Hohfeld called the 
'fundamental legal conceptions'- duty, right, privilege, immunity, power, and so on, 
leading to questions of authority and responsibility. The work falls in the 
jurisprudential tradition of Austin, Bentham and Hohfeld; the pioneering contribution 
of Kanger was to apply formal techniques - deontic logic and the logic of action - to 
the analysis of these complex notions. Lindahl develops Kanger's theory further; his 
exposition [Lindahl 1977] provides an excellent introduction to the general area. 

Ting's example was identified and brought to our attention by Philip Morris, in 
response to a suggestion (by Jones) that the Kanger-Lindahl theories could make a 
valuable contribution to the solution of specification problems arising in computer 
security. In [Morris & McDermid 1991] Kanger's version is presented, in which there 
are 26 distinguishable notions of 'right', together with a propased way of applying 
the results of this theory to the analysis of access rights in computer systems. Morris 
and McDermid's proposal, which requires the right-granting authority to be 
identified, is not the way we would have chosen to present or apply Kanger's results. 
But much more importantly than this, we believe that the main contribution of the 
Kanger-Lindahl framework to computer security lies not in their specific results, but 
in the method they use to construct their theories. The point, as we see it, is not that 
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there are 26 distinguishable notions of 'right' (in Kanger's theory of two-agent rights 
relations), or 35 (in Lindahl's individualistic two-agent theory), or 127 (in Lindahl's 
collectivisitic two-agent theory), or whatever. The fundamental point is that there is a 
formal framework, and a systematic procedure, for undertaking an analysis of at least 
some of the key questions raised by Ting concerning the specification of access 
rights. 

The paper is organised as follows. Section 2 presents our variant of the Kanger
Lindahl method, and uses an example taken from Ting to motivate the development 
and to illustrate some of the complexities that can be brought out. Section 3 identifies 
some further refinements to the formal language that we plan to incorporate to 
increase expressive power. Section 4 gives a brief description of the software tools 
we are developing to support practical applications. Section 5 makes some further 
remarks concerning the specification of computer systems. 

2. Normative positions 

Ting [1990, p5] says: 
" ... the patient does not have the right to read his or her own record ... " 

Is the formalisation of this sentence a straightforward matter? We shall argue that 
where a precise and exhaustive characterisation of rights is called for then 
complexities of various kinds are unavoidable. We shall also argue that there 
nevertheless exist formal methods whose application facilitates the systematic 
investigation of these complexities. 

We start by changing the example in two ways: presumably, the patient's reading 
behaviour will be controlled by exercising control over his or her access to the 
records, so we first rephrase the example as: 

"The patient does not have the right to have access to his or her own record." 
A less trivial change, on which we shall comment later in the paper, replaces the 
reference to 'right' by a reference to 'permission': 

"The patient is not permitted to have access to his or her own record." 
Let a, b, c, ... be names of individual agents. Letfbe a function which creates 

names from names, and let fa be read "the file or record of a". Let H be a two-place 
relation between individuals and the files of individuals. So let aHfa be read "a has 
access to the file of a", aHfb be read "a has access to the file of b", and so on. For 
immediate purposes, let a name some individual in the category of patient, and let the 
sentence-letter A abbreviate aHfa. 

Obviously, there are just two possible 'fact positions' in regard to A: 
F 1 A 
F2 -.A. 

We now construct a class of normative positions employing a modified version of 
a procedure used by Kanger, Porn and Lindahl. Some specific references to this work 
are given below. 

The first step is to generate four obligation expressions by prefixing each of the 
two fact positions F1, F2 by (frrst) the operator 0 and (second) 0--., where 0 is read as 
'it is obligatory that': 

OA,O--.A, 0--.A, 0--.--A. 
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Clearly two of these are identical, and the ftrst and the last are logically equivalent, 
according to properties of the operator 0 which will be specified below. We are thus 
left with two expressions. We next form two more obligation expressions from their 
negations, yielding the set: 

OA,O--,A, --,OA, --,0--,A. 
The second step is to arrange these four expressions as two truth-functional 

tautologies: 
(i) OA v --,OA 
(ii) 0 --,A v -, 0--, A. 
Exactly one disjunct of each of (i) and (ii) must be true. There are clearly four 
available combinations: 
(0) OAAO--,A 
(1) 0 A A-, 0 --,A 
(2) --,OAAO--,A 
(3) --,OAA--,0--,A 
We can eliminate one of these combinations (0) as logically inconsistent, for which 
we need to say something about the logic of the operator 0. 

There are many different systems of deontic logic (see for instance [Hilpinen 
1981]). Apart from some qualifications that we make later in section 3, the main 
points we wish to make in this paper can be adequately expressed using Standard 
Deontic Logic, abbreviated SDL in what follows. 

According to the logic of SDL (and of some other approaches to deontic logic) 
1-0p~--,0--,p iei--,(OpAO-,p) iel-0-,p ~ --,Op 

where p is any sentence. Conjunction (0) must be eliminated (it does not express a 
logical possibility), and (1) and (2) contain redundancies. So we get: 
P1 OA 
P2 0--,A 
P3 --,OAA--,0-A 
In addition to the operator 0, SDL also has the operator P, read 'it is permitted that', 
and the following interdefmability axiom: 

Pp =ner. --,0--, p 
In virtue of this axiom, P3 may be re-formulated as 
P3 PAAP--,A 
{P1o P2, P3} we call the set of normative fact positions. -

By construction, the normative fact positions are mutually exclusive, and their 
disjunction is a tautology: precisely one of {P1o P2, P3 } holds. If the rule/regulation is 
as specified in (our simplified version of) the Ting example, then the choice is 
obviously P2 (assuming, as we have, that a is a patient). In other words, we are saying 
that, according to the hospital's regulations, the normative status of the state of affairs 
described by aHfa is designated by 0 --,aHfa or, equivalently,-, PaHfa. 

Consider now the question: does P2 supply us with enough information about the 
normative status of (the state of affairs described by) aHfa? One reason for 
maintaining that it does not is this: the formula 0 --,aHfa tells us nothing about whose 
action is supposed to secure the result that-, aHfa. Is the patient a himself obliged to 
see to it that --,aHfa is true? Or is the intention essentially to direct the behaviour of 
other hospital personnel? One might reply by saying that the regulation as formulated 
(by Ting, or whoever) is not clear on these matters. Who is supposed to take 
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responsibility is not specified. To which again one should reply that it is just these 
questions which need to be answered if a complete and precise specification of the 
hospital's regulations is to be obtained. In which case, it would be highly convenient 
to have a systematic framework in which can be represented not only normative 
positions of the types P1o P2, P3, but also the actions of the agents whose behaviour 
was intended to be governed by the regulations concerned. One would want also a 
methodology for constructing an exhaustive analysis of the complete space of 
logically possible normative act-positions of these agents; one would then ask the 
policy formulator to make his choice. 

A framework and a methodology of just these kinds are to be found in the work of 
Kanger and Lindahl, to which we now tum. 

One-agent act-positions 

What we did above was to construct a class of normative positions by applying 
deontic operators to descriptions of possible 'fact positions'. What we do now, by 
contrast, is first to construct the class of (individual agent) act-positions, and then use 
that as a basis for building a new class of normative positions. We then move on to 
two-agent positions, at which point some further complexities involved in the 
analysis of Ting's example can be portrayed. Along the way we indicate briefly the 
differences and relationships between our framework and those of Kanger and 
Lindahl. 

The treatment of act descriptions employed by Kanger and Lindahl may well 
appear unfamiliar to many computer scientists. It employs a rehtivised monadic 
operator Ex, where expressions of the form 

ExP 
are read 'agent x brings it about that p,' or 'agent x sees to it that p is the case'. The 
development of this approach to the logic of action stems from [Porn 1970], and more 
refined versions have been presented in [Kanger 1972], [Porn 1977] and [Elgesem 
1992]. It is important to note that this kind of approach to the logic of action abstracts 
away from considerations of state change and the temporal dimension, focussing 
essentially on the agent concerned and the states of affairs that he or she brings about. 

The formal properties of this action operator have been extensively investigated in 
the sources mentioned above. There are several variants, but for present purposes we 
shall be making use of just two properties, which are common to all of them: 

1- ExP --7 P· 
If 1- p H q then 1- Ex p H Ex q . 

The frrst axiom captures the idea that the action operator is a 'success operator': if x 
brings it about that p then p is indeed the case. The second axiom is just closure under 
logical equivalence. 

Returning to the two possible fact positions A and -,A, we first generate the set of 
act-positions for the agent a vis-a-vis these fact positions. Following the procedure 
we used earlier, the frrst step is to generate four act expressions by prefixing each of 
the two fact positions by (first) the operator Ea and (second) Ea -., yielding 

Ea A, Ea -,A, Ea -,A, Ea -, -, A. 
Again two of these are identical, and the first and the last are logically equivalent, 
leaving two act-expressions. 



108 

We next form two more act expressions from their negations, yielding the set: 
Ba A, Ba -,A, -, BaA. -, Fa -, A. 

We can form two tautologies: 
(iii) Ba A v -, BaA 
(iv) Ba-,Av-,Fa-,A 
which in turn generate four conjunctions: 
(4) BaA A-, Ba-, A 
(5) Ba-,AA-,FaA 
(6) -,BaA A-, Ba-, A 
(7) BaAABa-,A 

Since we assume that Ba is a success operator, (7) must be removed (it is logically 
inconsistent), and (4) and (5) may be simplified (logical implications), yielding three 
one-agent act-positions: 
At. BaA 
A2• Ba-,A 
A3. -, EaA A-, E a -A. 

Note again that the act-positions are mutually exclusive, and their disjunction is a 
tautology. In At the agent a brings it about that A; in A2 the agent a brings it about 
that -,A; A3 expresses that agent a remains 'passive' with respect to A (perhaps the 
terms 'indifferent' or 'neutral' might also be employed). 

We now generate six normative expressions by prefixing each of At-A3 with 
(first) 0, and (second) 0 -, . By negating each of these six we generate six more 
expressions, and the set of twelve may be displayed in the usual way as six 
tautologous disjunctions: 

OEaA v-,OFaA 
OEa -,A v-, OEa -,A 
0-,FaA v-,0-,EaA 
0-,Fa-,A v-,0-,Ea:oA 
0(-, Fa A A-, Ea-, A)v-, 0(-, Ea A A-, Ea..., A) 
0-, (-,BaA A-, Ba-, A)v-, 0-, (-, E a4. A-, B a-, A) 

From these six, 26 = 64 distinct conjunctions (each of six conjuncts) may be formed. 
Using the logical properties of the 0 and Ea operators already specified, and in 
addition the rule of consequential closure 

Ifl-p~q then 1-0p~Oq 
(which is also a characteristic feature of SDL), 57 of these 64 conjunctions are 
internally inconsistent The remaining 7 are exactly Lindahl's 'basic types of one
agent legal positions', numbered Tt -T7 as in Lindahl [1977, p92, with the 
typographical error in T 1 corrected], and with logical redundancies eliminated: 
Tt PEaA APEa-,A AP(-,EaAA-,Ea-,A) 
T2 P BaA A 0-, Fa-, A A P(-, E aA A-, Ea-, A) 
T3 PEaA APEa-,A AO(EaA vEa-,A) 
T4 0-, Fa A A PEa -,A A P(-, E aA A-, Ea-,A) 
T5 OBaA 
T6 0(-, Fa A A-, Ea-, A) 
T1 OEa -,A 
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We shall refer to T1-T7 as normative one-agent act-positions. 
At this point we tum our attention back to the Ting example: precisely one ofT 1-

T7 holds for patient a vis-a-vis the act described by Ea aHfa (that is, vis-a-vis a's 
bringing it about that he has access to his own file). Which do the hospital regulations 
intend? 

It is, for instance, by no means clear that T 7 is the appropriate choice: is there an 
obligation on the patient to see to it that he does not have access to his own file? He is 
surely permitted to see to it that --,aHfa is true, but the dominant obligation involved 
is merely that..., Ea aHfa shall obtain. Earlier, we identified 0 --.A as the appropriate 
'normative fact position' in Ting's example. There are three normative act-positions 
- T 4 , T 6, T 7 -- that are logically consistent with 0 --.A. 

The distinction between T4 and T7 relates to the comments we made above when 
motivating the introduction of the action operator: for T7, unlike T4, places the patient 
a under an obligation to see to it that he does not have access to his own file; T4 by 
contrast, as is indicated by its third conjunct, allows the patient a degree of passivity 
with respect to the bringing about of A. This conjunct may be formulated equivalently 
as --, O(Fa A v Ea--, A): perhaps indeed it is not a's responsibility to regulate his 
access/non-access to his file. This is an important point the choice between T 4 and T 7 
may well turn on considerations pertaining to the intended attribution of 
responsibility. Note that T6 on the other hand obliges patient a to remain passive, 
which seems bizarre in the circumstances. We are thus drawn to accepting T4 as the 
most likely intended interpretation, given some reasonable assumptions about where 
responsibility is going to be attributed in this context. Our claim, of course, is not that 
T4 must be the appropriate choice; nor are we suggesting that we have provided an 
exhaustive analysis of the concept of responsibility itself. Our point is that these 
formal tools may be used to identify the class of possible interpretations, express 
differences of meaning between them, and hence enable the policy formulator to 
sharpen - make more precise - the intended specification. 

The Kanger theory takes its point of departure in act positions A1 and A2 only 
A1 EaA 
A2 Ea --,A 
generating eight normative expressions which, arranged as four tautologies, are: 

OEaA v--.OfaA 
0 Ea --, A v --, 0 Ea --, A 
0---.faA v--.0---.EaA 
0--,fa--,A v--,0--,Ea-A 

From these four, 24 = 16 distinct conjunctions (each of 4 conjuncts) may be formed. 
The logics for 0 and Ea dictate that 10 of these are internally inconsistent. The six 
that remain are (following the numbering at [Lindahl1977, p 100]): 
K1 PEa A A PEa --.A 
K2 0--, Fa A A 0 --, Ea..., A 
K3 OEaA 
~ PEaA AP---.FaA AO--.Fa--.A 
Ks OEa --.A 
~ 0--, Fa A A PEa--.AA P--. Fa --,A 
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The relationship between T 1-T7 and K1-K6 is this (cf. [Lindahl1977, pp.l00-101]): 
K1 is logically equivalent to (T1 v T3) 

Kz II II II II T6 
K3 II II Ts 
~II Tz 
Ks II II II II T7 
~II " It II T4 

Comparing K1 with T1 and T3, we see that K1 permits the agent a to bring it about 
that A, and permits him to bring it about that-., A, but it remains silent on the question 
whether a is nevertheless obliged to perform one of these actions. T1 and T3, on the 
other hand, supply the missing information. If a is obliged to perform one of the two 
actions, then T3 applies; if, however, he is permitted to remain passive with respect to 
the bringing about of A, then T 1 applies. 

The explanation of the difference between the Kanger set and the Lindahl set is 
that Kanger built the normative one-agent act positions on an incomplete 
characterisation of the underlying act-positions, ignoring the 'passive', 'indifferent' 
or 'neutral' position expressed by A3• We have been suggesting that this omission 
may deny the Kanger set the opportunity to provide an explication of some central 
intuitions pertaining to agent-responsibility. 

We note in passing that Lindahl generates the same set T 1-T 7 but using a method 
which differs from ours. His method is simpler in the sense that it requires fewer 
steps; it generates the same set of normative one-agent act-positions in this case but it 
relies on certain properties of SDL - the respective roles of truth-functionallogic on 
the one hand and modal logical principles on the other are not so cleanly separated as 
they are in our procedure. We have been very much concerned with explicitness: we 
want a method that can be guaranteed to generate the complete set of zn conjunctions 
of normative expressions (where n is the number of tautologies) without trading on 
any assumptions about the properties of the modal logics employed. In certain cases, 
short-cuts (such as Lindahl's) can be devised, but these optimisations depend on the 
specific choice of modal logics. We shall explore these issues in a future paper 
devoted to a technical presentation of the methodology. 

Two-agent act-positions 

The next move is to the two-agent situation. 
Rename T1 as T1[a;A] in order to make explicit the agent a, that is, the subscript 

of the action operator, and the embedded fact position A; rename T2-T7 in the same 
fashion. 

Now consider the set T1[b;A]-T7[b;A] (so that, e.g., the unabbreviated version of 
T1 [b;A] will read 0 Eb-., allfa). And let us suppose, for purposes of further 
illustration, that b is a doctor in the hospital where a is one of the patients. To 
investigate the class of normative two-agent act-positions (for agents a and b vis-a-vis 
the state of affairs described by aHfa) we need to consider the 49 possible 
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conjunctions obtainable by selecting one conjunct from 
{T 1 [a ;A], ... , T 7 [a ;A]} 

and the other conjunct from 
{T1[b;A], ... , T7[b;A]}. 

As established in [Lindahl 1977, p128] just 14 of the 49 conjunctions are 
internally inconsistent. The remaining 35 cases can be examined in the light of our 
attempt to analyse Ting's hospital regulation forbidding patient a access to his own 
ftle: ie. we need to examine those of the 35 which contain T 4 [a ;A]. 

By inspection it is readily seen that T4[a;A] may be consistently conjoined with 
any one of T1[b;A]-T7[b;A], except T5 [b;A]. (The reason is simply that Ts[b;A] is 
0 Eb A which is of course inconsistent with the second conjunct of T4[a;A], and 
indeed with 0 -.A itself.) The intended interpretation of the hospital regulation (of its 
import vis-a-vis the doctor's b's behaviour) rules out T1[b;A], T2[b;A] and T3 [b;A] 
immediately, since each contains P Eb A, which says that b is permitted to see to it 
that a has access to a's file. Consideration of the appropriateness of T4[b;A] raises 
again the question of responsibility: if it is deemed to be the doctor's job (part of his 
role) to make sure that a does not have access to a's file, then T4 [b;A] has to be 
rejected, because the third conjunct P (---, Eb A A---, Eb---, A) allows b to remain 
'passive' in regard to the state of affairs described by A. Such considerations would 
also of course rule out T6[b;A], which makes b's passivity (vis-a-vis A) obligatory. 

Following this line of interpretation, we would then be left with T7 [b;A], 
according to which b is obliged to see to it that a does not have access to a's file: 
responsibility for securing compliance with the prohibition expressed by the hospital 
regulation lies on b's shoulders. 

The combined, two-agent position T4 [a;A]AT7[b;A] (which is Lindahl's R25 
[Lindahl 1977, p 130]) may be reduced to three conjuncts, because 0 Eb ---,A entails 
0-.FaA: 

T4[a;A]AT7[b;A] = 0 Eb -,A A PEa -,A A P (---, E aA A-, Fa -.A) 
It is instructive to compare the above with other cases, where some agent c is 
assumed to fill a role other than that of doctor. For instance, if c is a fellow patient, 
then perhaps passivity is required from him (vis-a-vis A), so perhaps the appropriate 
choice is T4 [a;A]AT6[c;A]. The theory of normative two-agent act-positions does not 
(of course) tell us what the correct interpretation is: it simply maps out in an 
exhaustive and precise fashion what the available interpretations are. 

Lindahl [1977, Ch. 5] extends his theory to what he calls 'collectivistic two-agent 
types', to cover the not uncommon situation where, for instance, there is an obligation 
on two agents which does not necessarily apply to either of them individually: 

0 CEa p v Eb p ) A---, 0 Eap A---, 0 Ebp . 
Lindahl is there concerned with those regulations which require or permit agents to 
co-ordinate their activity. We shall not pursue this matter further here, short of saying 
that the procedure we have outlined above may be applied to generate the class of 
normative collectivistic two-agent act-positions. 
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One ambiguity in the term 'right' 

We began this section by simplifying Ting's example, replacing reference to 'rights' 
by reference to permission. We indicated that this was a non-trivial alteration, and we 
are now in a position to explain this point. 

For instance, suppose that there is also a regulation granting the patient the right 
to change his physician ([Ting 1990, p5] has a slightly more complicated variant of 
this), then this might well be taken to mean, not only that the patient is permitted to 
change his physician, but moreover that no agent is permitted to prevent him from 
changing his physician if this is what he chooses to do. Returning to our original 
example from Ting, it is conceivable that the patient is permitted to access his own 
file, yet he does not have that right, because there are other agents in the hospital who 
are permitted to see to it that he does not have access to his own file. 

The formal apparatus introduced so far is capable of articulating nuances of this 
kind: for instance, the conjunction 

PEaA APEb-.A 
is perfectly consistent according to the logical principles we have chosen. 

It can be argued that there also many other ambiguities associated with the term 
'right' which the formal apparatus developed so far cannot accommodate. Some of 
these complexities may, however, be captured by further refinements of the logical 
machinery, of the kind to which we now turn. 

3. Further refinements 

We have above indicated how the logical space of normative positions may be 
constructed from two bases: the class of 'fact positions' and the class of 'act 
positions', respectively. In the latter case we also showed how to develop the theory 
to cover the two-agent situation. Its further development to cover n-agent situations 
(n>2) is a routine matter. The size of n will of course depend on the content of the 
regulations to be formalised, but it is nevertheless reasonable to suppose that, in many 
organisations (hospitals included), regulations will be directed at categories of 
individuals (individuals occupying certain work-roles, or having a particular level of 
security clearance, for instance), and that many regulations will concern only a small 
number of categories (for instance some of Ting's examples concern just three 
categories: patient, patient's physician, consulting physician). However, it is fair to 
say that the task of manually checking through the list of conjunctions (the potential 
normative positions), to identify logical inconsistencies and to eliminate redundancies 
in the remaining consistent cases, rapidly becomes very tedious for n>2. Automated 
procedures are clearly called for here (and elsewhere in the developments of these 
tools)- but such procedures can be readily supplied (see section 4). 

The size of n is not the only factor which can be varied, of course. For certain 
purposes we may need also to consider changing the initial characterisation of the 
class of act-positions from which the normative positions are constructed. Some 
regulations pertain not to individual agent positions of the form EaP, but to what we 
may call interpersonal control positions, e.g., of type Eb Ea p or Eb---, EaP (cf. [Porn 
1977, Ch.3]). For instance [Ting 1990, p6] says that it is the responsibility of 
physicians or psychiatrists to protect the confidentiality of their patients' records. 
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Now it might be intended that, at least in part, a regulation of this kind obliges the 
physician/psychiatrist to see to it that it is not the case that a particular class of actions 
is performed by a particular class of agents. That is to say, the physician/psychiatrist 
is obliged to exercise control of the preventive kind via-a-vis certain actions of 
certain others. We shall not develop this possibility in detail: the essential point is that 
the methods and tools we have already identified can also be applied to the 
investigation of normative positions of these sorts. The construction of the logical 
space of normative control positions (for two agents, a, b, where a is in the role of 
'controller') begins with the set of six control-action expressions (vis-a-vis state of 
affairs p): 

{Ea Eb p, Ea ...., Ebp. Ea Eb ...., p, 
Ea...,Eb-,p, Ea(-,Ebp 1\-,Eb-,p), Ea...,(...,Eb p 1\-,Eb-,p)} 

and their respective negations. The class of conjunctions to be investigated here will 
of course be large, and we see again the need for automated techniques; but the 
principles for generating this class are clear. 

The reader familiar with deontic logic will no doubt remark that the logical 
principles which determine inconsistencies and redundancies in the generated sets of 
conjunctions include the principle of closure of the 0 and P operators under logical 
implication ('consequential closure'). We are fully aware that a case may be made for 
maintaining that it is precisely the consequential closure principle which creates some 
of the notorious 'paradoxes' of SDL. (See e.g.[Jones & Porn 1985] for a discussion.) 
However, the specific instances of the consequential closure principle which we have 
here employed would seem to be innocuous. For example, if it is permitted that an 
agent brings it about that p, then it must also be permitted that p; even if the closure 
principle in its full generality were to be rejected, a good case could be made for 
retaining those instances of it which we have here used. Furthermore, as we indicated 
above in our comments on Lindahl's method, our procedure for generating normative 
positions effects a clean separation between the truth-functional and non-truth
functional (modal-logical) principles involved. Using our procedure, one can readily 
replace SDL by some other deontic logic which does not validate the consequential 
closure principle in its full generality, and investigate the class of normative positions 
thereby generated. 

Returning to further refinements in the logic, one very obvious need is for the 
introduction of quantifiers. It will often be necessary to specify that every individual 
- or at least every individual in a certain category - occupies this or this normative 
position. The example from which we started, for instance, is clearly a prohibition 
which applies to everyone in the category of patient. While the combination of 
quantification and modality generates a number of controversial philosophical issues, 
formally adequate treatments of quantified modal logic are nevertheless available. 

A more challenging logical problem concerns the equally clear need for the 
introduction of conditional structures in the specification of normative positions. "A 
nurse under the supervision of a physician may access the patient's record ... " [Ting 
1990, p.7] clearly attaches a normative position of type permission to a condition: 
being under supervision of a physician. Furthermore, it is often very natural to build 
conditional structures into universally quantified forms; our first example might be 
said to be of the form: "For all x, if x is a patient then it is not permitted that x has 
access to the file of x". 
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The formal treatment of deontic conditionals has presented some difficult logical 
problems (see e.g. [Chisholm 1963]) to which a number of competing lines of 
solution have been proposed (see e.g. [Jones & Porn 1991]). One dominant problem 
concerns the fact that deontic conditionals are usually assumed to be defeasible. Thus 
we may accept that all x's who are patients are not permitted to access their own file, 
while admitting that exceptional circumstances could arise in which the rule was 
defeated, and some patient x was given access to his/her own file. In which case we 
are implicitly saying that the embedded conditional is not properly analysed as the 
material conditional of classical logic (for which the principle of augmentation -
strengthening of the antecedent- is valid). 

In the present context, the key question to raise is whether problems about the 
analysis of deontic conditionals should be allowed to have a bearing on the methods 
used for determining the logical space of normative positions. Our inclination is to 
keep these two issues apart. In other words, we propose to retain the procedures for 
generating the class of normative positions which (following the K.anger-Lindahl 
tradition) we have outlined above. The consistent conjunctions generated by these 
methods may then be employed as consequents in deontic conditional structures. In 
essence we are suggesting that the general form of a deontic conditional is: 

If [condition] then [normative position] 
and that the 'If ... then .. .' must be interpreted as a default conditional (see, e.g., 
[Jones & Porn 1991]). Thus, if T4 (above, section 2) is selected as the appropriate 
normative position in the interpretation of our initial example from Ting, then we 
assign the form: 

If [a is a patient] then 
0 -, Fa all fa " PEa -, all fa " P ( -, Fa all/a " -, Ea-, aHfa) 

There are clearly methodological advantages to be gained from keeping separate the 
problem of conditionals, on the one hand, and the definition of position-generating 
procedures, on the other. 

Sometimes regulations require or permit not merely that some action or other is 
performed, but that it is performed in a certain way or ways. In other words, the 
regulation specifies both the end which is required/permitted and the means to that 
end. For example [Ting 1990, p.6]: 

"The physician may use administrative staff and other medical professionals to 
maintain medical records ... " 

expresses the idea that the physician is allowed to employ a particular means (the 
assistance of administrative staff and other medical professionals) to achieve a 
particular end (maintaining medical records). (Elsewhere the regulations also say that 
the physician is required to achieve this end.) 

There are grounds for supposing that the action logic employed above cannot 
adequately capture dyadic act descriptions of this kind, i.e. of the type 'a brings it 
about that B by means of C'. Nevertheless, proposals exist in the literature for 
constructing a dyadic action logic (within a framework in which monadic act 
descriptions, of the type considered above, may also be expressed). (See, e.g., 
[Elgesem 1992].) And there is no doubt that one could reconstruct the theory of 
normative positions on the basis of a dyadic action logic. For instance, for the one
agent case and a given pair B, C of 'end' and 'means', one would first define the class 
of all logically possible dyadic act positions, and then proceed, from that base, to the 
construction of normative positions in the ways indicated earlier. 
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It might also be argued that our stock of action-logical tools needs to be expanded 
to give place to a notion of 'practical possibility', so that it is possible to represent, 
and to reason about, what an agent is actually able to do. The 'may/can' of 
permission, and the 'may/can' of practical possibility are clearly distinct concepts, 
and in reasoning about the regulation of action it is often important to maintain this 
distinction explicitly. For instance, when it is said [Ting 1990, p.5] that 

"A patient has the right to request that a physician transfer his or her medical 
record to another physician and have that physician become the primary 
physician." 

this might be taken to require - of the doctors and hospital administrators - not 
merely that they permit the patient to get his record transferred (etc.), but that they 
also make it possible for the patient to do just that. (Cf. the discussion in [Kanger 
1985] of what he called the 'realisation' of rights.) The issue here may be said to 
concern another kind of inter-agent control, or influence. Whereas above we 
considered interaction structures of the type Ea Eb p, for instance, expressing the idea 
that a brings it about that b brings it about that p, we are now focussing on 
control/influence relations of a weaker type, of the form Ea Can Eb p, for instance, 
which expresses the idea that a makes it possible forb to bring it about that p. It is 
clear that structures of this sort may also provide a basis from which to construct a 
class of normative positions. For example, if a has an obligation to realise b's right to 
do p, then 0 Ea Can Eb p is true. The distinction between permission and practical 
possibility takes on added significance in the context of computer systems, as we 
shall indicate in section 5 below. 

So far as we can see, there is no reason to suppose that this line of development 
would generate any difficulties regarding the methods to be employed in constructing 
the logical space of normative positions (for, e.g., a given pair of agents and a given 
type of state of affairs); furthermore proposals exist in the literature [Kanger 1972, 
Porn 1977, Elgesem 1992] for the logic of the modality Can- and of its dual, which 
expresses a notion of 'practical unavoidability'. 

The Ting paper also provides examples of another common feature of sets of 
regulations: authorisation. The point is that rules designed to guide interaction within 
an organisation frequently specify who is empowered to grant permissions, or impose 
obligations - who is entitled to make alterations to the normative positions 
obtaining/in force at any given time. 

For instance [Ting 1990, p.S]: 
(X) "An adult patient must grant permission for his or her spouse, close relatives 

or legal guardians to ... access certain medical information." 
(Y) " ... [the patient] must maintain the rights to give permission to have other 

physicians or medical professionals access the record." 
These are relatively complicated structures; there is nevertheless reason to believe 

that the logical tools presented so far can capture the core of authorisation rules. 
Suppose, for instance, that a is an adult patient and b his/her spouse, and let the 
'certain medical information' be a's file. Then part, at least, of what (X) is saying is 
the following: 
(X') ---, (P Eb bHfa A ---, Ea P Eb bHfa ) 
for (X) states that b is permitted this access only if the permission has been created by 
a. Presumably (X) must also be taken to contain: 
(X") PEa P Eb bHfa. 
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And when, in (Y), we are told that the patient 'must maintain the rights to give 
permission' this presumably means that nobody else, other than the patient, has that 
right; only the patient can grant this permission. 

So we are concerned here with acts of creating/changing normative positions, and 
with the assignment of normative position to such acts. The suggestion is, then, that 
structures of these kinds are analysable, within the existing framework, by means of 
appropriate iteration of deontic and action operators. Furthermore, the 
methodological procedures outlined above should also be applicable to the 
construction of classes of normative positions of this 'meta-level' kind. (See [Lindahl 
1977, part II] for an attempt to develop some aspects of this theory.) 

4. Applications and software tools 

Perhaps the best way to illustrate how we envisage these tools being used is by 
turning again to our original example from Ting. We are told that according to the 
regulations of the hospital, or according to the regulations that the hospital authorities 
have in mind, "a patient does not have the right to access his or her own medical 
record". 

We would begin the analysis by establishing first which of the three normative 
fact positions here applies. So, the first question to consider is whether the state of 
affairs in which a patient has access to his own files is or is not a permitted state of 
affairs. Since the regulation is expressed in terms of the complex notion of 'right', the 
answer to this question is not immediately obvious. Suppose the answer is 'no'. Then 
we have uniquely identified one of the three normative fact positions as the 
appropriate choice, and we would tum now to consider the normative one-agent act 
positions which are consistent with this intial choice. We have already shown in the 
earlier section that there are just three of these, differing we have suggested, with 
respect to attribution of responsibility. We might consider in tum various categories 
of agent: the patient himself, fellow patients, the patient's own doctor, other doctors 
in the hospital, and so on. Once the choices have been made at this level of detail, we 
might tum to an analysis of the interpersonal control positions consistent with these 
choices, or to authorisation questions, or to any of the other dimensions we have 
mentioned for finer grained analysis of the normative positions involved. We are not 
saying that all of these dimensions will always have to be explored; how detailed the 
analysis is going to be is itself a matter of choice. 

If on the other hand, the answer to the first question had been 'yes' then two 
normative fact positions become candidates. One could discriminate between them by 
then asking whether the state of affairs concerned was or was not obligatory. The 
answer to this question will again lead to unique identification of the appropriate 
normative fact positions, from which point we can proceed to the more detailed 
analysis, as before. 

It is perfectly conceivable that the hospital administrator, or whoever is 
formulating the policy, may feel unable to make a categorical decision about which 
interpretation to select at any stage. The purpose of the tool is not to force a decision 
in these circumstances but to show the available options, and to indicate very 
precisely the consequent normative positions which will be determined by any 
particular choice. The idea is that the tools may guide the policy formulator by 
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bringing to his attention distinctions and considerations that might otherwise have 
remained undetected, until such time as he feels that no further distinctions can 
usefully be made. 

In order to turn this analytical procedure into a practical tool, automated support is 
required. We have such software tools under development, which we describe in 
terms of three separate levels. 

At the first level, there is an implementation of the basic method for constructing 
classes of normative positions: normative fact positions, normative one-agent act 
positions, and so on. As we have indicated, generating first the complete class of 
conjunctions, and then from that, the class of consistent conjunctions with 
redundancies removed, is a mechanical task - automation is required because the 
number and the size of the expressions to be manipulated grows very rapidly, and the 
task cannot be undertaken manually for anything beyond the most elementary 
positions. It is not necessary to build this implementation on top of full-blown 
theorem provers, since only fragments of the underlying modal logics are involved; 
the propositional logic component is obviously not a problem. An implementation (in 
Prolog) at this level exists; we are currently extending it to provide a range of other 
routines that are useful for manipulating the symbolic expressions that occur. 

The software tools at level one are intended primarily for our own use, in 
exploring the logical properties of this framework. The software tools at level two are 
designed to provide more direct support for the kind of application we outlined 
above. They are constructed by including an additional layer of software on top of the 
level-one routines. This additional layer provides two main features. The first is just 
an interface which allows the user to keep track of choices that have been made so far 
in the interpretative process, and provides a range of commands that wrap up the 
most common combinations of uses of the level-one routines. The second feature is 
an additional facility that is often helpful in choosing between possible 
interpretations. As already illustrated, it is possible to discriminate between the three 
normative fact positions by asking (at most) two questions - is the state of affairs 
permitted? And then, is it obligatory? Whatever the level of complexity, it is always 
possible to generate a series of questions in order to discriminate between several 
candidate positions. In the worst case, this can be done by going through each of the 
positions and asking about each of the conjuncts in turn; it is also easy to devise 
simple heuristics which will reduce the number of questions, or generate questions in 
some more 'natural' order. We omit the details. It is useful to distinguish between 
these two levels of software, because it is only the first (level-one) that involves 
automation of the logical principles; the additional layer for level-two just makes the 
level-one routines more convenient to use during the interpretative process. Whilst 
we shall no doubt want to refine and extend this second layer, its implementation 
involves no new technical-logical questions. 

In the longer term, we plan to provide a third level of support, by adding a layer -
a 'front end' - to the level-two system. This third layer is intended to make the 
system more accessible to non-specialists, and to provide strategic advice on how to 
use the level-two software in practice. At this stage we can say very little about it, 
except to indicate in general terms what we have in mind. We suppose that it will be 
possible to identify some methodological pointers for making best use of these formal 
tools. For instance, our advice would be to complete an analysis of the normative fact 
positions before moving to one-agent act-positions. But whether one should consider 
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control positions next, or questions of authorisation, or other dimensions, we cannot 
say until we have gained more experience with the practical uses of these tools. We 
have no doubt that some kind of level-three support can be provided, but this 
observation is based only on experience with front-ends to other kinds of software 
packages. We have mentioned level-three support as a way of indicating how we see 
the development of the software tools proceeding in the longer term. 

5. Further remarks: the specification of computer systems 

Much of what Ting says applies quite independently of whether the sensitive 
(medical) information is stored in a computer system or on paper; more to the point, 
many of his example regulations do not concern just the computer system itself, but 
cover more general organisational aspects of the hospital as a whole. Thus, the 
requirements that a patient maintains the right to permit access to his or her medical 
record by certain others, or that a patient has the right to change his or her physician, 
or that physicians have a duty to access their patients' records on a regular basis, or 
that they also have responsibility for ensuring the accuracy of these records, all make 
important contributions to security and confidentiality, but they are not regulations 
that would necessarily be incorporated into the computer system directly. The main 
theme of Ting's discussion paper is that computer-technical issues concerning the 
access control mechanisms provided as part of the computer system cannot be 
divorced from these more general organisational concerns - " ... the information 
security requirement must be considered as an integral part of the application" [Ting 
1990]. 

However, it is also the case that Ting is explicitly concerned with how these 
general security-related policies and regulations impact on the design and 
implementation of the computer system's access control mechanisms. This question 
raises a new set of issues, some of which we have addressed elsewhere [Jones & 
Sergot 1991, 1992]. For instance, one way of proceeding is to design the system in 
such a way that conformity to regulations is forced by the implementation: a process 
we have called regimentation. Regimentation, which as we also say forces ideality 
and actuality to coincide, is a natural strategy to consider, but it also has its 
limitations. We do not have the space to develop these points in full; we limit 
ourselves to one specific question: to what extent can the formal methods presented 
in this paper contribute to the design and specification of access control mechanisms 
and other components of databases and distributed computer systems? 

Here are two more examples from [Ting 1990, p7]: 
"A nurse ... [in certain circumstances] ... can only access the portion of the 
medical record and data which is relevant to the nurse's duty and function." 
"A medical technician ... [under certain circumstances] ... may access certain 
portions of the medical record." 

Suppose now that we are to take these as part of an (informal) specification of the 
mechanisms that will control access to the computer system. More generally, we are 
considering here the formal specification of requirements resembling: 

a user of category C 1 may/is permitted/has the right to access records of type R 1; 

a user of category C 2 may not/is not permitted/does not have the right to access 
records of type R 2. 
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The formal framework we have presented is capable of expressing this kind of 
requirement, and of exposing ambiguities and nuances of meaning. However, two 
qualifying remarks are essential. 

First, it is not at all clear, in this context, that phrases like 'is permitted to access' 
or 'has the right to access' are intended to mean 'permitted' in the sense of the earlier 
sections of this paper - in other words, that the formal representation should contain 
expressions of the form 

P [user of category C 1 has access to records of type R 1]; 

-. P [user of category (2 has access to records oftypeR2]. 

For what would it mean to say that a user of category C2 is not permitted(-. P) to 
access records of type R2 ? One possible interpretation is that category C2 users ought 
not to access type R2 records- that is, when users (human or computer agents) 
behave as they are supposed/required to behave, then they will not access type R2 

records, though some users, some of the time may violate this requirement, and 
access records they are not permitted to access. But another interpretation is to think 
in terms of the computer system's access control mechanisms: when all its 
components work as intended, the computer system will not give users of category C2 
access to records of type R2 , but the possibility remains that things may go wrong, 
and a user of category C2 is (wrongly) given access to records of type R2 • Much of 
[Jones & Sergot 1991, 1992] is concerned with identifying a role for deontic logic in 
the specification of computer systems, precisely to deal with circumstances where it 
is essential to draw the distinction between what ought to be the case on the one hand, 
and what actually is the case on the other. In many applications, it will be necessary 
to include some element of fault tolerance in the specification; in other circumstances 
it will not. In the latter case, we suggest, it is not the "may/can" of permission that is 
intended, but the "may/can" of practical possibility: thus, in that case, the intended 
meaning of 'access rights' is more accurately expressed 

Can [user of category C1 has access to records of typeR1]; 

-.Can [user of categoryC2 has access to records of typeR2 ]. 

These requirements, in tum, may be interpreted as saying: that, among the reportoire 
of actions available to users of category C1 (resp. C2 ), there is (resp. is not) an action 
which has the result of giving the user access to records of type R1 (resp. R2 ). 

As observed in section 3, the distinction between permission (P) and practical 
possibility (Can) is already important in exposing nuances of meaning of 'right' and 
the 'realisation' of rights. Similar distinctions arise in the specification of computer 
systems too, some of which may have important practical consequences: the formal 
framework we have presented is capable of articulating some of these distinctions. 

The second remark concerns the approach to the logic of action we have 
employed in this paper. As already observed, the 'brings it about' operator abstracts 
away details of the specific actions performed by the agent, changes of state, and the 
temporal dimension generally. In the context of computer systems, a specification 
employing this operator would be a formal specification at a very high level of 
abstraction. Now, it would be interesting to compare the practical value of a 
specification at this level of abstraction with the more detailed specifications that are 
constructed using more standard formal specification languages in computer science. 
This is an exercise that we are planning to undertake. Whatever the outcome, it is 
clear that some aspects of access control mechanisms and some of the behaviour of 
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distributed computer systems need to be modelled at a finer grain of detail. In these 
cases, it will be necessary to replace or augment use of the 'brings it about' operator 
with more standard approaches to action and time in computer science (dynamic 
logic, say, or one of the knowledge representation formalisms developed in AI). 
Some work along these lines has already been conducted (see e.g. [Elgesem 1992]); 
further development is again part of our current plans. 
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