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CHAPTER 7

Emerging DNA Technologies 
and Stigmatization

Abstract Despite their consolidated role in providing evidence for crimi-
nal justice, DNA technologies have been subjected to continuous invest-
ment that has given rise to the emergence of new DNA technologies. This 
chapter will focus on such innovations, explaining how forensic genetics is 
increasingly expanding its role in the criminal justice system. Recent tech-
nologies such as familial searching and forensic DNA phenotyping might 
help to generate intelligence for criminal investigations. Familial searching 
is a technology that attempts to identify criminal suspects through their 
genetic connection with relatives. Forensic DNA phenotyping makes it 
possible to focus on a particular suspect group that shares genetic ancestry 
and/or externally visible characteristics. The chapter critically reviews the 
existing debate in the field of social sciences about emerging DNA tech-
nologies. The core argument is that the application of DNA phenotyping 
and familial searching in the governance of crime holds the potential to 
increase risks of stigmatization and reinforce the criminalization of certain 
populations who are more vulnerable to the actions of the criminal justice 
system.
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From EvidEncE Towards inTElligEncE

Since the establishment of the use of DNA technologies to support the 
activities in criminal justice systems worldwide, there has been an expan-
sion in the breadth and reach of the potential ways they can be used. The 
applications of DNA technologies in the field of criminal justice systems 
include expanding the collection, storage and use of DNA profiles in 
forensic DNA databases (as covered in Chap. 5), the development of the 
exchange of DNA data among different countries within the context of 
police and judicial cooperation (see Chap. 6) and the speculative genera-
tion of criminal suspects based on information provided by DNA pro-
files—the topic which will form the basis for this chapter. In particular, this 
chapter addresses two emerging technologies in the field of forensic genet-
ics: familial searching and forensic DNA phenotyping. The first refers to 
searches conducted in DNA databases to identify criminal suspects through 
their connection with relatives. Forensic DNA phenotyping is a set of 
techniques that allow inferring genetic ancestry and externally visible char-
acteristics of criminal suspects on the basis of a DNA sample.

The ongoing development of these emergent DNA technologies repre-
sents a historical change in the presence of forensic genetic technologies in 
the criminal justice system. Firstly, because it shifts the focus of forensic 
science from the construction of evidence towards the generation of intel-
ligence valuable to criminal investigations (Wienroth, 2018a). Secondly, 
such emergent DNA technologies move the locus from individualization, 
that is, identification of specific individuals, towards collectivization. It 
does so by clustering “suspect” populations which share biological links, 
genetic ancestry and/or externally visible characteristics. It is a process 
which the sociologist Simon Cole describes as the “convergence of indi-
vidual and collective identification” (Cole, 2018, p. 2).

Familial sEarching in ForEnsic dna daTabasEs

Familial searching is a term1 generally refers to searches conducted in 
forensic DNA databases to identify criminal suspects using their genetic 
connection to biological relatives (Debus-Sherrill & Field, 2019; Granja 
& Machado, 2019; Haimes, 2006; Kim, Mammo, Siegel, & Katsanis, 

1 Other authors have proposed terms such as “low stringency search” (Gabel, 2010) or 
“genetic proximity testing” (Prainsack, 2010, p.  29) to describe this investigative 
technique.
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2011; Suter, 2010). Therefore, familial searching usually refers to a pro-
cess through which a DNA profile that does not match any other profile 
contained in a criminal DNA database is subjected to a new analysis, in 
order to determine whether there are close matches. If such partial matches 
exist, it is probable that the profile obtained at the crime scene or from the 
victim(s) belongs to a close relative of the person in the database—usually 
parents, children or siblings.

One variation of such searches may occur when relatives of potential 
suspects are found among the DNA profiles collected by intelligence-led 
DNA massive screenings (Thomas, 2006). Another variant of familial 
searching might also occur when investigators find an inadvertent partial 
match while looking for a perfect correspondence between a certain DNA 
profile and the biological material found at a crime scene (Murphy, 2010, 
p. 9)—what Sara Debus-Sherrill and Michael Field call “partial matching” 
(Debus-Sherrill & Field, 2019). The term familial searching in this chap-
ter aims to encapsulate all its variations.

Familial searching in forensic DNA databases was first implemented in 
the UK in 2002 (Haimes, 2006; Prainsack, 2010) and its use has been 
expanding to other countries. The Netherlands and France introduced 
legislation that allows the use of this investigative technique (Maguire, 
McCallum, Storey, & Whitaker, 2014) and, more recently, Germany has 
also approved the use of familial searching in intelligence-led DNA mas-
sive screenings (Criminal Code of Conduct—StPO §81h). In other EU 
countries, the situation remains unclear, although there are records of 
criminal cases that involved the use of relatives’ DNA to search for crimi-
nal suspects in countries such as Spain, Poland (Dettlaff-Kakol & 
Pawlowski, 2002) and Italy (Jones, 2015). Nevertheless, familial search-
ing remains unregulated in most EU countries.

Beyond Europe, familial searching in forensic DNA databases was for-
mally adopted by New Zealand and prohibited in Australia and Canada 
(Flaus, 2013; Thomas, 2006). The same kind of differentiation is found in 
the US, where familial searching is not conducted on a national level. On 
March 2008, the FBI determined that individual states should determine 
familial searching regulations. Following this decision, California was the 
first state to implement a policy for familial searching in 2008, followed by 
the state of Colorado in 2009. In 2011, Virginia also approved regulations 
on familial DNA searches, followed by Texas. More recently, in 2017, 
New York State also approved the use of this investigative technique. In 
contrast, Maryland and Washington, DC, banned familial searching. 
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Additionally, some states have implemented specific regulations permit-
ting partial match disclosure, such as Arizona, Connecticut, Florida, 
Missouri, Nebraska, Nevada, Oregon, Washington State and Wyoming 
(Kim et al., 2011).

In countries where familial searching in forensic DNA databases is reg-
ulated, guidelines are typically restrictive and allow its use only in certain 
criminal cases which are considered serious and difficult to solve through 
other means (Chamberlain, 2012). For example, in the UK, familial 
searches conducted in the National DNA Database (NDNAD) are anal-
ysed according to a case-by-case approach and are dependent on permis-
sion from the Chairman of the NDNAD Strategy Board and, in some 
cases, from the victim (Maguire et al., 2014). Despite its restrictive use, 
such investigative techniques have thus far produced information that has 
helped to identify suspects, convict offenders and exonerate wrongfully 
convicted individuals, both in cold and in non-cold cases in several coun-
tries (Kim et  al., 2011). Nevertheless, the use of familial searching in 
forensic databases is still full of legal, ethical and social controversies 
(Chamberlain, 2012; García, Crespillo, & Yurrebaso, 2017; Haimes, 
2006; Kim et  al., 2011; Maguire et  al., 2014; Murphy, 2010; Nuffield 
Council on Bioethics, 2007; Suter, 2010).

The academic and public debate around familial searching can be sum-
marized as framed around three main dimensions: genetic privacy, infor-
mation disclosure and reproduction of social inequalities. The first is 
related to how familial searching might constitute a “function creep” 
(Prainsack, 2010, pp. 28–30), inasmuch as it expands the reach of forensic 
databases to include, even if indirectly, other people who might never have 
had any direct contact with the criminal justice system (Bieber, Brenner, & 
Lazer, 2006; Epstein, 2009; Flaus, 2013; Suter, 2010; Thomas, 2006). 
This potential involvement of innocent people implies that this investiga-
tive technique increases indirect genetic surveillance on a certain group of 
individuals—relatives of potential suspects—primarily on the basis of their 
genetic association with someone (Bieber et al., 2006; Greely, Riordan, 
Garrison, & Mountain, 2006; Haimes, 2006; Kim et  al., 2011; Lazer, 
2008; Murphy, 2010). By extension, the expansion of the reach of foren-
sic databases also fosters a debate about the rights and duties of the 
“genetic informant”, that is, the person whose sample is a partial match 
with the crime scene sample and who, unintentionally, implicates family 
members in criminal investigations (Gabel, 2010; Murphy, 2010; Suter, 
2010; Williams & Johnson, 2006, p. 16).
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The second dimension concerns the latent risk of familial searching 
disclosing information. This might relate to either the absence or the exis-
tence of genetic relations (Haimes, 2006; Kim et  al., 2011; Nuffield 
Council on Bioethics, 2007; Suter, 2010) and/or to the involvement with 
the criminal justice system that remained unknown to others.

The third dimension regards the broader social implications of familial 
searching, in particular its potential to reinforce dominant views about the 
alleged prevalence of criminality within certain families (Gabel, 2010, 
p. 21; Haimes, 2006) and/or to further amplify inequalities. When con-
ducted in forensic DNA databases, this investigative technique searches 
for potential suspects on a pre-established pool that generally overrepre-
sents certain groups and social categories that are most affected by the 
actions of the criminal justice system, such as racial and ethnic minorities 
(Chow-White & Duster, 2011; Duster, 2003; Skinner, 2013). In this 
sense, familial searching might end up reproducing the criminalization of 
certain social groups (Bieber et  al., 2006; Epstein, 2009; Flaus, 2013; 
Greely et al., 2006; Grimm, 2007; Kim et al., 2011; Lazer, 2008; Murphy, 
2010; Suter, 2010; Thomas, 2006).

Despite the lively debate that familial searching has been fomenting 
over the years, there are scarce empirical studies on this topic. One of them 
entails a National Survey of CODIS Laboratories in the US about policies 
and practices, as well as professionals’ perceptions, as they relate to familial 
searching (Debus-Sherrill & Field, 2019). Results show that while percep-
tions over familial searching were generally positive, with most respon-
dents (87%) believing that familial searching has potential to assist 
investigations, laboratories still shared a number of concerns related to 
familial searching. In addition to resource issues, which were indicated as 
the main concern, 83% of respondents working in a lab that conducts 
familial searching reported concerns over challenges to civil liberties, com-
pared to 30% of respondents working in labs that do not conduct such 
genetic technique (Debus-Sherrill & Field, 2019).

To date, only one empirical study on the topic of familial searching is 
known to have been undertaken in Europe. Based on a comparative study 
between the uses of familial searching in the UK and Poland, Rafaela 
Granja and Helena Machado outline the variability of familial searching in 
terms of meanings, uses and regulations (Granja & Machado, 2019). In 
the UK, familial searching is regulated by exceptionality and is mainly used 
for the identification of suspects in serious criminal cases. In Poland, famil-
ial searching is regulated within the framework of expanding the scope of 
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its application to the search and/or identification of missing persons. This 
chapter thereby shows how familial searching prescribes particular notions 
of social risks, public good and the accountability of the state. The ele-
ments that coproduce the different ways of perceiving ethical controver-
sies about familial searching carry with them the weight of sociohistorical 
and techno-political backgrounds, the influence of distinctive forms of 
state accountability as well as the contingent and circumstantial character 
of what each society considers the socially legitimate uses of genetic tech-
nologies (Granja & Machado, 2019).

long-rangE Familial sEarchEs in rEcrEaTional dna 
daTabasEs

The existing discussion on familial searching suffered a major turning 
point in 2018, following the aftermath of the Golden State Killer2 criminal 
investigation. In that case, criminal investigators used DNA from crime 
scenes and uploaded the genetic information into an online public-access 
DNA database, GEDmatch.3 Based on that search, officers found partial 
matches with the profile of the presumed suspect, which were assumed to 
belong to distant relatives. Following up the partial match, family trees 
were built upon the basis of several other sources (social media and other 
types of online records) and Joseph James DeAngelo, 72 years old, was 
identified as a suspect and his “abandoned” DNA4 was collected to 
 conduct further analysis. The result of the tests confirmed it matched the 
crime scene samples.5

2 The Golden State Killer is the name coined by Michelle McNamara to refer to a serial 
killer and rapist who committed at least 12 murders, and more than 50 rapes in California, 
USA, from 1974 to 1986. He is believed to be responsible for three crime sprees throughout 
California, each of which spawned a different nickname in the press (East Area Rapist and 
Original Night Stalker) before it became evident, through DNA analysis, that they were 
committed by the same person.

3 GEDmatch is an online public-access database where individuals with data originated 
from different testing companies can compare their DNA with others on the database in 
order to trace relatives. More information here: https://www.gedmatch.com/login1.php 
(last accessed 13 May 2019).

4 In the US the police can collect “abandoned DNA”, that is, a biological sample which has 
been left behind by the individual inadvertently or involuntarily, such as chewing gum or a 
tip of a cigarette. For a critical view of such procedures see Joh (2006).

5 Writing dated from September 2019; the case is currently under trial.
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The Golden State Killer criminal case was not the first one using long- 
range familial cases to assist criminal investigations (Erlich, Shor, Pe’er, & 
Carmi, 2018). However, since it became a widely discussed and high- 
profile criminal case, it completely reframed the discussion around the use 
of familial searching in criminal investigations. The case was considered by 
Nature one of the scientific events that shaped the year of 2018 (Abbott 
et al., 2018). Barbara Rae-Venter, a genealogist who helped to identify the 
Golden State Killer, was distinguished by the same journal as one of the 
“Ten people who mattered this year”. According to Time, Barbara Rae- 
Venter “has provided law enforcement with its most revolutionary tool 
since the advent of forensic DNA testing in the 1980s” (Holes, 2019).

The use of non-forensic DNA databases for criminal investigation pur-
poses is not a new phenomenon. There are a few criminal cases where 
information stored, for example, in medical DNA databases was used to 
solve a criminal case.6 However, the Golden State Killer criminal case led 
to the first reports of recreational DNA databases being used in such 
enquiries. That is, databases held for commercial purposes—the so-called 
direct-to-consumer (DTC) genetic testing—to which citizens voluntarily 
upload their DNA in order to know about their ancestry and other genetic 
information, such as health issues (Abel, 2018; Borry, Cornel, & Howard, 
2010; Chow-White et al., 2018; Horowitz, Saperstein, Little, Maiers, & 
Hollenbach, 2019).

In the aftermath of the Golden State Killer investigation, other criminal 
cases have been showing the increasing use of long-range familial searches 
in recreational DNA databases, with the purpose of accommodating the 
possibility of searching for criminal suspects. According to Erlich et  al. 
(2018), between April and August 2018, 13 criminal cases in the US were 
solved through such searches. A significant portion of those had the 
involvement of Parabon NanoLabs, a company offering forensic services 
such as genetic genealogy, kinship inference and forensic DNA phenotyp-
ing (in this respect see also Wienroth, 2018a). In a more recent publica-
tion, members of the company refer to more than 30 law enforcement 
cases7 solved by them and their collaborators, such as Barbara Rae-Venter 
and law enforcement agencies (Greytak, Moore, & Armentrout, 2019). 

6 In Sweden, in 2003, forensic access to a medical biobank (PKU biobank—diagnostics) 
was authorized as part of the murder investigation of Anna Lindh (Swedish foreign 
minister).

7 Through 31/1/19.
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As a result, the use of long-range familial searches in recreational DNA 
databases has been the subject of highly visible public and regulatory con-
troversy, posing new lines of enquiry on the uses of DNA data in the gov-
ernance of crime. In the rest of this section, we will briefly summarize 
some of the topics under discussion.

Familial searching in forensic DNA databases uses autosomal short tan-
dem repeats (STRs), the so-called junk genes that presumably hold little 
value other than for identification. Using that method, the investigative 
technique might, at best, identify close biological relatives (siblings, par-
ents or children). In opposition, long-range familial searches in recre-
ational DNA databases use single-nucleotide polymorphisms (SNPs), 
which are characterized by their informational richness (Greytak et  al., 
2019; Kennett, 2019; Murphy, 2018).8 As a result, that kind of use makes 
more informative data available to law enforcement, while also signifi-
cantly expanding the network of people that might be affected by such 
procedures (Murphy, 2018). In this respect it is relevant to note that a 
study conducted by Yaniv Erlich and his colleagues estimates that “about 
60% of the searches for individuals of European descent will result in a 
third cousin or a closer match, which can allow their identification using 
demographic identifiers” (Erlich et  al., 2018). The use of long-range 
familial searches in recreational DNA databases thereby significantly 
expands the scope and impact of genetic surveillance.

Forensic DNA databases and recreational DNA databases also signifi-
cantly differ in another aspect that has become increasingly relevant in the 
governance of crime. While the first tends to overrepresent the groups and 
social categories most affected by the actions of the criminal justice system, 
such as racial and ethnic minorities (Skinner, 2013), the latter is mainly 
composed of individuals with a North European genetic background 
(Erlich et al., 2018). This, therefore, implies that genetic surveillance is no 
longer restricted to the “management of those already deemed criminal” 
(Williams & Johnson, 2004, p. 11): nowadays it also  encapsulates individu-
als that might never have had contact with the criminal justice system before.

Another topic of discussion regarding long-range familial searches in 
recreational DNA databases relates to the lack of governance and over-

8 In addition to this, since DTC companies obtain DNA from spit kits or cheek swabs, 
DNA profiles are always based on a large amount of high-quality single-source DNA.  In 
opposition, forensic DNA samples might face several obstacles to an analysis by having only 
a small amount of degraded DNA and/or being mixed with DNA from other individuals 
(Greytak et al., 2019).
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sight. In the aftermath of the Golden State Killer criminal case, several 
private companies specialized in providing direct-to-consumer DNA tests 
and other online related resources updated their terms of use. However, 
due to the lack of regulatory norms, several companies in the market 
reacted differently. Some companies had decided to not allow uploads in 
their databases, stating that their data is not accessible to law enforcement 
unless a judicial request is made (Greytak et al., 2019; Kennett, 2019). 
However, the private company FamilyTreeDNA admitted in February 
2019 that, without informing its users, it allowed the FBI to upload 
genetic profiles created from crime scenes and corpses. After the compa-
ny’s president, Bennett Greenspan, apologized for not revealing it sooner 
to its clients, the company produced a TV advertisement urging consum-
ers to help them catch criminals. The television spot9 asked anyone who 
had made a direct-to-consumer DNA test to upload a copy so that law 
enforcement could spot any connections to DNA found at crime scenes.

Finally, GEDmatch, the online public-access database used in the 
Golden State Killer case, changed their Terms of Service. Since May 2019 
users have to explicitly opt in for their DNA profiles to be included in law 
enforcement searches to identify remains and perpetrators of violent 
crimes, defined as homicides or sexual assaults (Kennett, 2019; Moore, 
2016). Although it is acceptable to expect that users of such databases are 
currently informed about its wide implications, such policies do not secure 
consent from the biological relatives that might, unexpectedly, become 
implicated into a criminal investigation.

Therefore, the different approaches taken by different companies and 
other online resources mobilized for long-range familial searches exem-
plify the lack of restrictions and constraints currently under place to bal-
ance the right of individuals to genetic privacy against the desire to 
apprehend criminals (Murphy, 2018). In addition to such a scenario, 
another layer of this lack of governance and oversight is linked to the inex-
istence of accreditation, professionalization and accountability for geneal-
ogists. As a result, individuals with very different degrees of expertise 
might be involved in such procedures, which poses severe ethical issues 
(Kennett, 2019).

Within such a complex scenario, it is clear that while familial searching 
in forensic DNA databases is framed by a series of inclusion and exclusion 
criteria that impose some safeguards in terms of genetic privacy (Granja & 

9 https://www.technologyreview.com/the-download/613232/help-us-catch-killers-is-
now-the-new-advertising-angle-for-dna-companies/ (last accessed on 29 April 2019).
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Machado, 2019; Haimes, 2006; Kim et al., 2011; Murphy, 2010, 2018), 
private companies have extensive databases, with few restrictions and inex-
istent governance. Long-range familial searches in recreational DNA data-
bases thus offer a way of circumventing long-established protocols in 
forensic DNA databases.

Despite such a spirited debate taking place, little is yet known about 
how the public perceives such new avenues of criminal investigation. In 
the aftermath of the Golden State Killer criminal case, a survey of 1587 US 
residents found that the majority of respondents supported police searches 
of genetic websites that identify genetic relatives (79%) and the disclosure 
of direct-to-consumer genetic testing customer information to the police 
(62%), as well as the creation of fake profiles of individuals by the police on 
genealogy websites (65%). However, respondents were significantly more 
supportive of these activities to identify perpetrators of violent crimes, per-
petrators of crimes against children and missing persons cases (Guerrini, 
Robinson, Petersen, & McGuire, 2018).

Old and new debates over the use of familial searches for criminal inves-
tigation purposes therefore shed light on how we are no longer solely 
discussing an interaction between science and law. The advent of long- 
range familial searches in recreational databases puts in focus how police 
forces, scientific experts, private companies, media and consumers increas-
ingly interact. Such scenario thus brings to the table issues of trust and 
distrust, citizens’ understanding of genetic science, uncontrolled access to 
citizens’ genetic data and expansion of affected populations. Although 
such uses of recreational databases are, for now, mainly restricted to the 
US context, this type of databases are increasingly expanding worldwide. 
As a result, it is possible that law enforcement agencies in other countries 
will consider using such investigative technique.

ForEnsic dna PhEnoTyPing

Forensic DNA phenotyping can be broadly described as a constellation of 
techniques10 that aims to infer externally visible physical features in 
humans—eye, hair and skin colour—and continental-based biogeographi-

10 We use the term “constellation” to define forensic DNA phenotyping and outline the set 
of different genetic techniques that might be used to infer externally visible characteristics—
such as eye, skin and hair colour—as well as information about biogeographic ancestry. In 
addition, the use of this term also aims to highlight how such techniques can be used either 
jointly or separately.
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cal ancestry of criminal suspects, through the analysis of biological materi-
als collected at crime scenes11 (Daniel et al., 2015; Kayser, 2015; Kayser & 
de Knijff, 2011; Kayser & Schneider, 2009). Forensic DNA phenotyping 
technologies have been applied in various jurisdictions in a limited number 
of high-profile cases (Wienroth, 2018a, p. 4) with the aim of providing 
intelligence for criminal investigations.

The potentialities attributed to forensic DNA phenotyping in support-
ing criminal investigations show its added intelligence value by generating 
new leads when the DNA collected from crime scenes is not registered in 
forensic DNA databases and/or when there are no eyewitnesses available 
(Kayser, 2015).12 More particularly, forensic DNA phenotyping works by 
inferring to which group a particular individual might belong (i.e., a group 
of people with blue eyes and European ancestry). Within a criminal inves-
tigation, such type of data is translated by clustering a group of people 
who share a set of characteristics and considering them “a suspect popula-
tion” (M’charek, 2008).

The initial debate in the field of social sciences about this genetic tech-
nology has primarily focused on the socio-ethical challenges that might 
emerge from its use in the criminal justice system. For the purposes of this 
chapter, we outline three domains that have been extensively debated. The 
first regards the high expectations placed upon the potential of forensic 
DNA phenotyping. Contrary to what is often disseminated in popular 
media when this topic is touched upon, forensic geneticists argue that 
forensic DNA phenotyping tests cannot “predict” the external character-
istics of a person or his/her ancestry with fool-proof certainty. Such inter-
pretation of the potential of forensic DNA phenotyping might lead to 
severe miscarriages of justice. According to such professionals, forensic 
DNA phenotyping’s potential lies in the inference of individual’s pheno-
typic characteristics within a certain degree of probabilistic likelihood 

11 For the purposes of this chapter, we excluded the potential uses of this technology in the 
search and/or identification of missing persons.

12 Legislation about the use of forensic DNA phenotyping differs widely across Europe. It 
is only explicitly regulated in the Netherlands (Samuel & Prainsack, 2018a, 2018b). In other 
countries, legislation is either implicit or absent, which implies that it might be differently 
interpreted by experts and practitioners. As a result, forensic DNA phenotyping is applied in 
countries such as Spain and the UK and considered as forbidden in others, namely, Germany, 
Belgium and Austria. Nevertheless, there are ongoing debates and proposals on the regula-
tion of forensic DNA phenotyping in both Germany and Switzerland (Samuel & Prainsack, 
2018a).
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(Samuel & Prainsack, 2018a). These expanding high expectations are fur-
ther complicated by the claims made by the company Parabon NanoLabs, 
which markets forensic DNA phenotyping as a technology able to produce 
facial composite images of potential suspects, including facial features and 
morphology. Claims of that kind have been extensively criticized by crimi-
nal justice stakeholders and scientific practitioners who research and work 
in the field of forensic DNA phenotyping (Wienroth, 2018b).

The second area of debate regarding forensic DNA phenotyping that 
has been receiving wide attention refers to the problematic nature of 
defining populations through genetics. In particular, scholars in social sci-
ences outline the need to problematize how the genetic reinscription of 
race (El-Haj, 2007) might play out in the everyday practices of criminal 
investigations. That is, how socially constructed notions of “race” and 
“ethnicity” might be translated into biological characteristics and vice 
versa. For example, stating that the criminal suspect is possibly from 
“African ancestry” is probably going to be translated and materialized by 
law enforcement, justice stakeholders and the general public into “the 
suspect is probably black” (Samuel & Prainsack, 2018a). In this sense, 
disclosing information related to biogeographical ancestry is a sensitive 
issue, as the forensic distinction of populations by continents or popula-
tion groups can easily lead to inaccurate socially constructed associations 
between these and categories of race and ethnicity (M’charek, 2008; 
Vailly, 2017).

In addition, the act of revealing that a certain criminal suspect is from a 
racial or ethnic minority might further compound discriminatory practices 
against already vulnerable groups. Forensic DNA phenotyping might, 
thus, present a risk of renewing existing forms of stigmatization and creat-
ing new forms of racial profiling that further exacerbate the criminaliza-
tion of certain groups, which are already the most affected by the actions 
of the criminal justice system, such as racial and ethnic minorities 
(M’charek, Toom, & Prainsack, 2012).

The third area under discussion concerns the idea that forensic DNA 
phenotyping might be used in criminal investigations as a “biological wit-
ness” (Kayser, 2015). Such a concept encapsulates the notion that forensic 
DNA phenotyping techniques might overcome the limitations of informa-
tion presented by eyewitness testimonies, which are perceived as fragile, 
pervaded with emotions, motivations, subjectivities and information gaps. 
When reacting to that argument, several social scientists have been outlin-
ing, on the one hand, the risks of perceiving science and technology as 
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immune to social bias, and, on the other, the socially decontextualized 
nature of information provided by forensic DNA phenotyping, especially 
when directly compared with eyewitness accounts that often provide con-
text about the events of a crime (Toom et al., 2016).

In addition to such debates about the ethical, legal and social implica-
tions of forensic DNA phenotyping, the topic has been increasingly raising 
interest from scholars. Richard Tutton and his colleagues have critically 
explored the UK Border Agency’s initiative of using genetic testing to 
discover ancestry and geographical origins and isotope testing13 to cor-
roborate asylum seekers’ accounts of their nationality (Tutton, Hauskeller, 
& Sturdy, 2014). The authors outline how such technologies deprive indi-
viduals of the right to tell their own stories by employing biological cate-
gories as a proxy for the social category of nationality (Tutton et al., 2014, 
p.  746) and further aggravate the criminalization of asylum applicants. 
Another study, by Joëlle Vailly, analysed the power relations which emerged 
in France in relation to forensic DNA phenotyping through an analysis of 
the discourses of judges and prosecutors, political officials and managers in 
biotechnology companies. The author shows how such power relations 
emerged between different social actors, according to their different con-
nections and affiliations to ethics, politics and law (Vailly, 2017).

Another recent study has addressed the views of forensic geneticists 
about forensic DNA phenotyping by focusing on how scientists engage 
with a set of anticipatory practices (Wienroth, 2018a). Mathias Wienroth 
explores the promissory aspects of forensic DNA phenotyping, along with 
its epistemic and operational aspects—such as management of expecta-
tions, negotiation of legislative barriers and integration into existing 
 technologies. In a different piece of work, Wienroth also analyses how 
forensic DNA phenotyping is entrenched in the political economy of 
forensic genetics, anchored in the intersection of scientific ethics, forensic 
practices and commercial resources. Drawing on the case of Parabon 
NanoLabs’ DNA photo-fits, the author outlines how scientists’ ethical rea-
soning about the development and use of forensic DNA phenotyping 
tackles issues of validation, epistemic transparency, science legitimacy and 
commercial value in ways that continuously reassert scientific primacy over 
commercial, legal and judicial concerns (Wienroth, 2018b).

Gabrielle Samuel and Barbara Prainsack have also recently written pub-
lications about forensic DNA phenotyping. In one of such publications 

13 Isotope testing analyses the way different environments may leave distinctive traces in 
individuals’ bodies (Tutton et al., 2014, pp. 744–745).
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the authors address the views of actors with a professional stake in forensic 
DNA phenotyping about the benefits and problems associated with the 
prospective use of the technology. More particularly, Samuel and Prainsack 
show how respondents do not “view forensic DNA phenotyping as a tech-
nology with clear boundaries that ‘raised’ ethical issues. Instead, forensic 
DNA phenotyping was portrayed as a heterogeneous set of practices and 
material technologies that were partly shaped by ethical considerations” 
(Samuel & Prainsack, 2018a, pp. 3–4), which include issues of validity, 
reliability and discrimination. In another publication, the authors explore 
how civil society stakeholders strike a balance between the potential use-
fulness of the use of forensic DNA phenotyping and the various ethical 
and social considerations (Samuel & Prainsack, 2019).

Finally, David Skinner has addressed the topic of why race prediction 
within forensic DNA phenotyping is particularly problematic. The author 
discusses the implications of and for forensic DNA phenotyping in the 
context of established social structural inequalities that affect minorities in 
the realm of police and justice (Skinner, 2018a). Moreover, the author 
also frames forensic DNA phenotyping as entrenched in wider significant 
changes in the use of race as an object of expert knowledge in science and 
policy-making (Skinner, 2018b).

Despite the still-evolving controversies on forensic DNA phenotyping 
in several countries, further development of intelligence-focused technol-
ogies is being equated: a recent publication, for instance, argues in favour 
of broadening DNA-based forensic intelligence by coupling it with epig-
enomic lifestyle predictions to find unknown perpetrators of crimes who 
are not identifiable using current forensic DNA profiling (Vidaki & Kayser, 
2017, 2018). Building upon the concept and possibilities of epigenetics 
(covered in Chap. 3), some forensic geneticists are thereby considering 
that future perspectives of forensic epigenomics might include the ability 
to predict smoking, drinking and drug-use habits, the type of diet fol-
lowed, physical activity levels, body size/shape, geographic region of resi-
dence as well as socioeconomic status (Vidaki & Kayser, 2017).

concluding rEmarks

This chapter aimed to critically explore the complex politics of legitima-
tion and contestation (Skinner, 2018b) that frame the development and 
consolidation of DNA technologies focused on generating intelligence, 
such as familial searching and forensic DNA phenotyping. Such technolo-
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gies represent particularly interesting cases to question the role of forensic 
genetics in the governance of crime. Firstly, despite the association with 
notions of a “gold standard” that frames forensic science, recent and still 
developing technologies present ongoing issues about their usefulness, 
reliability and regulatory framework. Nevertheless, developers and advo-
cates for its adoption strongly draw upon a narrative of objectivity to bol-
ster its adoption, further development and expansion (Wienroth, 2018a). 
Secondly, by constructing suspicion as collective, rather than individual, 
such technologies also bring an additional layer to issues of discrimination. 
Finally, such technologies are also clearly outlining how modern science 
will unravel under the aegis of the market, which brings complex conse-
quences and contingencies for human rights.
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