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CHAPTER 6

Forensic Genetics and Governance 
of Transnational Criminality

Abstract Contemporary societies are increasingly facilitating movement 
while simultaneously creating forms of restricting and monitoring the 
mobility of persons deemed problematic. This chapter focuses on the 
growing relevance of genetic technologies in this domain by discussing the 
several forms whereby genetics has been used to prevent, manage and 
survey transnational criminality. In order to shed light on the complexities 
associated with such a phenomenon, we provide the reader with an in- 
depth explanation of an empirical example: a pan-European network, 
called the Prüm system, created to exchange the data stored in the national 
DNA databases of different European Union (EU) countries in order to 
combat terrorism and cross-border criminality.

Keywords International mobility • Transnational criminality • 
Exchange of DNA data • Prüm system

The ConTrol of Irregular MobIlITy

The celebration and facilitation of the movement of people, goods and 
capital within the European Union (EU) coexists with attempts to moni-
tor, restrict or inhibit the mobility of individuals deemed problematic 
(Aas, 2013; Bigo, 2005; Pickering & Weber, 2006). Although Europe’s 
internal borders have been to a certain extent abolished, as pointed out by 
Dennis Broeders and Huub Dijstelbloem, “mobility is not for everyone: 
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there is a politics of mobility in which the differential distribution of 
mobility produces some of the starkest differences today” (Broeders & 
Dijstelbloem, 2016, p. 245). As a result, surveillance systems are increas-
ingly being deployed to work as instruments of social sorting (Lyon, 
2007), segregating between “legitimate” and “illegitimate” mobilities 
(Amoore, 2006). Respectively, one kind of mobility is associated with high 
economic, cultural and social capital, regarding individuals moving due to 
leisure and/or business; while another kind of mobility is associated with 
irregular immigration and/or criminal practices (Aas, 2011). It is thereby 
clear that tracing mobility is no longer solely focused on territorial bor-
ders. The management of borders has shifted and expanded to a focus on 
internationally mobile populations that are considered as suspect commu-
nities (Aas, 2011; Ajana, 2013; Bosworth & Guild, 2008; Broeders, 2007; 
Skinner, 2018; Tutton, Hauskeller, & Sturdy, 2014). Such suspect com-
munities are defined by the interlinking of nationality, race and (lack 
thereof of) social, cultural and economic power.

Transnational criminality tends to be approached as one of the most 
significant challenges posed by international mobility. As a result, at least 
in terms of public discourse, the prevention and investigation of cross- 
border crime have been the main driving force and justification for the 
proliferation of surveillance systems (Aas, 2011, p. 337). Nowadays, soci-
eties have been witnessing a swift development in the expansion of net-
works of surveillance systems and networked databases aimed at visualizing, 
registering, mapping, monitoring and profiling mobile populations 
defined in terms of risk (Broeders & Dijstelbloem, 2016). Within such 
context, biometric technologies have been increasingly deployed as the 
prime form to control and manage international mobility (Aas, 2011). 
Biometric technologies create an inseparability between corporal and digi-
tal elements in contemporary governance projects (M’charek, Schramm, 
& Skinner, 2014).

This chapter focuses on a EU system which clearly outlines the role of 
forensic genetics in the governance of crime: a pan-European network, 
called the Prüm system, created to exchange the data stored in the national 
databases of different EU countries in order to combat terrorism and 
cross-border criminality. Several policies aimed at crime control and migra-
tion directly or indirectly highlight and discriminate against minorities and 
populations or individuals originating from specific countries. Contrary to 
such a scenario, the Prüm system directly targets already criminalized pop-
ulations, since it networks different forensic DNA databases.
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baCkground and Rationale of The PrüM deCIsIons

In the aftermath of Schengen,1 which abolished border controls in a num-
ber of European countries, several EU Member States became increasingly 
concerned about transnational movements of people deemed risky and, 
consequently, about the growth of transnational crime (Broeders, 2007; 
Guild & Geyer, 2008; Hufnagel & McCartney, 2017). Although the 
informal exchange of DNA data has often taken place on an ad hoc basis 
(Hufnagel & McCartney, 2015; McCartney, Wilson, & Williams, 2011), 
it was no longer deemed as sufficient and, consequently, voices began to 
be heard calling for a closer cooperation among police forces (Luif, 2007).

Attempting to respond to such perceived need to expand the transna-
tional surveillance network and foster closer police cooperation, on May 
2005, in the small German town of Prüm, the government representatives 
from Austria, Belgium, France, Luxembourg, Germany, the Netherlands 
and Spain signed a treaty that would become known as the Prüm 
Convention,2 which set provisions for exchanging data regarding DNA, 
fingerprints and motor vehicle information. The preamble of the 
Convention stated that, in the context of the free movement of persons, 
the EU Member States had to

[p]lay a pioneering role in establishing the highest possible standard of 
cooperation, especially by means of exchange of information, particularly in 
combating terrorism, cross-border crime and illegal migration, while leaving 
participation in such cooperation open to all other Member States in the 
European Union. (EU Council, 2005, p. 3)

The background leading to the Prüm Convention was an initiative by 
Otto Schily, the former Interior Minister of Germany who, in 2003, pro-
posed a closer cooperation in justice and internal affairs with France, 
Belgium and Luxembourg in a context where a Police Centre was opened 
in Luxembourg by the four countries. According to Paul Luif (2007), this 

1 The Schengen acquis, in 1995, pertains to the abolition of border controls of a number 
of European countries. Subsequently, the Treaty of Amsterdam, in 1997, has adopted the 
Schengen agreement into EU law.

2 In this chapter the authors use the term “Prüm Convention” to refer to the 2005 
Convention involving seven countries, the term “Prüm Decision” to refer to the Council 
Decision that established the mandatory nature of transnational data exchange for all EU 
Member States and the term “Prüm system” to refer to the actual network of European 
Union countries exchanging DNA data.
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initiative, which aimed to develop a closer cooperation between the police 
forces of Germany and its neighbours, was deemed necessary because of 
“transnational crime, which had increased after removing the Iron curtain 
at the end of the Cold War and which had been made easier by the ceasing 
of border controls between the participants of the Schengen area” (Luif, 
2007: 6; see also Bigo, 2004, 2008: 94; Bigo & Guild, 2005; Kuus, 2004; 
M’charek et al., 2014: 16).

In 2008, some of the Prüm Convention provisions were subsumed into 
the police and judicial cooperation provisions in European Union law by 
a Council Decision, commonly referred to as the Prüm Decisions (EU 
Council, 2008a, 2008b). These Prüm Decisions made it mandatory for all 
EU Member States to join the pan-European network for the exchange of 
fingerprints, DNA profiles and motor vehicle information. It was decided 
that data should remain the property of the Member State where it was 
collected, eliminating the need for a centralized database. Therefore, this 
meant that all EU Member States that had yet to establish databases for 
DNA profiles, fingerprints and vehicle data information were obliged to 
do so, in order to allow access to them to the relevant EU authorities. 
August 2011 was the deadline established for all EU countries to comply 
with the Prüm Decisions. However, most countries were unable to com-
ply with such a deadline due to several reasons (McCartney et al., 2011; 
Prainsack & Toom, 2013): (1) difficulties faced in the mobilization of 
political majorities to adapt national laws to Prüm provisions; (2) conflicts 
between stakeholders over who should take responsibilities for Prüm; (3) 
human and financial resources (Prainsack & Toom, 2013; Töpfer, 2011). 
Moreover, Italy, Greece, Ireland and Malta faced additional constraints as 
they did not have a DNA database or dedicated legislation when the Prüm 
Decisions were adopted (Toom, Granja, & Ludwig, 2019).

Currently, the latest report on the progress of the implementation of 
Prüm on DNA data, dating from September 2019, indicates that there are 
25 EU Member States in operational conditions (EU Council, 2019). The 
non-operational countries are Greece, Ireland and Italy. Being operational 
within Prüm’s transnational exchange of DNA data does not, however, 
immediately imply that all operational countries are connected. Available 
data also shows that the level of connection is very different: while the 
Netherlands and Austria are connected to 23 countries, Bulgaria is 
exchanging DNA data with 9 countries and the UK with 1 country (EU 
Council, 2019).
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PrüM Modus opeRandi

Transnational DNA data exchange within the Prüm system works as fol-
lows: when a search is made in a national database for a DNA sample 
retrieved from a crime scene and no match is found, the Council Decision 
permits the data to be transmitted and searched in the national databases 
of other Member States (the so-called Step 1 of the Prüm system). A noti-
fication is then sent to the original Member State notifying it of a hit or 
the lack thereof. If a hit is identified, further requests for information are 
processed through the existing police or judicial channels (the so-called 
Step 2 of the Prüm system, which is governed by national law).

The EU regulation of the Prüm system stipulates that, for the purposes 
of supplying data, each Member State shall designate a National Contact 
Point (NCP), and the powers of the NCPs shall be governed by the appli-
cable national law (Decision 2008/615/JHA). Different countries have 
attributed the custody of the national DNA databases to different entities, 
ranging from judicial authorities to police forces. In the great majority of 
countries involved in the Prüm system, the Ministry of the Interior (or 
Ministry of Internal Affairs or Ministry of Home Affairs)—a government 
ministry typically responsible for policing, emergency management, 
national security and immigration matters—has custody over the National 
Criminal DNA Database. The exceptions to this scenario are Belgium, the 
Netherlands, Portugal and Sweden, in which the Ministry of Justice has 
custody over the National DNA Database. The Ministry of Justice typi-
cally has specific duties associated with the organization of the justice sys-
tem, overseeing public prosecutors and maintaining the legal system and 
public order. As a result of such a diversified context, the roles and respon-
sibilities of Prüm NCPs may vary among countries, according to different 
organizational structures and national legislation.

The forensic practitioners acting as NCPs are central actors in the Prüm 
regime: they conduct the daily activities that enable transnational exchange 
and hold a crucial position in decision-making processes. In particular, the 
persons acting as NCPs must organize and implement the necessary pro-
cedures and connections to perform automated exchanges with other 
databases (both receiving and sending information), perform tests with 
partners in other countries as well as manage and report DNA matches. 
The NCPs in charge of complying with the technical standards for the 
exchange of DNA data information among Member States on a hit/no- 
hit basis are officially called Step 1 NCPs. Typically, these NCPs are 
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 forensic experts working in forensic genetics laboratories. The NCPs in 
charge of the requests for additional information through mutual assis-
tance procedures are called Step 2 NCPs and are usually professionals with 
relevant experience in police and judicial cooperation in transnational 
criminal investigations. Therefore, the Prüm regime brings together a 
wide range of professionals and a shifting set of relationships with data, 
technological infrastructures, operational procedures and criminal justice 
systems that support the circulation of information (M’charek, Hagendijk, 
& de Vries, 2013).

The PrüM Challenges

The development of the Prüm system has received academic attention that 
might be summarized along two distinct lines of enquiry: on the one 
hand, a branch of literature that focuses on Prüm’s societal, political and 
ethical challenges; on the other hand, a group of studies that aim to map 
the geographical patterns of cross-border crime and DNA data flows 
among the different EU Member States.

Within this first group of literature, it is clear that the ethical implica-
tions of the transnational exchange of forensic DNA data under the Prüm 
regime are paramount. The current academic debate highlights the ethical 
challenges related to data protection, the excessive surveillance of citizens 
and potential threats to civil rights such as privacy, liberty and the pre-
sumption of innocence (McCartney, 2010; McCartney et  al., 2011; 
Nuffield Council on Bioethics, 2007). Additionally, several authors 
observed a democratic deficit when the Prüm Convention was transposed 
into EU acquis (Balzacq, 2005; Balzacq, Bigo, Carrera, & Guild, 2006; 
Bellanova, 2017; Bigo, 2008). Such issues are compounded by the lack of 
systems to ensure transparency, accountability and trust, as well as ethical 
oversight of the transnational flow of law enforcement information 
(Hufnagel & McCartney, 2015; McCartney, 2013, 2014a, 2014b; 
McCartney et al., 2011; Prainsack & Toom, 2010, 2013). Victor Toom 
and his colleagues, when reviewing a decade of cross-border exchange and 
comparison of forensic DNA data, outline how their concerns over 
accountability and transparency posed at the time of the Prüm Decisions 
(EU Council, 2008a, 2008b) continue to be problematic, as quantitative 
and publicly available information that would make it possible to access 
DNA data exchange and comparison in the Prüm regime is limited, dis-
jointed and largely unavailable (Toom, 2018; Toom et al., 2019).
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Another crucial topic of debate within regards the enormous disparities 
in national legislation across EU Member States. As previously noted in 
Chap. 5, in the EU, there is considerable variation among national foren-
sic DNA databases regarding the criteria for including profiles and the 
periods of time and conditions for their retention and/or deletion (Cho & 
Sankar, 2004; Machado & Silva, 2016; Santos, Machado, & Silva, 2013; 
Van Camp & Dierickx, 2007). Thereby, such a scenario draws attention to 
the inherent heterogeneities of the Prüm regime, by binding together 
diverse regulations regarding the collection and retention of forensic bio-
information (Prainsack & Toom, 2013).

Barbara Prainsack and Victor Toom (2010) explored the situated dis/
empowerment of the Prüm system on the basis of three dimensions: data 
protection, new investigative epistemology and increasing investment on 
DNA technologies. In terms of data protection, the authors show that 
while Prüm might render a wide group of people into objects of surveil-
lance, by working in a two-step approach, it might also reduce the amount 
of information that travels across borders. Such a decrease will, in princi-
ple, occur because personal data is only sent after a match has been con-
firmed, thus leading to a more targeted exchange. Prainsack and Toom 
(2010) also outline the forms whereby Prüm co-constructs a new investi-
gative epistemology. By constituting DNA evidence in criminal investiga-
tions as central, a new configuration emerges in ways that shift power away 
from criminal investigators and towards forensic geneticists. Finally, the 
authors also explore how Prüm might, indeed, contribute to solving 
crimes in the EU (thus empowering citizens and victims) yet it might also 
divert attention and resources from other types of crime not directly 
involving biological evidence, such as human trafficking, fiscal crimes and 
child abuse (Prainsack & Toom, 2010).

Some of these preliminary analyses have inspired recent empirically 
based studies on Prüm. One of such studies explores what “ethics” means 
to forensic practitioners actively involved in transnational DNA data 
exchanges under the Prüm system (Machado & Granja, 2018). Based on 
interviews with Prüm NCPs, the authors demonstrate that such profes-
sionals face a wide variety of ethically significant issues. Participants high-
lighted that ethics are related to good scientific and laboratory practices, 
mentioned problems when receiving contaminated samples in the labora-
tory or reporting false positives to other countries, referred to data protec-
tion procedures and outlined efforts to address social accountability by 
producing reports for assessment by external authorities and/or use by 
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the general public. Moreover, the authors found that NCPs created “ethi-
cal boundaries” between science/ethics, science/criminal justice systems 
and good/bad science that aimed to address and manage ethical 
controversies.

In another publication, Helena Machado and Rafaela Granja addressed 
the topic of how forensic DNA evidence is given meaning within the vari-
ous ways of constructing a police epistemic culture within Prüm (Machado 
& Granja, 2019a). Based on interviews with NCPs involved in interna-
tional police cooperation, the authors show how the construction of a 
particular police epistemic culture is related to dynamics linked to the 
boundary work that creates, advocates and reinforces distinctions regard-
ing other professionals also involved in transnational cooperation, such as 
the judicial authorities and forensic scientists. On the one hand, the judi-
cial authorities are seen as a professional group that works mainly through 
formal procedures on a national or local level, while lacking the experience 
of international cooperation traditions. On the other hand, police profes-
sionals enact boundary work in relation to forensic scientists by outlining 
how the value of a DNA hit does not reside in the hit by itself but on the 
police work which can turn DNA data into DNA evidence. Hence, the 
Prüm system involves the interaction of various epistemic cultures and 
professional practices, entailing both cooperation and coordination, in 
addition to enacting the differences and divisions between the different 
social actors in the criminal justice system (Machado & Granja, 2019a).

One other study by Helena Machado, Rafaela Granja and Nina Amelung 
analysed the fluid and flexible forms of constructing suspicion which take 
shape in transnational governance of crime through forensic DNA data-
bases (Machado, Granja, & Amelung, 2020). The authors demonstrate 
that, within the Prüm system, suspicion is constructed through forms of 
deterritorializing and reterritorializing assumptions about criminality 
linked to the movements of suspect communities across the EU.  The 
deterritorialization of suspicion is configured in two ways. Firstly, it ampli-
fies imaginaries of Europeanization that are linked to the increase in trans-
national collaboration in the area of crime control. Considering that the 
“free” mobility of citizens within the EU facilitates criminal activity across 
borders, NCPs conceive the emergence of the Prüm system as a logical 
outcome. The transnational exchange of DNA data is therefore seen as an 
opportunity to regain “control” over the coexisting mobility of non- 
criminal and criminal populations. Secondly, the deterritorialization of 
suspicion also involves incorporating depersonalization, neutrality and 
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procedural objectivity into the operations of the automated and perma-
nent DNA data exchange. Juxtaposed to that, the reterritorializing of sus-
picion operates through the continuous (re)creation of assertions 
concerning criminality and specific populations from certain East European 
countries. In this sense, the transnational exchange of DNA data in EU 
demonstrates how “new” forms of suspicion relate to the reinforcement of 
“old” criminal categories (Machado et al., 2020).

One last study conducted by Machado and Granja regards how NCPs 
perceive the risks and benefits of transnational exchange of forensic DNA 
data. The authors show that the perceived benefits relate to the intensifica-
tion of tools for combating transnational criminality, development of stan-
dardization and harmonization of forensic DNA testing procedures and 
reinforcement of professional cooperation. The perceived risks are associ-
ated to the possibility that individuals may be prosecuted on the basis of 
false positives, the lack of available data to measure the effectiveness of the 
Prüm system and the different modus operandi of police forces and judicial 
authorities (Machado & Granja, 2019b).

The second group of studies on the Prüm system have been assessing 
the geographical patterns of cross-border crimes solved by the exchange of 
DNA data among the different EU Member States (Bernasco, Lammers, 
& Van der Beek, 2016; Taverne & Broeders, 2015, 2016). One study sug-
gested a territorial divide between Western and Central European coun-
tries and Eastern European countries. On the basis of an analysis of the 
official statistical data et of the Prüm system, this research revealed a trend 
amongst Western and Central European countries to accumulate the 
majority of DNA profiles of individuals originating from Eastern European 
countries (Santos & Machado, 2017). In other words, the study showed 
how the geographical patterns of DNA flows between the EU Member 
States involved in the Prüm system appeared to confirm previous research 
about the patterns of criminal mobility affecting central European coun-
tries, which is mostly associated with volume crime usually involving indi-
viduals originating from Eastern Europe (Bernasco et  al., 2016; Siegel, 
2014; Van Daele, 2008).

ConCludIng reMarks

Taking into consideration the increasing shifts in several social life domains 
when collecting and processing massive amounts of data, this chapter 
articulates how, within contemporary projects that aim to know and 
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 govern mobile bodies (Aas, 2011; Broeders, 2007), the governance of 
crime takes place by managing several decisions related to the production, 
circulation and use of data. The transnational exchange of DNA data via 
the Prüm system represents a technological infrastructure designed to 
control transnational mobile populations through a dispersed network 
featuring an enhanced level of detection.

In addition to fostering a closer collaboration among police forces in 
the EU, the Prüm system also emerged as an additional driver of the pan- 
European integration project by attempting to overcome cultural, political 
and socioeconomic disparities. It did so through a combination of techno-
logical standardization measures among countries and an ongoing empha-
sis on a prevalent discourse focusing on security and risk prevention 
(Prainsack & Toom, 2013). Nevertheless, such a goal of overcoming dis-
parities is paired with the consolidation of a system of wider social sorting 
that highlights several geopolitical tensions. In other words, since national 
DNA databases tend to reflect policing practices that usually target minor-
ities, such as foreigners and/or ethnic minorities (Chow-White & Duster, 
2011; Duster, 2006; Skinner, 2013, 2018), by enabling the transnational 
exchange of data, the Prüm system has the power to reassert and extend 
the discriminatory power of DNA databases. The transnational exchange 
of DNA data in the EU thereby enables the (re)making of the connections 
between criminality and suspicious movements of data and of particular 
populations leaving specific national territories (Machado et al., 2020).
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