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Abstract. With an ongoing digital transformation towards industry 4.0
and the corresponding growth of collected sensor data based on cyber-
physical systems, the need for automatic data analysis in industrial pro-
duction lines has increased drastically. One relevant application scenario
is the usage of intelligent approaches to anticipate upcoming failures for
maintenance. In this paper, we present a novel approach for anomaly de-
tection regarding predictive maintenance in an industrial data-intensive
environment. In particular, we are focusing on historical sensor data from
a real reflow oven that is used for soldering surface mount electronic com-
ponents to printed circuit boards. The sensor data, which is provided
within the scope of the EU-Project COMPOSITION (under grant no.
723145), comprises information about the heat and the power consump-
tion of individual fans inside a reflow oven. The data set contains time-
annotated sensor measurements in combination with additional process
information over a period of more than seven years.
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1 Introduction

In the last couple of years, the importance of cyber-physical systems in order to
optimize industry processes, has led to a significant increase of sensorized pro-
duction environments. Data collected in this context allows for new intelligent
solutions to e.g. support decision processes or to enable predictive maintenance.
One problem related to the latter case is the detection of anomalies in the behav-
ior of machines without any kind of predefined ground truth. This fact is further
complicated, if a reconfiguration of machine parameters is done on-the-fly, due
to varying requirements of multiple items processed by the same production
line. As a consequence, a change of adjustable parameters in most cases directly
leads to divergent measurements, even though those observations should not be
regarded as anomalies.
In the scope of the EU-Project COMPOSITION (under grant no. 723145), the
task of detecting anomalies for predictive maintenance within historical sensor
data from a real reflow oven was investigated. While the oven is used for soldering
surface mount electronic components to printed circuit boards based on contin-
uously changing recipes, one related problem was the unsupervised recognition
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of potential misbehaviors of the oven resulting from erroneous components. The
utilized data set comprises information about the heat and power consumption
of individual fans. Apart from additional machine parameters like a predefined
heat value for each section of the oven, it contains time-annotated sensor ob-
servations and process information recorded over a period of more than seven
years.
As one solution for this problem, in the upcoming chapters we will present our ap-
proach named Generic Anomaly Detection for Production Lines, short GADPL.
After a short introduction on related approaches, in the upcoming chapters we
will focus on a description of the algorithm. Afterwards we outline the evaluation
carried out on the previously mentioned project data, followed by a concluding
discussion on the approach and future work.

2 Related Work

While the topic of anomaly detection and feature extraction is covered by a broad
amount of literature, in the following we will focus on a selection of approaches
that led to the here presented algorithm. Recently, the automatic description
of time series, in order to understand the behavior of data or to perform sub-
sequent operations has drawn the attention of many researchers. One idea in
this regard is the exploitation of Gaussian processes [3, 5] or related structural
compositions [4]. Here, a time series is analyzed using a semantically intuitive
grammar consisting of a kernel alphabet. Although corresponding evaluations
show impressive results, they are rather applicable to smaller or medium sized
historical data, since the training of models is comparatively time consuming.
In contrast, other approaches exist, which focus on the extraction of well-known
statistical features, further optimized by means of an additional feature selec-
tion in a prior stage [2]. However, the selection of features is evaluated based on
already provided knowledge and thus not applicable in unsupervised use-cases.
A last approach discussed here, uses the idea of segmented self-similarity joins
based on raw data [7]. In order to decrease the complexity, segments of a time
series are compared against each other in the frequency domain. Even though
this idea provides an efficient foundation for many consecutive application sce-
narios, it lacks the semantic expressiveness of descriptive features as it is the
case for the already mentioned methods.
In the upcoming chapter we consequently try to deal with those challenges, while
presenting our approach for unsupervised anomaly detection.

3 Approach

The hereafter presented description of GADPL is based on the stage-wise imple-
mentation of the algorithm. After an initial clustering of similar input parameters
(3.1) and a consecutive segmentation (3.2), we will discuss the representation of
individual segments (3.3) and the corresponding measurement of dissimilarity
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(3.4). GADPL is also summarized in figure Algorithm 1, at the end of this chap-
ter.

3.1 Configuration Clustering

In many companies, as well as in the case of COMPOSITION, a single production
line is often used to produce multiple items according to different requirements.
Those requirements are in general defined by varying machine configurations
consisting of one or more adjustable parameters, which are changed ’on-the-fly’
during runtime. For a detection of deviations with respect to some default be-
havior of a machine, this fact raises the problem of invalid comparisons between
sensor measurements of dissimilar configurations. If a measurement or an inter-
val of measurements is identified as an anomaly, it should only be considered
as such, if this observation is related to the same configuration as observations
representing the default behavior. In other words:
If Ck = {xl := λl|1 ≤ l ≤ M} is a configuration with M parameters xl of value
λl, then for the dissimilarity δ of two measurement representations y1,i and y2,j
with associated configurations Ci and Cj , it holds that:

δ(y1,i , y2,j) is defined iff. i == j

Therefore in advance to all subsequent steps, at first all sensor measurements
have to be clustered according to their associated configuration.
For simplicity, in the following subsections we are only discussing the process
within a single cluster, although one has to keep in mind, that each step is done
for all clusters in parallel.

3.2 Segmentation

As a result of the configuration-based clustering, the data is already segmented
coarsely. However, since this approach describes unsupervised anomaly detec-
tion, the idea of a further segmentation is, to create some kind of ground truth,
which reflects the default behavior of a machine. In subsection 3.4 we will see,
how the segmentation is utilized to implement this idea. In an initial step, a max-
imum segmentation length is defined, in order to specify the time horizon, after
which an anomaly can be detected. Assuming a sampling rate of 5mins per sen-
sor, the maximum length of a segment would consequently be (60 · 24)/5 = 288
to describe the behavior on a daily basis. Although a decrease of the segment
length implies a decrease of response time, it also increases the computational
complexity and makes the detection more sensitive to invalid sensor measure-
ments. In this context, it needs to be mentioned that in this stage segments
are also spitted, if they are not continuous with respect to time as a result of
missing values. Another fact that has to be considered is the transition time of
configuration changes. While the input parameters associated with a configu-
ration change directly, the observations might adapt more slowly and therefore
blur the expressiveness of the new segment. To prevent this from happening,
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the transition part of all segments, which have been created due to configu-
ration changes, gets truncated. If segments become smaller than a predefined
threshold, they can be ignored in the upcoming phases.

3.3 Feature Extraction

Having a set of segments for each configuration, the next step is to determine the
characteristics of all segments. While the literature presents multiple approaches
to describe the behavior of time series, we will focus on common statistical fea-
tures extracted from each segment. Nonetheless, the choice of features is not
fixed, which is why any feature suitable for the individual application scenario
can be used. One example for rather complex features could be the result of a
kernel fitting in the context of Gaussian processes, accepting a decrease in per-
formance. Since the goal is to capture comparable characteristics of a segment,
we compute different real-valued features and combine them in a vectorized rep-
resentation. In the case of COMPOSITION, we used the mean to describe the
average level, the variance as a measure of fluctuation and the lower and upper
quartiles as a coarse distribution-binning of values. Due to the expressiveness
of features being dependent from the actual data, one possible way to optimize
the selection of features is the Principal Component Analysis [6]. Simply using
a large number of features to best possibly cover the variety of characteristics
might have a negative influence on the measurement of dissimilarity. The reason
for this is the partial consideration of irrelevant features within distance compu-
tations.
Moreover, since thresholds could be regarded as a more intuitive solution com-
pared to additionally extracted features, this replacement would lead to a signif-
icant decrease in the number of recognized anomalies. Apart from the sensitivity
to outliers, the reason is a neglect of the inherent behavior of a time series. As an
example consider the measurements of an acoustic sensor attached to a motor
that recently is sending fluctuating measurements, yet within the predefined tol-
erance. Although the recorded values are still considered as valid, the fluctuation
with respect to the volume could already indicate a nearly defect motor. Finally,
one initially needs to evaluate appropriate thresholds for any parameter of each
configuration.

3.4 Dissimilarity Measurement

For now we discussed the exploitation of inherent information, extracted from
segmented time series. The final step of GADPL is to measure the level of dis-
similarity for all obtained representatives. Since no ground truth is available to
define the default behavior for a specific configuration, the algorithm uses an
approximation based on the given data. One problem in this regard is the vari-
ability of a default behavior, consisting of more than one pattern. Therefore,
a naive approach as choosing the most occurring representative, would already
fail for a time series consisting of two equally appearing patterns captured by
different segments, where consequently half of the data would be detected as
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Algorithm 1 GADPL

Require: Time series T , Machine parameters M , Configuration transition time p,
Segment length (lmin, lmax), Number of nearest neighbors k,
Dissimilarity threshold Δmax

C′ = cluster configurations(T , M)
R′ = {R1, .., R|C′|}
for all configuration segments Ci in C′ do

for all segments sj in Ci do
sj = truncate transitions(sj , p)
if |sj | < lmin then

Ci = Ci \ sj
else if |sj | > lmax then

s′j = split segments(sj , lmax)
Ci = Ci ∪ s′j
Ci = Ci \ sj

end if
Ri = Ri ∪ extract features(s′j)

end for
end for
for all configuration representatives Ri in R′ do

for all representatives rj in ri do
NNk = query index(rj , k)
if Δ(rj , NNk) > Δmax then

emit anomaly(i, j)
end if

end for
end for

anomalous behavior.
As one potential solution GADPL instead uses the mean over a specified size
of nearest neighbors, depicting the most similar behavior according to each seg-
ment. The idea is that even though there might multiple distinct characteristics
in the data, at least a predefined number of elements represent the same be-
havior compared to the processed item. Otherwise, this item will even have a
high average dissimilarity with respect to the most similar observations and can
therefore be classified as anomaly.
Let ri be the representative vector of the i-th segment obtained by feature ex-
traction and let NNk(ri) be the according set of k nearest neighbors. The dis-
similarity measure Δ for ri is defined as:

Δ(ri, NNk(ri)) =
1
k

∑k
j=1 δ(ri, NN j

k(ri))

where NN j
k(ri) corresponds to the j-th nearest neighbor and δ to a ground dis-

tance defined on R
n.

Here, for the vectorized feature representations, any suitable distance function
δ is applicable. In the context of COMPOSITION we decided to use the Eu-
clidean distance for a uniform distribution of weights, applied to normalized
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Fig. 1. Application of GADPL: The upper part shows the segmentation of time anno-
tated power consumption data in percent. The lower part illustrates the result of the
dissimilarity measurement, where the red rectangle indicates classified anomalies.

feature values. To further increase the performance of nearest neighbor queries,
we exploited the R*-tree [1] as a high-dimensional index structure.
Given the dissimilarity for each individual representative together with a prede-
fined anomaly threshold, GADPL finally emits potential candidates having an
anomalous behavior.

4 Evaluation

In this section we will discuss the evaluation performed on a historical data
set, provided in the scope of COMPOSITION. While in future, the algorithm
should be applied to continuously streamed sensor data, the initial evaluation
was performed on recorded data, captured over a period of seven years. The
data consists of machine parameters (already classified by recipe names) and
time-annotated sensor measurements including temperature value and power
consumption, based on a sampling rate of 5 minutes. In addition, a separate
maintenance log covers the dates of previous fan exchanges. However, malfunc-
tions only occurred two times during runtime and are therefore comparatively
rare. A confirmation of results due to actual defect components is consequently
restricted to some extent. Since this project and the here presented approach
are regarded as ongoing work, the outlined evaluation is continued likewise.
Figure 1 illustrates the application of GADPL, including segmentation (upper
part) and dissimilarity measurement (lower part), for the time around one fan
failure. Here, differently colored circles represent slices of the time series after
segmentation, describing the percentage power consumption of a fan. Using the
features mentioned in section 3.3, we intended to perceive deviating values and
untypical fluctuations within the data, without being sensitive to outliers aris-
ing from single incorrect sensor measurements. Having one of the recorded fan
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exchanges at the end of February 2012, the result of the algorithm clearly shows
significantly higher values for the dissimilarity (red rectangle) prior to the event.
Even though increased dissimilarity values at the end of May 2011 and around
September 2011 can be be explained by analyzing the original data, yet there
were no recordings for a defect component at those times. However this does not
automatically imply incorrect indications, since defect machine parts are not the
only reasoning for anomalous characteristics in the data. An appropriate choice
for the value of a maximal dissimilarity, defining the anomaly threshold, can
therefore highly influence the accuracy.
Both cases of a defect fan behavior were clearly captured by the algorithm and
emphasized by a high dissimilarity.

5 Conclusion

With GADPL we introduced a solution to the relevant topic of unsupervised
anomaly detection in the context of configuration-based production lines. After
a short outline on the topic and related work, we discussed the algorithm and
the associated intention of our approach, before briefly showing the evaluation
results based on the project data.
Since the approach is ongoing work, in the future we will primarily extend our
evaluation based on streaming data. Although we described the algorithm us-
ing historical data, the procedure for streaming data is carried out analogous.
Another point in the scope of future evaluations is the choice of more complex
features and a related automated feature selection. Another idea to further im-
prove the approach is a semantic segmentation of the time series. While currently
a time series is segmented exploiting domain knowledge, a segmentation based
on characteristics in the data might potentially increase the accuracy. This would
also prevent from an unappropriated choice of the maximal segmentation length,
which could result in a split of data within a potential motif.
Finally, we plan to investigate the correlation of anomalies within multivariate
data. If GADPL in its current state is used for multivariate time series data, each
dimension is processed independently. Combining inter-dimensional information
within a single dissimilarity measure to cover anomalies would therefore be a
useful functionality to further optimize the approach.
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