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Abstract. In the present work, fault detection in industrial automation
processes is investigated. A fault detection method for observable process
variables is extended for application cases, where the observations of pro-
cess variables are noisy. The principle of this method consists in building
a probability distribution model and evaluating the likelihood of observa-
tions under that model. The probability distribution model is based on
a hybrid automaton which takes into account several system modes, i.e.
phases with continuous system behaviour. Transitions between the modes
are attributed to discrete control events such as on/off signals. The discrete
event system composed of system modes and transitions is modeled as a
finite state machine. Continuous process behaviour in the particular system
modes is modeled with stochastic state space models, which incorporate
neural networks. Fault detection is accomplished by evaluation of the un-
derlying probability distribution model with a particle filter. In doing so
both the hybrid system model and a linear observation model for noisy ob-
servations are taken into account. Experimental results show superior fault
detection performance compared to the baseline method for observable pro-
cess variables. The runtime of the proposed fault detection method has been
significantly reduced by parallel implementation on a GPU.
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1 Introduction

Reliable fault detection in industrial automation processes allows costs and risks
to be reduced by the early detection of faults and problems in the process and
by preventing component failures and, in extreme cases, a production stop of the
entire plant. Typical goals of fault detection methods for complex and distributed
automation systems are the detection of faults, suboptimal energy consumption, or
wear (see e.g. [1], [12]). The purpose is the detection of deviations in system behav-
ior from the normal state (for example too high or too low energy consumption of a
conveying system). Generally speaking, fault detection methods for industrial au-
tomation processes can be divided in model-based methods, signal-based methods
and knowledge-based methods (see [4] for an overview). This paper is focused on
model-based fault detection. In model-based approaches, the consistency between
the measured output of the system and the model-predicted output is checked. In
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doing so, significant outliers are detected and can be displayed in a human machine
interface. Model-based fault detection methods can be divided in four categories
[4]: Deterministic methods, stochastic methods, methods for discrete-events and
hybrid systems, and methods for networked and distributed systems.

Complex industrial systems such as complex mechatronic systems, embedded
control systems and manufacturing systems are hybrid systems, which are both
driven by time-based continuous dynamics and event-driven discrete dynamics.
Faults in the underlying discrete event system are straightforwardly detected by
comparison of the observed discrete events with events that are predicted with
a finite state machine (see e.g. [15]). A lot of research has been conducted with
respect to fault detection in continuous system parts. Clustering-based fault de-
tection methods create groups of strongly related objects and objects which do
not strongly belong to any cluster [3]. Neural networks and regression-based meth-
ods have been used to approximate the functional dependency between continuous
process variables and time [15]. Sensor signals are predicted according to this func-
tional dependency and significant deviations of predicted signal values from the
observations are reported as faults. Stochastic approaches to fault detection are
predominantly based on building a probability distribution model and considering
how likely objects are under that model [14]. Statistical tests are used to assess
the likelihood of faults (see e.g. [17], [18]). In most of the stochastic approaches,
state variables are employed for modeling the temporal transitions of hidden pro-
cess variables which are related to the observations with an observation model.
Common approaches are Kalman filters (e.g. [23], [11]) and particle filters [16].
Hybrid systems require appropriate models, which consider mutual dependencies
and interactions between continuous dynamics and discrete-event changes. Hybrid
automata are the most common models to represent hybrid systems, which can
be utilized to detect and isolate faults (see e.g. [5], [7], [22]). An efficient fault de-
tection method for hybrid industrial automation processes with observable process
variables has been proposed in [18].

This paper is an extended version of [21]. The main contribution of the present
work is the enhancement of the method proposed in [18] for the case of noisy
observations by integration of a particle filter. To increase the efficiency of the
particle filter, a parallel implementation has been realized on a graphics processing
unit (GPU).

The remaining part of the paper is structured as follows: Section 2 outlines the
probabilistic framework for fault detection in hybrid industrial processes. The GPU-
based fault detection method is introduced in Section 3. The proposed method is
evaluated in a given application scenario (see Section 4). Section 5 gives a conclusion
and an outlook to future work.

2 Fault detection with stochastic process models

In this section, the prior work on fault detection with stochastic process models
is described. Particularly, the probabilistic framework according to [17] and the



Fault Detection in Industrial Automation Processes 75

underlying hybrid process model adopted from [21] are outlined. The principle of
fault detection with stochastic process models is depicted in Fig. 1.

Fig. 1. Probabilistic framework for model-based fault detection.

Measurements y(k) at discrete time k are predicted according to a stochas-
tic process model with input u(k). A common approach to fault detection is the
evaluation of the residuals r(k) = y(k) − ŷ(k) between measurements y(k) and
predictions ŷ(k). Methods such as log-likelihood ratios, generalized log-likelihood
ratios, sequential probability ratio tests, or cumulative sum test statistics are used
in literature to detect changes in the residuals (see [8] for an overview). A related
approach is the evaluation of y(k) with respect to the conditional probability den-
sity p(y(k)|y(0) . . . y(k − 1)) (see e.g. [17], [18]). Observations are assumed to be
improbable once measurement y(k) at discrete time k drops out of a given con-
fidence interval of the probability density function p(y(k)|y(0) . . . y(k − 1)). It is
shown in [17] that this condition is met once the distribution function F (y(k)) of
p(y(k)|y(0) . . . y(k − 1)), i.e. the function

F (y(k)) =

∫ y(k)

ỹ=−∞
p(ỹ|y(0) . . . y(k − 1))dỹ

with integration variable ỹ, is beyond given thresholds, which depend on the width
C of the confidence interval (C ∈ [0, 1]):

F (y(k)) <
1

2
− C

2
or F (y(k)) >

1

2
+

C

2
. (1)

Measurements beyond a confidence interval of width C are detected as potential
faults. In this case, anomaly f1(k) is reported for time instance k. Furthermore,
anomalies with a duration of more than one time instance have to be taken into
account as suggested in [18]. Measurements beyond a smaller confidence interval of
width C2 are considered as candidates for such anomalies. If at least a given portion
pd of the last nd measurements is beyond the confidence interval of C2, anomaly
f2(k) is reported to indicate small anomalies, which are persistent for more than one
time instance. For Gaussian distributions p(y(k)), the following relation between
the error function erf (y(k)) and the distribution function F (y(k)) is exploited to
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determine whether an observation y(k) is located in the allowed confidence interval
[17]:

F (y(k)) =
1

2

(
1 + erf

(
y(k)− μ√

2σ

))
. (2)

Evaluation of (1) and (2) requires an adequate model of the process behavior,
which determines the probability density p(y(k)|y(0) . . . y(k − 1)). A large part of
stochastic fault detection methods (see e.g. [17], [23], [11], [16]) is based on the
following discrete time nonlinear state space model:

y(k) = h(x(k), u(k)) + v(k) (3)
x(k) = fΘ(x(k − 1), u(k)) +w(k) (4)

where fΘ and h are the state and measurement dynamic functions, respectively. The
two equations consider uncertainties in the form of additive terms for measurement
noise v(k) and state transition noise w(k).

The continuous system behavior is modeled with a time-variant state vector
x(k). Estimation of p(y(k)|y(0) . . . y(k− 1)) with the underlying state-space model
(3) and (4) requires a recursion with the following steps [13]:

1. p(x(k)|y(0) . . . y(k − 1))

=

∫
{pΘ(x(k)|x(k − 1))

· p(x(k − 1)|y(0) . . . y(k − 1))} dx(k − 1)

2. p(y(k)|y(0) . . . y(k − 1))

=

∫
{p(y(k)|x(k))p(x(k)|y(0) . . . y(k − 1))} dx(k)

3. p(x(k)|y(0) . . . y(k))
∝ p(y(k)|x(k))p(x(k)|(y(0) . . . y(k − 1)) (5)

where p(x(k)|y(0) . . . y(k̃)) denotes the conditional probability density of state vec-
tor x(k) given the measurements y(k) for time instances k = 0 . . . k̃. Note, that the
probability densities

p(y(k)|x(k)) and pΘ(x(k)|x(k − 1)) (6)

are given by (3) and (4). Hence, measurement model (3) and state model (4) form
the basis of the proposed fault detection method.

An appropriate measurement model for application cases with noisy observa-
tions is introduced in Section 3, while the state model for hybrid processes has been
adopted from [21]. The underlying state model is based on a timed automaton with
discrete events a assigned to the transitions between system modes S0, S1 . . . (see
Fig. 1). The time-dependent continuous process behavior in each mode is incorpo-
rated by models ΘS0

, ΘS1
, . . .. In this work, the following formalism of timed hybrid

automata is adopted from [9]:
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Definition 1. A Timed Hybrid Automaton is a 5-tuple A = (S,Σ, T, δ,Θ),
where

– S is a finite set of states. Each state s ∈ S is a bijective function s = fc(d) of
vector d = (d1, d2, ..., d|Σ|)T , which indicates for each IO value, whether it is
active (di = 1) or inactive (di = 0).

– Σ is the alphabet, the set of events a.
– T ⊆ S × Σ × S gives the set of transitions. E.g. for a transition 〈s, a, s′〉,

s, s′ ∈ S are the source and destination state and, a ∈ Σ is the trigger event.
– A transition timing constraint δ : T → I, where I is a set of intervals. δ refers

to the time spent since the last event occurred and is expressed as a time range.
– Θ = {Θs} denotes continuous process behavior, which is assigned to the par-

ticular states s ∈ S of the timed automaton.

Discrete state s, i.e. the system mode, is defined over the active/inactive IO values.
The starting point is the system mode corresponding to the actual system’s config-
uration. Model learning for the discrete system part, i.e. the underlying automaton,
is accomplished using the OTALA algorithm [9].

A Markov model of order l is assumed for the continuous process behavior Θs

in the particular system states s. This means, process variables x(k) are assumed
to depend on the previous process variables x(k− l) . . . x(k− 1). This is taken into
account by extending the state vector x(k) with the respective process variables:

x(k) = [x(k − l) . . . x(k)]T . (7)

The initial probability density

p0(x(0)) = N (μ0, σ0)
l (8)

of state vector x(0) at time instance k = 0 is obtained from n samples of noise-free
training data x(k), which are acquired in the initial system state s0:

μ0 =
1

n

n−1∑
k=0

x(k), (9)

σ0 =

√√√√ 1

n− 1

n−1∑
k=0

(x(k)− μ0)2. (10)

State equation (4) is assumed to depend on system state s:

x(k) = fΘs(x(k − 1), u(k)) +w(k). (11)

It is worth noting that the dependency on s has no impact on recursion (5) unless
Θs has to be updated before each recursion step with respect to the current system
mode s. The underlying Markov model of order l is taken into account by the state
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space model

fΘs(x(k − 1), u(k)) =

⎡
⎢⎢⎣

x(k − l + 1)
. . .
x(k − 1)

fΘs(x(k − 1), u(k))

⎤
⎥⎥⎦ (12)

w(k) = [0 . . . 0, w(k)]T . (13)

The process noise sequence w(k), k = 0 . . . n− 1, is assumed to be independent
and identically distributed (i.i.d) with standard deviation σs. Model parameters
Θs and standard deviation

σs =
1

n− 1

√√√√n−1∑
k=0

(x(k)− fΘs(x(k − 1), u(k)))2 (14)

are estimated from n samples of noise-free training data with observable state
variables x(k).

In this work, dependency fΘs(x(k−1), u(k)) is modeled as a feed-forward neural
network (multi-layer perceptron). For the evaluated application case, this approach
has shown to be superior compared to linear regression models with respect to
modeling accuracy (see [20]). A back propagation algorithm is employed to train
the neural network [2], which is shown in Fig. 2. The neural network consists of
three layers.

Fig. 2. Neural network with one hidden layer.

The input layer passes the input vector

u(k) = [x(k − l) . . . x(k − 1), u(k), 1] (15)

to the particular nodes of the hidden layer. The output xh,i of node i of the hidden
layer is given by the following equation [2]:

xh,i = sig(ch,iu(k)) (16)



Fault Detection in Industrial Automation Processes 79

where sig(x) denotes the sigmoid activation function

sig(x) =
1

1 + exp(−x)
(17)

for the hidden nodes.
The overall output of the neural network is calculated as linear combination of

the components of xh = [xh,i]:

fΘ(x(k − l) . . . x(k − 1), u(k)) = co,1xh. (18)

In the hidden layer, a neuron with no input is used to take account for constant
offsets. Model parameters Θ = (ch,i, co,1), i.e. the coefficients of hidden layer and
output layer, are obtained by back-propagation.

3 Fault detection for application cases with noisy
measurements

The proposed fault detection method for application cases with noisy measurements
is introduced in this section.

Fault detection with stochastic process models is based on the probability den-
sity p(y(k)|y(0) . . . y(k − 1)) as described in the previous section. The evaluation
of p(y(k)|y(0) . . . y(k − 1)) is straightforward for observable process variables [21].
However, in the application cases of this paper, state variables x(k) are not di-
rectly observable due to additive noise. This is taken into account by the following
measurement model, which is a special case of (3):

y(k) = x(k) + v(k) with v(k) ∝ N (0, σy). (19)

Noise level σy is obtained at the beginning of the observation phase from observa-
tions y(k) in an initial time slot k = 0 . . . kinit, where x(k) = 0 is assumed.

Fault detection for application cases with noisy measurements involves the eval-
uation of (5), which in turn requires approximations of the probability densities

p(x(k)|y(0) . . . y(k − 1)) (20)

and
p(x(k)|y(0) . . . y(k)) (21)

as stated above. In the present work, particles are employed for this purpose. This
approximation is known to be more precise but computationally more intensive
compared to the use of the second order statistics that are applied in Kalman
Filters. Approximations of the respective probability densities by means of parti-
cles are outlined in Section 3.1. The particle filter based fault detection method
is introduced in Section 3.2. Computational efficiency is increased by a parallel
implementation on a graphics processing unit, which is detailed in Section 3.3.
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3.1 Probability density models

The probability densities p(x(k)|y(0) . . . y(κ)), κ ∈ {k− 1, k}, are approximated by
the weighted sums [13]

p(x(k)|y(0) . . . y(κ)) ≈
np−1∑
i=0

wi(k)δ(x(k)− xi(k)) (22)

where the np particles xi(k), i = 0 . . . np − 1, are sampled from an approximation
q(x(k)|xi(k − 1), y(k)) of the optimal importance density [13]

qopt(x(k)|xi(k − 1), y(k)) = p(x(k)|xi(k − 1), y(k)). (23)

In (23), xi(k−1) denotes the ith particle at time instance k−1. Weights wi(k) are
obtained by the following equation [13]:

wi(k) ∝ wi(k − 1)
p(y(k)|xi(k))p(xi(k)|xi(k − 1))

qopt(xi(k)|xi(k − 1), y(k))
(24)

with
np−1∑
i=0

wi(k)) = 1. (25)

Sampling from the optimal importance density is not straightforward because
qopt(x(k)|xi(k − 1), y(k)) is in the general case not a Gaussian distribution. The
most popular suboptimal choice is the transitional prior

q(x(k)|xi(k − 1), y(k)) = p(x(k)|xi(k − 1)). (26)

However, in system modes with high standard deviation σs of the state transition
noise, many particles may be generated that are unlikely with respect to the mea-
surement model. Therefore, the following approximation for the optimal importance
density is employed in this work:

q(x(k)|xi(k − 1), y(k)) = p(x(k)|xi(k − 1)), for σs < σy

q(x(k)|xi(k − 1), y(k)) = p(y(k)|xi(k − 1)), else. (27)

Substitution of (27) in (24) yields the respective equations for weight update:

wi(k) ∝ wi(k − 1)p(y(k)|xi(k)), for σs < σy

wi(k) ∝ wi(k − 1)p(xi(k)|xi(k − 1)), else. (28)

3.2 Particle filter based fault detection

The proposed fault detection method (Algorithm 1) is shown in Fig. 3. The ap-
proach is based on a fault detection method for observable process variables, which
is described in Appendix A [19]. A particle filter, which uses the approximations
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Given:
(1) Hybrid Automaton A = (S,Σ, T, δ,Θ)
(2) Standard deviation σs of the process noise
(3) Standard deviation σy of the measurement noise
(4) Number of observations n
(5) Observations o(k) = (t(k),d(k), u(k), y(k)), k = 0 . . . n− 1
(6) Number of particles np

(7) Confidence interval C
Results: Detected faults (if there exists one), otherwise "OK"
(01) s(0) = s0 = fc(d(0))
(02) for i = 0 . . . np − 1 do wi = 1/np, draw xi(0) ∝ p0(x(0))
(03) for k = 1 . . . n− 1 do
(04) a(k) = generateEvent(d(k − 1),d(k))
(05) T ′ = {e = (s(k − 1), a(k), ∗) ∈ T}
(06) if T ′ = φ then return fault: unknown event
(07) while isNotEmpty(T ′) do
(08) if t(k) ∈ δ(e = (s(k − 1), a(k), snew)) then
(09) s(k) := snew

(10) else if t < min(δ(e)) then return fault: event too early
(11) else if t > max(δ(e)) then return fault: event too late
(12) for i = 0 to np − 1 do
(13) if σs < σy

(14) Draw xi(k) ∝ pΘs(k)
(x(k)|xi(k − 1))

(15) wi(k) = wi(k − 1)p(yk|xi(k))
(16) else
(17) Draw xi(k) ∝ p(y(k)|x(k))
(18) wi(k) = wi(k − 1)p(xi(k)|xi(k − 1))
(19) end if
(20) end for
(21) for i = 0 to np − 1 do
(22) wi(k) = wi(k)/

∑np−1
i=0 wi(k) //Normalization

(23) end for
(24) Metropolis Resampling (Algorithm 4 in Appendix B)
(25) μ(k) =

∑np−1
i=0 wi(k − 1)fΘs(k)

(xi(k − 1), u(k))

(26) σ2(k) = σ2
y + σ2

s

+
∑np−1

i=0 wi(k − 1)(fΘs(k)
(xi(k − 1), u(k))− μ(k))2

(27) F (y(k)) = 1
2

(
1 + erf

(
y(k)−μ(k)√

2σ(k)

))
(28) if F (y(k)) < 1/2− C/2 then return fault: signal drop
(29) if F (y(k)) > 1/2 + C/2 then return fault: signal jump
(30) end while
(31) end for

Fig. 3. Algorithm 1 Particle filter based fault detection

introduced in the previous Section 3.1, has been incorporated in the underlying
fault detection method.
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The fault detection method evaluates at each time instance k = 0 . . . n− 1 the
measurement vector

o(k) = (t(k),d(k), u(k), y(k)), (29)

which comprises a time stamp t(k), discrete measurements d(k), a continuous input
value u(k) and a continuous measurement y(k) (input (5) of Algorithm 1). In doing
so, the hybrid system model A introduced in Section 2 (input (1)) is used to evaluate
the likelihood of possible faults. The standard deviations σs and σy of process
noise and measurement noise are given as input (2) and input (3), respectively.
The number n of processed observations is given as input (4). Further parameters
of Algorithm 1 are the number np of particles used to approximate the respective
probability densities (input (6)), and the width of the confidence interval C, which
is introduced in (1) (input (7)).

The initial state s0 = fc(d(0)) of the discrete event system is given by the
active/inactive IO values d(0) at the beginning of operation. Furthermore, the
distribution of the continous state variable x(0) has to be represented by particles
at the beginning of operation. Therefore, particles xi(0) are drawn from p0(x(0)).

At each time instance, observation o(k) is processed. Fault detection in the
discrete event system is conducted according to [15]. Events a(k) are determined
from the difference between discrete IO signals d(k) and d(k−1). Time t(k) denotes
the continuous time stamp of the kth sample, d(k) the discrete IO values and y(k)
a value-continuous measurement at discrete time k. Transitions between system
modes s(k − 1) and s(k) at time instances k − 1 and k are triggered by discrete
events a(k). Unknown events and timing errors of events are detected in lines (10)
and (11) of Algorithm 1, respectively.

Fault detection in the continuous system part is accomplished in lines (12)-(29).
The distribution of the state vector is updated in lines (13)-(23) according to the
particle filter equations (26)-(28). Condition (25) is asserted by the normalization
in line (21)-(23). A well-known challenge of particle filters is the degeneracy phe-
nomenon, i.e. the effect that all but one particle i have negligible weights wi(k) after
some iterations [13]. This problem is solved by an additional resampling step as
proposed in [13]. The resampling step in line (24) of the proposed fault detection
method is accomplished using Metropolis resampling, which has been suggested
by the authors of [10] for parallel resampling (see Algorithm 4 in Appendix B).
Fault detection in lines (25)-(29) is conducted according to eqs. (1) and (2) with
parameters

μ(k) = E[y(k)|y(0) . . . y(k − 1)]

= E[fΘs(k)
(x(k − 1), u(k)) + w(k) + v(k)|y(0) . . . y(k − 1)]

= E[fΘs(k)
(x(k − 1), u(k))|y(0) . . . y(k − 1)]

=

np−1∑
i=0

wi(k − 1)fΘs(k)
(xi(k − 1), u(k)) (30)
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and

σ2(k) = V ar[y(k)|y(0) . . . y(k − 1)]

= V ar[fΘs(k)
(x(k − 1), u(k))|y(0) . . . y(k − 1)] + σ2

y + σ2
s ,

with

V ar[fΘs(k)
(x(k − 1), u(k))|y(0) . . . y(k − 1)]

=E[(fΘs(k)
(x(k − 1), u(k))− μ(k))2|y(0) . . . y(k − 1)]

=

np∑
i=0

wi(k − 1)(fΘs(k)
(xi(k − 1), u(k))− μ(k))2. (31)

3.3 Parallel implementation

The time consuming operations of the proposed fault detection method are lines
(14), (15), (17), (18), (22), (24), (25) and (26) in Algorithm 1. Hence, lines (12) -
(26) of Algorithm 1 have been parallelized on a GPU using a CUDA C implemen-
tation. Parallelization of the respective steps is accomplished as follows:

1. Particles are drawn in parallel from pΘs(k)
(x(k)|xi(k− 1) and pΘs(k)

(y(k)|x(k))
in lines (14) and (17), respectively.

2. Weights are multiplied in parallel with the likelihoods p(y(k)|xi(k)) and
p(xi(k)|xi(k − 1)) in lines (15) and (18), respectively.

3. The sum of weights in line (22) and the sums in lines (25) and (26) are obtained
by application of the parallel reduction algorithm [6], respectively. The parallel
reduction algorithm is a bottom up approach, which computes the sum of some
given values, e.g. of the particle weights, in several iterations. The given values
are divided in each iteration into pairs and the sum of each pair is computed
in parallel, so that the number of values is approximately halved after each
iteration. Hence, the sum of np values is computed in asymptotic time O(log np)
using parallel reduction.

4. For resampling in line (24), parallel Metropolis Resampling [10] is used (Algo-
rithm 4 in Appendix B).

The parallel implementation of the proposed fault detection method needs a syn-
chronization point before the application of the parallel reduction algorithms, i.e.
after the drawing of particles and the weight updates. After this synchronisation
point, the values of all particles have to be updated to compute sums. Further
synchronization points are required after each iteration of the parallel reduction
algorithms.

4 Evaluation and Discussion

The proposed fault detection method has been evaluated in the research conveying
system depicted in Fig. 4. The system comprises five conveyor belts and seven
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drives, which are used to move objects between four storage positions on two levels
(five drives for horizontal movements and two drives for vertical movements). A
power meter captures continuously the overall power consumption. Further sensor
information is collected in the programmable logic control (PLC) of the storage
system.

Fig. 4. The research conveying system.

For evaluation, process cycles have been recorded, in which an object has been
moved between two positions A and B (see Fig. 4). Fault detetection results for
these process cycles are given in Section 4.1. Computational capabilities of the
proposed fault detection method have been evaluated in Section 4.2.

4.1 Fault detection results

Fault detection has been accomplished using the particle filter based method intro-
duced in Section 3 (algorithm 1 in Fig. 3) with np = 128 particles and parameter
nb = 50 of the resampling method described in [10]. In the first step, hybrid system
models according to Section 2 have been learnt from 40 cycles of training data.
Fault detection has been conducted on 10 distinct test cycles with different noise
levels. Characteristic faults for increased or decreased motor torques were injected
at randomly selected positions into the measurements of the power consumption
for the 10 test cyles. The offset of an injected fault (i.e. the injected signal jump
or signal drop) was fixed at a value of 1

3 ŷ, which depends on the peak power ŷ in
a particular test cycle. Noise with different noise levels has been artificially added
to the test cycles after fault injection.

In order to evaluate the results, ratios of the numbers of correctly and incorrectly
predicted samples were computed. Based on the counts of true positive (TP), false
positive (FP), false negative (FN) and true negative (TN) samples, the F-measure
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Fig. 5. F-measure for the proposed fault detection method and the baseline method as
function of the noise level σy.

was calculated as performance metric:

F-measure = 2 · Sensitivity · Precision
Sensitivity + Precision

(32)

with

Sensitivity =
TP

TP + FN
and Precision =

TP
TP + FP

.

The results for five different noise levels (σy = 0, 0.015ŷ, . . . , 0.06ŷ) have been
averaged over the 10 test cycles and 25 randomly selected positions for each test
cycle. The resulting F-measure for the proposed fault detection method with pa-
rameter C = 0.999 of the confidence interval is shown in Fig. 5 (solid line). Results
of the baseline method [19] (see Fig. 8 in appendix A), which has been developed
for automation processes with observable process variables are shown for compar-
ison (dashed line). Both methods are observed to produce the same results for
process data without artificial noise. However, the proposed particle filter yields
significantly higher F measures for increased noise levels compared to the base-
line method. For np = 128 particles and noise levels between σy = 0.015ŷ and
σy = 0.06ŷ, an average F-measure of 0.83 is achieved, while the baseline method
yields an average F-measure of 0.75. The results confirm the assumption that the
influence of additive noise has to be considered in the process model. The proposed
fault detection method, which incorporates an appropriate model for additive noise,
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Fig. 6. Impact of the number of particles np on the F-measure at noise level σy = 100W .

is shown to be more stable under the condition of increasing noise levels compared
to the baseline method.

Fault detection results depend on the number np of particles used in the pro-
posed fault detection method. The impact of parameter np on the F-measure is
shown in Fig. 6 for the first test cycle and noise level σy = 100W . Fig. 6 shows that
the F-measure increases with np. Particularly, a significant improvement between
parameter values np = 1 (log2(np) = 0) and np = 2 (log2(np) = 1) occurs. In
informal experiments, the influence of np has been observed to be less significant
for lower noise levels. However, np = 128 has turned out to be a good choice to
obtain stable results for all investigated noise levels.

4.2 Runtime analysis

The runtime trun of the proposed fault detection method has been evaluated on
the 10 test cycles introduced in Section 4.1 with 65000 observations in total. The
GPU-based fault detection method has been implemented in CUDA C and has
been evaluated on a NVIDIA Quadro K2200 with 640 cores, 4GB GDDR5 memory
and a storage band width of 80 GB/s. For comparison, a C implementation of the
fault detection method has been evaluated on a single core of an Intel Xeon CPU
E3-1271 with a clock rate of 3.6GHz, which employes a RAM with a capacity of
16GB.

Fig. 7 shows the runtime trun of the proposed fault detection method on the
GPU (solid line) and on the CPU (dashed line). For more than 16 particles, the
GPU-based fault detection method has been observed to outperform the CPU-
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Fig. 7. Runtime trun on GPU and CPU as function of the number of particles np.

based implementation. Nevertheless, it should be noted that there is a signifi-
cant increase in runtime, once the number of particles is changed from np = 512
(log2(np) = 9) to np = 1024 (log2(np) = 10). This is due to the limited number of
cores in the GPU, which is not able to process more than 640 particles in parallel.
On average, the runtime of the particle filter has been reduced from a value of
trun = 84.19s on the CPU to a value of trun = 6.25s on the GPU.

5 Conclusion

In this paper, fault detection for strictly continuous processes has been investi-
gated for applications, in which process variables are not directly observable due to
additive noise. The proposed method incorporates a particle filter with switching
neural networks in a fault detection method, which has originally been developed
for industrial processes with observable process variables. For noise-free test cy-
cles of the considered conveying application, equal results were observed for the
proposed fault detection method and the baseline method, which is based on the
assumption of noise-free observations. For noise levels between 1.5% and 6% of the
energy peak in the respective test cycles, the overall F-measure could be improved
from 0.75 to 0.83 by application of the proposed fault detection method compared
to the baseline method. The runtime of the proposed fault detection method has
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been reduced by parallel implementation on a GPU. In doing so, the average run-
time of the proposed fault detection method has been decreased for the considered
test cycles with 65000 observations from 84.19s on a core of an Intel Xeon CPU
with 3.6GHz to 6.25s on a NVIDIA Quadro K2200 GPU with 640 cores.

In the present work, application cases with linear measurement models have
been investigated. However, extension of the proposed method for application
cases with non-linear measurement models is straightforward due to the particle-
based approach. Furthermore, the focus has been set on the detection of short-time
anomalies, which are typical for blockades or similar error types. An open research
question is the application of the proposed fault detection method for processes
with gradual degradations by analyzing the probability of the observations for an
extended time frame.
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678867.

Appendix A: Fault detection for observable process variables

In the following section, fault detection for observable continuous process variables
is considered. The described approach [20] is used as baseline for the fault detection
method that has been proposed in this paper.

Fault detection in the discrete event system is essentially the same for both
the proposed fault detection method (lines (1) and (3)-(11) of algorithm 1) and
the baseline method (lines (1)-(10) of algorithm 3). In [20], fault detection in the
continuous system part (lines (12)-(16) of algorithm 3) is accomplished with the
simplified observation model

y(k) = x(k), (33)

i.e. the assumption of observable continuous state variables x(k). Under this as-
sumption, the stochastic process model (6) is simplified to the single probability
density

p(y(k)|y(k(0) . . . y(k − 1)). (34)

Therefore, fault detection is essentially reduced to the evaluation of the distri-
bution function F (y(k)) in (1), i.e. the integral of (34), for given measurements
y(0) . . . y(k).

Appendix B: Metropolis Resampling

The proposed fault detection method (Algorithm 1) uses a parallel resampling
method [10], which is detailed in Algorithm 4.
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Given:
(1) Hybrid Automaton A = (S,Σ, T, δ,Θ)
(2) Observations o(k) = (t(k),d(k), u(k), y(k)), k = 0 . . . n− 1
Results: Detected faults (if there exists one), otherwise "OK"
(01) s(0) = s0 = fc(d(0))
(02) for k = 0 . . . n− 1 do
(03) a(k) = generateEvent(d(k − 1),d(k))
(04) T ′ = {e = (s(k − 1), a(k), ∗) ∈ T}
(05) if T ′ = φ then return fault: unknown event
(06) while isNotEmpty(T ′) do
(07) if t(k) ∈ δ(e = (s(k − 1), a(k), snew)) then
(08) s(k) := snew

(09) else if t < min(δ(e)) then return fault: event too early
(10) else if t > max(δ(e)) then return fault: event too late
(12) μ(k) = fΘs(k)

(y(k − l + 1) . . . y(k − 1))

(13) σ2(k) =

∑n−1
k=0

(
y(k)−fΘs(k)

(y(k−l+1)...y(k−1)

)2

n−1

(14) F (y(k)) = 1
2

(
1 + erf

(
y(k)−μ(k)√

2σ(k)

))
(15) if F (y(k)) < 1/2− C/2 then return fault: signal drop
(16) if F (y(k)) > 1/2 + C/2 then return fault: signal jump
(17) end while
(18) end for

Fig. 8. Algorithm 3 Fault detection for observable continuous process variables [20]

Inputs: An array of samples {xi(k), k = 0, 1, . . . , np − 1} with weights wi(k).
Outputs: A new array of samples xi(k) and their corresponding weights wi(k).
(01) for each i ∈ {0, . . . , np − 1}:
(02) z ← i
(03) for b = 0, . . . , nb − 1:
(04) u ∼ U [0, 1], j ∼ U{0, . . . , np − 1}
(05) if u ≤ wj(k)/wz(k): z ← j
(06) ai ← z
(07) for each i ∈ {0, . . . , np − 1}: xi(k) ← xai(k), wi(k) ← 1/np

Fig. 9. Algorithm 4 Metropolis Resampling [10]
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