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Abstract. With the increasing demand and benefits of cloud comput-
ing services, new solutions are needed to benchmark the dependability
and performance of these services. Designing a dependability and perfor-
mance benchmark that covers a variety of fault and execution scenarios,
poses various architectural challenges. In this paper, we present a generic
software architecture for dependability and performance benchmarking
for cloud computing services. We provide the details of this generic archi-
tecture i.e. various components and modules, that are responsible for
injecting faults in cloud services in addition to the components respon-
sible for measuring the performance and dependability. We make use of
this architecture to build two software prototypes: MRBS and MemDB.
These prototypes are used to benchmark two popular cloud services:
MapReduce and Memcached. The case studies with the use of software
prototypes demonstrates the benefits of building a generic architecture.

1 Introduction and Related Work

Guaranteeing reliability, availability and performance are one of the major
challenges for cloud service providers such as Amazon, Google, Salesforce and
Microsoft. Primary motivation for introducing a benchmarking framework for
cloud services is that there is no scientific approach or framework so far in the
existing literature that could help users to evaluate the important quality aspects
such as dependability for cloud computing services. MapReduce is a well known
example of such services that provides a convenient means for distributed data
processing and automatic parallel execution in cloud computing environments.
Various benchmark programs are often used to evaluate the specific frameworks
such as Hadoop MapReduce. However, they are mainly micro level benchmarks
measuring specific Hadoop properties.

Most of the times, the cloud service users are more interested in knowing the
performance and associated costs rather than measuring low level statistics such
as CPU behaviour and memory. Here, it is to be noted that we do not mean
that low level system statistics are not important to analyze the quality aspects.
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Rather, we argue that as a cloud service are used even by naive users and for
these users or service providers, most important question is how an application
performs in a realistic environment (e.g. in the presence of failures) and what
is the associated cost? Dependability benchmarking is a promising approach
to understand a system behaviour in the presence of faults. For a benchmark
suite to enable a thorough analysis of a wide range features of cloud service,
it must provide the following. First, it must enable the empirical evaluation of
the performance and reliability of cloud services, two key properties of a cloud
service.

Furthermore, with the advent of pay-as-you-go model, a benchmark suite
must allow the evaluation of the costs of the running a representative workload
in cloud environments. Second, it must cover a variety of application domains
and workload characteristics, ranging from compute intensive to data-intensive
applications, online real-time applications as well as batch-oriented applications.
Moreover, in order to stress reliability and performance, the benchmark suite
must enable different fault injection rates, and it must allow the generation of
different workloads (i.e. #clients, clients request distribution). Building complex
benchmarks such as dependability benchmarks is difficult, since these bench-
marks are composed of diverse fault types, different ways to inject the faults in a
running system and diverse metrics to understand the dependability levels. New
services such as cloud computing services add an additional layer of complexity
because of virtualization and sharing of the resources.

Key features for a dependability benchmark are as follows: Representative-
ness; Repeatability; Portability; and Scalability [1,2]. Dependability benchmarks
have been proposed in various domains of computing such as hardware; clus-
ter computing; operating systems; database systems; web servers; and web ser-
vices among others [3,4]. Various works aim to propose a standard approach for
dependability and performance benchmarking. DBench project aims to provide a
basic foundation for dependability benchmarking and performs a detailed study
on dependability benchmarks [1]. Barbosa et al. [5] introduced a dependabil-
ity benchmark to evaluate dependability of operating systems. Vieira et al. [6]
proposed a dependability benchmark for Online transaction processing (OLTP)
systems. Duraes et al. [7] present a benchmark for the dependability of web-
servers.

One of the limitations of these approaches is that they do not discuss a generic
software architecture that can be extended by the users to develop dependability
benchmarks for their systems. A generic architecture might be a key factor in
reducing cost to build a new benchmark and also improve the overall quality of
benchmarking process. This is possible using generic components which can be
reused in building the new benchmark. In addition, it must be able to support
a diverse set of workload and fault injection scenarios. Of course, the benefits
of reuse would be maximum if the new benchmark to be built is closer to the
application domain of the previous benchmark. For example, using the case
studies conducted in this thesis, we demonstrate two software prototypes built
using the generic architecture in PaaS domain of cloud computing.
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We also observed that state of the art dependability benchmarks do not
address the challenges raised by cloud computing systems. This is mainly due to
the fact that cloud computing is a relatively new domain. Some of the terms such
as faultload, workload, and dataload are not clearly defined for cloud computing
use cases. The literature lacks the specific knowledge to build a benchmark for
cloud computing services. Therefore, it is not possible to extend any existing
benchmark easily for a cloud computing service. However, we argue that the
general definitions and principals can still be extracted from the existing works
and adapted to build a generic dependability and performance benchmarking
architecture for cloud computing services.

In this paper, we make following key contributions:

1. We discuss various components of a dependability benchmark in detail. The
major components of the dependability benchmark architecture, i.e. work-
load, faultload, statistics analysis, etc. are generic and can be easily adapted
to build a new dependability benchmark.

2. We provide the details of various classes of our architecture API. The classes
can be easily adapted for designing a benchmark for a new service.

3. We provide a detailed illustration of instantiating the proposed architecture
in the domain of cloud service. We choose the two widely used cloud service
models: MapReduce and Memcached service. The proposed architecture is
used in each of these service models to define the components of the depend-
ability benchmark such as faultload, injection of the faultload and measuring
the performance and dependability.

Rest of the paper is organized as follows. Section 2 describes the proposed
generic architecture and software framework of dependability benchmarking. In
Sect. 3, we instantiate the proposed architecture for cloud services. Section 4,
highlights the benefits of architecture. In Sect. 5, we present the conclusions.

2 Architecture and General Software Framework

In the first phase i.e. load generation phase, workload and faultload specified by
dependability benchmark user are generated. This phase might also include an
optional dataload generation, if it is needed by any of the benchmark workload
application. Users of the benchmark must describe the loads that they want to
inject during the benchmark run. Once the loads are defined by the users, in
the second phase i.e. load injection phase, they are injected to the system under
test according to the time described by the users. Normally, there is a warm-up
period before a run time period. Normally, the warm period is used for starting
various processes such as warming up caches, etc., so that the system is in a
relatively steady state. This provides a better estimate of system’s dependability
and performance compared to a scenario where no warm-up period is used. After
the warm-up period, the benchmark runs for a particular time as specified by
the user. During this run time period, workload is run with the given dataload
and faults are injected.
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In the third phase i.e. monitoring phase, various statistics such as response
time, throughput, availability, reliability etc. are computed and stored. During
this phase, the system counters can be used to generate the desired statistics. For
example, the number of failed jobs, number of successful jobs can be calculated
to plot the reliability statistics. In the final phase i.e. statistics measurement
phase, statistics outputs are produced in the form of user friendly graphs or
files. During this phase, the statistics values obtained in the preceding phase are
computed to plot easy to read charts/html files. These charts/html files provide
an easy to understand view of system’s performance and dependability.

One of the most important benefit of this architecture is that we can leverage
large scale reuse of the components. The design of most of the components of
architecture is kept generic. Faultload, faultload injector, benchmark, workload
injector are independent from the system under test. To build a new bench-
mark, these components do not need any modifications. The system dependent
components such as faultype, workload and SystemUnderTestAPI are the ones
where due to various dependencies it is difficult to reuse them. The architecture
consists of generic classes such as faultload, benchmark, workload injector and
statistics. The other classes can also be adapted easily according to the system
under test. Various classes and associated methods of the generic architecture
are explained as follows:

2.1 Benchmark

A workload might consist of a number of benchmark applications. The client
can send requests according to different rules and combinations. For example,
in FIFO case, there will be method to create concurrent client, wait for the
completion of the request (or the end of run time of benchmark if it comes
before) and send the next request. The next client request may be chosen either
randomly or according to a probability distribution. This is explained as follows:
A benchmark consists of a set of client requests. This class contains request
distribution functions. The requests might be uniformly distributed or some
requests may have higher probabilities of occurrence than others. The motivation
for this is that all these client requests can be different in terms of data and
computation behaviour. Therefore, to get a better understanding of system’s
dependability and performance, a user can set the probability for the occurrence
of the next client request. Benchmark class calls the Request class for issuing a
new client request.

2.2 Faultload

This class includes method that reads the particular faultload and provide
description of the locations of these faults. Faultload can be described using
a file according to various criterion like random, trace based or synthetic. This
class includes methods to generate the faultload based on the criteria specified
by the user of the benchmark. For example, in the simplest case, if a user wants
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to inject a random faultload, this class invokes the method which is responsible
for generating a set of random fault types, timestamps etc. in the faultload file.

2.3 Faultload Injector

This class includes a method that injects a given faultload in a running system.
For example, it will read the timestamps and fault types in the faultload file and
would inject a particular fault type at the specified time.

2.4 Workload

This class includes methods to initialize, prepare and destroy a benchmark. As
we discussed earlier, a dependability benchmark needs an application that a user
run on the top of dependability benchmark. The workload class includes specific
methods that are needed to start these applications, run for the given run time
of the benchmark and stop when the time to run the benchmark is over. There
might be some optional methods to prepare any input data, if it is needed by
the benchmark workload application.

2.5 Workload Injector

This class contains methods to send client requests that are described by the
workload. In case, where a user wants to emulate a multi-clients behaviour, this
class would create the concurrent clients that will send requests. In a simplest
First in First out (FIFO) case, there will be a method to create concurrent clients,
wait for the completion of the request (or the end of run time of benchmark if
it comes before) and send the next request.

2.6 Statistics

This class contains methods for calculating the statistics. For example, it includes
methods that count the number of successful and failed jobs to measure the avail-
ability and reliability that are used to build the dependability metrics. More-
over, it is also responsible to invoke methods that measure the response time of
different client requests. Response time and throughput are used to build the
performance metrics. In addition, this class also has methods to monitor the
time for upload of the data.

2.7 System Under Test API

This class is responsible of injecting the workload and faultload into the system
under test. This class contains methods that identify the nodes in the distributed
system. It might also differentiate between master and slave nodes, e.g. in the
case of Hadoop cluster or server and clients in the case of Memcached system.
The identification of nodes is important because a user might want to select
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where he/she wants to inject a particular fault. For example, in the Hadoop
version 1.0.0, master node is not fault tolerant [8]. Therefore, he/she might want
to skip the master node for fault injection.

Moreover, this class has methods that are responsible for starting and stop-
ping the nodes at the beginning and at the end of a benchmark respectively.
There might be some additional services that might need a start and stop such
as Hadoop services. This class also communicates with Statistics class to send
the information from system counters to build the required statistics.

2.8 Dependability Benchmark

This is the main class which is primarily responsible for uploading the data, and
calling other methods of classes discussed before. This class orchestrates all the
classes to perform the operation as specified by the user in the configuration file.

3 Case Studies

This section presents the details of two case studies that are conducted to validate
the proposed architecture.

3.1 MapReduce Benchmark Suite (MRBS)

MRBS is a comprehensive benchmark suite for evaluating the dependability of
MapReduce systems [9]. MRBS achieve the following design objectives:

1. Multi-criteria analysis. MRBS aims to measure and analyze the perfor-
mance and dependability of MapReduce systems. In particular, we consider
several measurement metrics such as reliability, availability, financial cost,
request response time (i.e. latency), and request throughput. We also con-
sider low-level MapReduce metrics, such as throughput of MapReduce jobs
and tasks, task and job failures, I/O throughput (data reads/writes), etc.

2. Diversity. MRBS covers a variety of application domains and programs with
a wide range of MapReduce characteristics. This includes data-oriented appli-
cations vs. compute-oriented applications. Furthermore, whereas MapReduce
was originally used for long running batch jobs, modern MapReduce clus-
ter is shared between multiple users running concurrently [10]. Therefore,
MRBS considers batch applications as well as interactive applications. More-
over, MRBS allows to characterize different aspects of application load such
as the faultload, the workload and the dataload. Roughly speaking, the fault-
load describes MapReduce fault types and fault arrival rates. The workload
is characterized by the number of clients (i.e. users) sharing a MapReduce
cluster, the types of client requests (i.e. MapReduce programs), and request
arrival rates. The dataload characterizes the size and nature of MapReduce
input data.
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3. Usability. MRBS is easy to use, configure and deploy on a MapReduce clus-
ter. It is independent from any infrastructure and can easily run on different
public clouds and private clouds. MRBS provides results which can be readily
interpreted in the form of monitored statistics and automatically generated
charts.

MRBS allows to inject various faultloads, workloads and dataloads in MapRe-
duce systems, and to collect information that helps testers understand the
observed behavior of MapReduce systems. MRBS comes with a benchmark suite,
that is a set of five benchmarks covering various application domains: recom-
mendation systems, business intelligence, bioinformatics, text processing, and
data mining. Conceptually, each benchmark implements a service running on a
MapReduce cluster, and each service has several types of requests that are issued
by users (i.e. clients). A client request executes one or a series of MapReduce
jobs. MRBS may emulate multiple clients implemented as external entities, that
concurrently access the MapReduce cluster.

MRBS benchmarks were chosen to exhibit different behaviours in terms
of computation pattern and data access pattern: the Recommendation Sys-
tem is a compute-intensive benchmark, the Business Intelligence system is
a data-intensive benchmark, and the other benchmarks are relatively less
compute/data-intensive.

Experiments with MRBS: Comparing Performance of MapReduce
Frameworks. We compared the two Hadoop v0.20.2 and Hadoop v1.0.0
MapReduce frameworks with regard to their performance. These experiments
were conducted on Amazon EC2, hosting, on the one hand, a 10-node
Hadoop v0.20.2 (blue bar), and on the other hand, a 10-node Hadoop v1.0.0
(red bar). Each MapReduce cluster is used by one client at a time with default
dataloads. An experiment consists of a 15 min run-time phase, after a 5 min
warm-up phase. No faultload was injected.

Figure 1 compares the client response times with the different MapReduce
framework implementations. Surprisingly, Hadoop v1.0.0 provides lower perfor-
mance (i.e. higher client response times) than Hadoop v0.20.2, whatever the
benchmark is. Here, the average client response time with Hadoop v1.0.0 is
higher than with Hadoop v0.20.2 by 34 % for Recommendation System, 29 %
for Bioinformatics, 34 % for Business Intelligence, 39 % for Text Processing, and
27 % for Data Mining benchmark.

3.2 Dependability and Performance Analysis in MemDB

MemDB allows to inject various faultloads, workloads and dataloads in a Mem-
cached system and to collect information helping testers understand the observed
behavior of Memcached system. The overall architecture of MemDB is presented
in Fig. 2.
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Fig. 1. Performance of two MapReduce frameworks.

Fig. 2. Overview of MemDB

MemDB comes with a benchmark, Brutis [11] that is a tool designed to
test memcached instances by providing reproducible performance data for com-
parison purposes. We adopt Brutis and perform two key operations: The set
operation that store our generated data in Memcached and the get operation
that retrieve the data given according to a key. These operations can be mixed
to emulate more complicated scenarios.

Experiments with MemDB: Performance and Dependability of Mem-
cached. Following experiments were conducted on a four-nodes Memcached
cluster. One node is used to host MemDB which emulates workload that con-
sists of 10 clients per node sending client requests in a random manner. 10 %
of the requests are set requests and 90 % of the requests are get requests. The
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Fig. 3. Dependability and performance of Memcached under network faults and node
crashes

experiment is conducted during a run-time phase of 30 min, including a warm-up
phase. We consider a synthetic faultload that consists of network faults and hard-
ware faults as follows: first, network faults are injected 10 min after the beginning
of the run-time phase, and then node crashes are injected 10 min later.

To better explain the behavior of the Memcached cluster, we will analyze
statistics, as presented in Fig. 3(a) and (b). Figure 3(a) presents successful Mem-
cached hits and misses over time. When network faults occur, the server node
on which we injected the fault, fails to send and receive the packets within the
timeout limit (a value configured in the Memcached). As a result of this, after cer-
tain number of server retries, the node which was taking long time to respond, is
marked as failed. Memcached removes this node from the list of available nodes.
Thereafter, Memcached client copies the data (keys) on the other live nodes in
the cluster.

We can observe from Fig. 3(b) that at the time of network fault injection (at
10 min), there is an impact on the response time of client requests. High response
time during this period is due to the injected latency, because of which some
client requests are successful but they took long time to respond. On the contrary,
with node crash fault injection (at 20 min) we observe a slightly similar behaviour
of cache access ratio. This is because, similar to the network fault where the node
was marked as failed due to timeout, after a node crash, Memcached removes
the faulty nodes from the list of available nodes. We also observe that number
of hits decrease and number of misses increase when we injected the node crash
fault (compared to the period when we inject network fault). This is because of
higher load on the servers after one node was removed after network fault. There
was one less node after network fault and load per server was higher.

4 How the General Architecture Supports Building New
Benchmarks

In this section, we demonstrate how the proposed architecture helps to reduce
the cost and effort in building a benchmark for a new cloud computing service.
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We consider various dimensions for evaluation: cost of software development;
design complexity; usability and adaptability.

4.1 Reduced Development Costs

This section includes the software development effort (focused on code reuse)
needed to develop a new dependability benchmark for the previous use cases
following the architecture proposed in this chapter. Obviously, there is a part
of the dependability benchmark that depends on the workload to be injected,
application dependant, that will require more or less effort based on the seman-
tics of the application. We focus thus on the effort needed to inject the different
types of faults. Of course, this will depend again on the number of different
faults that are considered to evaluate the dependability of a specific application.
Table 1 shows the details of the software prototypes developed for performance
and dependability benchmarking of MepReduce and Memcached i.e. MRBS and
MemDB respectively. For both prototypes, we provide the details of total lines
of code and performance and dependability specific components.

Table 1. Comparison of effort to build a new benchmark

Evaluation Parameter MRBS MemDB

Total lines of code 10,606 454

Performance application dependant 1,183 104

Performance application independent 6,394 0

Dependability application dependant 979 41

Dependability application independent 673 0

# lines per fault injector 35 3

Effort Needed to Inject Faults in MapReduce. The MRBS benchmark was
built using 10,606 lines of code. Among them, 1,183 correspond to the platform
independent modules for workload generation, 6,394 correspond to the plat-
form dependant modules for workload generation, 979 for the generic part of
dependability benchmarking, 673 for the platform specific dependability bench-
mark and 1,377 for statistics generation. In the platform specific dependability
benchmark, 535 lines correspond to the generation of faultloads from previous
execution traces, and 138 to the fault type definitions and their injectors (80
lines to inject Task Software Fault and Hanging Task faults, and 58 to inject
Node Crash and Task Process Crash faults).

Effort Needed to Inject Faults in Memcached. The MemDB benchmark
was build using 454 lines of code. This benchmark also includes various third
party libraries. Among the total lines of code, 104 correspond to the platform
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dependent modules for workload generation, 41 for the platform specific depend-
ability benchmark and 309 for statistics generation. In the platform specific
dependability benchmark, 41 lines correspond to inject Node Crash and Net-
work Fault.

4.2 Better Usability

The architecture possesses better usability from the point of view of benchmark
designers and also benchmark users. Due to standard design of components,
it is always easier to develop a new benchmark. The use of configuration files
for tuning the parameters makes it easier to use and run the benchmark. The
benchmark outputs such as graphs and HTML files provides an easier way to
visualize the performance and dependability metrics. Most of the code of bench-
mark prototypes such as MRBS is in Java which makes it robust and platform
independent.

4.3 Higher Adaptability

The architecture is also flexible and adaptable. The addition of new features such
as new fault types is not difficult. This can be done without modifying the generic
components of the architecture. The addition of new workloads and dataloads
also do not require major modifications to the existing code. The interfaces for
faultload addition, injection, and workload injection are flexible.

5 Conclusions and Perspectives

In this paper, we have presented the generic architecture to build performance
and dependability benchmarks for cloud services. We described various compo-
nents and modules responsible for injecting faults in cloud services in addition to
the components responsible for measuring the performance and dependability.
We demonstrated with case studies that this architecture helps in reducing the
efforts to build a new dependability benchmark. We believe that this study would
greatly benefit the designers of dependability benchmark solutions or cloud ser-
vices
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