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Abstract. We take a closer look at the Open Protocol for Access Con-
trol, Identification, and Ticketing with privacY (OPACITY). This
Diffie–Hellman-based protocol is supposed to provide a secure and
privacy-friendly key establishment for contactless environments. It is
promoted by the US Department of Defense and meanwhile available
in several standards such as ISO/IEC 24727-6 and ANSI 504-1. To the
best of our knowledge, so far no detailed cryptographic analysis has been
publicly available. Thus, we investigate in how far the common security
properties for authenticated key exchange and impersonation resistance,
as well as privacy-related properties like untraceability and deniability,
are met.

OPACITY is not a single protocol but, in fact, a suite consisting of
two protocols, one called Zero-Key Management (ZKM) and the other
one named Fully Secrecy (FS). Our results indicate that the ZKM version
does not achieve even very basic security guarantees. The FS protocol, on
the other hand, provides a decent level of security for key establishment.
Yet, our results show that the persistent-binding steps, for re-establishing
previous connections, conflict with fundamental privacy properties.

1 Introduction

OPACITY is short for the Open Protocol for Access Control, Identification, and
Ticketing with privacY. It is basically a Diffie–Hellman-based protocol to estab-
lish secure channels in contactless environments. According to Eric Le Saint of
the company ActivIdentity, co-inventor in the patent application [47], the devel-
opment has been sponsored by the US Department of Defense [48]. The inventors
have declared the contributions to OPACITY to be a statutory invention with
the United States Patent and Trademark Office, essentially allowing royalty-
free and public usage of the contribution. The protocol has been registered as
an ISO/IEC 24727-6 authentication protocol [27] and is specified in the draft
ANSI 504-1 national standard (GICS) [24]. Informal yet outdated descriptions
are available through the homepage of the Smart Card Alliance [3].1

1 We stress that none of the authors of the present paper has been involved in the
development of OPACITY, or is employed by ActivIdentity, or is supported by a
non-academic governmental agency for conducting this research.
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1.1 Security Assessment of OPACITY

As Eric Le Saint emphasizes in his description of OPACITY [48], “This protocol
was designed expressly to remove the usage restrictions on contactless transac-
tions while still delivering high performance security and privacy.” Surprisingly,
we are not aware of any profound and public cryptographic analysis of the pro-
tocol, including clear claims about security and privacy goals. The best effort,
in terms of the Smart Card Alliance, seems to be compliance with standards [3]:

“The protocol strictly follows U.S. government and international stan-
dards. It has been assessed for compliance with the NIST standard for key
establishment protocols (SP 800-56A). As a consequence, further protocol
design reviews are unnecessary prior to FIPS 140-2 security certification.”

It is of course not the case —and we do not think that the Smart Card
Alliance statement suggests so— that compliance with SP 800-56A, or certi-
fication according to FIPS 140-2, instantaneously gives strong cryptographic
security guarantees. The NIST document SP 800-56A [41] only provides use-
ful but, nonetheless, high-level recommendations for key-establishment schemes
based on the discrete logarithm problem, and specifies some schemes from ANSI
X9. To the best of our knowledge, it has not been shown formally yet under
which conditions protocols complying with SP 800-56A are also cryptographi-
cally secure (in whatever sense). This is particularly true as OPACITY supports
renegotiation techniques and also states privacy enhancement as an additional
goal. Neither property is discussed in SP 800-56A.

Similarly, even if OPACITY was FIPS 140-2 certified and thus checked by an
accredited authority, this does not necessarily imply strong security guarantees
either. An obvious testimony to this argument are the easy attacks on FIPS
140-2 level 2 certified USB memory tokens where access was always granted for
a fixed string, independently of the password [17,18]. Certification according to
FIPS 140-2, and this is acknowledged in the standard, only intends “to maintain
the security provided by a cryptographic module” in the utilized environment;
the “operator of a cryptographic module is responsible for ensuring that the
security provided by the module is sufficient.” (see [39]).

Hence, we believe that OPACITY deserves a closer cryptographic look. Clearly,
there are many practical protocols which lack such an analysis, or have at least
not been scrutinized publicly. What makes OPACITY a worthwhile object for a
cryptographic analysis is:

– OPACITY is standardized and may thus be deployed extensively in the near
future. This is all the more true as it is a general purpose protocol, suitable,
for instance, for use in access control for buildings, but also for ticketing in
transport systems [48].

– OPACITY does not seem to be deployed broadly yet. It is our firm belief
that protocols should be rigorously analyzed before they are actually utilized,
in order to prevent damage caused by weaknesses discovered after deploy-
ment. Furthermore, patching a popular protocol in use is often intricate and
progresses slowly (see the example of MD5-based certificates [51]).
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– OPACITY still has a decent level of abstract description complexity. While
nonetheless being quite complex underneath, especially taking into account
different execution modes such as renegotiation steps (called persistent bind-
ing for OPACITY), this should be contrasted with similar protocols like
SSL/TLS where conducting cryptographic proofs is tedious; such works often
focus on particular parts or (modified) versions of the protocol [22,38,45,29].

Another point, which we initially thought speaks for OPACITY, is the availabil-
ity of an open source implementation on Source Forge [43]. Unfortunately, as
later confirmed by the developers of OPACITY [49], this implementation seems
to refer to an outdated version. The differences were sufficiently large to deter-
mine us not to investigate the source code on how the cryptographic concepts
are realized; nonetheless, we occasionally consulted the source code in order to
extrapolate, in case some specification details were missing.

1.2 Our Results

OPACITY is a family of Diffie-Hellman key-exchange protocols based on Elliptic
Curve Cryptography. It comes in two versions, called Zero-Key Management
(O-ZKM) and Full Secrecy (O-FS). The first name is due to the fact that the
terminal does not need to maintain registered public keys. As such, the parties in
the O-ZKM protocol run a Diffie–Hellman based key-exchange protocol using an
ephemeral key on the terminal’s side and a static (presumably on-card generated)
key for the card. The experienced reader may immediately spot the weakness
in this approach: since the terminal only uses ephemeral keys, anyone can in
principle impersonate the terminal and successfully initiate a communication
with the card. Jumping ahead, we note that we can neither achieve a weaker
notion of one-way authenticated key exchange [23] with this protocol. Before we
go into further details of the security of the protocols, let us point out that the
second protocol, O-FS, uses long-term keys on both sides and runs two nested
Diffie–Hellman protocols, each one with the static key of the parties and an
ephemeral key from the other party. This at least rules out obvious impersonation
attacks.

Targeted security properties. Obviously, OPACITY aims at establishing a secure
channel between the parties and to provide some form of entity authentication,
especially impersonation resistance against malicious cards. Yet, at the same
time, OPACITY also seems to target privacy properties. There seems to be a
general and rough agreement what we expect from a “secure” key-exchange pro-
tocol, despite technical differences in the actual models [5,14]. We opted for the
common Bellare-Rogaway (BR) model for key exchange but we also consider
key-compromise impersonation resistance and leakage of ephemeral secrets in
the related eCK model [34] in the full version [16].2 We note that cryptographic
analysis of similar key exchange protocols, such as for NIST’s KEA [4,35,32] or

2 Let us mention here that the protocols cannot be proven secure in the eCK model.
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for the ANSI X9.63 specified UM protocols [4,37] cannot be transferred to OPA-
CITY, as these protocols differ in security-relevant details and do not support
renegotiation (and do not touch privacy issues); we comment on the differences
in Section 3.3.

The privacy requirements for OPACITY are, however, less clear than the ones
for key secrecy. This is all the more true as they are never specified in the ac-
companying documents. An earlier version of the OPACITY protocol description
[50] mentions the following two goals for the O-FS protocol:

– “The OPACITY protocol does not divulge any data that allows the correla-
tion of two protocol executions with same ICC [card] during an OPACITY
session.”

– “The OPACITY protocol does not divulge any identifier associated to a
particular ICC or card holder during an OPACITY session.”

The first requirement resembles the well-known notion of untraceability for pro-
tocols. We thus adopt the framework of Ouafi and Phan [44] which can be seen as
a “BR-like” definition of the Juels and Weiss model [30] matching our approach
for the key-agreement part. We do not explore stronger (simulation-based) mod-
els like the one in [36] as the protocols fail to provide security even in these more
basic models.

The second desirable privacy property seems to be weaker in that it allows
linkability in principle, but tries to hide the card’s or the card holder’s identity.
We therefore introduce a notion called identity hiding which also follows the
BR attack model, but instead of preventing the adversary from distinguishing
between two cards —as for untraceability— we only guarantee that one cannot
deduce the card’s certificate (i.e., its identity). Note that, some authors such as
[23], use the term identity hiding to denote the fact that the peer does not learn
the partner’s identity before the execution ends; our notion here coincides with
this idea for the OPACITY protocols.

Basically, identity hiding as defined here is similar to recognizing a person
without knowing the person’s name. By contrast, untraceability is similar to
not being able to tell that a particular person has been seen twice (this is in-
dependent of a person’s name). Clearly, identity hiding gives weaker anonymity
guarantees than untraceability or anonymity of credential systems [9,15]. Even
direct anonymous attestation [10] or cross-domain anonymity as in the case of
the German identity card [6] support linkability only within specified domains
but are otherwise untraceable. Hence, the notion of identity hiding should be
taken with caution.

Another desirable privacy property for OPACITY may be deniability [21],
that is, the inability to use transcripts of communications as proofs towards
third parties. Although not explicitly listed as a goal, it may be advantageous
for a multi-purpose card protocol like OPACITY. There are different approaches
and levels of deniability [8,20,19,23]; in light of what OPACITY can achieve we
focus on a very basic level protecting only against abuse of transcripts between
honest parties (denoted outsider deniability here).
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Table 1. Security properties of the OPACITY protocol

OPACITY-ZKM OPACITY-FS
BR key secrecy (only passive and if modified) �
+ forward secrecy — (only weak)
Impersonation Resistance (only cards) (only cards)
Untraceability — (only w/o persistent binding)
Identity Hiding — �
(Outsider) Deniability (only w/o persistent binding) (only w/o persistent binding)

Finally, the goal of the OPACITY protocols is to establish a key which is
subsequently used to secure communication between the card and the terminal.
As such, one is of course interested in the security of the secure messaging pro-
tocol of OPACITY as well as in the overall composition of the key-agreement
protocol and the secure messaging. Here, we rely on recent results for the secure
composition of BR-secure key-exchange protocols [12,11]. We next discuss and
illustrate exactly which security levels are achieved by OPACITY.

Achieved security properties. Our results are summarized in Table 1. The pro-
tocol O-ZKM cannot achieve BR-security against malicious terminals. Even for
passive adversaries (merely observing executions between honest parties) the
protocol is not secure; it does fulfill BR-security only after a slight modifica-
tion of the protocol. The O-FS protocol achieves BR-security under the Gap
Diffie–Hellman assumption [42] in the random-oracle model, assuming that the
underlying cryptographic primitives are secure.3 As for impersonation resistance,
since the terminal does not authenticate towards the card, we can only hope to
achieve security against malicious cards. This is met for both protocols given
that the underlying message authentication scheme is secure.

As far as privacy is concerned, we show that neither protocol achieves un-
traceability nor even a weakened form of untracebility. For O-ZKM this is quite
clear, as parts of the card’s certificate are sent in clear. For O-FS the certificate
is encrypted, yet we show that it is easy to desynchronize the cards’ states and
hence, due to persistent binding, to mount privacy attacks via desynchronization
attacks. If, on the other hand, we only consider O-FS without renegotiation (and
thus without any accumulated state), untraceability is met. Note that this is not
the case for O-ZKM, that is, even without persistent binding (i.e., renegotiation)
O-ZKM is traceable. For identity hiding, we can show that it is met by O-FS
but not by O-ZKM.4

Concerning (outsider) deniability, we again only give a conditional result:
OPACITY without persistent binding can be proved (outsider) deniable both

3 This apparently innocent assumption about the security of the primitives has a hid-
den layer underneath. OPACITY is not fully specified in the standards and operates
in some arguably doubtful modes, so this assumption must be taken with caution.
We comment on this later.

4 Note that O-ZKM contains steps which indicate that some form of identity hiding
was aimed for: parts of the identity are only sent encrypted. Nevertheless an easy
attack exists which we present in the full version [16].
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for O-FS and O-ZKM. Persistent binding does, however, allow for simple attacks
in many of the existing models for deniability, as well as, in our rather weak
model of outsider deniability. Furthermore, persistent binding opens the door
to physical attacks, for example, by simply comparing the state of the physical
registers containing the persistent binding information of a terminal and card,
one could extract high-confidence proofs that the card and terminal have been
partnered in at least a single session.

An extended abstract. This version is an extended abstract of our results. Due
to space restrictions we had to sacrifice some details. The interested reader is
kindly referred to the full version of this work [16] for more details.

2 Security Model

2.1 Key Secrecy (Authenticated Key Exchange)

We analyze OPACITY with respect to key secrecy in the real-or-random security
model by Bellare and Rogaway [5]. Roughly speaking, an adversary should not
be able to tell apart a genuine session key from a key uniformly sampled from
the key space. The security model defines so-called sessions, describes an attack
model, and shows a winning condition for an adversary.

Our model (described in detail in the full version) follows the one in [5]
closely. The adversary controls the network and can interact with the parties
—(instances of) terminals or cards— through Execute and Send queries: the for-
mer is used to run the protocol between an honest terminal and an honest card,
and the latter enables the adversary to send protocol messages to honest parties.
We assume that the adversary can choose whether an honest terminal should
request to reconnect via persistent binding or not (in the protocol this can be
done quite easily by an active adversary which can alter or add appropriate bits
to the terminal’s first message —see the protocol description in Section 3). As
usual, the adversary can test sessions (via a Test oracle), ask to reveal session
keys, and, for forward-secure versions, corrupt parties (thus receiving the party’s
long-term secret key and state, i.e., the information stored for persistent binding
and, for strong corruption, also the party’s random coins and ephemeral secrets).
For key secrecy it suffices to consider a single Test-query [1], in which the ad-
versary receives either the true session key or a random key, depending on a
random bit b. We also assume that the adversary can register any chosen public
key on behalf of corrupted parties, possibly even keys already registered by hon-
est parties, and receive certificates for such keys from the (trusted) certification
authority. We assume that identities in certificates are unique.

We specify intended partners by partner id’s pid and sessions by session id’s
sid (defined according to the protocol description). Two sessions are partnered
if they have both accepted and output the same session id. We assume that
untampered executions between honest parties generate the same sid and the
same session key. The adversary can only test sessions in which she cannot
trivially deduce the session key. A crucial notion for this security definition is that
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of freshness. Informally, an instance Pi is fresh (with respect to authenticated
key-exchange —AKE— security), iff: (i) the adversary has not asked to reveal
the key of that instance, nor of a partnered instance; (ii) the adversary has made
no corruption queries, and (iii) neither Pi nor the intended partner pid output by
Pi is adversarially controlled (in particular, their secret keys were not registered
by the adversary). For the study of forward secrecy we need to adapt the notion
of freshness to allow corruptions under certain restrictions. We refer to the full
version for an introduction to forward secrecy and an analysis of OPACITY with
respect to it.

Eventually, the adversary A outputs a guess b′ for the secret bit b used in
the Test-oracle. The adversary is successful iff: b = b′, and the instance Pi in
the Test-oracle is fresh. We are interested in the advantage of the adversary over
the simple guessing probability of 1/2. We usually consider security relative to
the adversary’s parameters, such as its running time t, the number qe of initiated
executions of protocol instances of Π , and, modeling the key derivation function
as a random oracle, the number qh of random oracle queries of the adversary.
For some of the security notions we also make the number of Test queries explicit
through a parameter qt.

Definition 1 (Key Secrecy). We call a protocol Π, running for security pa-
rameter λ, (t, qe, qh, ε)-secure if no algorithm running in time t, invoking qe
instances of Π and making at most qh queries to the random oracle can win
the above experiment with probability greater than 1

2 + ε. We call the value
∣
∣Pr[A wins]− 1

2

∣
∣ the advantage of the algorithm A, and we denote the maxi-

mum over all (t, qe, qh)-bounded A by Advake
Π (t, qe, qh).

The BR model is a strong security model providing confidentiality of agreed
session keys and their authenticity (i.e., at most one partner shares the derived
keys). Furthermore, one can also show forward secrecy by adjusting the freshness
notion. However, as LaMacchia et al. [34] pointed out, certain attacks, such as
key-compromise impersonation and leakage of ephemeral secrets, are not cov-
ered by the BR model. We discuss these properties and analyze the OPACITY
protocols with respect to them in the full version.

2.2 Impersonation Resistance

The notion of authenticated key exchange ensures that only the intended part-
ner can compute the session key (i.e. an adversary that is not partnered with a
specific partner in some session, cannot compute that session’s key). For some
application scenarios, however, we may also need that the terminal can be sure
of the card’s identity. This could be guaranteed by subsequent use of the com-
puted session keys, but this is application-dependent. Impersonation resistance,
as defined here, gives instead direct guarantees and is closer to the security of
identification schemes. We give a strong definition based on the BR framework,
which includes common properties like passive and active security for identifica-
tion schemes. Still, note that we only consider impersonation by malicious cards
to a terminal (and not that of malicious terminals to a card).
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The attack model for impersonation resistance resembles AKE, but this time
there are no Test-queries. The adversary’s goal is to impersonate an honest card,
without using trivial Man-in-the-Middle relaying attacks or making the terminal
accept a card which has not been issued (resp. certified) by the certification
authority CA. More formally, the terminal must accept in some session sid for
partner id pid, such that (a) pid is not adversarially controlled, and (b) there
is no accepting card session for honest card pid with the same sid (including
also the case that party pid has not been registered with a public key). If this
happens we say that the adversary wins.

Definition 2 (Impersonation Resistance). We call a protocol Π, running
for security parameter λ, (t, qe, qh, ε)-impersonation resistant if no algorithm
running in time t, invoking qe instances of Π and making at most qh queries to
the random oracle can win the above experiment with probability greater than ε.
We call the value Pr[A wins] the advantage of the algorithm A, and we denote
the maximum over all (t, qe, qh)-bounded A by Advir

Π(t, qe, qh).

2.3 Privacy for Key Exchange

Privacy in cryptography comes in many different flavors. The OPACITY docu-
mentation does not clarify exactly which properties the protocol is aiming for.
We consider two reasonable notions, untraceability and identity hiding, and dis-
cuss the latter below. Due to space restrictions, the analysis of OPACITY in
terms of untraceability is deferred to the full version, where we also define deni-
ability for KE and show that, for OPACITY, it does imply untraceability in the
restricted case where the renegotiation mode is not used.

Identity Hiding. Intuitively, an adversary against untraceability should not be
able to link two sessions run by the same card. A weaker notion, called identity
hiding, only stipulates that an adversary is unable to know which card authen-
ticates (though she may know that she has seen this card authenticate before).
Thus, untraceability hides both the identity (i.e., the certificate) of the card and
its history (e.g., its state). By contrast, identity hiding only hides the certificate.

We use the identical security model as for key exchange, but with one ex-
ception: we assume a special card C∗ exists, for which two certified key-pairs
(sk∗0, pk

∗
0, cert

∗
0), (sk

∗
1, pk

∗
1, cert

∗
1) are generated under (potentially different) iden-

tities. The adversary is initially given the certificates and public keys of all honest
parties except for C∗, together with the assignment of the keys and certificates to
the cards. The adversary also receives the two pairs (pk∗0, cert

∗
0), (pk

∗
1, cert

∗
1). At

the start of the game, a bit b is flipped and C∗ is instantiated with (sk∗b , pk
∗
b , cert

∗
b).

When the Test oracle is queried, it returns the handle for card C∗, allowing the
adversary to access this card by using all the previous oracles, apart from Corrupt.
The adversary must predict the bit b, i.e. it must learn whether card C∗ is asso-
ciated with the left or right key pair. The only restriction is that the partner id
pid output in any of the Test sessions is always an identity of an honest termi-
nal (if the terminal is malicious the adversary trivially decrypts the encrypted
certificate). Furthermore, no Corrupt queries must be issued to terminals.
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Note that in this model the adversary cannot choose the target key pairs
adaptively (having received a list of valid certificates). However, our approach is
equivalent (up to a factor equal to the square of the number of the certificates)
with a model using adaptive selection.

Definition 3 (Identity Hiding). We call a protocol Π, running for security
parameter λ, (t, qe, qt, qh, ε)-identity-hiding if no algorithm A running in time
t, invoking qe instances of Π, including qt Test-sessions, and making at most
qh queries to the random oracle, can win the above experiment with probability
greater than 1

2 + ε. We call the value
∣
∣Pr[A wins]− 1

2

∣
∣ the advantage of the

algorithm A, and we denote the maximum over all (t, qe, qt, qh)-bounded A by
Advid-hide

Π (t, qe, qt, qh).

3 The OPACITY Protocols

The OPACITY suite contains two key-exchange protocols, one called OPACITY
with Zero-Key Management (O-ZKM), the other OPACITY with Full Secrecy
(O-FS). Both protocols allow a terminal T and a card C to agree upon session
keys skMAC, skEnc, skRMAC (for command authentication, encryption, and response
authentication). Note, however, that though subsumed under the same protocol
suite, the two protocols are nonetheless quite different, the main difference being
that O-ZKM has only one-sided authentication, i.e., the card authenticates to the
terminal but not vice versa. Due to space restrictions, in this extended abstract
we only present a slightly simplified version of O-FS (see Figure 1); both O-ZKM
and the complete O-FS are discussed in detail in the full version. The theorems
presented in this extended abstract apply, however, to the full O-FS-protocol.
We discuss related protocols in Section 3.3.

3.1 Protocol Descriptions

Both protocols (O-ZKM and -FS) consist of two rounds, the first one initial-
ized by the terminal. Our description closely follows the original formulation in
the standards. We make, however, minor changes in notation so as to simplify
the diagram and improve legibility. We also change some variable names to be
more compliant to standard cryptographic descriptions of protocols. We give a
shortened description of the O-FS protocol, without renegotiation, in Figure 1.

From a bird’s-eye view the O-FS protocol works as follows. Both the terminal
and the card hold a certified key pair (pkT , skT ) and (pkC , skC), respectively.
The protocol works over a suitable elliptic curve E ; as such, secret keys are the
discrete logarithms of the corresponding public keys (for some generator G).
Both parties also generate an ephemeral key pair for each session, denoted by
(epkT , eskT ) and (epkC , eskC). The terminal first transmits its public keys pkT
(encapsulated in the certificate) and epkT , together with a control byte CBT for
specifying different modes and for indicating a renegotiation request. The first
Diffie-Hellman key is computed via the static key pkT of the terminal and the
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Terminal T (certT , pkT , skT , pkCA) Card C(certC , pkC , skC , pkCA)
1 (eskT , epkT )← KeyGen(1λ)

certT ,epkT ,CBT−−−−−−−−−−−−−−−−−−→
if C.vrf(certT , pkCA) = 0 abort 2

17 epkC := otID extract IDT , pkT from certT 3

18 validate epkC belongs to domain of E initialize control byte CBC 4

19 Z1 ← DHE (skT , epkC)
20 (k1, k2)← KDF(Z1, len, info(IDT , epkC)) validate pkT belongs to domain of E 5

21 certC ← AES−1
k1

(OpaqueData) (eskC , epkC)← KeyGen(1λ) 6

22 if C.vrf(certC, pkCA) = 0 abort Z1 ← DHE (eskC, pkT ) 7

23 extract pkC from certC (k1, k2)← KDF (Z1, len, info(IDT , epkC)) 8

24 delete temporary keys Z1, k1 OpaqueData← AESk1
(certC) 9

25 Z← DHE (eskT , pkC) otID := epkC 10

Z← DHE (skC, epkT ) 11

delete temporary keys Z1, k1 12

26

(skcfrm, skMAC, skEnc, skRMAC, nextOtID, nextZ)
← KDF(Z, len, info(

IDT , otID|1..8 , epkT |1..16 , k2
))

(skcfrm, skMAC, skEnc, skRMAC, nextOtID, nextZ)
← KDF(Z, len, info(

IDT , otID|1..8 , epkT |1..16 , k2
))

13

27 delete keys Z, k2, eskT , epkT delete temporary keys Z, k2, eskC, epkC 14

28

check authcrypt =
CMACskcfrm

(

"KC 1 V"‖otID|1..8‖IDT ‖epkT |1..16
)

authcrypt← CMACskcfrm
(

"KC 1 V"‖otID|1..8‖IDT ‖epkT |1..16
)

15

29 delete skcfrm delete skcfrm 16

OpaqueData, authcrypt, CBC , otID

Fig. 1. The shaded parts describe OPACITY with Full Secrecy without persistent
binding. The complete protocol, as well as a line by line description is provided in the
full version. The unshaded lines should give a high-level overview of the underlying
Diffie-Hellman key exchange.

card’s ephemeral key. Analogously, the second Diffie-Hellman key is derived from
the terminal’s ephemeral key epkT and the card’s long-term key pkC . Both keys
are then used in a cascade of two key-derivation steps to derive the session keys.
The card replies with its encrypted certificate (for privacy reasons), a MAC for
authentication, a control byte for renegotiation, and its ephemeral public key.
Assuming both parties are honest, the terminal can decrypt and validate the
card’s certificate, validate the MAC, and compute the session keys, too. We give
the full protocol and its line-by-line description in the full version.

3.2 Preliminaries

Certificates. OPACITY uses certificates in the card verifiable certificate format
(CVC) which is standardized as part of ISO 7816— Part 8 [26] (to fully formalize
our analysis, we define certification schemes in the full version of the paper).
Apart from the owner’s public key and an identifier for the certification authority,
certificates contain application-specific data which can be used to identify the
card holder. In OPACITY, this 128-bit field is called GUID and identifies the
holder of the card. O-ZKM encrypts GUID using AES and the derived session key.
O-FS, on the other hand, encrypts the entire certificate under an intermediate
key. The (outdated) source code uses AES in CBC mode with the constant 0-
vector as initialization vector. In O-FS, since the key is derived freshly upon
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every invocation and only used for a single encryption, this should not pose a
security threat. For O-ZKM, on the other hand, the session key is used; this
might compromise security.

Other functionalities used by protocols. The protocols use a key-derivation func-
tion KDF as specified in NIST SP 800-56A (§5.8.1) [41], CMAC for message
authentication as specified in NIST SP 800-38B [40] (CMAC is also used as
PRF in the key-derivation function) and AES-128 (no mode specified). As hash
function, SHA-256 or SHA-512 are deployed. In the analysis below we model
KDF through a random oracle. The injective function info is defined according
to NIST SP 800-56A and prepares the input to the key-derivation function (it
can be thought of the length-encoded concatenation of its input). The input to
info, and therefore to the key-derivation function, contains the terminal’s iden-
tity IDT (not specified in detail, but we assume that this value is globally unique
and also determines the terminal’s certificate certT uniquely) and usually parts
of the ephemeral keys otID = epkC and epkT , like the leftmost 8 or 16 bytes,
otID|1..8 and epkT |1..16, respectively.

Security parameters. OPACITY specifies 6 parameter sets describing the length
of keys and nonces, block-ciphers, and hash functions. The standard set CS2 rec-
ommends to use SHA-256 as hash function, AES-128 for encryption and MACs,
and ECDH-256 for static and ephemeral keys. Nonces are 16 bytes long. By con-
trast, the “very strong security” setting (CS6) uses SHA-512, AES-256, ECDH-
512, and 32-byte nonces. In the first case it is claimed that the resulting channel
strength is 128 bits, and for CS6 the channel strength is supposedly 256.

Persistent binding. Both protocols can be run in a renegotiation mode which
gives a slight performance increase if card and terminal have already successfully
exchanged keys. This mode, called persistent binding, requires both parties to
store intermediate secret values. For lack of space, we refer to the full version
for a complete description of the persistent binding as well as to the analysis of
the security properties in regard to this mode.

3.3 Related DH Key-Agreement Protocols

We only discuss Diffie-Hellman-based key exchange protocols which are very
similar in structure to OPACITY, i.e., pairwise mix static and ephemeral Diffie-
Hellman keys of the partners. These are NSA’s Key Exchange Algorithm (KEA)
and its variants variant KEA+ [35] and KEA+C [32]. Another closely related
approach are the schemes described by ANSI X9.63 called “Unified Model” (UM)
key-agreement protocols. The UM protocols have been analyzed cryptographi-
cally in [37].

Although sharing a similar skeleton —a DH key-agreement protocol using
both static and ephemeral keys— the analyses of KEA, UM and their variants
[35,32,37] can only serve as a very vague starting point for OPACITY; the proto-
cols differ in numerous security-relevant details. One distinctive property of our
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analysis here is also that we investigate low-level details more explicitly. Consid-
ering such details makes the evaluation more delicate and complex but, on the
other hand, gives a more concrete perception of the (in)security of the actual
protocol. This, in particular, also concerns the renegotiation step in OPACITY
which is neither supported by KEA nor by UM. Our analysis for OPACITY
also needs to take additional privacy properties into account. Hence, even if
OPACITY resembles the other schemes, the existing analyses provide rather
weak implications for OPACITY’s overall security (if any at all).

4 Security Analysis of O-FS

The concrete security parameters proposed for O-FS can be found in Section 3;
however, for the sake of generality, our analysis features abstract parameters,
e.g. instead of the concrete bit size of the proposed curve E , defined on the field
K, we write #E (K) (this is, in fact, the size of a prime-order subgroup of points).
Thus, our analysis formally bounds the success probability of adversaries for any
proposed set of parameters.

We note that the protocol itself is not perfectly correct in the sense that two
honest parties may not derive the same session keys, namely, if renegotiation
identifies the wrong previous connection. However, the likelihood of this event,
as we detail in the full version, is in the order of q2e · 2−128 for qe executions for
the recommended parameters, such that we may simply neglect such mismatches
in our analysis. Nonetheless, it would be preferable to specify the behavior for
this case clearly in the protocol description.

4.1 Security Assumptions

We prove O-FS secure under the elliptic curve Gap Diffie–Hellman (GDH) as-
sumption [42] (by default we assume all hard problems are on elliptic curves,
omitting to state this explicitly). Informally, the GDH assumption states that
the CDH problem remains hard even when given access to an oracle DDH(·, ·, ·),
which tells whether three group elements form a Diffie–Hellman tuple or not.
More formally, let 〈G〉 be an (additive) group of prime order q and generator
G ∈ E . The GDH problem is (t, Q, ε)-hard in 〈G〉 if any algorithm A running in
time t and making at most Q queries to DDH can, on input 〈G〉, G, sG, tG, for
random s, t, computes stG with probability at most ε. We write AdvGDH(t, Q)
for (a bound on) the probability of any (t, Q)-bounded A solving the GDH prob-
lem.

We use standard cryptographic notation for the other involved primitives.
The certification scheme Cert = (C.kgen,C.sign,C.vrf) is modeled as a signature

scheme where the signer is a certification authority (CA); Advforge
Cert (t, Q) denotes

the maximal probability of forging a fresh certificate within t steps and after re-
questing at mostQ certificates. We useAdvIND-CPA

AES (t, Q) to denote the maximal
probability of distinguishing AES ciphertexts (in CBC mode) within t steps for
at most Q challenge ciphertexts (see the remark in Section 3.2 about the actual
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encryption mode), and Advforge
CMAC(t, Q) for the maximal probability of forging

a CMAC in t steps after seeing at most Q MACs. Finally, the key-derivation
function (KDF) is modeled as a random oracle.

4.2 Key Secrecy and Impersonation Resistance

For the key-secrecy proof we consider sessions as indicated in Section 2, such that
the session id sid for O-FS is set as sid = (otID|1..8, IDT , epkT |1..16); the partner
id pid is set to the identity IDT on the card’s side resp. to GUID on the terminal’s
side. We observe that session id’s are usually preferred to comprise the entire
communication transcript. The reason is that, roughly, the more information
contained in sid, the “tighter” the binding of session keys to specific executions.
In this sense, our formally more loose (but, according to the protocol, presumably
inevitable) choice for sid’s here ties executions to partners, identified via parts of
the public keys and the ephemeral keys. Indeed, one easy enhancement for the
protocol would be to include the card’s certificate in the key-derivation step, or
at least its entire public key.

The next theorem shows that O-FS is secure as a key agreement protocol, i.e.,
O-FS provides key secrecy.

Theorem 1 (Key Secrecy of O-FS). In the random-oracle model,

Advake
ΠOFS

(t, qe, qh) ≤ Advforge
Cert (t, qe) +

3qe(2qe + qh)

2min{�k2 ,�Z}

+ 2q2e ·AdvGDH(t+O(λ · qe log qe), 2qe + qh)

where λ denotes the security parameter, t the running time of adversary A, and
qe (resp. qh) the number of executions (resp. queries to the random oracle), and
�k2 and �Z denote the bit lengths of values k2 resp. Z.

Note that key secrecy does not rely on the security of the authenticated en-
cryption (which only enters the impersonation resistance proof), nor the secrecy
of the certificate (which is only used for privacy). At the same time neither step
does harm to key secrecy.

Impersonation Resistance. In this section we show that O-FS achieves imper-
sonation resistance. Recall that this means that a malicious card cannot make
an honest terminal accept, unless it is a pure relay attack and there is a card
session with the same sid.

Theorem 2 (Impersonation Resistance of O-FS). In the random-oracle
model,

Advir
ΠOFS

(t, qe, qh) ≤ 2qe ·Advforge
CMAC(t+O(λ · qe log qe), 0)

+ 4qe ·Advake
ΠOFS

(t, qe, qh)

where λ denotes the security parameter, t the running time of adversary A, and
qe (resp. qh) the number of executions (resp. queries to the random oracle).
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The proof follows (almost) directly from the key secrecy proof, noting that
in order to be able to impersonate one would need to compute a MAC for the
secure key skcfrm.

4.3 Privacy

Though O-FS does not attain untraceability, it does, nevertheless, provide iden-
tity hiding. This holds as long as we assume that the unspecified mode of en-
cryption of certC with AES is secure (see our remark in Section 3.2).

Theorem 3 (Identity-Hiding in O-FS). In the random-oracle model,

Advid-hide
ΠOFS

(t, qe, qt, qh) ≤
1

2
+Advforge

Cert (t, qe) +
2qt(2qt + qh)

2�k2

+q2e ·AdvGDH(t+O(λ · qe log qe), 2qe + qh)

+
qeqt

#E (K)
+ qt ·AdvIND-CPA

AES (t+O(qt)) .

where λ denotes the security parameter, t the running time of the adversary, and
qe (resp. qt, qh) the number of executions (resp. Test-sessions and queries to the
random oracle).

5 Security of the Channel Protocol

Here we discuss briefly the security of the secure messaging (used both in ZKM
and FS) and of the composition of the channel with the key agreement step.

Secure Messaging. Once the keys are generated the parties use them to secure
the communication. The description [24] proposes two modes, one for command
and response MACs without confidentiality (using keys skMAC and skRMAC, re-
spectively), and the other one for encrypted data transfer under the key skEnc
used by both parties. If only authenticity is required, then the data is secured
according to ISO 7816-4 [25]; in case encryption is used the protocol basically
follows the encrypt-then-MAC approach, first encrypting the payload.

Alarmingly, according to the standard [24], the terminal can ask the card via
the control byte to only create a single key skEnc = skRMAC = skMAC, operating
in a special mode (ONE SK). Sharing the key among different primitives usually
needs a cautionary treatment. It remains unclear why OPACITY implements
this mode, but it does not seem to be recommendable from a pure security
perspective. In what follows we assume that independent keys are used instead.

Encryption for the encrypt-then-MAC approach in the secure messaging is
not further specified in [24]. The (outdated) implementation relies on AES en-
cryption with a prepended, fixed-length session counter. For authentication the
parties first pad the message (or ciphertext) according to ISO 7816-4, basically
prepending a MAC chaining value of 16 bytes before computing an AES-based
CMAC [7,28] according to SP 800-38B [40]. We omit a formal analysis of secure
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messaging which, except for the single-key mode, follows the common crypto-
graphic approaches. It would be nonetheless interesting to provide such an anal-
ysis, taking into account recent attacks and models for such steps [31,2,45,46].
However, it is beyond our scope here.

Composition. Clearly, a secure key-exchange protocol and secure messaging on
their own may not be enough to ensure the security of the composed proto-
col. Several approaches exist to bridge this gap, ranging from monolithic analy-
sis of the composed protocol, to general-purpose compositional frameworks like
Canetti’s Universal Composition (UC) model [13]. The latter has been success-
fully applied to analyze and construct securely composable key-exchange proto-
cols [14]. However, security of key exchange in the UC model (and comparable
simulation-based frameworks [33]) already imposes strong requirements on the
protocols which are hard to meet.

Since we analyzed O-FS in the game-based BR-model we can apply the recent
result by Brzuska et al. [12] to conclude overall channel security of the key
agreement combined with secure messaging. This holds as long as O-FS provides
a property called public session matching [12], which we discuss in the full version
to be true. Since we do not recommend to use O-ZKM we do not address the
question for this protocol.

6 Conclusion

Our analysis reveals that, from a cryptographic point of view, O-FS achieves a
decent level of key secrecy, but has clear restrictions on privacy guarantees. For
one, privacy could be improved by also encrypting the card’s control byte CBC
for persistent binding, hiding the fact if the card has been used in connection
with that terminal before. Whereas the situation for O-FS is arguable, we do
not recommend O-ZKM for deployment. This is due to its rather weak security
guarantees for (terminal) authentication and the weaker form of identity hiding.

Our analysis also shows common problems in making precise security claims
about real protocols. Like with every cryptographic (or scientific) model we
have to abstract out some details. This can be an impediment in particular
in view of the fact that the protocol can operate in various modes, e.g., for
compatibility reasons. This complexity is the cryptographer’s enemy, discussing
all possibilities is often beyond a reasonable approach. However, omitting some
of these modes is dangerous, as they often admit back doors for attackers. There
are some potential back doors for OPACITY as well, e.g., the single-key mode
ONE SK for secure messaging. This is magnified by the fact that OPACITY is not
fully specified with respect to all relevant details (e.g., which encryption mode
is used for OpaqueData). Also, the binding of sessions to their keys is rather
loose as merely a partial transcript of the execution enters the key derivation
resp. message authentication. In this sense, it should be understood that our
(partly positive) cryptographic analysis has its inherent limitations.
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