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Abstract. Natural Language Processing (NLP) systems must be both
secure and usable, but this remains an elusive objective. This work con-
siders the relationship between usability and security in NLP systems.
Development and lifecycle practices are discussed with the goal of a more
integrated, comprehensive process for NLP system development.
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1 Introduction

Natural Language Processing (NLP) systems are used with increasing frequency
by a growing number of people. Such systems interpret text or voice that is
generated by a human in a manner interpretable by a machine. They employ
a variety of machine learning methods in order to determine the meaning of
the original material. Scenarios for usage of NLP systems range from the auto-
mated extraction of entities from text or speech and translation to determining
the emotion of a human or the relationships between people. In this work, we
consider the effectiveness of NLP systems in the context of their usability and se-
curity. Despite the widespread usage and potential applications of NLP systems,
investigations into their usability are scarce. Furthermore, the security implica-
tions of NLP systems merit additional investigation. Perhaps most interesting
is the intersection of usability, security, and the capabilities of NLP systems. In
terms of usability, an NLP system must be able to satisfy metrics of effective-
ness, efficiency, and satisfaction. Security requirements include confidentiality,
integrity, and availability. Security and usability requirements can sometimes be
in opposition [4], but work towards bridging this gap has been undertaken [7].

2 Usability and Security for NLP Systems

NLP occurs in five main stages: user interface (for example, the input from
a microphone or text), recognition and conversion, segmentation and parsing,
matching, and processing (Figure 1). In the case of audio input, an Automatic
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Fig. 1. NLP system architecture

Speech Recognition (ASR) subsystem can be used to recognize sound and covert
to textual patterns. After processing, the resulting text is converted back to
audio through a Text-to-Speech (TTS) system if the response is to be presented
as speech. If the system uses only textual input, the recognition and conversation
stage can be eliminated.

The term usability is defined by the International Standard Organization
(ISO) as the range in which a product can be operated by legitimate users
to satisfactorily perform specific tasks in an effective, efficient, and specified
way [6]. The assessment of an NLP system’s usability must consider these three
factors (efficiency, effectiveness, and satisfaction). An NLP system can only be
considered as effective if its users are able to achieve their goal of operating
it. An efficient NLP system must complete specific task or process to reach a
particular goal within an acceptable amount of time. For a NLP system to be
satisfactory, both the vendors and the users must be happy with the system (as
determined by their willingness to rely on and reuse the system). Evaluating
satisfaction can be challenging due to the difficulty of measuring it. The best
way to evaluate system satisfaction is through vendor and user questionnaires,
surveys, and interviews [7].

System security is a set of methods and techniques applied to prevent
weaknesses from being exploited. At a high level, there are three main security ob-
jectives: confidentiality, integrity, and availability [8]. NLP systems, like all other
computer systems, have vulnerabilities that need to be discovered and remedied.
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Fig. 2. Usability and security in NLP systems

In order for a NLP system to be considered confidential, it must limit access to its
features and services solely to authorized users. Integrity requires that a system
protects its contents from unauthorized alteration. Finally, a system must be
available for use when needed by authorized users for legitimate purposes.

The interaction between usability and security in NLP systems is illustrated
in Figure 2.

3 Developing Secure and Usable NLP Systems

Building a NLP system using the standard waterfall model of software develop-
ment tends to be linear [9], following the Software Development Lifecycle (SDLC).
NLP system development starts from the pre-development planning phase. Subse-
quently, the requirements phase establishes objectives for the project. The design
phase details the requirements and develops a system architecture. Implementa-
tion consists of programming and creating functionality. The testing phase eval-
uates and validates the system. During deployment, the system is delivered and
configured. The maintenance phase keeps the system in working order.

Although the SDLC can satisfy functional requirements, the implementations
of security and usability benefit from their own processes that occur within the
SDLC [1,2,3,5,9,10]. This alignment is shown in Table 1. It can be used as guid-
ance by software engineers in achieving both a usable and secure development
process.
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Table 1. Usability and security during the software development lifecycle [1,2,3,5,9,10]

Phase Security Practice Usability Practice

Planning Security training Human-centered

Requirements

Security objectives Context specification
Security requirements Usage scenarios
Quality gates User analysis
Risk assessment Task analysis
Specifications Usability specifications

Design

Attack surface analysis Concept development
Threat modeling Prototypes
Design review Interaction design

Design review

Implementation

Approved tools Approved tools
Security patterns User interface patterns
Static analysis Interface development
Code review User interface review

Testing
Dynamic analysis Expert review
Attack surface review Usability evaluation

Acceptance testing

Deployment
Incident response plan Surveys and interviews
Security review
Release Archive

Maintenance Incident plan Usability review

4 Conclusion

NLP has a significant impact on human-computer interaction. There is a strong
relationship between NLP systems, usability, and security, as NLP systems must
be both usable and secure in order to engender the trust of both users and
vendors. NLP systems can be evaluated in terms of both usability and security,
and enhanced as needed.
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