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Abstract. Cyber security is critical for any modern day organization’s opera-
tions. Organizational structure and reward policies not conducive for teamwork 
may be affecting the performance of cyber defense analysts. Past research 
shows that team interaction could lead to better cyber defense performance. 
However, the value of team work in the cyber defense context has not been 
demonstrated using empirical methodologies. To explore this, we conducted a 
study on the effects of teamwork versus group work (i.e., looking at both the 
team and individual levels) on signal detection performance of cyber security 
defense analysts using the synthetic task environment called CyberCog. The re-
sults from the preliminary analysis conducted reveal that simply encouraging 
analysts to work as a team and providing team-level rewards leads to better 
team performance in cyber defense analysis. 
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1 Introduction 

A recent study sponsored by Hewlett Packard [1] has found a 42% increase in the 
number of cyber attacks on organizations in the U.S. alone in 2012. To counter this 
growing number of cyber attacks, effective cyber defense is essential. Cyber security 
defense involves protecting the computer networks of an organization from any mali-
cious activities such as malware attack and cyber espionage [2]. Personnel defending 
an organization’s computer networks from cyber based attacks are often called cyber 
security defense analysts (or CSD analysts).  

Cyber Defense Analysis. A typical organization contains a large number of compu-
ting systems such as desktop computers, laptops, servers, networking devices, and 
more that produce large amounts of data in the form of system logs, network traffic 
data and sensor data (alerts from intrusion detection systems (IDS)). CSD analysts 
have to monitor and fuse large amounts of data in order to identify patterns that may 
correspond to potential cyber attacks [3][4]. For example, analysts usually start from a 
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suspicious set of intrusion alerts, filter network level data pertinent for those intrusion 
alerts, find associated system level logs, find intelligence reports relating to the situa-
tion, and then using their experience and training analyze the data collected to deci-
pher if their network is being attacked or not. Once the analysts suspect there is an 
ongoing attack, the analysts start collecting data as evidence to support their suspicion 
and to eventually report the findings to higher authorities [2]. Finally, the analyst must 
assess the adversaries’ intentions and capabilities to take the appropriate response. 
These tasks are mostly conducted manually using command level interfaces or  
graphical interfaces. 

Due to cyber attacks evolving at very high speeds [5], this reduces the time availa-
ble to respond to an attack, and adds to analyst’s cognitive overload [6]. The cyber 
defense analysis task involves uncertainty with high information load and requires 
experienced personnel with domain knowledge. Because of this, CSD analysts are 
often placed under extreme time pressure. In some settings they have to process the 
alerts given to them at a pace of one every two minutes. Leading to further frustra-
tions, alerts generated from current IDSs are often false alarms and thus the onus is on 
the analysts to distinguish the alerts that correspond to an attack from false alarms. 
Thus, a combination of factors that include overwhelming amounts of data, numerous 
false alarms, and time stress leads to cognitive overload in cyber defense analysts [6]. 

With cyber defense analysis being a complex task, it is sometimes performed by 
CSD analysts as a large group, with each analyst working on different levels of the 
task with specific domain knowledge and experience. However, simply bringing a 
group of people together to work on a task would not suffice. To work on such com-
plex tasks we need actual teams of CSD analysts. What often occurs with CSD ana-
lyst teams is a loose association among individuals, rather than a functioning team [6]. 
For our definition, a team is a type of a group in which members of the team have 
diverse backgrounds, but work together in an interdependent manner towards a com-
mon goal [7]. Team cognition, which is defined as cognitive processes such as deci-
sion-making and learning, occurs at the team level [8] and has a significant effect on 
team performance [9][10]. Cooke and colleagues [9] proposed a theory of Interactive 
Team Cognition (ITC) which is a recent perspective on team cognition which states 
that team cognition emerges from team interactions. This is contrasting to the earlier 
theory of shared team cognition [10] which states that team cognition is the sum of 
the knowledge of individual team members. ITC does not however dispute the impor-
tance of individual knowledge for effective performance, but argues instead that team 
cognition is not solely tied to the knowledge of the individual members of the team. 

As aforementioned, CSD analyst groups have been observed to lack teamwork [6]. 
We hypothesize that existing organizational structure and reward policies could be 
one of the possible factors inhibiting teamwork and team interaction, in addition to 
the many other factors such as information overload and uncertainty. However, CSD 
analysts are often recognized and rewarded based on the attacks he/she has detected 
and processed. Therefore a notion of “knowledge is power” (and arguably within this 
case “knowledge is money”) is prevalent in this domain, which prevents analysts from  
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sharing information and knowledge with other analysts leading to minimal collabora-
tion and communication among analysts. Such a disconnection between analysts 
might have an adverse effect on the performance of them. 

Even though we have hypothesized that teamwork is lacking within CSD analyst 
groups, there is some preliminary evidence from an observational study conducted by 
Jariwala and colleagues [11] that team work could lead to better performance in cyber 
defense analysis. However there is a lack of experimental evidence to validate the 
effectiveness of team work in the cyber defense context. Therefore, in the present  
lab-based study, we manipulated the effect of teamwork versus group work (control 
condition) on the performance of cyber defense analysts by priming participants in the 
teamwork condition with team level rewards that motivate them to work as a team 
versus priming participants in the group work condition to compete with other  
analysts for individual rewards. 

2 Method 

In this study, we are testing the hypothesis that having reward structures which are 
conducive to team work in CSD analyst groups performing triage level analysis will 
lead to higher signal detection performance. To test the hypothesis, we conducted a 
team-based cyber defense analysis experiment. The participants in the experiment 
used a synthetic task environment [12] called CyberCog [13] to perform the tasks of a 
cyber defense analyst. Synthetic task environments  are simulation environments built 
to recreate the real world tasks and cognitive aspects of the task with highest fidelity 
possible, giving less focus towards the appearance of the real world environment [13].  

2.1 Simulation Environment 

CyberCog is a three-person synthetic task environment that simulates the triage 
process in cyber defense analysis. The CyberCog system presents a simulated set of 
network and system security alerts which participants have to categorize as either a 
benign or suspicious alert based on the analysis they conduct using other simulated 
information sources such as network and system activity logs, a user database, a secu-
rity news website, and a vulnerability database. Figure 1 is a screen capture of the 
CyberCog system where the alerts are presented to the participants. Simulated intru-
sion alerts used in the system are of 15 different types constructed based on real world 
intrusion alert types such as alert for malware attack, suspicious email messages, and 
so forth. However, the alerts used in this system were simplified versions of their real 
world counterparts to make them understandable for our experimental participants 
who are not familiar with the domain or the task. Simplified does not imply that the 
alerts are easy to analyze but simply means that they are presented in a form that is 
free from technical jargon.  

Within the task, participants were trained in depth on 5 of the 15 total alert types. 
Participants must analyze each alert to decide whether it is a suspicious or a benign  
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alert by first looking at the corresponding log of the activity that caused the alert. 
Based on the alert type, the participants also have to leverage more information 
sources such as employee database or website for further analysis. Some of the alert 
types are comparatively easier to analyze because they only involve verifying that the 
user who performed the activity has the authorization to do it or not. Other alerts are 
more difficult to analyze involving analyzing the source IP address, making judg-
ments on whether sensitive data was transferred, or fusing multiple data to make deci-
sions. However care was taken to make sure that each participant was trained on an 
equal number of difficult and easy alert types. If a participant was unable to complete 
an alert due to lack of training or another participant indicated that they were able to 
solve an alert, the alert could be easily “shared” between the participants.  

In summation, the CyberCog system recreates the different aspect of the triage 
analysis task as it is performed in the real world but in a controlled fashion.  

 

Fig. 1. Screen capture of the web page presenting intrusion alerts in mission 1 

2.2 Procedure 

Twenty teams comprised of three participants were recruited from the university sub-
ject pool to work as CSD analyst teams in the study. 32 were male and 28 were fe-
male and gender composition varied across teams. The participants were either given 
three course credits and a sum of $10 for their participation in the experiment, or four 
course credits based on participant choice. Participants provided informed consent 
and were assigned to one of the two conditions: teamwork or group work. The  
participants were then provided the necessary training for performing the tasks in the 
experiment. Training was identical between teamwork and group work conditions.  

Training. In training, the participants were first given an overview of the cyber 
domain using a recorded video presentation. They were then provided training to  
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perform cyber defense analysis tasks using the CyberCog system. They were provided 
training to be a specialist on analyzing five of the fifteen types of intrusion alerts used 
in CyberCog system. Each participant received unique individualized training on the 
five alert types that they were assigned. The training consisted of two sections: A 
reading section in which the participants would read power point presentation that 
described how to analyze each type of alert that they were assigned. There was also a 
hands-on practice section on actually analyzing an example alert of that type.  

Experimental Missions. After the training, the participants performed three mis-
sions: one practice and two main missions. Practice and the main missions differed by 
the number of alerts and the time available to complete the mission. In the practice 
mission, each participant was presented with fifteen alerts and was given fifteen  
minutes to analyze and classify those alerts. During the two main missions, each par-
ticipant was presented with seventy-five alerts and was given thirty minutes to ana-
lyze and classify those alerts. This meant the participants had to analyze two alerts 
every minute during the main missions. Thirty minutes was chosen as duration for the 
main mission to simulate the time crunch and overload that is experienced by an ana-
lyst in the real world. The missions were carefully constructed so that each participant 
would receive an equal number of suspicious and benign alerts to analyze. The mis-
sions were also constructed such that each participant would receive a mix of alerts 
for which the participant received training and alerts for which the participant did not 
receive any training. During the mission, the participants can either choose to transfer 
unfamiliar alerts to other members of the team for analysis or learn to analyze those 
alerts themselves using the lookup system which provided a textual description of the 
analysis procedure. 

During each experiment session, two teams performed the same task in parallel 
under the same experimental condition. In the team-work condition, the participants 
were encouraged to work as a team to classify as many alerts as accurately as possi-
ble. They were informed that they would be scored as a team (the running scores were 
presented on a common screen throughout the experimental session) and that all the 
members of the better of the two teams during that session will receive a reward (i.e., 
a snack bag). In the group work condition, the participants were instructed to work 
individually to classify as many alerts, as accurately possible. They were informed 
that they would be scored individually and that the best of the six participants (two 
groups of three participants) during that session would receive a reward. The entire 
experiment session lasted approx. four hours, which included break time between the 
missions.  

Measures. We collected a variety of data and measures from the experiment. Our 
primary measure of team performance was based on the Signal Detection Theory 
[14]. For the alerts analyzed the number of hits (number of suspicious alerts the team 
classified as suspicious), misses (number of suspicious alerts the team classified as 
benign), false positives (number of benign alerts the team classified as suspicious), 
and correct rejections (number of benign alerts the team classified as benign) were  
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One might think that putting the extra effort to communicate and collaborate with 
other team members for analyzing an alert is not essential when one can learn to ana-
lyze it by themselves. But as we see from the results that the analysts can achieve 
higher performance by simply collaborating with other analysts to leverage each  
other’s unique expertise and knowledge to analyze alerts that are novel and non-
intuitive to them. Putting the extra effort to analyze all alerts may be detrimental to 
their performance.  

Response biases were calculated to determine if either condition was more inclined 
to say yes/no in one direction or the other. Both teams and individual groups were 
more likely to respond with ‘no’, which given the level of signal to noise is a good 
indication. We had included noise at five times the level of signal. It becomes inter-
esting to think that teams were less likely to say ‘no’ than individual groups but still 
were able to outperform the individual groups. There are any number of speculative 
reasons: sharing information more readily among the team members, participants 
were more willing to ask for help since there was no singular incentive, or even the 
commonality that the team is ‘in it together’. Only further investigations could help 
resolve this presented quandary.  

Lastly, the biggest challenge we faced while designing an experiment for studying 
team cognition in cyber defense has been in building a synthetic task environment 
with the task and missions that is at the right level of difficulty for the student partici-
pants who are not familiar with domain. The task and the missions either get too  
difficult to understand or so easy that it nullifies external validity of the simulation. 
However, with the completion of this study we have arrived at a juncture where we 
have a system that is close to the level we desire. Future work should address this 
challenge by improving the mission data, task, and also by adding more missions to 
the STE. Future work should also be investigating more specific cognitive biases that 
affect team performance in cyber defense analysis. 
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