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Abstract. The current proliferation of ubiquitous networking (e.g. WiFi,
bluetooth) along with the high penetration of the pervasive devices (smart
phones, tablets) have provided a substantial boost to life-logging; a frame-
work for the every-day recording of sensitive and personal data of individ-
uals. Life-logging systems usually consist of resource-constrained devices
(sensors). Moreover, as for every emerging technology, life-logging is sus-
ceptible to a number of security threats. In this paper, we implement
and evaluate a joint encryption and compression scheme using the cur-
rent advances in compressed sensing theory. The evaluation shows that
the reconstruction error is kept low even for high compression ratios, and
the power consumption of the life-logging system significantly reduces.

1 Introduction

The current advances in technology and especially the penetration of the per-
vasive devices (smart phones, tablets) along with the proliferation of ubiquitous
networking (WiFi, WiMAX, blueetooth) have provided a substantial boost to
the convenient recording of the every-day life activities. This is called as life-
logging (LL) and includes all sort of personal activities like diaries, storage of
photographs, etc.

As every emerging technology, LL faces a number of security threats. Typical
LL systems employ a number of sensors, either contained within the pervasive
devices, or in a form of dedicated and independent devices (e.g [1]) grouped
and forming a wireless sensor network (WSN). WSNs and pervasive devices face
unique threats, and a vast number of algorithms has been proposed to combat
these threats. Adversaries usually try to steal very sensitive data, therefore en-
cryption is required in a LL system. However, as the LL systems are mainly based
on severe resource constrained devices (often battery-operated), lightweight en-
cryption schemes are of paramount importance in order to prolong LL lifetime.

In this work, we perform joint encryption and compression in a WSN using
the relatively new theory of compressed sensing (CS). Using CS, data are com-
pressed and encrypted concurrently without any extra overhead, offering a very
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high secrecy and decryption fidelity. We provide performance evaluation results
in terms of the power consumption and the reconstruction error for different
compression ratios. Several related contributions include physical-layer security
using CS ([2,3]). Others consider CS for image or speech encryption [4,5].

The rest of this paper is organized as follows. Section 2 describes the general
idea behind the LL systems. In Section 3 we discuss the privacy and security
considerations. Section 4 described energy considerations for LL. The CS-based
encryption scheme is presented in Section 5. Section 6 presents the performance
evaluation while the conclusions appear in Section 7.

2 Life-Logging

Life-logging refers to the collection, storage, interpretation, and sharing of infor-
mation related to an individuals’ personal life. LL is not a totally new concept
as V. Bush described his vision for life recording back in 1945 ([6]). He envi-
sioned memex, a device having the role of an enlarged intimate supplement to
one’s memory, used by individuals for the compression and storage of records,
books, communications, etc. Some primitive forms of LL are the handwritten
diaries, and the storage of personal photograph into photo albums. Nowadays,
people more frequently store and share personal data with their relatives, friends,
and colleagues due to the high penetration of pervasive devices (smart phones,
computers) and associated technologies (bluetooth, IEEE 802.11).

Typical LL applications include:

– Personal archiving. Current technology advancements have made feasible
to individuals the possession of high-volume storage devices in a relatively
low cost. Given this ability, people can now store on a very frequent basis
personal data on smart phones, laptops, etc. These data comprise parts of
their everyday life that are recorded and archived. Emerging LL implementa-
tions (e.g [7,8,9]) enhance LL by automating the data collection and storage
operations, thus off-loading users and providing a convenient use of the LL
services.

– Emergency response and disaster relief. As LL systems are mainly
based on sensors for data collection, they can be used for emergency response
and disaster relief. Smart LL systems that can measure vital information
(e.g. heart beat) along with an appropriate backhaul communication network
([10]) can be used to detect and provide immediate medical assistance to
victims after a disaster has occurred.

– Tele-medicine. Tele-medicine is another area where LL systems can be
employed. Micro-sensor networks can monitor, record, and transmit to a
central node several information such as blood pressure, heartbeat, etc.,
forming a tele-medicine infrastructure for the provision of clinical care to
people located at a distance ([11]).

– Human memory augmentation. Memory is a key human facility for sup-
porting life activities (social interactions, life management, problem solving,
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etc). As human memory is not perfect, memory problems can arise for normal
people occasionally. A LL memory augmenting framework can significantly
assist people as it logs their everyday activities ([12]). Such a LL system
can provide valuable help in case of more serious memory problems like the
episodic memory impairment ([13]).

– Law enforcement. Often people are involved in serious crimes. In many
cases the law enforcement agencies fail to locate and prosecute the offenders,
and justice cannot be served due to the lack of evidence. At this direction,
LL becomes a useful tool (e.g. audio and video footage collection from a
crime scene) for the authorities and for the fight against crime.

3 Privacy and Security Considerations

Both users and society can benefit from the LL systems. However, as these sys-
tems record, store, and share very personal information, there is always the risk
for users of loosing privacy. A number of major risks have been identified [14]:
(i) surveillance: individuals are monitored by governmental agencies, business
organizations, etc., without their desire, (ii) memory hazards: LL can cause
rumination for unipolar and bipolar depression as it can remind people of their
past bad experiences, (iii) long term availability of personal information:
LL can be a permanent record of peoples’ mistakes, and (iv) stealing LL in-
formation: as LL records very sensitive data, the chance of loss or theft is
increased.

In general, a LL process has tree stages [14]: (i) data sensing, (ii) data collec-
tion, and (iii) data browsing by the users. In practice, LL systems become feasible
through the use of sensors that can be of different types: (i) desktop applications
([15]), (ii) pervasive devices such as cameras and smart phones ([7]), and (iii)
dedicated sensors in motes ([1]). The last two types of sensors is expected to be
heavily utilized in LL, given the proliferation of the pervasive devices (especially
the smart phones), and the advances in ubiquitous networking (IEEE 802.11,
IEEE 802.15.4, bluetooth).

Often sensors are grouped into WSNs. Several attacks and at different lay-
ers can be launched against a WSN. Jamming attacks at the physical layer;
collision, exhaustion and unfairness at the medium access layer; sybil attacks
and acknowledgment spoofing at the network layer; and flooding and synchro-
nization attacks at the transport layer can cause severe security breaches and
performance degradation [16].

A security breach in a LL system can cause loss or theft of very personal
and sensitive data of individuals. This in turn could have several negative ef-
fects in those individuals: (i) lack of trust in technology, (ii) identity theft, (iii)
unauthorized surveillance, and (iv) harm to their reputation.

4 Energy-Efficiency for Security Operations

Typical LL systems are realized using sensors (e.g. [7,9]) and WSNs. Fig. 1 shows
such a system employing two WSNs with sensors that can perform operations
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such as location tracking ([17]), pervasive devices such as smart phones ([7])
and tablets that can monitor user-sensitive data like location, emails, incoming
calls, etc., and a LL repository where all these data are collected. A backhaul
network with technologies like WiFi, WiMAX, and 4G is used to interconnect
the WSNs and the pervasive devices with the LL repository. It is obvious that
sensors are fundamental elements of a LL system, and as they are severe resource-
constrained devices, energy efficiency is of paramount importance. Sensors are
usually battery-operated devices (e.g. smart phones) and therefore a resilient and
secure framework for LL should employ lightweight algorithms that substantially
prolong their lifetime. Moreover, such a framework should meet the following
requirements [16]: (i) resiliency, having the ability to maintain an acceptable
level of security in case of attacks, (ii) scalability, as LL systems use a large
number of sensors, (iii) robustness: to operate despite abnormalities such as node
failures and attacks, (iv) assurance: having the ability to discriminate different
information at different assurance levels to the users. In the next section, we
propose and evaluate a security algorithm for joint encryption and compression
in a WSN for LL purposes.

Gateway 
node

Gateway 
node

Backbone 
network

Life-logging repository

sensors

Fig. 1. A typical life-logging framework

5 Joint Encryption and Compression Using Compressed
Sensing Techniques

There are several contributions in the area of security and especially for encryp-
tion in WSNs (e.g. [18,19]). Most of these works either perform encryption only,
without considering compression, or use encryption and compression separately.
In this work, we use the compressed sensing (CS) principles in order to apply
joint compression and encryption.

5.1 Background on Compressed Sensing

The recently proposed theory of compressed sensing (CS) ([20]) unifies compres-
sion and encryption in order to minimize the overhead for data acquisition and
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sampling in a WSN. CS exploits the signal structure in order to enable a sig-
nificant reduction in the sampling and computation costs at a central unit. The
key principles in the development of CS theory are sparsity and incoherence.
A signal x ∈ R

N is called sparse if most of its elements are zero in a specific
transformation basis. Incoherence satisfies the fact that the sampling/sensing
waveforms have an extremely dense representation in the basis. Assuming signal
x ∈ R

N is sparse in a basis Ψ, it can be written as x = Ψb, where b ∈ R
N is

a sparse vector with S non-zero components (‖b‖0 = S). CS theory proves that
an S-sparse signal x can be reconstructed exactly with high probability from
M randomized linear projections of the signal x into a measurement matrix
Φ ∈ R

M×N . The general measurement model is expressed as follows:

y = Φx = ΦΨb = Θb (1)

where Θ = ΨΦ.
The original vector b and consequently the sparse signal x, is estimated by

solving the following �0-norm constrained optimization problem:

b̂ = argmin ‖b‖0 s.t. y = Θb (2)

where the ‖b‖0 norm counts the number of non-zero components of b. Note
that the formulation of the optimization problem in (2) uses an l0 norm that
measures signal sparsity instead than the traditionally used in signal processing
applications l2 norm, which measures signal energy. However, solving (2) is both
numerically unstable and NP-complete. For this reason, the �0 norm can be
replaced by the �1 norm and problem (2) can be rephrased as the following �1
norm convex relaxation problem:

b̂ = argmin ‖b‖1 s.t. y = Θb. (3)

The �1 norm (‖b‖1 :=
∑

i |bi|) can exactly recover the S-sparse signal with high
probability using only M ≥ CS log(N/S) measurements (C ∈ R+) [20]. Finally,

the reconstructed signal is given by x̂ = Ψb̂. A variety of reconstruction algo-
rithms based on linear programming, convex relaxation, and greedy strategies
have been proposed to solve (3). Among them, greedy strategies such as the Or-
thogonal Matching Pursuit (OMP) [21] are computationally efficient when the
signal of interest is highly sparse.

5.2 The Secrecy and Robustness of Compressed Sensing

The vast majority of the related contributions in encryption and/or compres-
sion schemes for WSNs (e.g. [22,23]) consider encryption and compression as
two separate and distinct operations. This increases the computation overhead,
and encryption is usually carried out before compression. Fig. 2a shows a con-
ventional scheme where data are collected, then compression follows and finally,
encryption is performed using a secret key, prior to transmission through the
communication channel (e.g a wireless network). On the other hand, CS can
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be used for joint compression and encryption (Fig. 2b). This has the inherent
advantage that encryption and compression occur concurrently with no extra
overhead.

Collection

Data

Compression Encryption Transmission Reception Decryption Decompression
Communication 

channel

Secret key

(a) Conventional scheme with separate encryption/compression and
decryption/decompression operations

Collection

Data

Encryption/
Compression Transmission Reception Decryption/

Decompression

Measurement matrix Φ

Communication
channel

(b) Compressed sensing scheme for joint encryption/compression and
decryption/decompression operations

Fig. 2. Conventional and Compressed sensing schemes for encryption/compression and
decryption/decompression

Assuming the collected data (plaintext) have the form of a signal x ∈ R
N ,

the ciphertext (y ∈ R
M ) is generated applying CS using (1); therefore, the

secret key in this case is the measurement matrix Φ ∈ R
M×N . As M < N ,

compression is concurrently performed with the compression ratio controlled by
the value of M . Joint decryption and decompression, referred as reconstruction
in CS terminology, can be performed using algorithms such as the OMP [21].

The encryption/decryption process for CS uses the matrixΦ as a shared secret
between two communicating entities. Very often in CS, Φ is generated using a
Gaussian distribution. It has been shown ([20]) that this type of matrix allows
for a very accurate reconstruction. Moreover,Φ affects CS secrecy as adversaries
usually try to exploit the secret key used. Orsdemir et al. [24] show that the CS-
based encryption scheme: (i) although it does not achieve a perfect secrecy, its
secrecy is very high, and (ii) it is resilient to noise, thus immune to adversaries
that try to create noise on purpose. Furthermore, they study two types of attacks
against such a scheme. The first one is a brute force attack where an adversary
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tries to guess matrix Φ. The authors show that this type of attack has a very
high computational complexity that makes it practically infeasible. The second
type of attack considers an adversary that tries to estimate matrix Φ and a
sparse signal x ∈ R

N with S non-zero coefficients, given the ciphertext y ∈ R
M ,

such that Φx = y. As shown, also this type of attack is of very high complexity.
Hence, a CS-based encryption scheme has three very attractive features: (i) it
offers joint encryption and compression, (ii) it achieves very high secrecy, and
(iii) it is resilient to noise.

6 Performance Evaluation

In order to investigate the performance of joint encryption/compression using
CS, we consider the WSN topology shown in Fig. 3. This consists of 16 Z1 sen-
sors [1] and a single sink (having the id:1). We emulate the WSN testbed using
Contiki [25], an open source operating system for WSNs, and Cooja; its simula-
tor/emulator. The distance between the sensors is 40 meters, their transmission
power is set at 0 dbM, and for routing the RPL protocol [26] is used. Also, all
sensors periodically (every 15 seconds) transmit UDP packets to the sink. We
run each simulation 20 times, with a duration of 20 minutes for each run.

Fig. 3. Wireless sensor network topology

We begin by investigating the reconstruction error for different compres-
sion ratios. Each sensor performs joint encryption-compression and decryption-
decompression as shown in Fig. 2b. Initially, each sensor creates a measurement
matrix Φ ∈ R

M×N using a Gaussian distribution. Plaintext x ∈ R
N consists of

ambient temperature measurements provided by [27]. As we have verified, this
set of values is highly sparse in the frequency domain, therefore we select the FFT
transformation as the Ψ matrix. This could also be the case for real life-logging
data, as long as they are sparse in the FFT domain. Then, ciphertext y ∈ R

M



Secure and Energy-Efficient Life-Logging in Wireless Pervasive Environments 313

is computed using (1) and transmitted to the sink over a UDP connection. We
control the compression ratio through M, and compute the reconstruction error

(at the sink using the OMP algorithm) that is defined as e = ||x−x̂||2
||x||2 , where

x and x̂ are the original and reconstructed signals, respectively. Essentially, the
smaller the reconstruction error, the higher the fidelity of the reconstructed
signal. Fig. 4 shows the cumulative density function (CDF) of the reconstruction
error for all sensors and for different compression ratios of the original signal
(plaintext x). As the compression ratio increases, error e increases. However,
observe that even for a large compression ratio (80%), 73% of sensors experience
a reconstruction error smaller than 0.075, thus achieving a 92.5% fidelity. This
shows that encryption along with CS can be successfully combined with a high
compression ratio, achieving a high fidelity of the decrypted data.
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Fig. 4. Reconstruction error for different compression ratios

In Fig. 5 we show the overall (averaged in all runs) power consumption of
the simulated WSN, when no CS is used, and for the case where CS is applied
with different compression ratios. The error bars show the 95% confidence in-
tervals. Observe that as the compression ratio increases, network’s total power
consumption significantly decreases. This is because less packets are transmitted
into the network, hence less power is consumed. In general, power consumption
is of four types within a WSN: (i) CPU, that is the power consumed by sensor’s
CPU, (ii) LPM, the power consumed during the low power mode, (iii) transmit,
the power spent for packet transmission, and (iv) listen, the power consumed for
the packet decoding operations. Fig. 6 shows the average power consumption for
each of the sensors when the compression ratio is 20%. Note that most of the
power is consumed for the listening operations. This is because every sensor, and
for every packet transmitted by each neighbor, even if this packet is not destined
to it, this sensor has to spend resources in order to decode it and further accept
or reject it. Hence, joint encryption and compression saves significant resources
of the power-constrained sensors as less packets have to be transmitted into the
network.
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7 Conclusions

In this paper we presented a CS-based scheme for joint encryption and compres-
sion in life-logging systems, implemented in Contiki OS. The performance eval-
uation results show that the reconstruction error is kept low even for large com-
pression ratios. Moreover, power consumption significantly decreases for these
compression ratios, prolonging network’s lifetime substantially.

References

1. Zolertia z1 platform, http://www.zolertia.com/products/z1
2. Agrawal, S., Vishwanath, S.: Secrecy using compressive sensing. In: ITW, pp. 563–

567 (2011)
3. Barcelo-Llado, J., Morell, A., Seco-Granados, G.: Amplify-and-forward compressed

sensing as a phy-layer secrecy solution in wireless sensor networks. In: SAM, pp.
113–116 (2012)

4. Kumar, A., Makur, A.: Lossy compression of encrypted image by compressive
sensing technique. In: TENCON, pp. 1–5 (2009)

5. Zeng, L., Zhang, X., Chen, L., Fan, Z., Wang, Y.: Scrambling-based speech en-
cryption via compressed sensing. EURASIP Journal on Advances in Signal Pro-
cessing 2012, 1–27 (2012)

http://www.zolertia.com/products/z1


Secure and Energy-Efficient Life-Logging in Wireless Pervasive Environments 315

6. Bush, V.: As we think. The Atlantic Monthly 176, 101–108 (1945)
7. Rawassizadeh, R., Tomitsch, M., Wac, K., Tjoa, A.: Ubiqlog: a generic mobile

phone-based life-log framework. In: Personal and Ubiquitous Computing, pp. 1–17
(2012)

8. Lu, H., Liu, Z., Lane, N., Choudhury, T., Campbell, A.: The jigsaw continuous
sensing engine for mobile phone applications. In: Proc. of SensSys, pp. 71–84 (2010)

9. Belimpasakis, P., Roimela, K., You, Y.: Experience explorer: a life-logging platform
based on mobile context collection. In: Proc. of Third International Conference on
Next Generation Mobile Applications, Services and Technologies, pp. 77–80 (2009)

10. Tatomir, B., Klapwijk, P., Rothkrantz, L.: Topology based infrastructure for med-
ical emergency coordination. International Journal of Intelligent Control and Sys-
tems 11, 228–237 (2006)

11. Hu, F., Wang, Y., Wu, H.: Mobile telemedicine sensor networks with low-energy
data query and network lifetime considerations. IEEE Transactions on Mobile
Computing 5, 404–417 (2006)

12. Chen, Y., Jones, G.: Augmenting human memory using personal lifelogs. In: Proc.
of the 1st Augmented Human International Conference, pp. 1–9 (2010)

13. Lee, M., Dey, A.: Using lifelogging to support recollection for people with episodic
memory impairment and their caregivers. In: Proc. of HealthNet, pp. 1–14 (2008)

14. Rawassizadeh, R., Tjoa, A.: Securing shareable life-logs. In: Proc. of SocialCom,
pp. 1105–1110 (2010)

15. Gemmell, J., Bell, G., Lueder, R.: Mylifebits: A personal database for everything.
Communications of the ACM 49, 88–95 (2006)

16. Chen, X., Makki, K., Yen, K., Pissinou, N.: Sensor network security: A survey.
IEEE Communications Surveys and Tutorials 11, 52–73 (2009)

17. Ramesh, M., Lekshmi, G.: Intruder tracking using wireless sensor network. In:
ICCIC, pp. 1–5 (2010)

18. Chu, C., Liu, J., Zhou, J., Bao, F., Deng, R.: Practical id-based encryption for
wireless sensor network. In: ASIACCS, pp. 337–340 (2010)

19. Wang, W., Hempel, M., Peng, D., Wang, H., Sharif, H., Chen, H.: On energy effi-
cient encryption for video streaming in wireless sensor networks. IEEE Transactions
on Multimedia 12, 417–426 (2010)

20. Candes, E., Wakin, M.: An introduction to compressive sampling. IEEE Signal
Processing Magazine 25(2), 21–30 (2008)

21. Tropp, J., Gilbert, A.: Signal recovery from random measurements via orthogonal
matching pursuit. IEEE Transactions on Information Theory 53, 4655–4666 (2007)

22. Haleem, M., Mathur, C., Subbalakshmi, K.: Joint distributed compression and
encryption of correlated data in sensor networks. In: MILCOM, pp. 1–7 (2006)

23. Mancill, T., Pilskalns, O.: Combining encryption and compression in wireless sensor
networks. International Journal of Wireless Information Networks 18, 39–49 (2011)

24. Chu, C., Liu, J., Zhou, J., Bao, F., Deng, R.: On the security and robustness of
encryption via compressed sensing. In: MILCOM, pp. 1–7 (2008)

25. The open source os for the internet of things, http://www.contiki-os.org
26. Accentura, N., Grieco, L., Boggia, G., Camarda, P.: Performance analysis of the

rpl routing protocol. In: ICM, pp. 767–772 (2011)
27. Sensorscope: Sensor networks for environmental monitoring,

http://lcav.epfl.ch/sensorscope-en

http://www.contiki-os.org
http://lcav.epfl.ch/sensorscope-en

	Secure and Energy-Efficient Life-Logging in Wireless Pervasive Environments
	1 Introduction
	2 Life-Logging
	3 Privacy and Security Considerations
	4 Energy-Efficiency for Security Operations
	5 Joint Encryption and Compression Using Compressed Sensing Techniques
	5.1 Background on Compressed Sensing
	5.2 The Secrecy and Robustness of Compressed Sensing

	6 Performance Evaluation
	7 Conclusions
	References




