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Abstract. While the privacy concerns raised by advances in information tech-
nologies are widely recognized, recent developments have led to a convergence 
of these technologies in many situations, presenting new challenges to the right 
to privacy. This paper examines the information technologies and its potential 
impact on individual privacy interests. The paper first discusses the right to 
privacy, personal information and information privacy separately, noting ways 
that new technologies create privacy concerns. The paper then examines  
the legislation in U.S., E.U. Finally, the paper examines existing protections  
for privacy in China, considers why they are insufficient, and proposes measures 
to enhance the legal protection of privacy interests to address these new  
technologies. 
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1 Introduction 

With the technological advancement, personal information is readily available because of 
the widespread usage of the Internet and of cloud computing, the availability of inexpen-
sive computer storage, and increased disclosures of personal information by Internet users 
in participatory Web 2.0 technologies. For example, Web 2.0 involves more voices than 
previous Internet technologies. With more voices online, there is a wider scope for privacy 
invasion. With more recording technologies readily at hand—such as cell phone cameras 
and text messaging services like Twitter—there is a wider scope for incidental gathering 
of details of people’s private lives that can be uploaded and disseminated globally at the 
push of a button. [1] The advent of computers required the adoption of specific means to 
safeguard personal information. One of the most discussed and worried-about aspects of 
today’s information age is the subject of privacy. There is a new social relationship, hu-
man and computers, in the information age. 

2 Personal Information and Privacy 

2.1 Personal Information 

Information about individual can be divided into three categories—personal informa-
tion, sensitive information, and personally identifiable information. [2] 
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Personal information can be regarded as the set of all data that is associated with a 
specific individual, e.g., date of birth, gender, address, name of first pet, favorite 
chocolate, high school of graduation, geographical location at 3:14 p.m. on March 30, 
2005, and on and on and on. 

• Personal information is the set of all information that is associated with a specific 
person X. Personal information is thus defined in a technical or objective sense. 

• Sensitive information is the set of personal information that some party believes 
should be kept private. If the party is the person associated with that information 
(call that person X), the set is defined by personal preferences of X, and X’s defini-
tion of private (which may be highly context dependent and linked to particular 
cultural standards regarding the revelation or withholding of information). [3] 

• Personally identifiable information (PII) refers to any information that identifies or 
can be used to identify, contact, or locate the person to whom such information 
pertains. This includes information that is used in a way that is personally identifi-
able, including linking it with identifiable information from other sources, or from 
which other personally identifiable information can easily be derived, including, 
but not limited to, name, address, phone number, fax number, e-mail address, fi-
nancial profiles, Social Security number, and credit card information.  

2.2 Privacy 

As we all know today, right to privacy is one of the most important civil rights. The 
story of the “right to privacy” starts at the end of the eighteenths century. In the 1890 
Warren and Brandeis published in the Harvard Law Review an essay titled “The Right 
to Privacy” defining this new right as “the right to be let alone” [4]. The article was 
written in response to invasions of personal privacy caused by the technological in-
novations of mass printing (newspapers) and the portable camera (photographs).  
With the late 20th century technological innovations of the Internet and the World 
Wide Web, the collection, use, and dissemination of electronic personal information 
is potentially much more invasive. [5] As noted above, the right to privacy has long 
been characterized as the “the right to be let alone.” And yet, today the more practical 
view may be that “[i]n the digital era, privacy is no longer about being ‘let alone.’ 
Privacy is about knowing what data is being collected and what is happening to it, 
having choices about how it is collected and used, and being confident that it is  
secure.” [6] 

3 Information Privacy   

3.1 What Is Information Privacy? 

Technological advances are changing the face of our society dramatically. New tech-
nology affects individuals countless ways, including the manner in which they interact 
with each other, with businesses, and with the government. While technology makes it 
possible to accomplish many tasks more efficiently, and even to accomplish tasks 
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previously not possible, these accomplishments do not come without costs. Even 
though they provide solutions to current problems, many technological developments 
often create new, sometimes unforeseen, problems. One area in which new technology 
currently is creating such problems is the right to privacy. 

A more recent concern regarding privacy rights is information privacy. Information 
privacy is a component of the fundamental right to privacy. Information privacy in-
volves an individual's personal information and his ability to control that information. 
Personal information includes data assigned to an individual, such as a social security 
number, address, or telephone number. Other personal information is generated on a 
day-to-day basis, such as records of bank transactions, credit card purchases, phone 
calls, and medical treatments. The “assigned" personal information may be used  
primarily to identify a subject; the "generated" information may be used to track the 
subject's activities and habits. This information then can be used, unbeknownst to the 
subject, by government, businesses, and individuals for any number of purposes." As 
society becomes more dependent on computer databases and electronic 
record-keeping, an individual's ability to control that has access to his personal  
information becomes more tenuous. [7] This inability to control the use of personal 
viewed no differently than other commodities in the market gives rise to the issue of 
information privacy. 

3.2 Information Technology and Information Privacy Concerns 

Technological advancements, coupled with changes in other areas, combine to make 
the privacy challenge particularly vexing. Technological change is, of course, not 
new. The printing press has been described as a precursor to the World Wide Web; 
e-mail and cell phone text messaging have revolutionized interpersonal and group 
correspondence. Affordability and advances in sensor technologies have broadened 
the volume and scope of information that can be practically acquired. The privacy 
debate itself has part of its roots in the technological changes involving the press and 
technology for photography Warren and Brandeis, in their landmark 1890 Harvard 
Law Review paper, were responding to, as they put it, “recent inventions and business 
methods.” [8] 

What makes information special is that it is reproducible. In digital form, informa-
tion can be copied an infinite number of times without losing fidelity. Digitized in-
formation is also easy to distribute at low cost. Today, in the information age, the sheer 
quantity of information; the ability to collect unobtrusively, aggregate, and analyze it; 
the ability to store it cheaply; the ubiquity of interconnectedness; and the magnitude 
and speed of all aspects of the way we think about, use, characterize, manipulate, and 
represent information are fundamentally and continuously changing. 

With the technological advancement, the growing use of personal information in 
society by both the government and private actors threatens to diminish further the right 
to privacy. As technological advances increase the amount of daily activities that 
generate personal information, an individual's ability to control his personal informa-
tion decreases. This information reveals much about one's habits and routine, and a lack 
of control over one's "data image" diminishes one's privacy. In the other hand, a person 
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whose privacy has been breached is likely to be concerned about the negative conse-
quences that might flow from the breach, and those kinds of psychological concerns 
constitute a type of actual though intangible harm entirely apart from the other kinds of 
tangible harm that the law typically recognizes. Therefore, the right to information 
privacy in the information age needs more legal protection.  

4 Information Privacy Protection in U.S. and E.U. 

Throughout the world, there are several modes of legislation to protect information 
privacy. The two typical modes are American self-discipline and the European  
Union’s legislative regulation.   

4.1 U.S. Model 

There is no comprehensive federal privacy statute that protects personal information. 
Instead, a patchwork of federal laws and regulations govern the collection and dis-
closure of personal information and has been addressed by Congress on a sec-
tor-by-sector basis. 

Legislative protections of privacy appear in a variety of statutes aimed at both 
government and private actors. The Fair Credit Reporting Act of 1970 was one of the 
first attempts to protect individuals' interest in information privacy from private actors, 
while the Privacy Act of 1974 was among the earliest statutory protections against 
governmental misuse of personal information. Congress has enacted a wide variety of 
other statutes in an effort to protect. information privacy, including the Bank Secrecy 
Act, the Cable Communications Policy Act, the Computer Matching and Privacy 
Protection Act, the Driver's Privacy Protection Act, the Electronic Communications 
Privacy Act, the Electronic Fund Transfer Act, Title III of the Omnibus Crime Control 
and Safe Streets Act (also known as the Wiretap Act), the Right to Financial Privacy 
Act,'" and the Video Privacy Protection Act.  

The US adopted this model for two reasons. 

• The US-American legal culture focuses on individualism and the function of the 
constitution and the basic position of the right to privacy in protecting people’s 
rights. The government should not intervene if existing regulations can settle  
matters. 

• There exists the tense imbalance between individualism and public interests in the 
society. The US model chases the maxim of both the individual and public interests. 
It tends to use the minimum cost to achieve the best balance between both the  
personal protection and public interests. 

4.2 E.U. Model 

The US legal system was the first to elaborate on the right to privacy: it surfaced and 
developed by means of several cases and finally came to be codified in statutory rules. 



270 Y. Liu 

Meanwhile, in Europe, to respond to these fears, enforceable laws throughout Europe 
have been formulated. The Swedish Data Act was the first national privacy act in the 
world; other countries framed their own national legislation successively by the end of 
1980s. Many international initiatives have been adopted to protect privacy and personal 
data, which yield many agreements binding on many nations. Many international 
organizations such as The Council of Europe (CoE), the Organization for Economic 
Cooperation and Development (OECD) and the United Nations (UN) has adopted 
regulations and policies. 

Since 1995, the European Union has enacted its own acts, including [9]: 

• Directive 95/46/EC of the European Parliament and the Council of 24 October 1995 
on the Protection of individuals with regard to the processing of personal data and on 
the free movement of such data; 

• Directive 97/66/EC of the European Parliament and of the Council of 15 December 
1997 concerning the processing of personal data and the protection of privacy in the 
telecommunications sector; 

• Directive 2002/58/EC of the European Parliament and the Council of 12 July 2002 
concerning the processing of personal data and the protection of privacy in the 
electronic communications sector  (Directive  on  privacy  and  electronic 
communications), abrogating directive of 1997. 

4.3 Comparing with the Two Models 

The United States and the European Union select different privacy protection mode, 
which relates not only with the legal developing path and history of protection for right 
to privacy, also with the social and economic, political tradition. 

1) The main differences between the US model and the EU model are as follows:.  

a) Supervisory measures: The EU model may also be called the “unitary” model, in 
which a special organization, which has an independent investigative power, is es-
tablished. The US model may also be called a “decentralization” model, in which the 
supervising organizations are scattered in various relevant bodies. For example, 
medical information and financial information are supervised by relevant bodies. 

b) Supervisory model and manner of personal data protection by the commercial 
organization and the public organization: In order to balance the protection and the 
flow of data, the emphasis of the US model and the EU model are placed particularly 
in different fields. More emphasis is placed on data protection in the EU, but in 
America the emphasis is on self-discipline in the commercial organization and on 
regulating public bodies. 

c) Resources of legislation: The United States uses a sectorial approach that relies on a 
mix of legislation, regulation, and self-regulation. The European Union, however, 
relies on comprehensive legislation that, for example, requires creation of govern-
ment data protection agencies, registration of data bases with those agencies, and  
in some instances prior approval before personal data processing may begin.  
Regarding the provisions of personal data protection in the US, their scope is not 
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comprehensive, and heavily relies on self-regulatory efforts by the data processors. 
The EU system, in contrast, relies primarily on a legal framework and statutory 
controls, with self-regulation being possible as a complementary solution. 

2) The two different protection modes have its own advantages and disadvantages 

The mode of United States lacks of effective enforcement measures and means of 
support lacks of coercive power. This pattern which the interests of both sides are 
consistent can play its role, if the network industry and users of both sides have a 
interest conflict, its reliability is questionable. Furthermore, the effect of self-regulation 
is only to the joined websites and enterprises, without any legal binding to those  
unjoined. 

Comparing with the United States, the advantages of European Union’s pattern are 
authority, mandatory and stability. But the disadvantages also exist. The main problem 
is, the rapid development of information technology which challenges this centralized 
legislative mode. Relative to the rapid development of science and technology, the 
legislation often appears lag; even hinder the development of science and technology.  

5 Legal Proposal for China 

5.1 Current Legal Protection  

Comparing with the developed countries, whether theory research, legislative protec-
tion or the judicial practice on the right to privacy are very backward in China.  

1) Introduction of Chinese law 

Generally speaking, the Chinese legal system can be characterized as a civil law sys-
tem. Therefore, statutory law is main source other than case law. There are generally 6 
types of laws in the Chinese legal system. In the order of priorities, they rank as: Con-
stitution, National Law, Administrative Regulations, Local Legislative Regulations, 
Departmental Regulations and Local Governmental Regulations.  

Table I illustrates the rank of these laws. The Constitution is the supreme law of the 
whole legal system. The National People’s Congress is responsible for legislation and 
for amendment of the Constitution Law as well as other national laws. The State 
Council is the chief administrative body and has power to enact nation wide Adminis-
trative Regulations. It is chaired by the Premier and is composed of the heads of each 
governmental department and agency. Under the State Council, various ministries are 
responsible for supervising different sectors. Operating under the State Council are 
several Commissions that set policies for, and coordinate the related activities of, 
different administrative organs. In addition, there are several Offices operating under 
the State Council that deal with matters of ongoing concern. Apart from these, there are 
also Bureaus and Administrations operating under the State Council but their organi-
zational status is lower than those of the Ministries. 
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Each of the governmental entities mentioned above makes relevant regulations for 
matters falling within its jurisdiction. It is common practice for administrative organs to 
provide more detailed regulations for the application of National Laws. Local gov-
ernment can also enact laws in areas where they have jurisdiction. But such legislation 
cannot conflict with the Constitutional Law, National Laws, and the law made by the 
State Council. 

Table 1. The ranks of law and regulations 

Constitution 

promulgated by The National People’s Congress 

↓ 
National Law 

promulgated by The National People’s Congress and 

Standing Congress 

 

↓ 
Administrative Regulations 

promulgated by State Council 

↓ 
Local Legislative Regulations 

promulgated by  local People’s Congress 

↓ 
Departmental Regulations and Local Governmental 

Regulations promulgated by agencies under the State 

Council and local governments 

2) The Constitution guarantees the protection to the right to privacy 

The Constitution of PRC stipulates that the freedom and privacy of correspondence of 
citizens should be protected. Article 38 of Constitution of PRC states: “The personal 
dignity of citizens of the People’s Republic of China is inviolable.” Article 39 states 
that the residences of citizens of PRC are inviolable. Unlawful search of or intrusion 
into, a citizen’s residence is prohibited. Constitution Article 40: “Freedom and privacy 
of correspondence of citizens of the People's Republic of China are protected by law. 
No organization or individual may, on any ground, infringe citizens' freedom and 
privacy of correspondence, except in cases where, to meet the needs of State security or 
of criminal investigation, public security or procuratorial agencies are permitted to 
censor correspondence in accordance with the procedures prescribed by law. 
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3) Other laws and administrative regulations and the decisions of the Standing 
Committee 

• Civil Liability law enacted in 2010 firstly stipulated right to privacy is a separate 
right of personality.  

• Law of the People's Republic of China on Resident Identity Cards stipulates that 
Public security organs and people's police shall keep confidential citizen's personal 
information gained through making, issuing, examining or seizing resident identity 
cards. (Article 6(3)) The Law Article 19 states that Police must not disclose personal 
information obtained through examining identity cards. 

• Postal Law guarantees the protection of freedom and privacy of correspondence and 
safety of the email. Law of the PRC on the Protection of Minors provides the special 
group with protection against the breaching of privacy. The State Council also 
formulated the law that no person may disclose information identifying AIDS suf-
ferers. 

• The Regulation on Management of the Administration of Internet Electronic Mes-
saging Services issued by Ministry of Information Industry on 8 October 2000, in 
which Article 12 states that Electronic Messaging Service providers shall maintain 
the confidentiality of personal information concerning online subscribers and may 
not disclose the same to third parties without the subscribers' consent. 

• The People's Bank of China made the regulation that banks must keep secret indi-
viduals’ credit information. 

As is obviously observed from the existed provisions in Chinese legal framework, the 
laws and the administrative regulations demonstrated above do cover data protection to 
a limited degree. Without a comprehensive data protection law, the existing provisions 
only give static, rather than expected dynamic, protection to personal data in different 
aspects and in different areas. 

5.2 Legal Proposal for China 

1) Adoption of the EU and the US Model 

It is suggested by most of the jurist experts that China should adopt the model com-
bining the both the EU and the US model. Chinese legislation model on data protection 
should absorb both of their essences while in accordance to China’s basic social and 
political situation. Judging from China's current legal and social environment, it ap-
pears more reasonable and feasible to base a personal data protection regime on EU 
approaches to data protection – with necessary modifications accommodating for 
China’s specifics in law and administration, and also to allow for Europe’s experiences 
with implementation of its provisions over the past decades. In particular, Chinese data 
legislation model would go more towards the EU model .[10] 

Since there is no existing legal system to protect personal data, a fully-fledged EU 
framework will be set as a comprehensive good model. Relatively speaking, this solu-
tion has provided the highest level of protection to personal data and received the vast 
popularity. Seen from economic angle, as the biggest trading partner of the EU, China 
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must pay attention to meet the international norms, especially EU “adequacy” level for 
the protection of personal data so as not to be restrained by the flaws in the handling of 
international data flows. The equal guarantee of data protection will benefit the growth 
of bi-lateral or multi-lateral trade and economic activities. 

In addition, China is also a country whose legislation is based on laws and statues 
instead of cases and self-regulations. China is under the same regime as European civil 
law, rather than case law. The legislation, enactment and compliance of the law in 
China all need discreet and precise statutes and code. Consequently, the EU model 
constitutes a fairly reasonable model of legal reference regardless of some deficiencies. 

Moreover, there is not yet a strong tradition in China of entrusting industry and 
professional organizations with self-regulatory tasks and the necessary authority to 
assume responsibility from the government. In the specific case of data processing 
industries, it appears that industry associations do not yet have the necessary capacity to 
establish and implement this kind of self or co-regulatory system. 

2) Personal Information Privacy Law 

There is no such thing as a perfect solution to the matter of privacy protection of such 
complexity. Even if the EU directive is significant, it is far from being an exact model 
of legislation to follow but sets a common standard for the protection of personal data. 
Having heavier international pressure on personal information protection, China should 
take the initiative to reform and establish personal information protection law, rather 
than wait to be forced to change its current system.  

3) Executive Mechanism 

It is practical to construct a comprehensive government information resources  
department on the basis of government reform and restructuring. The department needs 
to take the comprehensive responsibilities of the management of the information and 
the use of the technologies involved. Under that circumstance, some measures can be 
adopted to enhance the efficiency of the enforcement. A case in point is that Germany 
as well as each province has authority with distinct responsibilities. A further feature of 
the German law is that the organizations in some cases are permitted to appoint some 
officials to carry out certain function of protecting data. [11] Independent of the  
organizations they work with, the officials are required to assist to solve the problem, 
record the organizational work and make public hearings of the questions. It has been 
regarded as a quite successful example of the cooperating work with the relevant 
supervisory authority, which has been followed by some other states like France, 
Luxembourg, the Netherlands and Sweden. 

Likewise, inspired by the above German practice, it is sensible for the corresponding 
Chinese government agency to invite some interior information protection officers or 
experts to ensure the agency’s compliance with the information protection regulations. 
The Chinese government information resources may establish a special information 
committee of interior officers or other related experts to handle the reconsideration of 
some case thus acting some of the management as well as enforcement. In such a case, 
the compliance with the law, also the transparency of the agency work will be hugely 
promoted. 
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