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Abstract. The Michigan Workforce Background Check (MWBC) system is a 
Web-based application that centralizes the screening process for job applicants 
at long-term care facilities by integrating the checking of registries and 
databases, and by providing secure communication between the system and 
state agencies. A key feature of the system is the rap back, which is a process 
whereby fingerprint images submitted by healthcare workers are maintained in 
a database and compared against arrest fingerprints to track subsequent criminal 
activity. Rap backs eliminate the need for subsequent fingerprinting to update 
criminal record information. A user-centered design process was used to create 
the interaction design during the development process, resulting in very few 
post-release adjustments and saved time and financial resources. Patient safety 
is improved due to this rap back process because unfit workers are immediately 
identified and removed from long-term care facilities. 
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1 Introduction 

As the U.S. population ages, the number of adults residing in nursing homes and 
assisted living facilities is increasing dramatically, and the number of home health 
care service providers is rising to meet the need for home and community-based 
services. Elderly and disabled persons in long-term care (LTC) settings are vulnerable 
to abuse, neglect, and exploitation necessitating special protective measures by 
criminal justice, social services, and healthcare agencies [1-2]. In 2006, 28.6% of 
Michigan households with a family member in LTC reported that person having 
experienced one or more forms of abuse including physical, caretaking, verbal, 
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emotional, neglect, sexual and material exploitation [3]. Elder abuse is increasingly an 
important public health topic given that the population aged 65 years and older is 
estimated to double by 2030 [3-4]. Criminal justice agencies are scrambling to 
identify programs aimed at reducing elder abuse in LTC. A report from the Office of 
Inspector General noted that 92% of healthcare workers in nursing homes have a 
criminal record [5].  

One response by state and federal governments is to require pre-employment 
background checks for workers who have direct access to residents in nursing homes 
and other beneficiaries of federal funding in long-term care. Section 307 of the United 
States Medicare Prescription Drug, Improvement, and Modernization Act (MMA) of 
2003 (PL 108-173) directed the Secretary of Health and Human Services to establish 
a program to identify efficient, effective and economical procedures to conduct 
background checks on prospective employees of long-term care facilities or providers 
with direct access to patients. From 2005-2007 Michigan was one of seven states that 
participated in this pilot study; Michigan partnered with nationally and internationally 
recognized experts in system development, usability and accessibility, and domestic 
violence research at Michigan State University to create a comprehensive system to 
check abuse and neglect registries and state and federal criminal history records of 
prospective employees [6]. Insights gained from conducting several usability-oriented 
focus groups, concept usability evaluations, expert user interface reviews, website 
accessibility compliance inspections, and formal usability testing with both providers 
and state analysts were incorporated into the design [7].  

This project resulted in a state-of-the-art online system that established innovative 
communication protocols among the fingerprint vendor, the Michigan State Police, 
and the Michigan Workforce Background Check. This system reduced the turnaround 
time for background checks from six weeks to 48 hours and provided role-based user 
interfaces that were developed in collaboration with usability experts involved 
throughout the design process.  

2 Rap Back Continuous Monitoring Process 

Noncriminal background screening of workers plays a significant role in maintaining 
a safe and stable healthcare system [8-9]. Recently, local and national legislation has 
reflected these themes and demanded a broader and stronger pre-employment 
noncriminal background checks (Section 6201 of the U.S. Patient Protection and 
Affordable Care Act Pub. L. 111-148, 124 Stat. 119-124, Stat. 1025, enacted March 
23, 2010; Michigan Compiled Laws §§ 330.1134a, 333.20173a, and 400.734b). More 
specifically, the legislation highlights the importance of performing noncriminal 
background checks on applicants who have direct contact with vulnerable 
populations. Each prospective new employee (i.e., applicant) is subject to a criminal 
history check. The applicant fingerprints are digitally live scanned and sent to the 
state police. Once the state police accept the fingerprint images, they are used to 
generate state and federal criminal history reports (See Fig. 1).  The reports are sent to 
the Background Check system to be investigated by a background check state analyst. 
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Michigan Workforce Background Check system uses web services to obtain and 
display the rap back messages. 

The department is notified immediately when an arrest fingerprint matches prints 
in the healthcare worker database.  A background check analyst can access the new 
criminal history records by logging into the analyst interface where the information is 
matched to employee records in the system. The electronic criminal history record is 
accessible as an attachment to the employee profile and can be viewed in a secondary 
window.  The rap back screen was designed to provide relevant information to review 
and notify an employer of new felony arrests or convictions (see Fig. 2). The user 
interface is organized to match the analyst’s workflow. Updated criminal history 
records can be reviewed, investigated and processed from the analyst’s rap back 
screen with links to an automated document creation screen to notify the employer. 
The rap back module also contains archiving functionality to save records according 
to an established retention schedule, which eliminates the need for additional 
document management systems.  
 

 

Fig. 2. The background check state analyst rap back screen 

The system also includes the ability to quickly send E-mail messages for rap back 
notifications. The employers have the ability to designate multiple email addresses to 
receive the rap back notifications. Once the employer receives the rap back message, 
a final employment determination is made. To effectively utilize the rap back process, 
employers must maintain the hiring and separation information for all employees. The 
hire and separation dates are triggers that include or remove an individual from an 
employer’s rap back system notifications, automatically validating the list of 
employees subject to rap back. 

On average, the Michigan Workforce Background Check program processes 
75,000 background checks per year with 80% of those submissions stemming from 
healthcare workers new to long-term care. Processing information received through 
the rap back for a workforce that has a high turnover rate and is projected to increase 
by at least 25% in the next five years created a challenge for a state that is facing 
hiring freezes and staff reductions. This is of concern for processes that are partially 
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3 User-Centered Design Approach to Rap Back Integration 

The MWBC team initially met with end users to determine how many tasks in the rap 
back process should be automated and how to exploit existing functionality to 
minimize the costs of implementing the rap back.  The usability expert conducted in-
depth interviews with department analysts, who would have primary responsibility for 
processing rap back information and with the program manager who is an expert in 
the business process and system. The state analysts demonstrated how they process 
State rap backs, and how the long-term care providers (facilities) are notified. They 
identified aspects of the process that were candidates for increased automation and 
made recommendations for improving the rap back process that included electronic 
delivery of rap sheets and automatic linking with existing system records. 

The recommendations resulting from the interviews were incorporated into user 
interface requirements for the new functionality, as well as a high-level user interface 
specification document. The development team created a working prototype that 
incorporated the desired interaction design for the new rap back module. As the rap 
back functionality became available in the test system, the analysts were encouraged 
to test out various use scenarios; feedback was folded into the design in an iterative 
fashion. The usability expert also conducted an accessibility inspection of the new 
functionality, ensuring its compliance with Section 508 standards. Because of the 
attention given to the interaction design during the development process, very few 
adjustments were needed after the rap back module was released into production. This 
saved considerable time and financial resources. More importantly, patient safety has 
increased because unfit workers are immediately identified and removed from LTC 
facilities. 

4 Rap Back Impact  

While many employers rely on pre-employment background checks to screen 
workers, there are few options for conveniently monitoring the criminal activity of 
workers after the hiring process.  Applicants whose criminal behavior is not apparent 
at the time of hire may continue to offend after they are employed.  Because criminal 
history records are often updated, a pre-employment background check contains 
information that is outdated and doesn’t convey the relative risk of abuse, neglect and 
financial exploitation of the elderly and disabled.  Monitoring criminal activity 
through rap back provides employers with updated information that allows for 
informed hiring and employment decisions, especially for employees recently 
convicted. Self-reporting is often a requirement for maintaining licensure or 
certification, but is not a reliable method for obtaining knowledge of an increased risk 
associated with employees who actively engage in criminal activity. Since April 1, 
2006, approximately 3,400 employees were found to be unfit for continued 
employment in Michigan’s long-term care facilities due to felony or misdemeanor 
convictions for offenses involving abuse, neglect, assault, theft and illegal use of 
controlled substances.  Through the successful implementation of the rap back, 
employers can take action to remove or reassign these workers in order to eliminate 
the opportunity to harm or exploit our most vulnerable citizens.  
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