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Abstract. The Smart City concept relates to improving efficiency of city ser-
vices and facilitating a more sustainable development of cities. However, it is 
important to highlight that, in order to effectively progress towards such smart 
urban environments, the people living in these cities must be tightly engaged in 
this endeavour. This paper presents two novel services that have been imple-
mented in order to bring the Smart City closer to the citizen. The Participatory 
Sensing service we are proposing exploits the advanced features of smartphones 
to make the user part of the ubiquitous sensing infrastructure over which the 
Smart City concept is built. The Augmented Reality service is connected to  
the smart city platform in order to create an advanced visualization tool where 
the plethora of available information is presented to citizens embedded in their 
natural surroundings. A brief description of the smart city platform on top of 
which these services are built is also presented. 
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1 Introduction 

Smart cities exploit synergies between the ubiquitous sensing technology and their 
social components to enhance the quality of life of citizens and to improve the effi-
ciency of the city services. In this sense, the Smart City concept [1] and [2] has typi-
cally been associated with an eco-system where technology is embedded everywhere. 
Thus, the different city services (e.g. traffic, water, sewage, energy, commerce, etc.) 
are greatly improved by exploiting the interconnected information and actuation ca-
pabilities that this technology provides. 

However, sometimes this technological environment leads us to disregard the fact 
that the ultimate aim of the Smart City concept must be the citizens. It is important to 
avoid focusing only on the technology and missing the engagement of society within 
this paradigm. Smart cities are not simply those that deploy ICT. They need to com-
bine modern technology with smart new ways of thinking about technologies’ role in 
organization, design and planning. As smart city initiatives are planned, the way that 
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technology can create new urban user experiences must be envisioned. Thinking 
about the Smart City as a holistic system and considering the manner in which those 
new systems can bring in positive behavioural change, needs the citizens to become 
involved from the very first moment of the city smartening process. 

This paper presents architecture that, following Internet of Things (IoT) precepts 
[3] and [4], enables the creation of a ubiquitous sensing infrastructure within the 
scope of a Smart City aiming at improving city service efficiency. This architecture 
tackles the challenges pertaining to infrastructure management and data handling. 
Moreover, it also defines the necessary middleware that enables seamless access to 
this infrastructure for the development of value-added services. This latter aspect is 
what mainly motivates this article as two novel services have been developed on top 
of an urban deployment in the city of Santander, Spain. The deployment consists of a 
large-scale IoT infrastructure which supports the provision of impact-generating smart 
city services, directly perceivable by all the Smart City stakeholders [5]. 

Augmented Reality (AR) systems have recently emerged as a powerful visualization 
tool, which augments real world elements with digital information. The proliferation of 
powerful smartphones has accelerated the adoption of AR in mobile environments too. 
Several AR-based applications have been developed for Android or iOS devices [6] 
and [7]. Moreover, a particularly important aspect of the AR is its ability to make the 
user feel naturally surrounded by the technology, thus providing a perfect eco-system 
for the user to engage with the Smart City concept. In this paper the AR service that 
has been developed for improving tourist services is described. In this context, the 
main insights of the service architecture as well as details of the developed AR mobile 
application are described. 

Moreover, mobile phones have evolved from devices that are just used for voice 
and text communication to platforms that are able to capture and transmit a range of 
data types (e.g. image, audio, and location). The adoption of these increasingly capa-
ble devices has enabled a pervasive sensing paradigm – participatory sensing [8-10]. 
Participatory sensing systems encourage individuals carrying mobile phones to ex-
plore phenomena and events of interest using in situ data collection and reporting. 
Pertaining to the Smart City scenario, participatory sensing has a twofold advantage. 
On the one hand, it expands the sensing capabilities that have been deployed in terms 
of dedicated sensor networks. On the other hand, it makes the citizens feel part of the 
Smart City in which they all live. These two features have been addressed through the 
Participatory Sensing service that is described in this paper. Users’ mobile phones 
serve as yet another sensor feeding physical sensing information, e.g. GPS coordi-
nates, noise, temperature, etc. to the platform. Users can also subscribe to services 
such as “the Pace of the City”, where they can get alerts for specific types of events 
currently occurring in the city. Finally, users can themselves also report the occur-
rence of such events, which are subsequently propagated to other users who are sub-
scribed to the respective type of events. 

The paper is structured as follows. Section 2 describes the architecture and plat-
form on top of which these services have been developed. Particular emphasis is put 
on the part of the architecture that deals with the service development framework.  
In Section 3 the AR and Participatory Sensing services are detailed. Moreover,  
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the service architecture and the implementation insights are thoroughly described.  
Finally, conclusions are drawn in Section 4. 

2 Novel Architecture for Service Provision and 
Experimentation  

The architecture used as reference model for the deployed infrastructure does not 
solely rely on particular service-specific deployments, but also provides a testbed-like 
urban experimentation environment for technology and service providers. Although 
we recognize that the importance of experimentation capabilities in the architecture of 
a mature smart city of the future may eventually blur, we believe that the early-day 
Smart Cities will greatly benefit from the capability to experiment towards the devel-
opment of future services. 

The architecture has a three-tiered network approach: IoT node tier, gateway (GW) 
tier and testbed server tier. 

The IoT node tier embraces the majority of the devices deployed in the testbed  
infrastructure. It is composed of diverse heterogeneous devices, including miscellane-
ous sensor platforms, tailor-made devices for specific services as well as Radio-
Frequency Identification (RFID) and Near Field Communications (NFC) tags. These 
devices are typically resource-constrained and host a range of sensors and in some 
cases actuators. Other devices such as mobile phones and purpose-built devices with 
reasonable computing power (e.g. mobile devices in vehicles), as well as providing 
wide area communication capabilities, behave as IoT nodes in terms of sensing capa-
bilities and as GW nodes regarding processing and communication capabilities. 

The GW tier links the IoT devices on the edges of the capillary network to the core 
network infrastructure. IoT nodes are grouped in clusters that depend on a GW de-
vice. This node locally gathers and processes the information retrieved by IoT devices 
within its cluster. It also manages (transmission/reception of commands) them, thus 
scaling and easing the management of the whole network. The GW tier devices are 
typically more powerful than IoT nodes in terms of memory and processing capabili-
ties, also providing faster and more robust communication interfaces. GW devices 
allow virtualisation of IoT devices. This enables the instantiation of emulated sensors 
or actuators that behave in all respects similar to the actual devices. 

The server tier provides more powerful computing platforms with high availability 
and directly connected to the core network. The servers are used to host IoT data re-
positories and application servers. Server tier devices receive data from all GW tier 
nodes. As a final step, the concept of federation is supported by the architecture. 
Servers managing networks located in different physical locations can connect among 
themselves to allow users of the platforms to transparently access IoT nodes that are 
deployed in different testbeds. 

Fig. 1 shows the high-level architecture consolidated in the SmartSantander project 
[11] and [12] as well as the main functionalities provided and associated with each of 
the tiers.  

The architecture distinguishes four subsystems, namely management, experimenta-
tion, application support and, a transverse one, the Authentication, Authorization and 



176 V. Gutiérrez et al. 

 

Accounting (AAA) subsyst
four interfaces have been d
perimental Support Interfac
Control Interface (ACI), re
the corresponding function
four subsystems are implem

 

Fig. 1. Platfo

The Testbed Managemen
esses, namely: resource dis
The discovery of resources
support for resource select
phenomena, sensor locality
entails i) the description o
source Description Model a
dynamic IoT node registrat
dynamic state and connecti
platform is in a constant st
and join the platform or un
suring the correct executi
dynamic environment and 

tem. In order to access and interact with these subsyste
defined, named Management support interface (MSI), 
ce (ESI), Application Support Interface (ASI) and Acc
spectively. For each of the three levels of the architectu
nalities and services associated with the aforementio

mented. 

orm high-level architecture and building blocks 

nt subsystem performs three non-trivial management pr
scovery, resource monitoring and testbed reconfigurati
s is an essential feature of an IoT platform as it provi
tion according to the user’s criteria (for example, sen
y, measurement frequency among others). This essentia
f the diversity of IoT resources using a uniform IoT 
as well as ii) the generation of these descriptions based
tions, and iii) their lookup based on IoT device attribu
ivity characteristics. Even under normal operation, the 
tate of flux: IoT nodes fail, change their point attachm
ndergo transition through a number of operation states. 
on of the IoT testbed’s services in the face of suc
guaranteeing the testbed’s resilience to failures, requ

ems 
Ex-
cess 
ure, 
ned 

 

roc-
ion. 
ides 
nsed 
ally 
Re-

d on 
utes, 
IoT 
ent, 
En-
h a  

uires 



 SmartSantander: Internet of Things Research and Innovation 177 

 

continuous monitoring of the state of its IoT resources. Finally, on the detection of 
hardware failures, fault-remediation strategies require that the testbed is reconfigured 
to omit the faulty nodes from future experimentation or service-provisioning. 

The Experiment Support subsystem provides the mechanisms required to support 
different phases of the experiment lifecycle. During the specification phase, which 
mainly deals with resource selection (i.e. selection of IoT devices and other testbed 
resources suitable for execution of desired experiment), the user is supported with 
adequate functionality enabling exploration of available testbed resources (resources 
are available during the duration of the experiment) aiming at the selection of those 
fulfilling (in terms of capabilities offered by selected nodes) the desired properties. 
Once the selected nodes for a determined experiment are reserved and scheduled, they 
are wirelessly flashed with the corresponding code image. This flashing procedure, 
carried out through Multihop-Over-The-Air Programming (MOTAP), enables nodes 
to be flashed as many times and with as many codes as required. Finally, during the 
execution phase, the experimenter is empowered with the tools for experiment execu-
tion control, experiment monitoring, data collection and logging. 

 

 

Fig. 2. Low-level platform architecture and implemented modules 

Finally, the Application Support subsystem is in charge of providing the function-
alities to facilitate the development of services based on the information gathered by 
the IoT nodes. Besides the storage of the observations and measurements coming 
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from the IoT nodes, its main functionalities relate to the lookup and provision of ob-
servations to requesting services by means of a publish/subscribe/notify interaction. 

At the IoT node and GW level, subscription, notification and resource management 
are supported, all information retrieved from them being stored in the server tier in the 
O&M database. For services taking data retrieved by IoT nodes, the Service client is 
located in the IoT node tier, whilst for devices acting as GW nodes in terms of com-
munication/processing skills and as IoT nodes providing sensing capabilities, such as 
mobile phones, the service client is located at GW level. For both cases, information 
is sent directly from the service client to the service server, storing information in the 
corresponding database. Finally, information associated with the services is sent from 
the server tier node to the corresponding Service Provider client through the ASI  
interface. 

Last but not least, the AAA subsystem is in charge of authentication and access 
control functionalities that are transversally carried out in order to protect all the in-
teraction points that the platform offers to the outside world. This functionality is only 
carried out at server level in order to grant access to authenticated and authorized 
experimenters, services providers or testbed administrators. 

Fig. 2 shows the low-level architecture that maps the functionalities and services 
previously described onto specific building blocks. From the user perspective, three 
main blocks can be identified: service provision, service experimentation and experi-
mentation at node level. Service provision includes the use cases developed within the 
SmartSantander project, such as Participatory Sensing or AR, among others. These 
services take information from the IoT infrastructure and process it accordingly to 
offer the corresponding services. Service experimentation refers to the different ex-
periments/services that can be implemented by external users, utilizing the informa-
tion provided by the IoT infrastructure deployed within the project. Experimentation 
at node level implies node reservation, scheduling, management and flashing in order 
to change behaviour and execute different experiments over a group of nodes, i.e., 
routing protocol, network coding schemes or data-mining techniques. 

In this paper we focus on the description of service provision and service experi-
mentation. To achieve these functionalities, the following main components are iden-
tified: Portal Server, Service Provision GW (SPGW), Service-Level Experimentation 
Manager (SLEM) and Ubiquitous Sensor Network (USN) platform. 

The Service Provision GW receives the data retrieved by the deployed devices. All 
this information is sent and stored in the USN platform. The Node Manager also ac-
cesses to this information in order to monitor the available resources and report to the 
Resource Manager accordingly. 

The Portal Server represents the access point to the SmartSantander facility for 
service providers and experimenters at service level. Through the coordinated action 
of different building blocks in the GW and server tiers, the Resource Manager keeps 
the Resource Directory up to date with the available resources within the network 

SLEM allows the service-level experimenters (i.e. those running experiments using 
data provided by deployed nodes) to access data collected from the services. The 
SLEM allows them to access the USN component providing a number of useful func-
tions for the development of IoT applications and services (e.g. sensor discovery, 
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i. Every time the ARC Server receives a request, it communicates to the AR 
Server, within the Service Provision Gateway, generating messages that 
will include context information about user behaviour that will enable ob-
servations to be sent to the USN. 

ii. Once the ARC Server receives a request from the application, it looks for 
the nearby POIs in its own database, returning the requested information 
in a unified way, using the ARML v1.0 data format, which is specifically 
targeted for mobile AR applications.  

iii. By reading a NFC tag or QR code, the smartphone sends a request to this 
server. It will contact legacy systems as well as its own database and re-
turn a mobile web page using JQuery Mobile that enhances the mobile 
web application by integrating HTML5, CSS, JQuery and JQuery UI.  

Pace of the City Server 
The Pace of the City Server is responsible for handling subscriptions and social-
related events. It has its own database with subscriptions and events as well as a 
PUSH notification component, enabling users to subscribe and unsubscribe to specific 
types of events. Moreover, it provides a REST service interface with methods to ask 
about events of a specific type, date, or events nearby the user’s current location. 

For queries about specific types of events, dates, or even location the mobile appli-
cations send the requests to the Pace of the City Server, which retrieves the event 
information from its local database, matches the events according to the filter and 
returns the list of filtered events to the application.  

SmartSantanderRA Application 
SmartSantanderRA is an application for citizens and visitors available on Android and 
iOS platforms. It combines AR technology with information existing in the City 
Council legacy systems, creating an interactive experience when walking along the 
city, rather than using traditional standalone applications or websites. 

Once started the application, it presents a main screen with six options (Santander, 
Tourism, Commerce, Agenda, Transport and Culture), which provide access to in-
formation about different areas of interest in the city.   

If the user presses on the AR buttons (Tourism, Commerce, Agenda, Transport, 
Culture), the AR view will be started, creating on the smartphone screen an overlay 
on the camera feed with nearby POIs filtered by the selected option. If a particular 
POI is chosen, further information (title, short description, photo and distance to the 
POI) is displayed. Moreover, the application allows the user to create the route to that 
place or to show the street view or playing digital content related to the POI (e.g. 
videos) if it is available. Besides the AR view, the user has the possibility to access 
such information by placing POIs on the map view or showing and filtering them 
within the list view.  

More than 10.000 users have downloaded the SmartSantanderRA application since 
3rd August 2012. During this time, users are actively using the application, on average 
generating more than 2000 requests per day to the ARC Server. If accessed informa-
tion is analysed by POI’s category, transport reaches 52 per cent of requests, followed 
by commerce with 28 per cent and tourism with 17 per cent.  
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Pace of the City Application 
The Pace of the City application [18] is available on both Android and iOS platforms. 
It provides two main functionalities: in the first one the application samples and peri-
odically sends to the PSens Server all the sensor capabilities the smartphone has, 
which includes: acceleration, temperature, luminosity, noise, battery charge, gravity, 
pressure, proximity, etc. The second functionality allows the user to create and share 
the social-related events, subscribe and unsubscribe to specific types of events and to 
ask about specific events. 

Once the application starts, a map view is loaded, in which the user can see his/her 
current position and, if there are nearby events, they will appear with pins on their 
location. On the bottom of the screen, five buttons allow the user to: “Add Event” by 
clicking on this button the user will be able to report an event, the “Events” button 
allows the user to search for specific events, the filtering can be by event type, date or 
user location, “My Measures” button allows the user to visualise his historical physi-
cal sensing data, “My events” button allows the user to visualise his/her published 
events and the “Alerts” button allows the user to see his/her current alerts. All the 
information can be seen either on a map or in a list.    

Since November 11th, the application has attracted 4,100 downloads. During this 
time, the citizens have reported more than 1,200 events. 60 per cent of them have 
notified the municipal services in order to deal with the corresponding incidence. It is 
important to note that the use of IOT technology has changed the way the City Coun-
cil deals with the incidences communicated by the citizens. This has caused a com-
plete reorganization of the municipal services. In this sense, the City Council has 
improved its response to the citizens, reducing the time to find out a solution for an 
incidence from 38.5 to 14.2 days in the last two months of 2012. During 2013, this 
indicator has become even better, taking just 5.71 days on average to solve an inci-
dence within Santander. 

4 Conclusions 

The smart city scenario provides the different ecosystem stakeholders (municipality 
authorities, researchers, etc.) with a unique framework for the creation of sustainable 
cities by means of new services relying on state-of-the-art technologies. However, the 
risk of an extensive use of technology magnifying the digital gap for those citizens 
who do not have the required skills cannot be neglected. Aiming at overcoming this 
risk, when striving for intelligence at the city level to develop the smart city concept, 
the citizen-centric approach has to be preserved. Furthermore, we believe that the city 
scenario offers a fantastic possibility to the research community, companies and indi-
viduals to explore and research on new technologies, protocols and services. Bearing 
in mind all these considerations, the project SmartSantander has built a dual-purpose 
facility, supporting both experimentation and service provision. The infrastructure is 
suitable to conduct research activity on top of a massive IoT experimental facility 
with more than 25,000 fixed and mobile devices. Additionally, two citizen-centric 
services, named AR and Participatory Sensing, have been developed with the aim of 
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intensively involving users in the smart city scenario. The former aggregates the digi-
tal information layer made available by the city council and pops it up on citizens’ 
smart phone screens. Additionally, the information implicitly generated by the user is 
processed by the system with the aim of acquiring knowledge about citizen prefer-
ences, mobility patterns and other statistics. The latter makes the concept of the citi-
zen as a sensor a reality. The use of the Participatory Sensing application enables 
users to report events and incidences and to share them with other users subscribed to 
the service. Furthermore, there is an option allowing users to enable remote access to 
some of the physical sensors of his/her mobile terminal, hence helping to provide 
complementary real-time information about environmental and traffic conditions in 
different areas of the city. 

Of course, the user’s privacy always has to be strictly respected in such an interac-
tion, and complete transparency must be provided so citizens are always aware and 
conscious of the type of information they are contributing with to help create a system 
that is useful for the community. It is essential for the user to know how to access the 
option enabled/disabled data sharing, and to be confident that data will be processed 
in a disaggregated manner, preventing personal information from being bound to 
retrieved data. Some preliminary surveys show that there is an increasing interest in 
this type of participatory services, and that a number of people are willing to support 
them if non-commercial interests can be guaranteed. The first trials have shown that, 
even with a small proportion of the population taking part in them, data provided 
through user participation can be extremely useful to complement data gathered from 
the network of static sensors already deployed throughout the city. This also demon-
strates the need for new ways to process and integrate heterogeneous data sources. 
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