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Abstract. Embedded devices are becoming more and more present ev-
erywhere. Moreover, mobile devices are becoming also more computa-
tionally powerful. These embedded architectures present new challenges
since they execute several applications that must preserve security, allow
sharing information in a coherent way, to be scalable and provide the re-
quired levels of performance, while at the same time they must be power
efficient. The vIrtical project focuses on these challenges.

In this context, as a starting point, we tackle the characterization
of applications targeted for the hardware platform developed, that is,
a heterogeneous multicore SoC. The aim is to analyze memory sharing
patterns in order to exploit them to make the coherence protocols more
scalable and power-efficient.

We have identified that 60% of the accessed blocks are data, and from
those only 40% require coherence maintenance.

Keywords: sharing patterns, embedded systems, cache coherence.

1 Introduction

The use of computers has been extended to most areas of our everyday life.
These embedded devices present new challenges of security, scalability and power
efficiency. In the vIrtical project we focus on these challenges and as a part of
this, we address the design of the coherence protocol to be adopted to the need
of these heterogeneous multicore platforms.

The cache coherence problem arises when copies of the data stored at several
private caches associated to different cores, are reachable at the same time by
two or more cores and modifable by some of them. The cache coherence protocol
must guarantee coherence of the data through the entire system which means
deciding how and when a single core is granted permission to modify data and
ensuring that subsequent readings of the written data by other cores will attain
updated copies of the modified data (multiple readers). To do so, different cache
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coherence mechanisms can be applied. Commonly, these mechanisms introduce
certain overhead in terms of either coherence traffic issued and storage resources
required, which can significantly penalize performance, increasing the execution
time of the running applications as well as power consumption. The current
trend to increase the number of cores into CMP and MPSoC systems further
aggravates this problem, as the cache coherence protocol does not scale due to
its resource overheads and its indirection when accessing data (access latency is
increased).

On the other hand, a different approach to tackle the coherence problem
has recently been proposed ([1], [2] and [3]), consisting on removing coherence
maintenance for those data objects that do not need it, either because they are
not shared (private to one core) or because they are shared but never written by
any core. This approach requires the use of effective mechanisms to identify data
blocks that do not need coherence maintenance, which in turn may introduce
certain overhead. However, the success and suitability of the selected coherence
mechanism will strongly depend on both the architectural context of the system
it is being applied to and the sharing patterns of the applications running on
the system.

Therefore, a detailed analysis of the sharing patterns of the applications to
be supported is needed, in order to identify opportunities of applying one or an-
other cache coherence mechanism together with different coherence optimization
techniques.

The paper is organized as follows. Section 2 gives an overview of the capturing
methodology used to obtain the data analyzed. Section 3 focuses on sharing
patterns, detailing the main aim of the study and showing our analysis results.
Finally, in Section 4 some conclusions derived of the previous analysis are given.

2 Analysis Methodology

This section describes the target system used for the analysis and the method-
ology followed in order to capture the information required to properly perform
it.

2.1 Target System

We assume an ARM quad-core Cortex-A15 MPCore as the system processor.
The characteristics of the memory hierarchy simulated are:

– 4 L1 caches (one per core) have 128 sets, 4 ways and a line size of 64 bytes.
– 1 L2 cache (shared by all the cores) has 512 sets, 16 ways and a line size of

64 bytes. Caches are inclusive (L1 caches’ content is included in L2).

2.2 Simulation Tools

ARM FastModels simulator provides out of the box programmer’s view models
of the ARM processors. Thus, it is both functionally accurate and easy to use
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since ARM processors models are already implemented as an Instruction Set
Simulator. We use this simulator to model the target system and to run the
targeted applications on top of it.

The model of ARM Cortex-A15 provided with FastModels is capable of run-
ning basic applications, but it does not cover all the requirements of an oper-
ating system, which is needed to evaluate and benchmark parallel applications.
We thus use a more complex model also provided with FastModels (namely
RTSM-VE Cortex-A15) that allows the simulation of both operating systems
and applications. In this RTSM-VE model the cores are connected directly to
a Versatile Express platform through a 64-bits AXI bus. This platform includes
the Motherboard Express µATX, which has been especially designed to support
future generations of ARM processors, and the CoreTile Express daughterboard
with the on-board DDR2 SDRAM.

2.3 Trace Acquisition Methodology

In order to perform the sharing pattern analysis we need to capture all memory
accesses from the cores, being our interval of interest the parallel section of the
applications, namely the section executed by several cores at the same time. To
identify this section we explored the application code trying to reach the starting
point and end point of threads. To delimit this section and make it recognizable
by FastModels we introduce a special nop instruction on the application available
on the ARM Instruction Set.

FastModels supports the use of a Model Trace Interface (MTI) plug-in that
permits us to consistently track the execution of the model. Through imple-
menting an MTI plug-in for tracing memory accesses produced by the cores and
adding it to the simulation we are able to trace exactly what we need in the
form that we require.

MTI plug-in provides many different sources to trace, but the more verbose
the trace obtained is and the more sources are involved, the more it slows down
the simulation. Since it takes billions of instructions to boot a Linux system
on FastModels, we need to deactivate the output and minimize the number
of sources of the tracing until the starting point of the segment of interest is
detected. We have achieved an acceptable compromise solution by capturing
only the instructions fetched by the cores until we reach the aforementioned
special nop, and subsequently tracing loads, stores, and fetches until we get to
the ending special nop.

The ARM Simulator provides programmer’s view models with some limita-
tions. On system simulators there is a trade-off between speed and accuracy.
FastModels in particular opts for the execution speed thus lacking some features
needed for our analysis, such as:

– Instruction timing: a processor issues a set of instructions (a.k.a a quantum)
at the same point of the simulation time, and then waits some amount of
time before executing the next quantum, being impossible to determine the
right time each individual instruction is executed.
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– Bus traffic: bus traffic has several optimizations that make it inaccurate.
– It does not support out-of-order execution and write-buffers as architec-

turally defined: execution on FastModels is only an approximation to execu-
tion of architecture and it must be thus considered.

2.4 Applications

We have obtained traces with five of the many different algorithms in the OpenSSL
suite, three hash algorithms (SHA1, SHA256 and SHA512), and two encryption
algorithms (AES-128-ECB and AES-256-ECB).

3 Sharing Patterns Analysis

As commented above, there exist several recent proposals that take advantage of
memory block classification for different purposes, such as enhancing efficiency
of directory caches, reducing coherence overhead or better taking advantage of
NUCA caches. All of them are mainly based on the classification of blocks in
private (P) and shared (S). Moreover, some others extend this classification to
read (R) only and written (W).

So the scheme we propose in order to analyze blocks is made classifying them
as:

– PR (Private Read-only): Only one processor accesses the block. All accesses
are loads.

– PW (Private read-Write): Only one processor accesses the block. At least
one access is a store.

– SR (Shared Read-only): At least two processors access the block. All accesses
are loads.

– SW (Shared read-Write): At least two processors access the block. At least
one access is a store.

According this classification, the only blocks that actually need coherence main-
tenance are the SW ones and therefore we can take advantage of the fact that
the remaining blocks do not need it, either because they are accessed by just one
core or because they are only read by any number of cores. So special attention
will be paid to SW blocks.

The classification schemes proposed in the literature have used different gran-
ularities: blocks ([4] and [5]) and pages (OS-based schemes, as can be seen in [1],
[2] and [3]), looking for a trade-off between detection accuracy and the required
overhead. So our analysis is made with three different granularities based on
blocks and pages: 64 bytes block, 4 Kbytes pages, and 64 Kbytes pages. This
is interesting since coherency with page granularity is easier to implement and
manage. Working at page level allows us to rely on the operating system to de-
tect whether coherence needs to be applied or not, aiding to reduce the hardware
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overhead and complexity. On the other hand, the use of page level granularity
allows us to analyze how critical is the block misclassification introduced with
coarser grains. In addition, studies at page level granularity are intended to
identify the viability of applying cache coherency at page level instead of block
level.

Basically, we provide two kinds of analysis. The first one, referred to as static
analysis, is intended to count the number of blocks included in each category.
The second one, referred to as dynamic analysis, shows the number of accesses
to blocks for each category. Both views complement each other and allow us to
identify which categories of blocks are the most frequent and which ones are the
most accessed.

The previous classification will help us later to identify which are the best
optimization opportunities when developing the appropriate coherence protocol.

3.1 Analysis Results

The results presented are focused on the data blocks or pages. As can be seen
on the Fig. 1(a) and Fig. 1(b) the proportion of data blocks and accesses is more
relevant. Also, due to the fact that most of the instruction blocks are shared
through all four cores, the classification between Private and Shared instruction
blocks is less interesting in this case. Finally, we detected no interleaving between
data and instruction blocks at different page granularities.

(a) Proportion of blocks (b) Proportion of accesses

Fig. 1. Data/Instruction classification

In all figures, the results obtained for each of the analyzed applications, to-
gether with the resulting average values, are displayed.

Fig. 2(a) shows the block classification based on the detection of the Private-
Shared Read-Write scheme for every block requested at different granularities.
First of all, it is observed that, on average, 40% of data blocks are private (PR or
PW). The remaining blocks are shared (60%), but notice that indeed only 40% of
data blocks are SW, that is, they require coherence maintenance. However, this
promising result vanishes when the granularity used for classifying the blocks
is increased. As can be observed, the coarser grain used, the more shared and
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written blocks are found. In particular, for 4KB pages, the percentage of SW
blocks is greater than 60%, whereas this percentage, on average, exceeds the
80% for 64KB pages. This means that SW blocks are concentrated in a certain
number of pages, but they are mostly distributed among them. As a consequence,
the detection accuracy decreases as far as the granularity is increased in order
to simplify the detection process, leading to a misclassification of page blocks.
Notice that just one SW block contained in a page will cause the page to be
classified as SW.

Fig. 2(b) shows the dynamic analysis. It is observed that despite the fact that
SW blocks just represent 40% of the total number of blocks, as was shown above,
they agglutinate tough the larger number of accesses (60% on average). Further-
more, the number of accesses to private data blocks is indeed negligible. Unlike
the static analysis, the larger differences between applications are observed here.
Also, the number of accesses classified as SW hardly increases as granularity
becomes coarser. On average, it reaches a 70% for 64KB pages. Notice that this
is an expected result as long as the highest percentage of accesses inside a page
is destined to SW blocks. Given that most of data memory accesses require co-
herence maintenance, the design of the cache coherence strategy will be a key
element to provide high performance.

(a) Static Analysis (b) Dynamic Analysis

Fig. 2. Static and dynamic Analysis per block type

In order to offer a deeper insight into the sharing degree of data blocks, let us
analyze to what extent they are shared, that is, how many cores share each of
these data blocks. So, in Fig. 3.1 we analyze the number of sharers per block. If
there are no sharers and the block is only accessed by one core, it corresponds
with a Private block detected in the previous analysis. We consider also both
static (Fig. 3(a)) and dynamic analysis (Fig. 3(b)). In Fig. 3(a), we can observe
how, on average, about 20% of the blocks are shared by just two cores, 15% are
shared by three cores, and 25% of them are shared by four cores. As the detec-
tion granularity increases, the number of blocks shared by all the cores is larger.
The reason is the same as that pointed out with respect to Fig. 2(a). Moreover,
from Fig. 3(b), it is observed that the most accessed data blocks are those shared
by all four cores. This result corroborates even more the importance of carrying
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(a) Static Analysis (b) Dynamic Analysis

Fig. 3. Static and dynamic Analysis per number of sharers

out an appropriate design of the cache coherence mechanism as far as a large
number of cores are usually involved in the coherence maintenance of the data
blocks.

Until now, the analysis has been focused on classifying blocks by using differ-
ent detection granularities. However, it is also interesting to just classify pages.
It may be important to assess the convenience of managing cache coherence
in a per page basis instead of the usual strategies based on block tracking. In
this case, page classification in PR, PW, SR, and SW classes is as follows. A
page is classified as SW when it contains at least a SW block. Otherwise, it
will be classified as SR if at least one of their blocks is SR. On the contrary,
if the page does not contain neither SW nor SR blocks, it will be classified as
PW if at least it contains a PW block. Otherwise, the page will be classified
as PR. In this sense, Fig. 4(a) shows the page classification for 4KB and 64KB
page sizes. As can be seen, more than 35% of the 4KB pages require coher-
ence (they are SW), whereas this percentage increases until near 50% for 64KB
pages. This means that SW blocks are not spread over all the pages, but they
are indeed distributed between a limited number of pages, larger as the page size
increases.

In order to offer a deeper insight into SW pages, from now on, SW pages
become the focus of our analysis. Firstly in Fig. 4(a) we classify pages per access
type and subsequently in Fig. 4(b) we discern the number of sharers on pages
classified as SW. As can be seen, like it was observed on analyzing block sharing,
most pages are shared among three or more cores, as more as larger the page size
is. In particular, half of the blocks are shared between 4 cores for 4KB pages,
whereas the percentage exceeds the 60% when page size is 64KB.

As commented before, the main disadvantage of using page granularity to
detect blocks requiring coherence is the misclassification that page blocks may
suffer. Notice that a single block can determine the classification of the rest on
the same page. In order to analyze this effect, we study in depth the internal
anatomy of SW pages. The study is performed by considering the type each
block in the page had been assigned in case of having assumed block granularity
in the detection process. In particular, we proceed to count the number of each
of the block types contained in the page. Information is represented making use
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(a) Classification of pages per type (b) Classification of SW pages per num-
ber of sharers

Fig. 4. Page Classification

of box-and-whiskers plots. This will help to determine how populated the pages
are and the real significance of block misclassification.

Fig. 5(a) and Fig. 5(b) show results for 4KB and 64KB page sizes, respectively.
First of all, it is observed that pages are hardly populated, so much less, the
larger the page size is. However, a great variability is observed, from pages hardly
containing a few blocks until pages crowded with blocks. On average, the medium
value of blocks per page is about 20 out of 64 for 4KB pages and 80 out of 1024 for
64KB pages. Anyway, the precise distribution of the total number of blocks and
the number of blocks of each type can be observed in the aforementioned figures.
Regarding SW blocks, it can be observed that, for a page size of 4KB, most of
the blocks in SW pages are SW blocks, but when the page size is increased,
the PW blocks become more frequent. Despite this, the number of SW blocks
present in the page is very small in relative terms (on average, the 75% of 4KB
pages have less than 12 SW blocks, whereas the 75% of 64KB pages have less
than 25 SW blocks). These results may suggest the possibility of applying fine
grain detection techniques inside SW pages in order to isolate true SW blocks,
thus limiting coherence maintenance actions to them.

(a) 4K Pages (b) 64K Pages

Fig. 5. Proportion of blocks per type on SW pages
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We have also performed a dynamic analysis of SW pages in order to obtain the
proportion of store access. As can be seen in Fig. 6, about 30% of the memory
accesses to SW pages are stores. Obviously, these accesses will be destined to
either SW or PW blocks. This kind of studies allow us to assess the convenience
of applying update strategies instead of invalidate ones.

Fig. 6. Proportion of store accesses on SW pages

Finally, it is carried out an analysis in search of the existence of producer-
consumer patterns in SW pages. Fig. 7(a) shows the proportion of blocks pre-
senting the producer-consumer pattern related to the amount of blocks requested
within the page for different page granularities. As observed this percentage is
relatively small. So, in order to definitively observe whether or not the producer-
consumer pattern is relevant on the analysis, we studied the percentage of ac-
cesses done to blocks presenting the pattern within the SW pages. As can be
seen on Fig. 7(b) not even the 0.003% of the accesses are done to these blocks.

(a) Percentage of blocks (b) Percentage of accesses

Fig. 7. Proportion of blocks with producer-consumer pattern on pages SW

4 Conclusions

On average, about 60% of the blocks accessed by the analyzed applications cor-
respond to data blocks, which, unlike instruction blocks, may require coherence
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maintenance. Moreover, despite the fact that it is detected a high sharing de-
gree of data blocks among cores, indeed only SW blocks (just 40% of the total
number of data blocks) require coherence. However, SW blocks agglutinate the
largest number of accesses (60% on average). That means that the majority of
data accesses require coherence. Therefore, its impact in performance can be
significant.

Also, it is observed that SW blocks are not spread over all the pages, but they
are indeed distributed between a limited number of pages. In particular, less
than 40% of data pages require coherence. Deeping inside SW pages, we observe
that they hardly are populated, containing about 30% and 10% of blocks, on
average, for 4KB and 64KB pages, respectively. Among them, the number of
SW blocks is the majority. Furthermore, about 30% of the accesses to blocks of
SW pages correspond to store operations. Therefore, a fine grain detection inside
SW pages may be interesting, at the expense of introducing additional hardware
support.
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