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Abstract. With the rapid development and wide application of the Web servic-
es, its security flaws and vulnerabilities are increasing. Security has become one 
of the key issues to constrain the development of Web services technology. In 
this paper, we focus on how to build a security architecture for Web services to 
meet the security requirements of Web service applications. On the basis of 
analyzing the existing methods, a new security implementation approach for 
Web services is proposed to meet both the common security requirements of 
Web services platform and the specific security requirements of Web service 
applications. Then a security architecture for Web services is proposed. The ar-
chitecture supports separating the functional implementations of Web service 
from the non-functional implementation of Web service, and ensures the porta-
bility of the platform. 
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1 Introduction 

As a new Web application model, Web service is heterogeneous, dynamic and loose 
coupling, and introduces a great deal of special threats to Web service applications, 
and makes that traditional security techniques are inadequate to solve the security 
issues in Web services. 

In recent years, many research institutions, organizations and companies devote to 
the research of security for Web Services. Organizations and research institutions for 
Standardization mainly concern in security standards for Web service. The academic 
community tries to solve the security issues from the theoretical aspect. Middleware 
companies and open source organizations try to provide security protection tools for 
customers by providing a set of software or toolkit. 

In the paper, we focus on how to build security architecture for Web services to 
meet the security requirements of Web service applications. On the basis of the im-
proved approach, a security architecture for Web services named SA4WSs (Security 
Architecture for Web Services) is proposed. The architecture supports separating 
function implementation of service from non-functional implementation of service, 
meanwhile ensure the portability of the platform. 
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The remainder of this paper is organized as follows. In section 2, the related works 
are reviewed. In section 3, the security architecture for Web services is set forth. Fi-
nally, in Section 4, we conclude the paper. 

2 Related Works 

Many Organizations for Standardization, research institutions and companies research 
on the security architecture for Web services. 

2.1 Security Standards 

In order to assure the end-to-end security for SOAP message and improve the intero-
perability of Web service, OASIS and other organizations define the Web Service 
Security model consisting of multiple standards [1]. The model is insufficient. It is 
only to protect the two trust sides to communication by a secure connection, and not 
address the security problem caused by anonymous consumers invoking Web service 
or SOAP API. 

W3C proposed a standard named XML Signature Syntax and Processing specifica-
tion, which defines how to sign part or all of one XML document [2]. W3C also pro-
posed a standard named XML Encryption Syntax and Processing, which defines how 
to encrypt part or all of one XML document [3]. 

2.2 Security Architecture 

U.S. DISA (Defense Information Systems Agency) released a specification named 
"Network Centric Enterprise Services security architecture (version 0.3)" in 2004, 
provides a service-oriented information security reference architecture to ensure the 
security of services in network-centric environment [4]. 

IBM proposes the service-oriented security reference modeling and architecture 
based on its own SOA infrastructure and business scenarios to cope with information 
security issues for work flows [5]. The service-oriented security architecture proposed 
by IBM is meaningful, but its portability is restricted because it relies heavily on its 
own SOA technologies and products. 

GSI provides basic security services for grid computing environments. It is an in-
tegrated solution to solve the security issues in grid computing and becomes a stan-
dard of GGF [6]. The major security functions in GSI include Certificates, Mutual 
Authentication, Confidential Communication, Securing Private Keys, and Delegation 
and Single Sign-On. GSI also has some disadvantages, such as frequent, complex and 
poor scalable authentication between entities. 

OGSA is proposed by Ian Foster et al. on the basis of five-level hourglass structure 
and Web services [7]. A basic premise of OGSA is that everything is represented by a 
service, not excepting security. All kinds of security mechanisms such as encryption, 
access control, and audit are represented as services to facilitate the implementation of 
the security-related policies. 



308 L. Liu et al. 

The service oriented security architecture named SOSIE presented by [8] is realiz-
ing the security functions into modular, stand-alone security services. The article [9] 
addresses the question of security mechanisms that are usually used and that can be 
used in Web services based SOA implementation from standardized as well as tech-
nical and implementation point of view, and gives an overview of SOA security solu-
tions. The article [10] provides a set of software architecture viewpoints that allow 
security architects to construct a holistic system design based on a set of views. Other 
related works focus on the special issues of security service [11] [12] [13]. 

2.3 Supporting Platform 

In addition, some research institutions and companies have also developed multiple 
security platforms and middlewares for Web service. 

Microsoft proposed a solution for Web services security problems named WSE 
(Web Services Enhancements) on the basis of .NET platform [14]. WSE is a service 
security middleware for .NET platform, including authentication and encryption li-
brary. It allows developers to develop secure Web service by implementing the latest 
WS-Security specification. 

Globus Toolkit is the reference implementation of OGSI. It provides basic security 
services required by grid computing, including message protection, authentication, 
authorization, and audit/log [15]. 

The Apache WSS4J project provides a Java implementation of the primary security 
standard for Web Services, namely WS-Security [16]. WSS4J ships with handlers that 
can be used in Axis-based web services for an easy integration. 

3 Security Architecture for Web Services 

3.1 Improved Security Implementation Approach 

Web service applications face threats including the threats the Web services platform 
faced where service located and the threats the service implementation faced, i.e. 
common threats the platform faced and specific threats the application faced. The first 
approach [8] can cope with specific threats the application faced, but cannot cope 
with the common threats the platform faced. The second and the third approaches can 
cope with the common threats the platform faced, but cannot cope with the specific 
threats the application faced. 

We try to improve the three approaches to meet the security requirements of Web 
service applications. The first approach cannot cope with a lot of attacks (such as 
SOAP message replay attacks) the platform faced, no matter how to transform it, 
because the communication between service implementation and resource gateway is 
no longer via SOAP message. The third approach is similar to the firewall, and it is 
not suitable to add application-specific security mechanisms to cope with specific 
threats the application faced. 

Therefore, we focus on improving the second approach to cope with both common 
threats the platform faced and specific threats the application faced. Analysis on the 
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Web services platform showed that the platform can be logically divided into two 
parts. One part of it is Web services runtime environment, mainly providing the func-
tions including deployment, management, publishing and finding for Web service. 
The other part is resource gateway, which are a set of interfaces between Web servic-
es runtime environment and service implementation. It provides the protocol conver-
sion functions for specific application-related invoking. In view of the above analysis, 
an improved security implementation approach is proposed, as shown in Figure 1. 

 

Fig. 1. The improved security implementation approach 
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Fig. 2. Security architecture for Web services 
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In this approach, the security mechanisms are divided into two parts. One part of it 
is common security mechanisms, which is not relevant to applications and resides in 
the Web services runtime environment. The other part is specific security mechan-
isms, which is relevant to applications and resides in the resource gateway. The im-
proved approach not only remains separating functional implementation from non-
functional implementation, but also assures the portability of the platform. 

3.2 Architecture 

A security architecture for Web services named SA4WSs is proposed, as shown in 
Figure 2. 

In the architecture, the module of Basic Security Services provides basic services 
for implementing the basic security functions, including authentication, authorization, 
access control and audit, etc. [8]. The module of Security gateway is responsible for 
the application-specific security functions, and the service implementation is respon-
sible for the business logic. The Security gateway interacts with the service imple-
mentation via various protocols (The protocol type is decided by the type of service 
implementation). 

4 Conclusion 

In this paper, a security architecture for Web services is proposed. The architecture 
described in the paper supports separating the functional implementations from the 
non-functional implementation, and ensures the portability of the platform. SA4WSs 
has been partially implemented based on Apache Axis. Future work consists of im-
plementing a Web Services security supporting platform to support the development 
and management of security Web service. 
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