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Abstract. As most Web services are delivered by third parties over
unreliable Internet and are late bound at run-time, it is reasonable and
useful to evaluate and predict the trustworthiness of Web services. In
this paper, we propose an ARIMA model-based approach to evaluate
and predict Web services trustworthiness. First, we evaluate Web services
trustworthiness with comprehensive trustworthy evidences collected from
the Internet on a regular basis. Then, the cumulative trustworthiness
evaluation records are modeled as time series. Finally, we propose an
ARIMA model-based multi-step Web services trustworthiness prediction
process, which can automatically and iteratively identify and optimize
the model to fit the trustworthiness series data. Experiments conducted
on a large-scale real-world data set show that our method can effectively
evaluate and predict the trustworthiness of Web services, which helps
users to reuse Web services.

1 Introduction

There are more and more reusable Web services available on the Internet. How-
ever, as most Web services are provided and/or hosted by third parties over
unreliable Internet, it is useful to evaluate and predict the trustworthiness of
Web services [1]. Many approaches have been proposed to evaluate the trust-
worthiness of Web services.

There are several problems with previous approaches. First, there are two
kinds of trustworthy evidences: namely objective trustworthy evidences (e.g.
QoS attributes) and subjective trustworthy evidences (e.g. reputation) [2, 3].
Most of previous approaches rely on only one kind of evidences, while it is
more reasonable to take both kinds into consideration [3–5]. Second, while most
previous approaches focus on the current or past trustworthiness of a service,
it is reasonable and useful to evaluate and predict the trustworthiness of Web
services in the (near) future [6, 7]. Third, previous prediction approaches like [8,
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9] adopt collaborative filtering methods to make prediction, which are based on
centralized portals to collect users’ usage information. However, without proper
incentive schemes, users are not motivated to provide feedbacks, and centralized
portals like UDDI repositories are shut down or seldom updated [5].

In this paper, basing on classic time series theory, we propose an ARIMA
model-based approach to evaluate and predict the trustworthiness of Web ser-
vices. First, we evaluate Web services trustworthiness with comprehensive trust-
worthy evidences collected from the Internet on a regular basis. Then, the cumu-
lative trustworthiness evaluation records are modeled as time series. Finally, we
propose an ARIMA model-based multi-step Web services trustworthiness pre-
diction process, which can automatically and iteratively identify and optimize
the model to fit the trustworthiness series data. Experiments conducted on a
large-scale real-world data set show that our method can effectively evaluate
and predict the trustworthiness of Web services, which helps users to reuse Web
services.

The contributions of this paper are as follows:

– We propose a novel and practical method to evaluate and predict Web ser-
vices trustworthiness, which is based on classic time series analysis theories.

– The effectiveness of our approach has been validated with experiments con-
ducted on a large-scale real-world data set. The results of our approach has
been used in real systems, including CoWS1 and TSR2.

– The data set, including 17,832 Web services and millions of trustworthy evi-
dences, is publicly available. This is the largest Web service trustworthiness
evaluation and prediction data set to the best of our knowledge.

2 Related Work

2.1 Trustworthiness Evaluation and Prediction Methods

Many approaches have been proposed to evaluate Web services trustworthiness.
E.M. Maximilien et al.[10] propose an decision theory-based approach. Z. Malik
and A. Bouguettaya [11] propose a set of decentralized techniques to evaluate
trustworthiness with users feedbacks. As most Web services are delivered by
third parties over unreliable Internet, it is reasonable and useful to predict the
trustworthiness of Web services in the future. Collaborative filtering-based pre-
diction, e.g. [9] and [8], is a widely used prediction method. Another important
category of prediction methods is based on time series analysis theories, which
include [7] and [6], etc. There are several problems with previous approaches,
which has been discussed in Sect. 1.

2.2 Time Series Analysis

Time series analysis have been widely applied in diverse fields including econo-
metrics, mathematical finance, signal processing, etc. A time series can be defined

1 http://www.cowebservices.com
2 http://tsr.trustie.net
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as a sequence of random variables indexed according to the order they are ob-
tained in time [12]. Generally, the time series can be classified into two groups:
stationary time series and non-stationary time series [12].

Time series prediction, also named as time series forecasting, is one of the
most important parts of time series analysis. Different prediction strategies may
be applied. Autoregressive moving average (ARMA) model and autoregressive
integrated moving average (ARIMA) model are used to fit and forecast station-
ary and non-stationary time series respectively. ARIMA model can be converted
to ARMA model by differencing.

3 Approach

There are three main steps in our approach: Internet-based trustworthy evi-
dences collection, trustworthiness evaluation, and trustworthiness prediction.

3.1 Internet-Based Trustworthy Evidences Collection

We apply different strategies to collect comprehensive trustworthy evidences
from the Internet. Both objective evidences (e.g. QoS attributes) and subjective
(e.g. reputation) evidences are collected. We implement a third-party QoS mon-
itor to collect objective evidences on a regular basis. To collect subjective trust-
worthy evidences, we apply both focused crawl and open search-based approach
to collect users feedbacks including ratings, comments and relevant comment
segments (RCS) [2]. These feedbacks are used to calculate a services reputation
separately. For more details about trustworthiness evidences collection, we refer
readers to our previous work [2, 13].

3.2 Trustworthiness Evaluation

We use a light-weight mathematical model to represent the collected evidences.
All the trustworthy evidences of a service are represented as a vector. Then the
trustworthy evidences of all Web services can be represented as a trustworthy
evidence matrix (E):

E =

⎛
⎜⎜⎜⎝

e1,1 e1,2 . . . e1,t
e2,1 e2,2 . . . e2,t
...

...
. . .

...
es,1 es,2 . . . es,t

⎞
⎟⎟⎟⎠ (1)

where each row of matrix E is a services trustworthy evidences, and each column
is a kind of evidence.

The preferences of trustworthy evidences are represented as a weight vector
W = 〈w1, w2, . . . , wt〉,

∑t
1 wt = 1. After normalization, the trustworthiness of

each Web service can be evaluated as follows:

T = WT ∗ E∗ (2)

where E∗ is the normalized trustworthy evidence matrix; WT is the transforma-
tion of the weight vector; ti is the i-th services trustworthiness within [0, 1].
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3.3 Trustworthiness Prediction

A service’s cumulative history trustworthiness records are represented as a time
series ti. Then we propose an ARIMA model-based multi-step Web services
trustworthiness prediction process which includes four main steps (Fig. 1).

Fig. 1. Relationships of the steps of trustworthiness prediction

In model identification, we identify an appropriate time series model for
a given trustworthiness series in the following sub steps: (1) Stationarity Test:
Our method use sample Autocovariance Function (ACF) [12] to test whether a
times series is a stationary series. (2) Differencing: If the series is identified as
non-stationary in stationary test, it can be converted to a stationary series by
differencing. (3) White Noise Test: We have to test whether the series is a white
noise series, which is not worth any further analysis. The test is carried out using
ACF. If the series is a white noise series, the ACF for any lag is always zero.
(4) Pattern Identification: There are several specific patterns for ARMA model
(shown in Table 1). By computing and comparing the ACF and PACF (Partial
Autocorrelation Function) [12], it is possible to identify the exact pattern for the
time series that passes the white noise test.

Table 1. Patterns for ARMA

ACF PACF

AR(p) Tails off Cuts off after lag p
MA(q) Cuts off after lag q Tails off
ARMA(p, q) Tails off Tails off

In model fitting, we try to find possible estimates of the unknown param-
eters within the identified model. For ARIMA(p, d, q) model, there are three
parameters to be determined: d is the number of differences to convert a non-
stationary series into a stationary one; p and q can be determined by detecting
the behaviors of ACF and PACF. For ARMA(p, q) model, p and q are deter-
mined same as in ARIMA(p, d, q) model.

In model diagnostics, we try to determine the best estimates of the pa-
rameters. First, the successive satisfying lags (10 at most) are used to construct
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different ARMA or ARIMA models. Second, these models are applied back to
the data itself. Third, residual test [12] is carried out to check whether a model is
significant. If the residual series is a white noise series, the model is significant;
otherwise, it is not. If all the models are not significant, we return to the model
identification step. Finally, we use minimized sum of squares of errors to auto-
matically determine the best estimates of the parameters from the remaining
significant models.

In trustworthiness prediction, we use the finally accepted model to predict
the trustworthiness in the near future for a given Web service. In this research,
the trustworthiness values (with plus and minus one standard error) in next five
days are predicted, which will be demonstrated in Sect. 4.

4 Evaluation

By applying the Internet-based trustworthy evidences collection method, we
managed to collect trustworthy evidences for 17,832 public Web services. The ev-
idences included over 2 million objective trustworthy evidences, and over 33,000
subjective trustworthy evidences, which is the largest Web services trustworthi-
ness data set to the best of our knowledge. We conducted several experiments
on this data set to validate the effectiveness of our approach.

4.1 Case Study

First, we use a real case to demonstrate the approach proposed and its effective-
ness. CDYNE IP2Geo3 Web Service is a Web service that resolves IP address to
geographic information including Network Owner Name, City, State/Province,
and Country. The result of trustworthiness evaluation and prediction is shown in
Fig. 2. We can see that most of the history values fall in two standard errors and
are very close to the predicted values, which demonstrates that our method can
effectively model the Web services trustworthiness data and predict the trust-
worthiness values. Due to the length limitation of the paper, more details of the
case study are available at CoWS4.

4.2 Trustworthiness Prediction Validation

In this subsection, we further studied the effectiveness of the method. We ran-
domly selected 500 Web services from the total 17,832 collected Web services.
Then we applied the prediction process on these Web services. The results
showed that about 87.95% of the 500 sample Web services trustworthiness se-
ries were identified as non-stationary time series and ARIMA models were ap-
plied; the remaining 12.05% were stationary time series and ARMA models
were applied. And most (about 99%) of the non-stationary trustworthiness series
were converted to stationary ones by conducting differencing on the data once.

3 http://ws.cdyne.com/ip2geo/ip2geo.asmx?wsdl
4 http://www.cowebservices.com/CoWS/trust/trustIndex.jsp
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Fig. 2. Case of Web service trustworthiness evaluation and prediction: abscissa axis
represents the sequence of date; vertical axis represents the trustworthiness value; *
marks real values; the solid (middle) line marks the predicted vales; the dashed (up
and low) lines mark two standard errors.

About 96.5% of the determined prediction models were significant, and the values
predicted with these models were acceptable.

4.3 Trustworthiness Application Validation

In this subsection, we validated whether the trustworthiness evaluation and pre-
diction results were useful to help developers to reuse Web services. The latest
predicted trustworthiness values were applied in CoWS to refine and rank the
service candidates as follows:

Scorei = γ ∗ simi + (1 − γ) ∗ ti (3)

where simi is a Web services functional similarity to the users query [2]; ti is the
predicted trustworthiness value of the service candidate; γ ∈ [0, 1] is the weight
and assigned to 0.5 in this experiment.

We designed a web interface as shown in Fig. 3 to compare the results returned
by CoWS with and without trustworthiness, and executed ten most common
queries(listed in [2]) in CoWS. Fifteen graduate students with lots of experiences
of reusing Web services were invited to manually explore and grade the results
returned by CoWS for each query. The services were graded one of the following
values: 2 for services similar to the search query and with high trustworthiness; 1
for services similar to the search query but with low trustworthiness; 0 for other
services.

We used top-k Discounted Cumulative Gain (DCGk) to measure a search
engines ability to rank the good results before bad ones.

DCGk = gv1 +

k∑
i=2

gvi
log2i

(4)
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Fig. 3. Web interface to comparing the results with and without trustworthiness

where gvi is the value of a search result graded by the graduate students. Top-5
DCG, top-10, and top-15 DCG were calculated, and the results were shown in
Fig. 4. From the results we can see that Web services with higher trustworthiness
were ranked toper in the result list, which would help developers to select and
reuse Web services.

Fig. 4. DCG performance with and without trustworthiness

5 Conclusion

In this paper, we propose an ARIMA model-based approach to evaluate and
predict Web services trustworthiness. Experiments conducted on a large-scale
real-world data set show that our method can effectively evaluate and predict
the trustworthiness of Web services, which helps users to reuse Web services.

In our future work, we will try to find and collect diverse kinds of trustworthy
evidences, improve the trustworthiness evaluation and prediction method, and
apply the trustworthiness in more scenarios.
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