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Abstract. Attribute-Based Signatures (ABS) is a versatile primitive
which allows an entity to sign a message with fine-grained control over
identifying information. A valid ABS only attests to the fact that “A
single user, whose attributes satisfy the predicate, has endorsed the
message”. While ABS has been well investigated since its introduc-
tion, it is unfortunate that key exposure–an inherent weakness of digital
signatures–has never been formally studied in the scenario of ABS. We
fill this gap by proposing a new notion called forward secure ABS, its
formal security models and a generic (also the first) design based on well
established crypto primitives.

1 Introduction

Attribute-Based Signatures [13,15] (or, ABS for short) is a primitive proposed to
provide signer anonymity. An ABS allows an entity to sign a message with fine-
grained control over identifying information. A valid ABS signature attests to the
fact that “A single user, whose attributes satisfy the predicate, has endorsed the
message”. Ring signatures [18,5,19] and group signatures [9,3,6] are comparable
to special cases of ABS, in which the only allowed predicates are disjunctions over
the universe of attributes (identities). In ABS, each entity possesses a set of at-
tributes and a key-authority generates the associated private keys, with which one
can sign a message with a predicate satisfied by his/her attributes. The signature
reveals no more than the fact that a single user with some set of attributes satisfy-
ing the predicate has attested to the message. In particular, ABS does not provide
any information on the particular set of attributes used to satisfy the predicate.
For example, an “(Engineer, Department A)” or an “(Engineer, Department B)”
can independently generate an ABS to assure the recipient that the signature was
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produced by an “Engineer” without disclosing the department information. Fur-
thermore, users of ABS cannot collude to pool their attributes together (which
separates ABS from mesh signatures): It is never possible for an “(Engineer, De-
partment A)” and an “(Auditor, Department B)” to collude and generate an ABS
satisfying the predicate “(Auditor, Department A)”.

1.1 Key Exposure Problem

Ordinary digital signatures have a fundamental limitation: If the private key of
a signer is compromised, all the signatures of that signer become worthless. This
may become quite a realistic threat since if the private key is compromised, any
message can be forged. All future signatures are invalidated as a result of such
a compromise, and more importantly, no previously issued signatures can be
trusted. Once a leakage has been identified, there may exist some key revocation
mechanism to be involved immediately in order to prevent the generation of any
signature using the compromised private key. However, this does not solve the
problem of forgeability for past signatures. It is not possible to ask the signer to
re-issue all previous signatures due to many physical and practical limitations.
The problem of key exposure in ABS is more serious. In ABS, if a user’s secret
key is exposed to an adversary, the adversary can generate not only ABS for
any documents, but can also sign any documents on behalf of any users with the
same attributes. The exposure of one user’s secret key not only requires changing
the attribute name for the whole group, but also renders all previously obtained
ABS invalid, because one cannot distinguish whether a signature is generated
by an adversary after it has obtained one of the secret keys or by a legitimate
user before key exposure.

Forward Secure Signature. Forward-secure signature schemes are designed
to resolve the key exposure: a fundamental limitation of digital signature. The
goal of a forward-secure signature scheme is to preserve the validity of past
signatures even if the current secret key has been compromised. The concept
was first suggested by Anderson [2], and solutions were designed by Bellare and
Miner [4]. The idea is that even a compromise of the present secret key does
not enable an adversary to forge signatures pertaining to the past. This can be
achieved by the key evolution paradigm: dividing the total time of the validity
of the public key into T time periods, and using a different secret key in each
time period while the public key remains the same. Each subsequent secret key
is computed from the current secret key via an update algorithm, while any
past secret key cannot be computed by the current one. The time period during
which a message is signed becomes part of the signature as well. The property
of forward security means that even if the current secret key is compromised, a
forger cannot forge signatures for past time periods. In other words, the forger
can only forge signatures for documents pertaining to time periods after the
exposure but not before. The integrity of documents signed before the exposure
remains intact.
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1.2 Contribution

We propose a new notion called Forward Secure Attribute-Based Signatures (FS-
ABS). It is similar to a normal ABS but providing forward security. That is,
even when a secret key is compromised, previously generated signatures remain
valid and do not need to be re-generated. It can greatly reduce the damage of
exposure of any secret key of users in the environment. We formally define the
security of FSABS, provide a generic design of FSABS and suggest some efficient
instantiations.

2 Preliminaries

This section briefly reviews the preliminaries required in our scheme.

2.1 Monotone Span Programs

Let Υ : {0, 1}n → {0, 1} be a monotone boolean function. A monotone span
program for Υ over a field F is an � × t matrix M with entries in F, along with
a labeling function a : [�] → [n] that associates each row of M with an input
variable of Υ , that for every (x1, ..., xn) ∈ {0, 1}n, satisfies the following:

Υ (x1, ..., xn) = 1⇐⇒ ∃v ∈ F
1×� : vM = [1, 0, 0, ..., 0], and

(∀i : xa(i) = 0⇒ vi = 0).

In other words, Υ (x1, ..., xn) = 1 if and only if the rows of M indexed by
{i|xa(i) = 1} span the vector [1, 0, 0, ..., 0]. We call � the length and t the width
of the span program, and �+ t the size of the span program.

2.2 NIWI Proof of Knowledge

We give a brief overview of the non-interactive witness-indistinguishable (NIWI)
proof of knowledge. We refer the reader to [10,11] for detailed definitions.

Let R be an efficiently computable ternary relation. For triplets (gk, x, w) ∈ R
we call gk the setup, x the statement and w the witness. Given some gk we let
L be the language consisting of statements in R. A non-interactive proof system
for a relation R comprised of the following algorithms:

– Setup: Outputs a setup (gk, sk).
– CRSGen: On input (gk, sk), outputs a reference string crs.
– Prove: On input (gk, crs, x, w), where (gk, x, w) ∈ R, outputs a proof π.
– Verify: On input (gk, crs, x, π), outputs 1 if the proof is acceptable and 0 if

rejecting the proof.

We call (Setup,CRSGen,Prove,Verify) a non-interactive proof system for R with
Setup if it has the completeness and soundness properties described below.
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– The perfect completeness requirement is that for all adversaries A we have

Pr[(gk, sk)← Setup(1λ); crs← CRSGen(gk, sk); (x,w)← A(gk, crs);

π ← Prove(gk, crs, x, w) : Verify(gk, crs, x, π) = 1 if (gk, x, w) ∈ R] = 1.

– The perfect soundness requirement is that for all adversaries A we have

Pr[ (gk, sk)← Setup(1λ); crs← CRSGen(gk, sk);

(x, π)← A(gk, crs) : Verify(gk, crs, x, π) = 0 if x /∈ L] = 1.

A non-interactive proof is composable witness indistinguishable if there is a prob-
abilistic polynomial time simulator CRSSim, such that for all non-uniform poly-
nomial time adversaries A we have

Pr[(gk, sk)← Setup(1λ); crs← CRSGen(gk, sk) : A(gk, crs) = 1]

≈Pr[(gk, sk)← Setup(1λ); crs← CRSSim(gk, sk) : A(gk, crs) = 1],

and for all adversaries A we have:

Pr[(gk, sk)← Setup(1λ); crs← CRSSim(gk, sk);

(x,w0, w1)← A(gk, crs);π ← Prove(gk, crs, x, w0) : A(π) = 1]

= Pr[(gk, sk)← Setup(1λ); crs← CRSSim(gk, sk);

(x,w0, w1)← A(gk, crs);π ← Prove(gk, crs, x, w1) : A(π) = 1],

where we require (gk, x, w0), (gk, x, w1) ∈ R.
A non-interactive proof is a proof of knowledge (perfect knowledge extraction)

if there is a probabilistic polynomial time knowledge extractor (Ext1,Ext2), such
that for all non-uniform polynomial time adversaries A we have

Pr[(gk, sk)← Setup(1λ); crs← CRSGen(gk, sk) : A(gk, crs) = 1]

≈Pr[(gk, sk)← Setup(1λ); (crs, τ )← Ext1(gk, sk) : A(gk, crs) = 1],

and for all adversaries A we have:

Pr[(gk, sk)← Setup(1λ); (crs, τ )← Ext1(gk, sk); (x, π)← A(gk, crs);

w ← Ext2(gk, crs, τ, x, π) : Verify(gk, crs, x, π) = 0 or (gk, x, w) ∈ R] = 1.

Definition 1. A non-interactive proof system is a perfect non-interactive wit-
ness indistinguishable (NIWI) proof of knowledge if it has perfect completeness,
perfect soundness, composable witness indistingushable and perfect knowledge ex-
traction.

3 Security Models

We give our security models of forward secure attributed-based signatures and
define relevant security notions.



Forward Secure Attribute-Based Signatures 171

3.1 Syntax of Forward Secure Attribute-Based Signatures

Let A be the universe of possible attributes. A claim-predicate over A is a mono-
tone boolean function, whose inputs are associated with attributes of A. We say
that an attribute set A ⊆ A satisfies a claim-predicate Υ if Υ (A) = 1 (where an
input is set to be true if its corresponding attribute is present in A).
Definition 2. A forward secure attribute-based signature scheme is a tuple of six
algorithms parameterized by a universe of possible attributes A, a total number
of time period T and a message space M:

– FSABS.TSetup (to be run by a trustee): On input the security parameter 1λ,
generates public reference information TPK.

– FSABS.ASetup (to be run by an attribute-issuing authority): On input the
security parameter 1λ, generates a key pair (APK,ASK).

– FSABS.AttrGen: On input (ASK,A ⊆ A), outputs an assoicated signing key
skA,0.

– FSABS.Update: On input skA,i and a time period j (where i < j ≤ T ),
outputs an assoicated signing key skA,j .

– FSABS.Sign: On input (PK = (TPK,APK), skA,t,m ∈ M, Υ, t), where
Υ (A) = 1 and t is the time period, outputs a signature π.

– FSABS.Verify: On input (PK = (TPK,APK),m, Υ, π, t), outputs accept or
reject.

Correctness. FSABS schemes must satisfy that signatures signed according to
specification are accepted during verification.

3.2 Notions of Security of Forward Secure Attribute-Based
Signatures

Security of forward secure attributed-based signature schemes has unforgeability
and privacy.

1. Unforgeability.
The unforgeability for forward secure attributed-based signature schemes is
defined in the following game between the Challenger C and the Adversary
A in which A is given access to oracles JO, CO and SO:
(a) C generates

TPK ← FSABS.TSetup(1λ) and (APK,ASK)← FSABS.TSetup(1λ).

C gives A the public information PK = (TPK,APK).
(b) A may query the following oracles according to any adaptive strategy.

– skA,t ← GO(A, t). The AttrGen Oracle, on input an attribute set A
and a time period t, returns the corresponding secret key skA,t ←
FSABS.Update(LABS.AttrGen(ASK,A), t). We require for the same
(i,A, t) as input, the same skA,t is the output.
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– σ ← SO(A, t,m, Υ ). The Sign Oracle, on input an attribute set
A, a time period t, a message m and a claim-predicate Υ where
Υ (A) = 1, returns a valid signature σ ← FSABS.Sign(PK, skA,t ←
FSABS.Update(FSABS.AttrGen(ASK,A), t),m, Υ, t).

(c) A gives C a time period t∗, a claim-predicate Υ ∗, a message m∗ and a
signature π∗.

B wins the game if:
(1) FSABS.Verify(PK,m∗, Υ ∗, π∗, t∗)=accept ;
(2) (·, t∗,m∗, Υ ∗) is not a query input to SO ; and
(3) Υ ∗(A) = 0 for all (A, t) queried to GO with t ≤ t∗.
We denote by

Advunf
A = Pr[A wins the game ].

Definition 3 (Unforgeability). A Forward Secure Attribute-Based Signa-

ture scheme is unforgeable if for all PPT adversary A, Advunf
A is negligible.

The unforgeability ensures that a valid signature must be signed by a user
with attributes satisfying the predicate in the current time period.

2. Privacy.
In order to protect privacy, forward secure ABS must hide the attributes used
during signature generation. This is defined in the following game between
the Challenger C and the Adversary A in which A is given the ASK. A
does not need to query any oracle since it can generate the signing keys by
himself.
(a) C generates

TPK ← FSABS.TSetup(1λ) and (APK,ASK)← FSABS.TSetup(1λ).

C gives A the public information PK = (TPK,APK) and also ASK.
(b) A sends C (A0,A1,m, t, Υ ), where Υ (A0) = Υ (A1) = 1.
(c) C chooses a random bit b ∈ {0, 1} and generates

skAb,t ← FSABS.Update(FSABS.AttrGen(ASK,Ab), t).

It generates the signature πb ← FSABS.Sign(PK, skAb,t,m, Υ, t) and
sends σb to A.

(d) A outputs a bit b′.
A wins the game if b′ = b. We denote by

AdvAnon
A =

∣
∣
∣Pr[ A wins the game ]− 1

2

∣
∣
∣.

Definition 4 (Privacy). A Forward Secure Attribute-Based Signature
scheme is private if for all PPT adversary A, AdvAnon

A is negligible.

The privacy property ensures that it is hard to distinguish between two
signatures, each associated with different attributes, which both satisfy the
claim-predicate.
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4 Our Generic Forward Secure Attribute-Based
Signature Scheme

Our scheme is motivated by the attribute-based signature scheme from [15].

4.1 Forward Secure Credential Bundle

We extend the credential bundle primitive in [15] with forward security.

Definition 5 (Forward Secure Credential Bundle). A forward secure cre-
dential bundle scheme is parameterized by a message spaceM and a time period
T , and consists of the following four algorithms.

– CB.Setup: On input a security parameter 1λ, outputs a verification key vk
and a secret key sk.

– CB.Gen: On input sk and a set of messages {m1, . . . ,mn} ⊆ M, outputs a
credential c0 (of time 0), which consists of a tag τ0 and values σ1,0, . . . , σn,0.

– CB.Update: On input a credential ct1 of time t1 and a new time period t2
(with t1 < t2 ≤ T ), outputs a new credential ct2 .

– CB.Ver: On input vk, a message m, a time period t and a credential (τ, σ),
outputs 1 for accept and 0 for reject.

The scheme is correct if for all (vk, sk)← CB.Setup(1λ), c0 = (τ0, σ1,0, . . . , σn,0)
← CB.Gen(sk, (m1, . . . ,mn)) and ct = (τt, σ1,t, . . . , σn,t)← CB.Update(c0, t), we
have CB.Ver(vk,mi, t, (τt, σi,t)) = 1 for all i ∈ [1, n].

Observe that one can generate a new bundle on a subset of attributes. Our
security definition below requires that taking a subset of a single bundle and
update is the only way to obtain a new bundle in time t2 from existing bundles at
time t1 ≤ t2. In particular, attributes from several bundles cannot be combined;
and credentials of the present time cannot be used to find credentials of the past.

Definition 6. A credential bundle scheme is forward secure if the success proba-
bility of any polynomial-time adversary in the following experiment is negligible:

1. Run (vk, sk)← CB.Setup(1λ), and give vk to the adversary.
2. The adversary is given access to an extract oracle with input (t, (m1, . . . ,mn)).

It obtains ct ← CB.Update(c0, t), where c0 ← CB.Gen(sk, (m1, . . . ,mn)).
3. Finally the adversary outputs (t∗, τ∗, (m∗

1, σ
∗
1), . . . , (m

∗
n∗ , σ∗

n∗)).

We say the adversary succeeds if CB.Ver(vk,m∗
i , t

∗, (τ∗, σ∗
i )) = 1 for all i ∈

[1, n∗], and if no superset of (m∗
1, . . . ,m

∗
n∗), was ever queried (in a single query)

to the extract oracle with time t ≤ t∗.

Instantiation. From any plain forward secure digital signature scheme (e.g.
[12,1,16,8,7,14]) we can easily construct a credential bundle scheme in which
the bundle is a collection of signatures of messages “τ ||mi”, where each mi is
the name of an attribute and τ is an identifier that is unique to each user.
Conversely, when a credential bundle scheme is restricted to singleton sets of
messages, its forward security definition is equivalent to normal forward secure
digital signature.
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4.2 Forward Secure ABS Construction

Let A be the desired universe of ABS attributes. Let A′ denote a space of pseudo-
attributes, where A ∩ A

′ = ø. For every message m and claim-predicate Υ we
associate a psuedo-attribute am,Υ ∈ A

′. Let CB be a secure credential bun-
dle scheme, with message space A ∩ A

′, and let (NIWI.Setup, NIWI.CRSGen,
NIWI.Prove, NIWI.Verify) be a perfect NIWI proof of knowledge scheme. Our
ABS construction is as follows:

FSABS.TSetup: Let λ be a security parameter. The signature trustee runs (gk, sk)

← NIWI.Setup(1λ), crs← NIWI.CRSGen(gk, sk) as well as (tvk, tsk)← CB.Setup
(1λ) and publishes TPK = (gk, crs, tvk).

FSABS.ASetup: The attribute-issuing authority runs (avk, ask)← CB.Setup(1λ)
and publishes APK = avk and sets ASK = ask.

FSABS.AttrGen: The key generation algorithm takes as input a subset of at-
tributes A ⊂ A and the secret key ASK. Ensure that A contains no pseudo-
attributes. Then output the result of skA,0 ← CB.Gen(ASK,A).

FSABS.Update: On input a signing key skA,i for attribute A and new time period
j, if i < j ≤ T the user updates the secret key by skA,j ← CB.Update(skA,i, j).

FSABS.Sign: The signing algorithm takes as input the public keys TPK, APK,
a signing key skA,i for attribute A and current time period j, a message m and
a claim-predicate Υ . Assume Υ (A) = 1. Parse skA,j as (τ, {σa,j |a ∈ A}). Define

Υ̃ := Υ ∨ am,Υ , where am,Υ ∈ A
′ is the pseudo-attribute associated with (m,Υ ).

Thus, we still have Υ̃ (A) = 1. Let {a1, . . . an} denote the attributes appearing
in Υ̃ . Let vki be avk if attribute ai is a pseudo-attribute, and tvk otherwise.
Finally, let Φ[vk,m, Υ, j] denote the following boolean expression:

∃τ, σ1, . . . , σn : Υ̃ ({ai|CB.Ver (vki, ai, j, (τ, σi)) = 1}) = 1

For each i, set ˆσi,j = σai,j from skA,i if it is present, and to any arbitrary
value otherwise. Compute π ← NIWI.Prove(crs, Φ[vk,m, Υ, j], (τ, ˆσ1,j , . . . , ˆσn,j)).
Output π as the ABS signature.

FSABS.Verify: The verification algorithm takes as input a messageM , a signature
π, a time period j, a signing policy Υ and the public keys TPK, APK. Output
the result of NIWI.Verify(crs, Φ[vk,m, Υ, j], π).

Security of the Generic Construction

Theorem 1. The scheme is private if the NIWI is composable witness indistin-
guishable.

The privacy follows directly from the composable witness indistinguishable prop-
erty of the NIWI.
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Theorem 2. The scheme is unforgeable if the NIWI has knowledge extraction
and the CB is forward secure.

Proof. If the NIWI scheme is sound, we can show that any adversary A that vio-
lates ABS unforgeability can be used to construct an algorithmB that breaks the
security of the underlying credential bundle scheme, with non-negligible proba-
bility. Suppose B receives vk from the challenger C of the CB security experi-
ment. Let B flips a random coin b = 0/1 and perform one of the following two
simulations:

Simulation 0: B runs (gk, sk) ← NIWI.Setup(1λ), (crs, τ) ← NIWI.Ext1(gk, sk)
and sets tvk = vk. Note that A cannot distinguish a real CRS from a simulated
CRS by the security of the NIWI proof system. B gives TPK = (gk, crs, tvk) to
A. B runs (APK,ASK)← FSABS.ASetup(1λ) honestly and gives APK to A.

When A makes a query A ⊆ A to the FSABS.AttrGen Oracle, B computes
the response honestly using ASK. When A makes a query (A, t,m, Υ ) to the
FSABS.Sign Oracle, B requests from C the CB.Gen Oracle a singleton bundle for
the pseudo-attribute associated with (m,Υ ) and time t. B uses the result as a
witness to generate a NIWI proof of Φ[vk,m, Υ, t] to use as the simulated ABS
signature.

Finally A outputs a valid forgery (m∗, Υ ∗, π∗, t∗), B uses NIWI.Ext2 with the
trapdoor τ to extract a witness for Φ[vk,m∗, Υ ∗, t∗]. Extraction succeeds with
overwhelming probability, thus we obtain a bundle that contains the pseudo-
attribute associated with (m∗, Υ ∗) and time t∗, or sufficient attributes to satisfy
Υ ∗. If the bundle contains the pseudo-attribute, then it represents a forgery
against tvk = vk from the experiment with C, since B has never requested
(t∗, (m∗, Υ ∗)) from the CB.Gen Oracle.

Simulation 1: Similar to above, except that B sets avk = vk instead of tvk. B
honestly generates tvk as in FSABS.TSetup. B gives simulated ABS signatures
to A by generating bundle signatures on the pseudo-attribute. B forwards all of
A’s queries on its FSABS.AttrGen Oracle to the CB.Gen Oracle provided by C.
Finally A outputs an ABS forgery and B uses NIWI.Ext2 with the trapdoor τ
to extract a witness. If the extracted bundle satisfies Υ ∗ (rather than contains
the associated pseudo-attribute), then B returns the bundle as a forgery in the
experiment with C.

The above simulations are identical from the view of A. Any valid forgery by
A must be extracted to give a forgery suitable for one of the two simulations.
Therefore, we can see that the advantage of one of the two simulations in its
unforgeability game is comparable to that of A in the ABS forgery game (losing
only a factor of 1/2). ��

Instantiation. We can instantiate our generic construction using the CB scheme
is section 4.1 and the NIWI proof of Groth and Sahai [11]. Note that the Groth
and Sahai’s proof (for the SXDH and DLIN instantiation) only has a knowledge
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extractor for the group elements, but not the exponent elements [17]. Observe
that the private keys of our CB scheme only consist of the group elements. There-
fore, we simply use the SXDH or DLIN instantiation of the Groth and Sahai’s
proof together with our CB scheme.

5 Conclusion

Key exposure is a fundamental limitation of ordinary digital signatures: If the
secret key of a signer is compromised, all the signatures of that signer become
worthless. This issue can be properly addressed using forward-secure techniques,
which ensures that past signatures remain valid even if the current secret key is
leaked. While the notion of attributed-based signatures was introduced in 2008
and many variants have been proposed, the issue of key exposure in ABS has
never been formally studied. We filled this gap by giving a generic (also the first)
design of forward-secure attributed-based signatures with provable security. We
believe the result presented in this paper will draw the attention of cryptogra-
phers and anticipate more efficient designs of forward-secure attributed-based
signatures.
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