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Abstract. In this paper, we introduce a new blind steganalysis method that can
reliably detect modifications in audio signals due to steganography. Lossless data-
compression ratios are computed from the testing signals and their reference ver-
sions and used as features for the classifier design. Additionally, we propose to
extract additional features from different energy parts of each tested audio signal
to retrieve more informative data and enhance the classifier capability. Support
Vector Machine (SVM) is employed to discriminate between the cover- and the
stego-audio signals. Experimental results show that our method performs very
well and achieves very good detection rates of stego-audio signals produced by
S-tools4, Steghide and Hide4PGP.
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1 Introduction

In contrast to steganography, which is the science of hiding a message in an innocu-
ous multimedia cover file, steganalysis is the science of detecting the presence of hid-
den messages. Audio steganalysis techniques have been actively investigated in the last
decade. This interest is attributed to the growing number of steganography algorithms
and the threats they represent. In practice, the work of a steganalyst is based on finding
any unnatural modification resulting from the embedding process that might exist in the
suspected audio file. To date, there is no known steganographic system that hides data
in a perfect secure and undetectable way. All embedding algorithms leave a fingerprint
in the stego-audio unless a very small embedding capacity is achieved. Although some
research works had managed to reliably detect the presence of hidden data in audio-
signals, so far all of them rely on the change of the intrinsic properties (features) of the
audio signals to distinguish between stego- and cover-audio signals. Once the features
are extracted, most of the steganlysis methods apply a learning process to differentiate
between the cover- and the stego-audio signals. The learning process is done by training
a machine learning such as a support vector machine (SVM) [1] on a dataset fed with
statistical properties (features) extracted from the cover and stego-audio signals. The
right choice of these features reinforce the discriminatory power between cover- and
stego-audio signals.
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Authors in [2] presented a universal steganalysis algorithm for high quality recorded
speech. In this work, a statistical model is constructed to capture the irregularities be-
tween the cover and the stego signals’ spectrograms. The use of audio quality mea-
sures for audio steganalysis was proposed by [3]. The authors selected a set of nineteen
perceptual and non-perceptual domain audio quality measures (i.e, Signal-to-noise ra-
tion, Log likelihood) to distinguish between the stego-signal and its de-noised version
(used as an estimate to the cover-signal). ANOVA test [4] and SFS (Sequential Float-
ing Search) [5] were used to select the most appropriate measures to better detect the
presence of hidden messages. To improve the latter technique, [6] proposed a content
independent distortion measures as features for the classifier design. Instead of creating
a reference signal via a de-noised version of the stego-signal, they proposed to use a
single reference signal that is common to all signals to be tested. The author has also
minimized the set of quality measure used in [3] to only five. In [7], the features are
extracted from the histograms of both statistical moments and frequency domain of the
tested audio signal. The same methodology was applied by [8]. However, only higher
order statistical moments of histogram and frequency histogram for both signal and its
wavelet sub-bands are extracted and used as features to train an SVM classifier. The
features (mean, variance, skewness, and kurtosis) wavelet coefficients are supposed to
provide information about the frequency distribution of the audio signal and informa-
tion about the difference between the wavelet coefficients and their linear predictive
values. The same principle in selecting the features was followed by [9]. However, the
signal reference used is a self-generated signal via linear predictive coding. In [10], the
authors used the mean and the standard deviation as features captured from high fre-
quencies of first, second, third and fourth order derivatives of the audio signal spectrum.
A reference signal is generated by randomly modifying the least significant bits of the
stego signal. The latter method was further improved in [11] by extending the features
developed in [10] to include mel-cepstrum coefficients (widely used in speech recogni-
tion) [12] extracted from the second derivative and also from wavelet spectrums of the
audio signal. This method is also an improvement of the work presented in [13], where
mel-cepstrum coefficient were exploited for the first time in audio steganalysis and used
as features to train the classifier. More recently, the same authors [14] proposed to use
stream data mining for high complexity audio signals steganalysis. Their approach is
based on extracting the second order derivative based Markov transition probabilities
and high frequency spectrum statistics as features of the audio streams. A steganalysis
method based on features extracted from the co-occurrence matrix of audio signals is
presented in [15]. The statistic features are calculated from the amplitude components
of audio signals. Preprocessing of principal component analysis (PCA) is performed on
statistic features trained with SVM classifier. In the same perspective, [16] proposed to
use Hausdorff distance [17]. Wavelet de-noising is applied on the stego-signal to create
a cover-signal estimate. The Hausdorff distance measure is computed at various wavelet
decomposition levels from which the statistical moments are generated. In [18], the ste-
ganalysis method is based on negative resonance phenomenon in audio signal created
due to data embedding. The proposed method uses features such as mean, variance,
skewness and kurtosis derived from the stego and its linear predicted value. In general,
the features used in previous work are extracted from the entire tested audio-signals, a
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process that could dilute the hiding error effect on the stego-audio signal. To select our
features, we exploit the disparities in lossless data-compression ratios between audio
files with different information quantities (i.e., cover- and the stego-signals). We com-
pute the compression rates of distinct parts of each audio signal to collect additional
features to collect more informative data allowing to enhance the classifier capability.
Thus, each tested signal is split into four energy level parts: noise, low, medium and
high using active speech level (ASL) which is defined in ITU-T Recommendation P.56
[19]. The rational to not utilize only the entire signal for the compression process is that
different energy level parts (power classes) in the audio signal could be impacted differ-
ently during the hiding process. Extra features collected from this energy parts provide
more informative data allowing to enhance the classifier capability. Since the original
signal will not be available during the testing stage, we need to create a reference signal
for the received audio-files in order to compute the features vector. By randomly modi-
fying the 1st LSB layer of the tested signal, a signal version is created and is used as the
reference signal. We show the efficacy of our proposed algorithm on a large database
of audio signals and on different steganographic algorithms such as Steghide, Stool and
Hide4PGP [20,21,22]. This paper is organized as follows: the impact of lossless data-
compression and ASL on cover and stego signals are presented in Section 2 and Section
3. Section 4 discusses the preprocessing steps to generate our features. In Section 5.2,
classification results by SVM and evaluation study are revealed. Finally, we conclude
this chapter with a summary of our work in Section 6.

2 Lossless Data-Compression and Signal Energy

Lossless data compression involves the compression of any type of files in a way that
they can be latter recovered bit-wise identical to the original. It is based on removing
redundant or ”unnecessary” bits of data to reduce the file to its smallest version. When
data is hidden in a cover file, the quantity of information of the file changes and so does
the compression ratios. However, since the audio signal content and its energy vary as
time progresses, performing lossless data-compression on distinct energy parts of the
signal allows to capture all subtle changes in the audio-signal. For the compression
operation, we selected three utilities (zip, rar and wavpack). These tools give distinct
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Fig. 1. Compression rates (1- compression ratio) for noisy part (a) and entire signal (b)
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compression ratios when applied on the same audio file, which result in augmenting
the detection rates of stego-audio signals as more informative data are collected. The
Figures (1a) and (1b) illustrate the varying effect of lossless data-compression per-
formed with zip, rar and wavpack utilities, on noise-only as well as an entire speech
signals. The figures also describe the relation between the compression rate and the en-
ergy associated to the audio signal. More precisely, the higher are the energies the lower
are compression rates of the audio signals (noise or signal). This result shows that using
lossless data compression, stego and cover audio signals are more distinguishable at
their lower energy parts.

3 Active Speech Level

ASL determines a speech activity factor (Spl) representing the fraction of time where
the signal is considered to be active speech and the corresponding active level for the
speech part of the signal [19]. The speech activity algorithm computes the speech en-
ergy value at each sample time (frame) and is computed using the library tool voicebox
available at http://www.ee.ic.ac.uk/hp/staff/dmb/voicebox/
voicebox.html . To determine which frames belong to high, medium, low and
noisy (pause) power classes of active speech, Spl (dB) is compared with a discrete
set of thresholds. The thresholds set are chosen based on experimental considerations
and they are specific to normalized audio files of our datasets which statistics are shown
in Table 1. An example of speech-signal division process to parts with different power
classes using ASL and the thresholds set is illustrated in Figure (2a). Final division
result is shown in Figure (2b).

The impact of lossless data-compression on different power classes of audio signals
is illustrated in Figures (3a) and (3b). These figures show that stego-audio signals are
less compressible than the original audio signals (Figure 3b). In addition, the figures
also indicate that the compression rates are more less important in high energy audio

Table 1. Statistics about the composition of the datasets in terms of different audio signal parts
and thresholds set used to categorize the frames as noisy, low, medium or high

Power classes Audio (%) Speech (%) Music (%)
2700 sec 1550 sec 1150 sec

Noise 14.76 24.03 2.26
Low 15.54 22 6.84

Medium 50.03 39.19 64.64

High 19.67 14.78 26.26

Power Threshold
classes (dB)

noise -45
Low -35

Medium -25
High -15

http://www.ee.ic.ac.uk/hp/staff/dmb/voicebox/voicebox.html
http://www.ee.ic.ac.uk/hp/staff/dmb/voicebox/voicebox.html
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Fig. 2. Speech audio-signal division based on thresholds set. The blue curve in (2a) is the temporal
representation of a speech signal (left y-axis) while the red curve represents the energy in (dB)
per speech signal frame (right y-axis). The energy is computed by ASL and classified to four
power classes (2b) using the thresholds set presented in Table 1.
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signal parts (medium and high). This confirms our statement made in the previous sec-
tion where cover and stego signals are better discriminated in the lower energetic parts
of the audio signals.

4 Features Extraction

The features extraction step starts by creating the features vector representing the com-
pression factors difference (ε) between received (tested) audio-signals and their self-
generated reference versions. Features extraction are done as follows:

1. The speech signal is split into M frames of 10 ms and N samples each, st(m,n),
1 ≤ m ≤ M and 1 ≤ n ≤ N .

2. For each frame, compute Spl using voicebox tool.
3. Classify the frame as high, medium, low or noisy by comparing its Spl to the values

shown in Table 1.
4. Reassemble the frames of the same category into one part as shown in Figure 2b. At

the end of the process, each audio file will be divided into four audio signal parts:
noisy, low, medium and high energy.

5. Compute the compression ratio ηi for each part of the audio-signal as well as the
entire signal using lossless data compression utilities (zip, rar and wavpack). For
each audio signal, 15 compression ratios are computed (ηi, i=1...15) .

6. Calculate the compression factors difference (εi, i=1...15) between similar cate-
gories of tested st and its reference audio-signal sr sush as: εi =

√|ηti − ηri|.
The square root, a non linear amplification, is used to augment feeble ηi values and
therefore to signify their impact in the classification process. The Figures (4a) and
(4b) show the relative difference between ε values extracted from noisy parts as
well as entire signals.

The features vector of each audio signal contains 15 coefficients:Features = ε1, ε2, ..., ε15

0 20 40 60 80 100
0

0.04

0.08

0.12

0.16

0.2

Audio signals

C
o

m
p

re
ss

io
n

−f
ac

to
r 

d
if

fe
re

n
ce

 (
ε)

 

 

Cover
Stego

(a) noise audio signal part

0 20 40 60 80 100
0

0.04

0.08

0.12

Audio signals

C
o

m
p

re
ss

io
n

−f
ac

to
r 

d
if

fe
re

n
ce

 (
ε)

 

 

Cover
Stego

(b) entire audio signal

Fig. 4. Variation of the compression factors difference (ε) in noisy parts (4a) and in entire sig-
nals (4b) of 100 audio-files. The compression is performed by zip utility and the stego files are
generated with Hide4PGP.
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5 Evaluation Measures

5.1 Datasets

For each tested steganography algorithm, two datasets are produced: training and test-
ing (Tr and Ts). Each dataset contains 270 stego and cover WAV audio signals of 10 s
length. All signals are sampled at 44.1 kHz and quantized at 16-bits. Each training and
testing dataset contains 135 positive (stego) and 135 negative (cover) audio samples.
We used on-line audio files from different types such as speech signals in different lan-
guages (i.e, English, Chinese, Japanese, French, and Arabic), and music (classic, jazz,
rock, blues). All stego-audio signals are generated by hiding data from different types:
text, image, audio signals, video and executable files. The datasets Tr and Ts consist of
a matrix of {εi, li},where εi refers to 15 compression-factors difference, and li ∈ {±1}.
The values +1 and -1 correspond to ”Stego-audio” and ”non Stego-audio” classes re-
spectively. The performance of the proposed steganalysis algorithm is measured by the
ability of the system to recognize and distinguish between stego and cover-audio sig-
nals. Next, we present a performance analysis of our steganalysis algorithm.

5.2 Results

In this section, we investigate the detection rate of our steganographic algorithm based
on classification results of the SVM classifier used in conjunction with the Radial Ba-
sis Function (RBF) kernel [23]. In this study, we used SVMs library tool available at
http://www.csie.ntu.edu.tw/˜cjlin/libsvm. The detection rates of our
algorithm are reported in Tab.2, more details are reported in the Figures 5b and 5a. The
performance of the proposed steganalysis method is measured by how well the system
can recognize and distinguish between the stego and the cover-audio signals. In order
to analyze the evaluation measures, we firstly define the following:

– TP: stego-audio signal classified as stego-audio signal
– TN: cover-audio signal classified as cover-audio signal
– FN: stego-audio signal classified as cover-audio signal
– FP: cover-audio signal classified as stego-audio signal

In the subsequent formula, all represents the number of all positive and negative audio
signals. The value of the above information is used to calculate the Accuracy(AC) =
TP+TN

all . Following the preparation of the training and testing features vectors for for
each studied steganographic tool, we use SVM classifier in conjunction with the RBF
kernel for the classification process. The results of the performance evaluation study
are reported in Table 2 where the accuracy of each tool is measured by the AC value.
The true positive rate and false negative rates are reported in Figure 5a while in Fig-
ure 5b true-positive versus true-negative rate of the proposed steganalysis algorithm are
presented. Higher AC values and ROC correspond to more accurate steganalysis detec-
tion performance. The results show that the features extracted by our method are very
informative for the classification process. In addition, we only used 15 features for the
classification which results shorten the computation time needed for the classification
process. Most importantly, the proposed method offers very high accuracy in regards
to stego-audio files detection. Stego files generated by Hide4PGP and Stools are 100%
detected (Figure (5b)) versus 96% in Steghide.

http://www.csie.ntu.edu.tw/~cjlin/libsvm
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Fig. 5. Lossless compression-based audio-steganalysis results on tested steganographic methods
[20,21,22]

Table 2. Overall lossless data compression-based audio steganalysis

Hiding methods AC
Hide4PGP 1

S-Tools 0.91
Steghide 0.81

6 Conclusion

In this paper, we proposed a simple to implement yet effective new blind audio steganal-
ysis method. This method is based on lossless data compression techniques. To improve
the detection rates of our method, more informative features are extracted from distinct
energy parts of the audio signals. The proposed method have shown better accuracy
rates when compared with existing landmark methods. Finally, the success of the pro-
posed steganalysis method in detecting steganographic audio signals encouraged us to
plan future investigations such as minimizing the features vector and further extending
our proposed method to other steganographic applications which involve hiding small
amount of data in the audio signals.
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