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Abstract. This article addresses the development of electronic identification 
(eID) for public e-services and reports from an empirical study of young 
Swedish university students’ attitudes towards eID. A public e-service at the 
Swedish Board for Study Support which demanded secure electronic 
identification was focused. Our findings from three focus groups show that 
usability and security are two main themes that the respondents found to be 
important in order to trust eID and e-services. This example of how citizens’ 
attitudes towards eID can be explored in focus groups is related to an on-going 
national development process of a new eID solution on a strategic and artifact 
level. In this process no citizens are participating or involved so far. Potential 
risks with neglecting citizen attitudes in such processes, in a longer perspective, 
are decreased usage of public e-services and lack of trust in e-government. This 
article shows that citizens’ attitudes can serve as important additional input to 
the development of eID solutions that supports successful e-government. 
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1 Introduction 

The use of public e-services is increasing in most countries, as an important part of e-
government. More advanced, integrated public e-services are introduced, compared to 
early years’ cataloguing e-services [22]. Complex e-services do often require secure 
solutions for electronic identification and signing of documents [cf. 30]. There are 
many on-going efforts to develop electronic IDs (eID) that are equally secure and 
easy to use, both on national level [35] and in international projects. The European 
Commission conducted a survey in 2007 indicating that a majority (28 out of 32) of 
the member countries use or plan to use an eID scheme [12]. Some countries have 
signed agreements on mutual recognition, but eID systems differ between member 
states and inter-operability across borders was almost non-existent at the time of the 
survey [ibid.]. In EU this situation has been addressed within the STORK project 
(Secure identity across borders linked) where a European eID inter-operability 
platform has been established in order to enable citizens and businesses to use their 
national eIDs in any participant member state for use of public e-services [ibid.]. 
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In Sweden, which is the national context of the empirical study in this article, a 
coordinating function responsible for the development of Sweden’s future eID 
solution has recently been established. The commission of this e-identification board 
is to define technical requirements and enable government agencies’ and 
municipalities’ access to eID solutions. The goal of this effort is to provide eIDs to 
citizens and businesses that are easily accessible and possible to use together with all 
public e-services. This should also enhance competition between service providers 
and improve conditions for developing new methods of electronic identification and 
signing of documents [35]. 

As these examples show, there is a lot of work going on in the field of eID 
development and implementation. Even though the e-government area nowadays is 
surrounded by statements of the importance to be citizen-oriented and user-focused 
[e.g. 5; 18; 24; 26; 36], we do however not identify the same user centeredness when 
it comes to eID development. The issue’s complicated matter seems to imply a focus 
on infrastructures, standardization, and involved governmental actors’ power relations 
at the expense of citizens. eID’s technical nature together with security and privacy 
issues are instead put in foreground. The ambition to reach consensus among all 
involved public organizations seems to be demanding enough, without analyzing 
citizens’ attitudes as users of eID. In one sense, eID can be viewed as a technical 
aspect of e-services. No one choses to use an eID without a purpose; i.e. an eID is 
always used in conjunction with an e-service, and as such it is an important 
prerequisite for an e-service. On the other hand, for the common e-service users it can 
be difficult, and not even necessary, to separate the eID from the e-service. The link 
between an e-service and the eID is also an aspect not explicitly addressed in the 
literature. The eID in general has received relatively little attention in non-technical 
research [33] and is identified as an urgent research theme [17]. To put it in other 
words, the material dimension of the eID has, so far, received more attention than the 
social and organizational dimension of it [cf. 27]. The users’ experience of the eID 
might influence their opinions of the e-service and vice versa, as well as the service 
provider, largely. This makes us argue that citizens’ attitudes towards eID are crucial 
to understand, from a theoretical and practical point of view, in order to increase 
successful public e-service and e-government development, implementation, and use. 

The purpose of this article is, thus, to highlight the importance of addressing and 
exploring a selected group of citizens’ attitudes when developing eID solutions within 
a public e-service context. We report from an empirical study of young Swedish 
university students’ attitudes towards eID when using an e-service at the Swedish 
Board for Study Support. Three focus groups were conducted with students who were 
asked to use a public e-service which demanded secure electronic identification. After 
having conducted the assigned tasks the students’ attitudes were discussed in the 
focus group. By using this example we aim to show that a thorough understanding of 
how a certain crucial target group (in this case students who finance their university 
studies with national study loans) apprehends the use of electronic identification is 
vital in this kind of national development process.  
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After this introduction, the article is organized in the following way: In Section 
Two we describe the theoretical background of electronic identification as well as 
citizen participation and involvement in e-government projects, followed by the 
research approach and the focus group design in Section Three. In Section Four we 
present and analyze our empirical findings. The article is concluded in Section Five, 
together with some statements about further research. 

2 Theoretical Background 

In this section of the article we discuss core concepts from the fields of electronic 
identification and citizen involvement and participation in e-government projects. 

2.1 Electronic Identification 

When technical systems, with social and material dimensions [27], such as e-services, 
are developed to avoid risks and problems in society, new risks might evolve 
simultaneously [11]. The development of eID solutions is an example of this kind of 
process that deals with certain problems, but also creates new requirements of security 
and trust in the systems. In Sweden several governmental inquiries have questioned 
both the technical infrastructure and the business model that today’s eID solution 
builds upon. The investigations point at several weaknesses; e.g. technical 
complexity, a complicated business and pricing model, as well as lack of 
transparency, flexibility, user interface standards, and a long-term perspective. 
Additionally, user related problems are also reported regarding acquisition, usage and 
updating of eIDs. It is, for example, not possible to use eIDs on public computers 
since the eID is connected to certificates and security applications on a certain 
computer. People without permanent residence in Sweden cannot easily get an eID 
which might be seen as a democracy problem. People who need to use eID in their 
professional work have to use their personal eID as all eIDs are based on a person’s 
social security number. [34] Altogether, there is a fear that the legitimacy of safe 
public e-service provision might be threatened by these weaknesses. Since the 
agreement with the present eID solution providers soon is about to be renewed, a 
development process that should result in a new eID solution avoiding the above 
mentioned problems has been initiated. 

The process is organized by the Swedish e-identification board, mentioned in the 
introduction. The process is on-going and has so far engaged public sector in many 
ways; both directly as participants in the process and as reviewers and critics of the 
suggested outcome. A public investigation has been conducted, a hearing has been 
held, and many public actors have been involved in different ways [35]. In one sense 
this process is very inclusive and open minded as it strives to listen to and involve as 
many stakeholders as possible. One group that is left outside the process is, on the 
other hand, the citizens. 
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2.2 Citizen Involvement and Participation in E-Government Projects 

In an e-government context, public e-services are developed for “all citizens”, thus, an 
inclusive ambition seems feasible [e.g. 2; 4; 31]. Understanding the needs, usage 
situation, requirements and challenges of future users is necessary in order to develop 
public e-services that will be frequently used. Governments cannot actively stimulate 
or even force usage in the same way as a private organization can order employees to 
use a certain IT system. This situation makes it even more delicate to develop public 
e-services. Commonly used methods for user participation, such as participating in the 
project group, in focus groups (as described below) or test groups, might be useful in 
the e-government context as well. But since such representatives for citizen groups 
always will be extremely marginal in relation to all possible users in a target group, 
we also need other methods to involve citizens [5]. 

In e-government policies and strategies there has often been a strong rhetorical 
emphasis on the citizen perspective. In many governments’ national strategic action 
plans for their e-government agenda, citizen aspects, as a part of “customer 
orientation”, are distinctly put forth. The ambition to ease citizens’ authority contacts, 
provide better public services, make governmental internal work processes more 
efficient and ease administrative burden, and increase possibilities to participate in 
democratic processes (e-participation) are a few examples of intended citizen benefits 
to be identified in strategic governmental intentions and documents [e.g. 8; 36; 39]. 
At the same time, lack of citizen participation and involvement is common in many e-
government projects and by several researchers explained as a reason for unsuccessful 
project results [e.g. 18; 29]. Citizen participation can contribute to e-services that are 
usable for the citizen and meet an experienced need or solve citizens’ problems [15]. 
These e-services also have potential to be trusted and perceived as secure, as trust in 
technology and administration often goes hand in hand [6]. Altogether, previous 
studies on the importance of citizen participation [5] imply that the development 
process of eID should not be seen as an exception. Citizens’ attitudes, thus, need to be 
considered when developing eID solutions as a part of public e-service use and e-
government development and implementation. 

3 Research Approach 

The overall research design in this study is qualitative and interpretive [41] and based 
on three interactive focus groups. Focus groups have a long history as a data 
collection method in the marketing field [13]. Over the years focus groups have 
become an instrument in the public society to hear “the people’s voice”. Focus groups 
are also used as a data collection method by researchers, mainly in social sciences 
[40]. Recently, focus groups have been used as a method in critical social information 
systems (IS) research [37]. Morgan [25] describes focus groups as group interviews. 
A moderator guides the group when discussing decided issues by posing questions (in 
our case open ended questions together with questions oriented towards particular 
aspects of the eID solution) that have been formulated in advance. A focus group is 
always created with a specific purpose; a knowledge gap that the focus group is 
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supposed to fulfill. Focus groups are a feasible method to gather knowledge and 
enquiries from different individuals [ibid.]. Different persons possess pieces of 
knowledge about a certain matter and when these pieces are brought together, shared 
and discussed the total amount of knowledge increases. When organizing and 
performing a focus group it is important to be able to declare what the group is 
supposed to produce; the expected outcome. 

The moderator who coordinates the focus group must try to facilitate that everyone 
participates and that no one dominates the group. The atmosphere should be friendly 
to encourage everybody to contribute to the discussion in order to fulfill the 
underlying purpose of the focus group. The moderator is not supposed to insert his or 
her own opinions into the discussion [20]; instead the moderator should ask 
generative questions to the group. Morgan [25] argues that the focus group can be 
either homogenous or heterogeneous. This implies that the participants can either be 
gathered so that they are similar or different regarding certain matters; for example, 
gender, age, education, and life situation. There are advantages with groups of people 
knowing each other as well as with groups of strangers. Individuals view issues from 
different perspectives and focus groups are, thus, a suitable method to use in order to 
understand how different views are constructed and expressed [19]. Focus groups 
thereby provide a profound discussion in a certain matter. This is in line with Powell 
and Single [28] who define a focus group as ‘a group of individuals selected and 
assembled by researchers to discuss and comment on, from personal experience, the 
topic that is the subject of the research’ [p 499]. 

Stahl et al. [37] note that focus groups, despite the long history in many fields, still 
is not an often used data collection method in IS research. However, focus groups 
have been used in several e-government projects to gather citizens’ opinions of e-
services [9; 10] before and during e-service development processes [e.g. 1; 23]. Focus 
groups have also been characterized as a suitable and beneficial research method 
when conducting e-government studies [3]. In this study we follow a proposed phase 
model for focus groups in e-government development and implementation projects, 
which is further described below. 

3.1 Focus Group Design and Performance 

Axelsson and Melin [4] propose a phase model to guide the performance of focus 
groups. The phases are (1) introduction, (2) open discussion – brainstorming, (3) 
discussion from user scenarios or use of e-services, (4) concept based discussion, and 
(5) evaluation. In this study the Swedish Board for Study Support was chosen as the 
empirical case. The Swedish Board for Study Support is an agency which early 
launched public e-services that demanded secure electronic identification and was, 
thus, suitable for this study. The Swedish Board for Study Support’s main, and 
crucial, target group is students who finance their studies by national study loans. 
Therefore we recruited in total 16 university students from a Swedish university as 
focus group participants. Three focus groups were arranged; one focus group with six 
students from mixed educational programs (“Mixed”), one focus group with six 
students from information systems studies (“IS”), and one focus group with four 
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students from culture studies (“Cultural”). By doing this we aimed for both 
heterogeneous and homogenous groups regarding educational background, as 
discussed by Morgan [25]. The focus groups also differed regarding gender, which 
year of university studies the student was in, and what kind of computer and 
certificate the student used. Both soft certificate (“Soft”) (downloaded to a certain 
computer) and hardware based certificates (“Hard”) (a smartcard with the certificate) 
were used, as well as PC compatible computers (“PC”) and Apple Macintosh 
(“Mac”). Below in table 1, the focus group participants are described. 

Table 1. Three Focus Groups 

Focus group Gender Respondent Year Education Certificate Computer 

 Male M-1 5 Industrial economics Soft PC 

Mixed Male M-2 1 Industrial economics Soft PC 

 Female M-3 1 Information systems Soft PC 

 Female M-4 4 MBA Hard Mac 

 Male M-5 2 Information systems Hard PC 

 Male M-6 1 Industrial economics Soft PC 

 Male IS-1 4 Information systems Soft Mac 

IS Male IS-2 4 Information systems Soft PC 

 Male IS-3 4 Information systems Soft PC 

 Male IS-4 4 Information systems Soft Mac 

 Male IS-5 4 Information systems Soft Mac 

 Female IS-6 4 Information systems Soft PC 

 Male C-1 3 Cultural studies Soft PC 

Cultural Male C-2 1 Cultural studies Hard PC 

 Female C-3 4 Cultural studies Soft PC 

 Female C-4 4 Cultural studies Soft PC 

 
We followed the advice to let two moderators lead the focus group [4]. One of 

them could then be active and provide the discussion by posing questions while the 
other documented and observed the situation. The focus groups were initiated by the 
two moderators who introduced the purpose of the focus group. All participants had a 
client relation to the Swedish Board for Study Support; i.e. they had taken national 
study loans. They had also access to an eID and had previously used some e-services 
at the Swedish Board for Study Support’s website. This implies that the participants 
were not totally novel e-service and eID users. After the introduction and an open 
discussion about the electronic identification topic, the participants were asked to use 
an e-service at the website (www.csn.se) to perform two tasks; 1) use their eID to 
login and calculate the repayment, and 2) suppose that they have forgotten their eID 
password and had to solve this problem. When all participants had performed these 
two tasks the moderators led the discussion based on open questions. The purpose of 
this discussion was to find out the participants’ opinions about the tasks they had 
completed; for example, if the tasks were easy, if they encountered any problems, but 
also how they thought about security aspects when they used their eIDs and the  
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e-service. Questions were asked both about the present solution for eID and wishes 
for the future. The focus groups were concluded with an evaluation where the process 
was examined in order to find aspects that could be improved in next focus group or 
issues that had not been covered in the discussion. 

The focus group documentation was then analyzed in an interpretative way [41] in 
order categorize data and identify patterns that would provide us with further 
understanding of young citizens’ attitudes towards electronic identification. This 
qualitative, empirically grounded analysis resulted in two major themes of the 
respondents’ attitudes; usability of eID and security of eID. These themes are 
discussed in the next section. 

4 Analysis of Focus Groups Statements 

In this section we discuss some inductive statements from the focus group participants 
in order to explore young citizens’ attitudes towards their use of eID. As the analysis 
of the empirical data indicates two major themes; usability and security, the 
statements are structured according to these themes. 

The focus group participants brought their own laptops (PC or Mac) to the meeting 
together with their soft or hardware based certificate for eID. They were asked to 
conduct the tasks in the web browser they usually use. Both soft and hardware based 
certificates have certain operative system (OS) requirements that have to be met. This 
implies that the user of a certain certificate has to install an approved OS and web 
browser version before use. Soft certificates are downloaded to the computer or to an 
USB memory stick. Soft certificates also require a security application on the 
computer, but can then be used without any other device. Hardware based certificates 
are placed on a smartcard which is put in a certain smartcard reader connected to the 
computer. The heterogeneity of today’s eID solutions was illustrated in the focus 
groups as the above mentioned platform dependencies were present and discussed. 

4.1 Usability of eID  

The focus group participants were asked to solve the task to get a new password for 
their eID. Depending on what eID solution they use, they encountered different 
usability related challenges and problems. The participants did not immediately know 
how to solve the task, but most participants found out that they had to contact their 
bank as the bank is certificate provider. The common opinion was that this was 
unnecessarily cumbersome. Several participants argued that it was not worth the 
effort to get a new password instead of downloading a new certificate: ”There are so 
few things I use eID for, so the effort I spend on downloading the certificate and put it 
on a USB stick that I bring with me, does not match the need. It’s easier to just 
download a new one next time.” [IS-3] 

The students use their eID rather seldom, which makes them argue that they could 
accept some usability inconveniences. On the other hand, they seem to find their eID 
solutions usable. As one of the respondents [IS-4] said, he would not use it if it had 
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severe usability problems. He argued that usability is much more important than 
security in this case. Another respondent agreed and continued: ”If it isn’t useful, I 
might as well choose to use paper forms and a pen instead.” [C-3] 

One respondent [M-6] thought that the fact that he has to download a new 
certificate when he changes computer makes the portability and the usability suffer. 
Another respondent [M-2] assumed that this must be an even larger problem for 
novice Internet users, which others agreed upon: “We are used to download things. 
What about elderly people who might not understand why they have to download 
security applications and certificates?” [M-3] 

Differences regarding how citizens of certain ages regard eID and the use of public 
e-services were also discussed during the focus groups. As we have only studied 
young and well-educated citizens (i.e. university students), most of them technology 
positive, this view might of course be biased. However, the respondents agreed that 
their generation is used to information technology and e-services, but also puts high 
expectations on their usability: ”We belong to the Wikipedia generation – a click and 
then we expect everything to be done.” [IS-1] 

Altogether the focus group discussions illustrate that even though the general 
impression is that the present eID solutions are rather usable, there are some aspects 
that influence the opinions about usability of eID. The frequency of eID use is put 
forth as one aspect together with how familiar a person is with the Internet and e-
services in general terms. These aspects seem to affect the attitude towards the use of 
eID. Flexibility in the usage situation is partly dependent on which kind of certificate 
a user has, and this is also emphasized as an important aspect of the usability 
impression. 

4.2 Security of eID 

The other theme present in the focus group discussions is security, which of course is 
an obvious dimension of electronic identification. One respondent said that she finds 
her eID to be safe, which is important for her: ”If I had not felt it was safe, I would 
not have used it.” [IS-6] 

One of the respondents [IS-1] argued that security in present eID solutions is rather 
low, that is at least his impression of it. He said that since he downloads a new 
certificate each time he uses the eID, due to forgotten passwords, he gets the feeling 
that it is unsecure. Another respondent [IS-3] continued this line of thinking and said 
that the security level is so high that the usability suffers and that, instead, decreases 
security, when people act as this respondent [IS-1] does. 

The focus groups with students from mixed educations and information systems 
studies mostly agreed that the use of eID had several advantages compared to the use 
of paper-based forms. The speed and the sense of security when getting a receipt 
immediately after signing a document were regarded as advantages compared to 
manual handling. In the third focus group, consisting of students in cultural studies, 
the opinion that traditionally signing feels more secure was instead dominating. This 
notion was also mentioned by a respondent in one of the other focus groups: ”I can 
‘feel the paper’ when I’m signing a document in a traditional way, instead of using 
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the Internet. I think people appreciate that feeling. That is probably the main reason 
for people not using e-services.” [IS-4] 

However, none of the three focus groups seemed seriously worried about security 
issues when using eID. The fact that there are no financial transactions or sensitive 
personal information in the tested e-service appears to be decisive. The students use 
eID mainly in their contacts with the Swedish Board for Study Support and the 
Swedish Tax Agency. These agencies’ e-services do concern financial matters (loans 
and taxes), but the students do not apprehend the eID use as directly influencing their 
finances. A respondent argued that there is no really harm if: “[…] someone would 
sign something in my name at the Swedish Board for Study Support.” [M-1] 

This is an interesting opinion to relate to the on-going development processes of 
new eID solutions, as security is the main theme in these projects. An eID solution 
does of course have to be secure. The focus groups results do, however, illustrate that 
usability aspects are put forth as even more important to young citizens than security. 

5 Conclusions and Further Research 

Even though the findings from the focus groups indicate that young citizens regard 
usability as more important than security aspects when using eID, we also identified a 
relationship between usability and security in the data material. Both usability and 
security aspects are requested if the respondents should use the eID and, 
consequently, the e-service. When they regard the levels of both usability and security 
as satisfying they trust the electronic identification and signing process. The attitudes 
above concerning usability and security are, thus, linked to trust – a theme only 
briefly touched upon above in the focus group data. Trust is an important factor in all 
identification processes; both as a prerequisite and as an effect of identification. In 
fact, democracy depends in part on the trust in public institutions on a general level 
[21]. Therefore, trust is an essential issue also in e-government research and 
development. Several studies have explored the role of trust in different sectors.  

Trust can be related to the potential of public e-services to improve government 
transparency, responsiveness, and accountability. Even with this potential, e-services 
will only be adopted if citizens deem them trustworthy [6]. Bélanger and Carter [ibid.] 
provide a model where they divide trust into institution-based trust (e.g. trust in the 
Internet, such as secure data transmission, as an essential part of e-government) and 
trust in the government agency providing the e-service. The latter highlights aspects 
such as organization and knowledge in the agency. Labels like “trust in the 
government” and “trust in the Internet ” are also present [ibid.]. In the light of this 
model, usability aspects might be related to trust in the government while security 
aspects are vital for trust in the Internet. Understanding both these kinds of trust 
seems to be essential for development of successful eID solutions.  

The perceived level of trust in the eID influenced whether the respondents in our 
study choose to use the e-service or not. If they cannot remember their password or 
find it too cumbersome to download a new certificate, they use another 
communication channel when interacting with the agency. This is an important aspect 
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that goes against the view of eID development as a purely technical matter that does 
not have to comprise any user participation. One theoretical contribution of the study 
is thus that there is a need to focus both social and material dimensions of the artifact 
[27] in this case the eID. The eID obviously serves as an entrance to the e-service, 
which usability and security levels might discourage or encourage the citizen to go on 
and use the e-service. This is in a long-term perspective decisive for an agency’s 
possibility to realize the potentials in using e-services as a part of e-government 
development. 

The purpose of this article has been to highlight the importance of addressing and 
exploring a certain group of citizens’ attitudes when developing eID solutions within 
a public e-service context. The three conducted focus groups have provided us with 
illustrations of how young citizens, in our case university students within different 
study programs, think about the usability and security of eID. Even though the small 
amount of respondents cannot tell us how general these attitudes are in a statistical 
sense, the very presence of attitudes of eID indicates that citizens should not be 
excluded from the development and the future implementation process. This also calls 
for further theoretical and practical investigations of perspectives and models, e.g. 
conceptual foundations of identity and e-identity [16]. This study contributes with an 
illustration of how attitudes gathered from the focus groups can be used as an early 
warning system providing decision makers, development project leaders, and others 
with indications of aspects and interpretations of the intended eID solutions in an e-
service usage situation. Neglecting citizen attitudes cannot be done without risking 
that important opinions are disregarded. This might in a longer perspective lead to 
decreased usage of public e-services and lack of trust for e-government, as discussed 
above. We have shown a brief example of how citizens’ attitudes can be caught. 
These attitudes can serve as important additional input to the development of eID 
solutions that supports successful e-government. A conclusion from this study is that 
citizen participation is important not only in public e-service development, but also 
when developing electronic identification solutions for e-services. This also calls for 
further conceptual and theoretical studies in the area. 

It is has not been our ambition to give a comprehensive view of citizens’ attitudes 
towards eID in this article, but our findings indicate that further citizen-oriented 
studies are necessary as complement in national and international development and 
implementation processes. Future contributions to conceptual development regarding 
e.g. the linkages between the eID and the e-service, and the general citizen orientation 
perspective in the e-government research field are also essential. A more systematic 
approach to explore different citizen groups’ attitudes towards eID in an e-service 
context would be a feasible next step to take, also including groups with a different 
age structure, private vs. professional eID use, and public sector vs. private sector 
(e.g. e-business). Addressing trust [cf. 6] deeper in the eID context is another major 
issue for further research. eID can also be studied in relation to the concept of 
personal identity [cf. 7] and technology adoption and acceptance  [38] in order to 
better understand the theoretical basis for electronic identification. The latter 
dimension can also be combined with a more explicit stakeholder perspective [14; 32] 
in further research. The interface between the eID and the e-service used is also 
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interesting to study more in depth, as well as the type of e-service offered (e.g. if 
sensitive or more confidential information is affected than in the present case) and its 
relation the eID. The fact that several providers of e-services and eID’s are present 
makes the issue of trust and accountability even more delicate, not at least when 
breakdowns occur. 
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