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1 Institute e-Austria, Timişoara, Romania
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Abstract. Cloud computing has a huge potential to change the way
data- and computing-intensive applications are performing computations.
These specific categories of applications raise different concerns and
issues that can be bypassed by identifying relevant reusable cloud com-
puting patterns, on the top of specific cloud computing use cases. Devel-
opment of new cloud patterns will help offering a better support for the
development and deployment of scientific distributed application over a
cloud infrastructure.
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1 Introduction

Cloud computing, with its different deployment and service models, has a huge
potential to change the way we are performing computations, by moving it from
a traditional model to a service-based model – utility computing –, as a next
generation of commodity computing.

The National Institute of Standards and Technology (NIST) [13] offered a
very clear and simple definition of cloud computing , as “a model for enabling
ubiquitous, convenient, on-demand network access to a shared pool of config-
urable computing resources [...] that can be rapidly provisioned and released with
minimal management effort or service provider interaction.” A similar point of
view was expressed in a white paper from the UC Berkeley RAD Labs [1] :
“cloud computing refers to both the applications delivered as services over the
Internet and the hardware and systems software in the datacenters that provide
those services.”

However, in Berkley RAD Lab’s white paper a separation between utility com-
puting and private clouds was identified. As a consequence, provided that cloud
computing can be identified as “the sum of SaaS and utility computing” [1],
the same kind of separation exists between cloud computing and private clouds.
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With a slightly different point of view, G. Perry [14] specified that “cloud com-
puting is a broader concept than utility computing and relates to the underlying
architecture in which the services are designed”, that can be applied both to
utility computing and internal corporate data centers.

With a growing interest in cloud computing, there are a series of research chal-
lenges, as identified in [19], that still require specific attention from the research
communities. These challenges include automated service provisioning, data se-
curity, software frameworks, storage technologies and data management, or novel
cloud architectures. In addition, having different approaches for the various set-
ting of cloud computing, several important issues, like open standards interfaces,
opportunity of service level agreements (SLA) for service delivery, security in dif-
ferent service delivery models [18], or commonly accepted programming models
[12], still need to be addressed.

The mOSAIC project1, developed in the framework of the FP7-ICT pro-
gramme, is addressing a series of the issues and research challenges related with
cloud computing, as specified above, to deliver an open-source platform that
enables applications to negotiate cloud services as they are requested by their
respective users, and to develop an open-source cloud API, by which applications
will be able to specify and communicate their requirements to the platform.

Special attention is paid to the identification of a set o reusable patterns
and use cases relevant to the selected set of mOSAIC-enabled applications [15],
[11], that will be used both for validating the core of the mOSAIC platform
[6], and the different mOSAIC specific components. The set of mOSAIC specific
components include a semantic engine and a cloud agency [2], that will help
applications to have a better response in relation with their requirements in
terms of cloud resources, service level agreements (SLA) or quality of service.

2 Cloud Use Cases and Cloud Patterns

Different efforts were performed in order to identify cloud computing patterns. In
[10] several sets of patterns were described, closely related with the capabilities
offered by the Azure platform. Different categories of patterns were identified,
including computing (on-demand application instance, worker patterns), storage
(blob storage, structured storage patterns), communication (service interface,
service-oriented integration, and messaging patterns), and administration (cloud
deployment, design for operations, service instance management, managements
alerts, and service level management patterns). A different approach was offered
by a Sun presentation [17], where a set of software and infrastructure patterns
were identified, in relation with cloud computing2.

The different approaches for data- and computing-intensive applications (see
[12], [16], [4], [9], [7]) identified different concerns and issues related with cloud
computing. On the top of these issues and concerns, a common point of view

1 Detailed information available on project’s web site: http://www.mosaic-cloud.eu
2 Also available on SUN wiki: http://wikis.sun.com/display/cloud/Patterns
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can be developed by identifying and specifying a common set of reusable cloud
computing patterns, and the set of complementary cloud computing use cases.

2.1 Cloud Computing Use Cases

The Cloud Computing Use Cases Group defined a set of use case scenarios for
cloud computing [5], by using both the experience of cloud vendors, and cloud
consumers. The document offers a consumer-oriented view of cloud usage, and
highlights several concerns related with interoperability, standards and standard-
ization, security and SLA. Seven core cloud usage scenarios were identified, and
the specific interaction concerns related with these usage scenarios were exposed:
end user to cloud, enterprise to cloud to end user, enterprise to cloud, enterprise
to cloud to enterprise, private cloud, changing cloud vendors, and hybrid cloud
[5, pp. 18-19]. Also, Cloud Computing Use Cases Group provided an uniform
view of the relationships between cloud requirements and specific use cases, as
well as a set of developer requirements for cloud-based applications.

NIST, with the Standards Acceleration to Jumpstart Adoption of Cloud Com-
puting (SAJACC) initiative, developed a set of cloud use cases [3], by combining
the experience from industry, government agencies and academia. The efforts
of the SAJACC initiative were oriented to “facilitate Standards Development
Organizations in their efforts to develop high-quality standards”, addressing the
important needs identified, on the basis of a pool of use case scenarios that were
developed to better support portability, interoperability and security.

With the document [7], the Distributed Management Task Force (DMTF),
via its Open Cloud Standards Incubator, offered the basis for a reference ar-
chitecture for managing clouds, and identified specific requirements oriented to
management, security and resource models. Different interaction patterns were
identified along with this reference architecture, covering four larger categories.
Based on the set of interaction patterns, a distinct document was offered for a
uniform view of cloud management use cases [8]. These use cases were aligned
with NIST definitions for cloud computing [13], offering a distinctive view on
cloud management, security and cloud government requirements and concerns.

3 Usage Scenario: A mOSAIC Perspective

Different data- and computing-intensive applications were considered for
mOSAIC implementation, as proof-of-the-concept applications. Cloud usage
patterns and cloud use cases were identified after a detailed analysis of these
applications, starting from typical usage scenarios, as in [15]. Considered data-
intensive applications, include applications used for process optimization and
maintenance in different industrial sectors, storage and data distribution, fast
data access for crisis situations, or running simulations on the cloud, with dif-
ferent configured simulation scenario. The area of usage cases covered by the
minimal set of mOSAIC applications range from virtual storage, data distribu-
tion, peak in processing resource demand, fast data access for crisis situations,
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Fig. 1. Ontological view: data storage and data access (data intensive, [11])

data-intensive telemetry scenario, on-demand and distributed storage allocation,
balanced computing, to computing-intensive scenario.

Data Intensive Applications. The Intelligent Maintenance System (IMS)
allows the maintenance of devices from different industrial scenarios (wind tur-
bines, airplanes, machine tools, etc ) through early diagnosis of faults in critical
components and real-time monitoring of key variables. It uses specific Artificial
Intelligence techniques that permit modelling the experience of expert technical
people and reason about it to support IMS in making decisions about mainte-
nance actions and advance warning of critical situations.

IMS is associated with a SLA template customized to its needs. The system
automatically acquires data from distributed sensors and stores them into a
cloud-based datastore. Once data is acquired, a knowledge extraction process
over raw data is executed, using a cloud-based infrastructure, in order to get
enough information that will assist in the detection process of potentially critical
situations. These diagnoses are also stored in a cloud-based datastore.

After the data has been stored properly in a cloud storage system, registered
users have the ability to query these data. For this purpose, users must be
properly registered in the system and they must have sufficient permissions.
Users who meet these requirements can access stored data (as raw data storage
and diagnoses) in an asynchronous way, i.e. while the system continues storing
new data and generating new diagnoses.

For this specific application type several usage scenarios are possible, on the
basis of which one can identify the set of specific requirements and relationships,
as depicted in Figure 1, and described in [11].
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Fig. 2. Ontological view: distributed parameter sweep (computing intensive, [11])

Computing Intensive Applications. The Model Exploration Portal (MEP)
is a service and website that enables researchers to run social simulation models
in the cloud. Various user needs can be satisfied when renting computational
resources for the users. They can run agent-based simulations in an ‘as-fast-as-
possible’ mode by acquiring as many resources as needed. Alternatively, in a so
called ‘best-effort’ mode, it is possible to use the spare resources in the system
which become available when a simulation finishes without using its resources to
the full time. Finally, users may set a deadline for the simulations, and the system
will automatically determine the proper operational mode. Users can monitor
the progress of their simulations and modify the SLA online. The development
of agent-based models requires repeated experimentation with the model, which
in turn means that a large amount of simulations have to be run.

One of the typical usage is to run parameter-sweep experiments, where the
parameter space of the model is explored to get an overview of the general
behavior. This particular usage scenario was fully described in [11], and the set
of identifiable requirements and relationships was specified as in Figure 2.

4 Execution Scenarios for mOSAIC-Enabled Applications

Based on the initial analysis of the data- and computing-intensive applications
(implementing simulation scenarios and intelligent maintenance), a series of
requirements were identified for further implementation of SLA, and for imple-
menting specific cloud policies and constraints. These requirements are reflect-
ing both the functional and non-functional requirements that are coming from
the analyzed applications, see [11], and express a wide range of cloud-specific
concerns.
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Functional requirements that were identified in [11], and depicted in Figure 1
and Figure 2, include the following: (1) consistency, (2) identifications, (3) mon-
itoring, (3) backup and recovery, (4) replication, (5) management, (6) account-
ing, (7) virtual machine descriptions, (8) encryption. Non-functional properties
include (1) availability, (2) QoS, (3) communication (non-functional part), (4)
computing (non-functional part), (5) security, (6) scalability, (7) performance,
(8) autonomous, (9) data (non-functional part), (10) reliability.

Starting from the set of functional and non-functional properties, and comple-
mented by the discussion about SLA from Cloud Computing Use Cases Group’s
document [5, p. 54], a set of basic SLA requirements was identified, including,
but not limited to: (1) compliance, (2) transparency, (3) security, (4) metric, (5)
privacy, (6) auditability, (7) data encryption, (8) monitoring, (9) certification.

4.1 Intelligent Maintenance System Execution Scenarios

On the top of the identified use cases for an Intelligent Maintenance System
(IMS), several execution scenario are possible for an IMS-enabled application.
These execution scenarios respond to specific requirements from application
point of view.

IMS Synchronous Execution Scenario. In this scenario data acquired from
distributed sources (sensors) by the IMS system is automatically stored. A knowl-
edge extraction process over these acquired raw data is executed, in order to get
information that will help to detect possible critical situations. Storage of these
diagnoses is subsequently performed. The entire process is carried out in syn-
chronous mode, without any interaction required from expert or specialized user
to the system.

distrib. sensors
Acquire data from

data
Store acquired

IMS
Register to

Delete registration
Store generated

processdiagnoses
Knowledge extraction

(a) Synchronous lifecycle

IMS
Register to

Delete registration
Store generated

of diagnosesdiagnoses
Online monitoring

sensor data
Monitoring of

model tests
Run mathematical

(b) Asynchronous lifecycle

Fig. 3. IMS execution scenarios

The implementation of this scenario is based on the existence of several
use cases, as specified in Figure 3a, including data acquisition from distributed
sources ; storing acquired data from distributed sources ; running knowledge ex-
traction processes ; storing generated diagnoses.

IMS Asynchronous Execution Scenario. This scenario is applicable to a
situation where expert or specialized users access generated data (e.g. reports,
statistics) by using a specialized web interface. Moreover, expert users have the
ability to access independent applications through which they have the possi-
bility to configure (change, or add) the rules on which the intelligent system is
based. Additionally, the ability to deploy algorithms is ensured, such that the
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newly configured rules can be used. Different use cases, including IMS regis-
tration; online monitoring of data from sources ; running mathematical model
tests ; online monitoring of diagnoses ; storing generated diagnoses ; registration
deletion, are used for this execution scenario, as identified in Figure 3b.

4.2 Model Exploration and Service Level Agreement Execution
Scenarios

With the model exploration series of execution scenarios, different usages are
described for this system, including a model exploration portal (MEP) as an
administrative cloud application, the model exploration service (MES), which
enables distributed simulations and collection of simulation results, the model
exploration management in cloud (MEMiC), which is responsible with provision-
ing of cloud resources, including negotiation of a service level agreement (SLA)
with the cloud providers, resource acquisition and monitoring, and the model
exploration module (MEME), a system used to run agent based simulations for
building experiment’s designs.

Fig. 4. Simulation execution scenario: activity workflow

Simulation Execution Scenario. The simulation execution scenario is used
for conducting both static and dynamic simulation experiments. In both situa-
tion a simulation model was identified, and an analysis of this model is to be
performed by running it with various settings, in order to follow its behavior. For
a dynamic experiment design, an initial set of parameter settings will be run, and
based on results analysis new sets of parameter settings will be identified and run,
until a stopping condition was met. On the other hand, in the case of static exper-
iment design, there is only one set of parameter settings that will be run, then the
simulation is ended. Different use cases, including creating a simulation model ;
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setting up model exploration; choosing an SLA template; contracting an SLA;
provisioning cloud resources ; running, monitoring and simulation maintenance,
are used for this execution scenario.

SLA Execution Scenario. This complex scenario is in relation with the model
exploration module (MEME) and the model exploration management in cloud
(MEMiC). The SLA is being negotiated with MEME, and is based on interac-
tions with MEMiC for establishing SLA options. The scenario offers the neces-
sary support for SLA preparation, enabling SLA, as well as modifying the SLA.
However, this execution scenario depends on the capability of the MES provider
to define and modify SLA templates in MEMiC, and to offer the necessary sup-
port for negotiations.

4.3 Cloud Patterns for mOSAIC-Enabled Applications

On the top of identified use cases and typical execution scenario, a set of cloud
patterns can be extracted in order to support the development of mOSAIC-
enabled applications. The identified cloud patterns could be categorized, follow-
ing category description, as in [7] and [10]. The common identified patterns,
together with additional pattern categories and applicable security federation
pattern categories, as specified in [5], are as follows.

Establish Identity (identify [7, p.18]). Establish the identity of accessing
user of a scientific application. Different security policies, including trust ; iden-
tity management ; single sign-on/sign-off [5, pp.46-47]; can be used in the im-
plementation of this pattern.

Establish SLA (identify). A complementary pattern for establishing identity.
An SLA contract was established for the accessing entity and the cloud provider
for accessed services. The ‘Establish SLA’ pattern is responsible with enforcing
the established SLA. Security policies and federation patterns, like trust ; access
management ; audit and compliance [5, pp.46-47]; as well as cryptography-related
security controls, are applicable for this pattern.

Browse Available Offerings (administer [7, p.18]). A generic pattern, us-
able for browsing offerings, related with available (e.g. sensor) data collections;
available data storage facilities; available components for monitoring. The con-
figuration management security federation pattern [5, p.47] can be used in the
implementation of this pattern.

Establish Parameters (administer). Parameters, as metadata of accessed
scientific services, can be specified for different aspects (e.g. processes) of sample
mOSAIC applications: parameters for simulations, parameters for knowledge
extraction, parameters for data mining, monitoring parameters. Usable security
federation patterns include trust and access management [5, pp.46-47].

Update SLA (administer). Updating a previously generated SLA to better re-
spond to requirements of the accessing user. The mOSAIC SLA Generation Tool
(MSGT), used for the generation of the SLA, could be used for this pattern, too.
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Same security federation patterns as for the ‘Establish SLA’ pattern could be
used in the implementation of this pattern.

Obtaining Metadata of Provisioned Services (administer). Different
metadata of provisioned services, like parameters, SLA information, or diag-
noses results are the subject of this pattern. The security federation pattern
usable for implementing this pattern is configuration management [5, p.47].

Online Adjustment and Negotiation of Resources (deploy and update
[7, p.19]). Adjustment and negotiation of resources are necessary when cloud
resources initially allocated to the execution of the scientific processes (e.g. sim-
ulation) may not fulfill anymore the accessing entity’s requirements (e.g. estab-
lished SLA). An automatic monitoring of the scientific process (e.g. simulation)
and online adjustments of cloud resource allocation are performed. Access man-
agement ; audit and compliance; and configuration management [5, pp.46-47] are
the security policies applicable for this situation.

Provision Scientific Process (deploy and update [7, p.19]). Scientific pro-
cesses require access to large quantities of data: sensor data, simulation data,
satellite images, as well as large quantities of resources. This pattern is respon-
sible with uploading of selected data for the execution of scientific processes, as
well as provisioning of resources that satisfies established SLAs. A set of security
policies similar with those specified for the ‘Update SLA’ and ‘Online adjustment
and negotiation of resources’ patterns, are usable for this case.

Data Storage and Aggregation (steady state). A generic cloud pattern,
for storing data outputs from scientific application, like results of knowledge ex-
traction process, of simulation results. Aggregated and raw data are the subject
of this identified pattern. While access management is the basic security feder-
ation pattern, it can come into effect accompanied by several security controls,
like data/storage security [5, pp.44-46].

Monitoring and Notification of Data Models (steady state). This pat-
tern is related with execution of the knowledge extraction process; execution of
simulations for adjusting provisioned resources, or job distribution. Audit and
compliance; configuration management ; access management [5, pp.46-47] are the
security policies usable for the implementation of this pattern.

5 Conclusions

The cloud offers an ideal environment for developing and deploying of data-
and computing-intensive scientific applications. These applications have to use
complex mechanisms for assuring SLA, or QoS, like negotiation, brokering or
provisioning, in order to maximize the utilization of a cloud infrastructure.

Typical usage of these mechanisms could be captured by the specification of a
set of cloud patterns, oriented to scientific applications, in addition to previously
described patterns, as in [10] and [17], and offer the basis for the development
of powerful reusable building blocks for cloud-enabled applications.
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Identification of the new cloud patterns was based on data- and computing-
intensive applications, that are considered as proof-of-the-concept mOSAIC ap-
plications. Different execution scenarios were considered for the identification of
specific cloud use cases, and specification of corresponding cloud patterns. By
putting the newly identified patterns in relation with already specified pattern
categories, and linking them with interaction patterns, security federation pat-
terns, as well as with security controls, a high level of reusability for the set of
considered cloud patterns is achieved.
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