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Abstract. In many cases, cryptanalysis of a cryptographic system can
be interpreted as the process of inverting a one-way function. TMTO
is designed to be a generic approach that can be used on any one-way
function independent of the structure of the specific target system. It
was first introduced to attack block ciphers by Hellman in 1980. The
distinguished point (DP) method is a technique that reduces the number
of table look-ups performed by Hellman’s algorithm. A variant of the DP
(VDP) method is introduced to reduce the amount of memory required
to store the pre-computed tables while maintaining the same success rate
and online time. Both the DP method and VDP method can be applied
to Hellman tradeoff or rainbow tradeoff.

We carefully examine the technical details of the VDP method and
find that it is possible to construct functions for which the original
method fails. Based on the analysis, we propose a modification of the
VDP method. Furthermore, we present an accurate version of the trade-
off curve that does not ignore the effect of false alarms and takes storage
reduction techniques into consideration. We find optimal parameter sets
of this new method by minimizing the tradeoff coefficient. A more ex-
act and fair comparison between tradeoff algorithms is also given, which
shows that our method applied to the Hellman tradeoff performs best
among them.

1 Introduction

The objective of a time memory tradeoff (TMTO) algorithm is to do some one-
time work so that each time the algorithm is executed it is more efficient. TMTO
method can be applied to numerous cryptosystems. In 1980, Hellman described a
chosen plaintext attack against the Data Encryption Standard, which is the first
time memory tradeoff attack for block ciphers [3]. Let Ek() be the encryption
function of the block cipher. A fixed message msg is chosen and a one-way
function f is defined from keys to ciphertexts by f(k) = Ek(msg). The task
of the cryptanalyst is to obtain k given msg and the corresponding ciphertext.
This can be seen as inverting a one-way function f and later work has viewed
TMTO as a general one-way function inverter.

Hellman’s TMTO attack achieves a middle ground between the exhaustive key
search and the massive pre-computation of all possible ciphertexts for a given
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plaintext. In an off-line phase, a set of tables are constructed. The tables store
keys and an encryption of msg under an unknown key. In the online phase, the
goal is to find the unknown key by making use of these pre-computed tables. The
main idea of Hellman tradeoff is to store only part of the tables. This incurs a
cost in the online phase and leads to a tradeoff between the memory and online
time requirements.

After the inspiring work of Hellman, several articles have dealt with time mem-
ory tradeoff. In 1982, Rivest suggested an optimization based on distinguished
points (DP) which greatly reduces the amount of look-up operations needed to
detect a matching end point. Simply put, a DP is a point in the one-way chain
that satisfies a preset condition. Chains are not generated with a given length
but they stop at the first occurrence of a distinguished point. During the online
phase, a look-up is carried out only when a distinguished point appears. Be-
cause merging chains significantly degrade the efficiency of the tradeoff, Borst,
Preneel, and Vandewalle suggested in 1998 to clean the tables by discarding the
merging and cycling chains [1]. This new kind of tables, called perfect table, sub-
stantially decreases the required memory. Later, Standarert dealt with a more
realistic analysis of distinguished points in [9].

In 2003, Oechslin introduced the tradeoff based on rainbow tables, which
reduces the TMTO attack complexity by a factor of 2 [8]. A rainbow table uses
a different reduction function for each column of the table. Thus two different
chains can merge only if they have the same key at the same position of the
chain. This makes it possible to generate much larger tables. Up until now,
tradeoff techniques on rainbow tables are the most efficient ones. In 2008, J.
Hong proposed a variant of the DP technique, named variable DP (VDP) [4]. It
completely removes the need to store the start points, as the chain end contains
information about the chain beginning.

We carefully examine the details of J. Hong’s method and find that it is pos-
sible to construct functions for which the original method fails. In fact, Fiat
and Naor showed that there exists functions which are polynomial time indistin-
guishable from a random function and for which Hellman’s attack fails [2]. We
show that a Fiat-Naor type counterexample works for the VDP method. This
leads us to the question of figuring out a method to obtain uniformly distributed
start points. We propose a modification of the VDP method by suggesting the
use of a generic diffusion function for generating start points. Furthermore, we
present an accurate version of the tradeoff curve that does not ignore the effect
of false alarms and takes storage reduction techniques into consideration. We
find optimal parameter sets of this new method by minimizing the tradeoff co-
efficient. A more exact and fair comparison between tradeoff algorithms is also
given, which shows our method applied to the Hellman tradeoff performs best
among them.

The rest of the paper is organized as follows. We start by briefly reviewing
some of the previous TMTO works. We provide in Section 3 our improvement
over VDP method. In Section 4 we apply this new VDP method to both Hellman
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tradeoff and rainbow tradeoff. A brief comparison of previous TMTO algorithms
is given in Section 5. We end the paper with a short conclusion in Section 6.

2 Previous Works

Let f : N → N be the one-way function to be inverted and we always suppose
that N = {0, 1}n and N = 2n. As a rule, the time memory tradeoff methodology
tries to invert an arbitrary one-way function and we will follow this approach.

All tradeoff algorithms consist of a pre-computation phase and an online
phase. In the off-line phase, the attacker constructs tables that contain possible
keys; this process is approximately equivalent to the exhaustive search however
only a part of the tables are stored. If the attack is only to be executed once
then an exhaustive key search would be more efficient. But if the attack is to
be conducted many times, the pre-computation work can be amortized. During
the online phase, the attacker expects to recover the key from the pre-computed
tables. This leads to a tradeoff between the memory required in the off-line stage
and time required in the online phase.

2.1 Hellman Tradeoff

During the pre-compute phase we build m Hellman chains with the form(1 ≤
j ≤ m): SPj = Xj,1

f−→ Yj,1
r−→ Xj,2

f−→ Yj,2
r−→ · · · f−→ Yj,t

r−→ EPj . Then
we discard all intermediate points of the Hellman chains and just pairs of start
points and ending points {(SPj , EPj)}m

j=1 are stored in one table. The stored
pairs are sorted with respect to the ending points. In practice we suppose l tables
are built. A different reduction function ri is used in each table, and we denote
ri(f(x)) by fi(x).

In the online phase, given y0, it is required to find x0 satisfying y0 = f(x0).
We demonstrate the search for x0 in the i-th table as follows.

Recursively we compute Y0 = ri(f(x0)) = fi(x0) and Yk = fi(Yk−1), where
k = 1, 2, · · · , t−1. After each Yk is obtained, check if it appears as an ending point
in the table. Whenever a match Yk = EPj is found, we compute x = Xj,t−k−1 =
f t−k−1

i (SPj). There is a large chance that fi(x) = Y0, which is equivalent to
f(x) = f(x0), due to ri being injective. In such a case, the algorithm returns
the correct x. But, as fk

i is not injective, there could be a merge between the
Hellman chains and online chains, and it is possible to have f(x) �= f(x0). This
is referred to as a false alarm.

2.2 Rainbow Tradeoff

Rainbow tradeoff is proposed by Oechslin to reduce the online time cost and the
probability that a merge appears in a table. Instead of using the same reduction
function fi for each table, t different reduction functions are used to generate
different columns in a single table.
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A rainbow chain is build with the form: SPj = Xj,1
f−→ Yj,1

r1−→ Xj,2
f−→

Yj,2
r2−→ · · · f−→ Yj,t

rt−→ EPj . In the online phase, we apply rt to the ciphertext
and look up the result in the endpoints of a table. If a match is found, we can
rebuild the chain from the corresponding start point. Otherwise, we continue to
apply rt−1, f to the ciphertext. The total calculations of the rainbow method is
half that of the Hellman method.

2.3 Distinguished Points Method

Distinguished points are keys that satisfy a given criterion, e.g., the last k bits
are all zero. The crucial insight is that we don’t use fixed-length chains, and
instead, we simply construct a chain until some easily distinguished point is
found. In practice, we would want to set a limit on the maximum length of a
chain as t̂ and reject any chain that exceeds the limit. Instead of looking up in
the table each time a key is generated, a look-up is carried out in the table only
when the online chain reaches a distinguished point.

2.4 Variable Distinguished Points Method

The main objective of the VDP method is to eliminate the need to store the
start points. Just as the original DP method, generation of a Hellman chain
is continued until a point satisfying a certain condition is found. We allow this
condition to depend on the start point of the chain and the ending point contains
information about the corresponding start point. We are able to recover the start
point from the ending point.

First, we restrict to the typical parameters m = t = N
1
3 and set d = 1

3 log2N .
When generating the j-th chain of the i-th table. Set the start point SP i

j =
(0 ‖ i ‖ j), where each of the three concatenated components are of d bits.
Iteratively we generate a Hellman chain by Xj,k = fi(Xj,k−1). It is terminated
only when the most significant d bits of some Xj,k is found to be j. Chains
longer than a preset t̂ are discarded. Just the last 2d bits of the ending point
in the j-th chain is stored in the j-th position of the i-th table and no table
sorting is involved. Storing chain length information would reduce online time
spent dealing with false alarms, but this is not mandatory. The online phase of
the VDP method is same as the DP method. When a match is found, we can
recover the corresponding start point using the table number and the position
index.

3 Improvement of VDP Method

In this section, we first present a counter-example for which the VDP method
fails. This is similar to the example given by Fiat and Naor for the Hellman
tradeoff. Then we give the description of our improvement over VDP method.
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3.1 Construction of a Counter-Example to VDP Method

For both Hellman and rainbow method to work, the functions fi’s need to be
pairwise unrelated. This requirement for the Hellman method was carefully ex-
amined by Fiat and Naor [2]. Sourav Mukhopadhyay examined the requirements
for rainbow method and showed that the counter based method to generate the
iterate functions makes it possible to construct one-way functions for which both
the Hellman tradeoff and rainbow tradeoff fail [7].

Start points of the i-th table in the original VDP method are chosen with
the form (0 ‖ i ‖ j). They are not uniformly distributed and the original VDP
method suffers from a problem similar to the one described by Fiat and Naor
for the Hellman method. Denote n

3 by d for convenience. Now we can construct
a function f as follows: f : {0, 1}n → {0, 1}n with the property that for any
x = (x1, x2, · · · , xn) ∈ {0, 1}n, if x1 = x2 = · · ·xd = 0 and x2d+d0 = x2d+d0+1 =
· · ·x3d = 0, then f(x) = 0. Map of the rest x’s induces a permutation. We may
construct a cryptographic scheme considering such a function f by choosing d0

properly to make f perform like a random function. For a VDP table, huge
number of start points map into zeroes, leaving a large number of merges inside
a table. This will lead to the failure of the method.

3.2 Main Idea of Our Improvemet

Based on the analysis, we present a modification of the VDP method and try
to invert any one-way function. We would prefer to treat the start points as a
univariant function of j over N , denoted by sp(j), where j is the chain index.
Before the description of our improvement, we first provide the requirements of
the function sp.

1. Given the chain index j, we obtain the corresponding start point by an
invocation of the function sp. The invocation is called each time we intend
to generate a new chain during the pre-computation phase or we find a match
of the ending point during the online phase. It is strongly recommended that
the function can be efficiently computed to reduce both the pre-computation
time and the online time.

2. As mentioned above, output of sp needs to distribute uniformly over N . This
ensures that it is not possible to construct a Fiat-Naor type example prior
for the new VDP method.

3. Obviously, start points should be chosen pairwise not equal. It precludes the
possibility that chains merge from the very beginning. This can be easily
ensured by choosing injective functions as sp.

4. Referring to flexibility, the discussion is focused on the generation of a series
of function sp’s. Parameters of the new VDP method are being thoroughly
analysed in the following section. Selection of sp will put restriction on the
choice of parameters in our method. Enough flexibility leaves us room to
optimize the new VDP method.
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5. As we need to generate nearly up to 2
n
3 chains in each table, that means we

need at least 2
n
3 different start points. In terms of the cases that different

start points map into same images, image set of sp is required to cover most
of the range.

A univariant function filling the above requirements will hereinafter to be re-
ferred as a generic diffusion function. As the computation of power of an in-
teger can be time-consuming, we suggest using linear functions with the form
sp(j) = xi + k · j, 1 ≤ i ≤ r and 0 ≤ j ≤ s − 1 as start point while gener-
ating the j-th chain in a VDP table. When we create a new table in the off-line
phase, we fix r and s and choose r different xi’s. Each xi can generate up to s
different start points. We will show that linear functions is sufficient. Uniform
distribution and good coverage are easy to reach. The flexibility lies in the fact
that we choose xi and j freely only if the following equations hold (injection):
gcd(k, 2n) = 1, xi1 + k · j1 �= xi2 + k · j2 (mod 2n) for different i1, i2 and j1, j2.

Let k be an integer not less than r and k has no common factor with N . xi’s
belong to different congruence classes modulo k. We obtain an improvement over
VDP method. If we choose 1 as k, the table index multiplies 2

n
3 as x1 and 2

n
3 as

s, we obtain the original VDP method. If we choose 2n − 1 as k, 2
n
3 as r and 1

as s, we obtain the original DP method. We emphasize again that this flexility
makes it possible to optimize the new method and seek better performance.

4 Applying the New Method to Hellman Tradeoff
and Rainbow Tradeoff

4.1 Applying the New VDP Method to Hellman Tradeoff

When creating a new table, we choose r different xi’s belonging to different
congruence classes modulo k. For each xi, we generate s start points with the
form

sp(i, j) = xi + k · j, 0 ≤ j ≤ s − 1.

The new VDP chains applied to Hellman tradeoff are of the form:

sp(1, 0) = X1,1
f−→ Y1,1

r−→ X1,2
f−→ Y1,2

r−→ · · · f−→ Y1,t
r−→ EP1

...

sp(1, s− 1) = Xs,1
f−→ Ys,1

r−→ Xs,2
f−→ Ys,2

r−→ · · · f−→ Ys,t
r−→ EPs

sp(2, 0) = Xs+1,1
f−→ Ys+1,1

r−→ Xs+1,2
f−→ Ys+1,2

r−→ · · · f−→ Ys+1,t
r−→ EPs+1

...

sp(2, s− 1) = X2s,1
f−→ Y2s,1

r−→ X2s,2
f−→ Y2s,2

r−→ · · · f−→ Y2s,t
r−→ EP2s

...

The ((i − 1)s + j + 1)-th chain ends with EP only when the most significant
bits of EP is found to be (i ‖ j). The ending points we have reached are stored
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sequentially. We have to store xi’s but neither the start points nor the first
�log2(s)� + �log2(r)� bits of the ending points need to be stored. In the online
phase when we want to check whether a point from the online chain is an ending
point, we determine i and j from the first �log2(s)�+ �log2(r)� bits of the point
and compute the corresponding index of the off-line table by index = j+(i−1)·s.
No searching is involved. If a match is found, the corresponding start point can
be recovered by sp(i, j) = xi + k · j.

There remains a question of choosing proper r and s to optimize the new
VDP method. We first present the result of optimal parameters in DP tradeoff.
We do not store chain length information. As is expected, it increases the effort
in resolving false alarms. But it turns out that the increase in total computation
is minimal in comparison to the reduction in storage. We denote t, m, t̂ and l
the parameters of the tradeoff, which are respectively the average length of the
chains constituting the tables, the number of chains per table, the maximum
chain length in the table and the number of tables.

Proposition 1. Let 0 < Dps < 1 be any fixed value. The DP tradeoff, under
any set of parameters m, t, l, and t̂, that are subject to the relations

mt2 = 1.47N, l = 1.25ln(
1

1− Dps
)t, and t̂ = 1.97t

attains the given value Dps as its probability of success, and exhibits tradeoff
performance corresponding to

Dtc = 6.5452Dps{ln(1 − Dps)}2

as the four parameters are varied. The time memory tradeoff curve for the DP
tradeoff is TM2 = DtcN

2.
Under any such choice of parameters, the number of one-way function invo-

cations required for the pre-computation phase is

Dpc = 1.8349ln(
1

1− Dps
)

in multiples of N.

The three relations restricting the parameter choices give optimal parameters
in the sense that no choice of m, t, l, and t̂ can lead to a tradeoff coefficient
smaller than the above while achieving Dps as its probability of success. The
storage size M appearing in the above tradeoff curve is the total number of start
point and ending point pairs that need to be stored in the tradeoff tables. Proof
of Proposition 1 is similar to that of Proposition 35 in [5]. We exhibit it in
Appendix A.

Noting that performance of the new VDP method and DP method differs
only in storage if we disregard the time spent on table look-ups, we find optimal
parameters of our method by applying Proposition 1.
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Proposition 2. Given N and Dps, the optimal parameters of the new VDP
tradeoff are subjected to the following relations

rs = 1.20N
1
3 , l = 1.49ln(

1
1− Dpc

) · N 1
3 , t̂ = 2.35N

1
3 , and k = N

1
3 + 1.

The tradeoff coefficient for the new VDP method under the above optimal pa-
rameters is

Dtc = 0.7384Dps{ln(1 − Dps)}2.

The number of one-way function invocations required for the pre-computation
phase is

Dpc = 1.8349ln(
1

1− Dps
)

in multiples of N.

Proof. To apply Proposition 1 to our new VDP method, we first update the
tradeoff parameters. If a chain is generated with a random function, with the
chain length bound set to t̂, the probability of not obtaining a DP chain will
be (1 − 1

t )
t̂ ≈ e−

t̂
t . During the pre-computation phase we generate rs distinct

start points, so after discarding chains not reaching a distinguished point, the
expected number of chains is rs(1 − e−

t̂
t ). Chains end only when some point

with its most significant bits being (i ‖ j) is found. Thus the average length of
the chains is 2�log2(s)�+�log2(r)�. Approximately we replace it by rs. So we get
t = rs.

Now referring to Proposition 1, the relations may equivalently be stated as

rs(1 − e−
t̂
t ) · (rs)2 = 1.47N, l = 1.25ln(

1
1− Dps

)rs, and t̂ = 1.97t.

Then
rs = 1.20N

1
3 , l = 1.49ln(

1
1− Dpc

) · N 1
3 , t̂ = 2.35N

1
3 .

As only the last 2
3n bits of the ending points are stored, the new VDP method

saves the memory cost by a factor of 1
3 . We replace M in the tradeoff curve of

Proposition 1 by M
3 and obtain tradeoff curve of the new VDP method. The

time-memory tradeoff curve of the new VDP method is TM2 = DtcN
2, where

Dtc = 0.7384Dps{ln(1 − Dps)}2.

Recall that k is greater than r and coprime with N . We simply assign k a value
of N

1
3 + 1. 
�

Before continuing, note that we always suppose m = t in the VDP method. In
such a case we reach the best tradeoff performance in theory. When we want
parameters m and t to differ by a large factor or when m and t are not powers
of 2, we may need to convert Proposition 2 to other forms through applying
Proposition 1.
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4.2 Extending the New VDP Method to Rainbow Tradeoff

As mentioned above, the rainbow method applies a different fi to every column.
During the online phase, given a target f(x0), it is necessary to know the chain
length to decide which fi to use. Results for DP method applied to rainbow
tradeoff are listed below, and they are easy to be extended to the new VDP
method. In this section, we denote by t the inverse of the probability to find a
distinguished point and set t̂ = ct.

During the pre-compution phase, we first choose m̃0 start points and use
different iteration fi’s for different columns. We denote the number of different
keys in column i by m̃i. When 0 ≤ i < t̂, as about m̃i· 1t points reach distinguished
points, we can easily find out a recurrence relation on m̃i: m̃i+1 = N(1 − (1 −
1
N )m̃i(1− 1

t )), which can be approximated by m̃i+1 = m̃i(1 − 1
t ). So we get m̃i =

m̃0(1 − 1
t )

i.

Then we discard all chains not reaching a DP in length t̂. The number of
different keys in column i after this process is denoted by mi. Thus

mi = m̃i − m̃t̂(1 − 1
t
) = m̃0(1 − 1

t
)i − m̃0(1 − 1

t
)t̂+1. (1)

Following this, the rainbow table is sorted first with respect to chain lengths and
then with respect to the ending points within those chains of same length. The
start point, the ending point and the chain length are stored. The total number
of chains that need to be stored is m0 = m̃0(1 − e−c).

During the online phase, we assume that the l tables are processed with the
simultaneous approach, which means the chains of same length in different tables
are searched before moving to the next column.

Probability of success. The number of distinct nodes expected in each column
is given by the stated mi. So the probability for the first k iterations of the online
phase to fail, denoted by Pk, is

k−1
∏

i=1

(1 − mt̂−i

N
)l.

We have ignored the interdependence between columns and approximate it by

Pk =
∏k−1

i=1 (1 − mt̂−i

N )l ≈ ∏k−1
i=1 e−

m
t̂−i

l

N = e−
l

∑k−1
i=1 m

t̂−i
N

= e−
l

N

∑ k−1
i=1 [(m̃0(1− 1

t )t̂−i−m̃0(1− 1
t )t̂)] = e−

lm̃0t
N (e

k−1
t

−c−e−c− k
t ·e−c).

We already know that the pre-computation requirement of DP method is m0tl
regardless of the chain length bound and we set RN = m0tl, where R means the
pre-computation coefficient. We finally yield

Pk = e−
R

ec−1 (e
k−1

t −1− k
t ). (2)

So, the success rate of DP method applied to rainbow tradeoff is

P = 1 − Pt̂ = 1 − e−
R

ec−1 (ec−1−c). (3)
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Tradeoff curve. We first provide the result of expected numbers of false alarms
associated with a single rainbow matrix at the i-th iteration, denoted by Efa(i).
A collision happens with probability of 1

N under an invocation of f . During the i-
th iteration, for a chain of length ṫ, f is computed ṫ−(t̂−i) times. The probability
that a false alarm occurs is 1 − (1 − 1

N )ṫ−(t̂−i), which can be approximated by
ṫ−(t̂−i)

N . Thus, taking false alarms associated with all rows into consideration,

Efa(i) =
∑t̂

j=t̂−i+1(mj − mj+1) · j−(t̂−i)
N

= 1
N

∑t̂
j=t̂−i+1 m̃0(1 − 1

t
)j · 1

t
· (j − t̂ + i)

= m̃0t
N

[(1 − 1
t
)t̂−i+2 · (1 − (1 − 1

t
)i−1) − i

t
(1 − 1

t
)t̂+1)].

Hence, the expected total running time can be written as

T =
∑t̂

i=1 l[(i − 1) + (t̂ − i + 1) · Efa(i)] · Pi

= t2l
∑t̂

i=1[
i−1

t + t̂−i+1
t · Efa(i)]e−

R
ec−1 (e

i−1
t −1− i

t ) · 1
t .

This may be approximated by the definite integral

T = t2
∫ c

0

[lu + (c − u) · R

ec − 1
(eu − 1 − u)]e−

R
ec−1 (eu−1−u)du. (4)

It now suffices to combine this with the storage size M = m0l and obtain the
tradeoff curve TM2 = DN2, where the tradeoff coefficient is

D = R2
∫ c

0
[lu + (c − u) · R

ec−1 (eu − 1 − u)]e−
R

ec−1 (eu−1−u)du. (5)

Optimal parameters. Recalling that a smaller tradeoff coefficient implies bet-
ter tradeoff performance, we show next how to choose optimal parameters l, P
and c to minimize the tradeoff coefficient. As a much smaller parameter l is
used in rainbow tradeoff, we treat it as discrete numbers 1, 2, 3, 4 and so on. For
a fixed l and R, we plot the tradeoff coefficient D to display the relationship
between D and P . Results are shown in Figure 1.

Using numerical method, we find out that the tradeoff coefficient increases
strictly with the increasing of l, c or P . It is obvious to choose 1 as l and a
smallest c to obtain the best tradeoff performance. However, the tradeoff curve
does not take pre-computation time into account. As a matter of fact the above
optimal tradeoff is achieved at the cost of high pre-computation time. According
to Equation 3,

R = − ln(1 − P ) · (ec − 1)
ec − 1 − c

. (6)

In practice, the pre-computation coefficient R is not too large. We numerically
solve Equation 5 and results are shown in Table 1. We explain the content of
the table with examples. Suppose one aims to achieve the success probability of
0.85, and the pre-computation time is upper bounded by 3N . It is optimal to
build one DP-Rainbow table and set t̂ equals 1.75t. The tradeoff coefficient is
expected to be around 8.7968.

As chain length information is stored in our new VDP method when applied
to rainbow tradeoff, it saves the memory cost by a factor of 3

4 . It follows that:
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Fig. 1. Tradeoff coefficient D with different P and l, R = 3.5

Proposition 3. Let 0 < P < 1 be any given fixed value. The pre-computation
time is upper bounded by RN . Locate c in the above table. Then the new VDP
method applied to rainbow tradeoff with optimal parameters satisfying

l = 1, rs =

√

RN

1 − e−c
, t̂ = c

√

RN

1 − e−c
, k =

√
N + 1

attains the given value P as its success probability. The tradeoff coefficient is

D =
9R2

16

∫ c

0

[lu + (c − u) · R

ec − 1
(eu − 1 − u)]e−

R
ec−1 (eu−1−u)du.

5 Comparison

In this section, we compare our new VDP method with previous tradeoff al-
gorithms using tradeoff curves. It should first be noticed that a better tradeoff
coefficient should always be achievable, if one decides to sacrifice the success
probability for finding the correct password. A fair comparison of the algorithms
should compare them at the same success rate. We summarize the relevant facts
in Table 2.

The presented time complexity T of the first half of the table disregards false
alarms and uses general parameters satisfying matrix stopping rule. The second
half of the table deals with real world cracking, which takes false alarms into con-
sideration. The optimal parameters are obtained at the given success rate. From
the table, we can clearly figure out that our new method applied to Hellman ta-
ble achieves a better performance. As to the method applied to rainbow tradeoff,
chains are sorted with respect to the chain lengths and we have to store chain
length information. It doesn’t bring us a significantly better result.
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Table 1. Optimal parameters and corresponding tradeoff coefficient for a given P

l P R c tradeoff coefficient l P R c tradeoff coefficient

1 0.7 2.8802 1.00 2.9915 1 0.75 3.3163 1.00 3.8091

1 0.8 3.8501 1.00 4.8997 1 0.85 4.5383 1.00 6.4366

1 0.9 5.5083 1.00 8.8241 1 0.95 7.1664 1.00 13.4272

1 0.7 2.5 1.2 3.2549 1 0.7 3 1.0 2.9915

1 0.75 2.5 1.45 4.5906 1 0.75 3 1.13 3.9939

1 0.8 2.5 1.8 6.8245 1 0.8 3 1.38 5.7169

1 0.85 2.5 2.39 11.6141 1 0.85 3 1.75 8.7968

1 0.9 2.5 3.92 31.0272 1 0.9 3 2.44 16.3704

1 0.95 2.5 - - 1 0.95 3 8.49 180.7163

1 0.7 3.5 1.0 2.9915 1 0.7 4 1.0 2.9915

1 0.75 3.5 1.0 3.8091 1 0.75 4 1.0 3.8091

1 0.8 3.5 1.13 5.1822 1 0.8 4 1.0 4.8997

1 0.85 3.5 1.4 7.5863 1 0.85 4 1.17 6.8800

1 0.9 3.5 1.86 12.6852 1 0.9 4 1.52 10.9405

1 0.95 3.5 3.12 34.1475 1 0.95 4 2.33 24.0022

Table 2. Comparison of tradeoff algorithms, denote success rate by P

parameter selection Pre-computation time:× N tradeoff curve

Hellman mt2 = N 1 TM2 = N2

Rainbow mt2 = N 1 TM2 = 1
2
N2

Hellman+DP mt2 = N - TM2 = N2

Hellman+VDP mt2 = N , t̂ = ct - TM2 = cN2

Rainbow+DP mt2 = N , t̂ = ct - TM2 = c2

2
N2

Rainbow+VDP mt2 = N , t̂ = ct - TM2 = c2

2
N2

Hellman Optimal, P = 80% 2.1733 TM2 = 3.11N2

Rainbow Optimal, P = 80% 1.9814 TM2 = 2.20N2

Hellman+DP Optimal, P = 80% 2.9532 TM2 = 13.77N2

Rainbow+DP Optimal, P = 80% 3 TM2 = 5.72N2

Hellman+new VDP Optimal, P = 80% 2.9532 TM2 = 1.53N2

Rainbow+new VDP Optimal, P = 80% 3 TM2 = 3.22N2

Hellman Optimal, P = 90% 3.1093 TM2 = 7.17N2

Rainbow Optimal, P = 90% 2.8068 TM2 = 4.68N2

Hellman+DP Optimal, P = 90% 4.2250 TM2 = 31.68N2

Rainbow+DP Optimal, P = 90% 3.5 TM2 = 12.69N2

Hellman+new VDP Optimal, P = 90% 4.2250 TM2 = 3.52N2

Rainbow+new VDP Optimal, P = 90% 3.5 TM2 = 7.14N2

6 Conclusion

In this paper, we present a rigorous analysis of the VDP method and suggest
using a generic diffusion function to generate start points. Optimal parameters of
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the new VDP method are also given. Furthermore, we give a careful analysis on
how to apply this method to rainbow tradeoff. We present an accurate version of
the tradeoff curve that does not ignore the effect of false alarms and takes storage
reduction techniques into consideration. A fair comparison of all previous tradeoff
algorithms are presented, which shows that our method applied to Hellman
tradeoff performs best among them.

The optimal parameters are determined by just minimizing the tradeoff coef-
ficient. However, parameters achieving better tradeoff performance may require
more pre-computation, and with large scale implementations of the tradeoff tech-
nique, lowering the pre-computation cost may be significantly more valuable
than achieving better tradeoff performance. Our analysis may seem interesting
in view of optimal usage of tradeoff algorithms, but can be of limited value in
practice. One should consider our work as a guide and use it to arrive at their
final judgements.
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A Proof of Proposition 1

We first fix notation that is used in our analysis of DP tradeoff.

m: number of chains in a single DP table
t: the DP property is satisfied with a probability of 1

t
Dmsc: the matrix stopping constant, mt2 = DmscN , Dmsc = Θ(1)
l: number of DP tables, l = Θ(t)
t̂: chain length bound, t̂ = ct, c = Θ(1)

Proposition 4. [5] The pre-computation phase of the DP tradeoff is expected to
require mtl one-way function invocations. Denote the pre-computation coefficient
by Dpc = mtl

N . The success probability of the DP tradeoff is

Dps = 1 − (

1 − Dcrmt

N

)l ≈ 1 − exp
( − Dcr

mtl

N

)

= 1 − e−DcrDpc .

Dcr is the coverage rate of a DP table, and

Dcr =
2

et̂/t − 1

∫ t̂/t

0

exp(Ξu) − 1
(Ξ + 1)exp(Ξu) + (Ξ − 1)

exp(u)du

where Ξ =
√

1 + 2Dmsc

1−e−t̂/t
.

Proposition 5. [5] Fix a random function f : N → N and suppose that we are
given a pre-computed DP chain of length j < t̂, generated with f from a random
non-DP start point. If a second chain is generated with f from a random start
point, the probability for it to become a DP chain of length i and merge with the
given pre-computed chain is

t

N
{exp(

min{i, j}
t

− 1)exp(− i

t
)}.

Lemma 1. The number of extra one-way function invocations induced by alarms
is expected to be

t
Dmsc

1 − e−c
(−2 + c + 2ce−c + e−c + e−2c − c2

2
e−c)

for each DP table.

Proof. Proof is same as that in [5] except that we do not store the chain length
information, which causes extra effort in dealing with false alarms.

Recall the probability for a random chain to become a DP chain within the
chain length bound t̂ is 1 − e−t̂/t. Rather than requiring each table to contain
exactly m entries, we assume that each pre-computation DP table is always
generated from m0 = m

1−e−t̂/t
distinct start points. Then we can expect to collect

approximately m chains that terminate at DPs.
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When the chains are generated from m0 non-DP start points, one can expect
to collect

m

1 − e−t̂/t
(1 − 1

t
)j−1 1

t
≈

m
t

1 − e−t̂/t
exp(− j

t
)

DP chains of length j.
As we do not store the chain length information, the number of iterations

required when a collision happens is t̂ − i + 1. The only exception is when a
pre-image is found, which is rare enough to be ignored.

Now referring to Proposition 5, the number of extra one-way function invo-
cations induced by alarms can be expressed as

t̂
∑

i=1

t̂
∑

j=1

m
t

1 − e−t̂/t
exp(− j

t
) · t

N
{exp(

min{i, j}
t

− 1)exp(− i

t
)} · (t̂ − i + 1).

This can be approximated by the integration

mt2

N t

1 − e−t̂/t

∫ t̂/t

0

∫ t̂/t

0

exp(−u)exp(−v){exp(min{u, v} − 1)(
t̂

t
− u)}dvdu.

We reach the claimed value by replacing t̂/t by c and computing this definite
integral. 
�
The following time memory tradeoff curve of DP tradeoff is obtained using the
same approach as in [5].

Proposition 6. The time memory tradeoff curve is TM2 = DtcN
2, where the

tradeoff coefficient is

Dtc =
{

(−2+c+2ce−c+e−c+e−2c−c2

2
e−c)·Dmsc+(1−e−c)2

}Dps{ln(1 − Dps)}2

(1 − e−c)D3
crDmsc

.

(7)

Now we can find optimal parameter sets by minimizing the tradeoff coefficient
and obtain Proposition 1. We drop from Equation 7 any part that depends only
on Dps and consider

Dtmp[Dmsc, c] =
(−2 + c + 2ce−c + e−c + e−2c − c2

2 e−c) · Dmsc + (1 − e−c)2

(1 − e−c)D3
crDmsc

.

(8)
We substitute Dcr given by Proposition 4 into Equation 8. Dtmp[Dmsc, c] can be
viewed as a function of variables Dmsr and c. We plot Dtmp and using numerical
methods we find that the minimum value of Dtmp = 6.5452 is obtained at
Dmsc = 1.47 and c = 1.97. Referring to Proposition 4 again, we get the rest
optimal parameters and this leads us to the claim of Proposition 1.
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