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Abstract. In this paper, we propose a set of ring signature (RS) schemes
using the lattice basis delegation technique due to [6,7,12]. Our proposed
schemes fit with ring trapdoor functions introduced by Brakerski and
Kalai [18], and we obtain the first lattice-based ring signature scheme in
the random oracle model. Moreover, motivated by Boyen’s work [16], our
second construction in the standard model achieves in stronger security
definitions and shorter signatures than Brakeski-Kalai scheme.
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1 Introduction

Ring Signature. Ring signature [13] is a type of group-oriented signatures
which provides anonymity in some scenarios. In a ring signature scheme, a mes-
sage signer forms a ring of any set of possible signers including him/herself. The
message signer can then generate a ring signature using his/her secret key and
public keys of other ring members. The generated ring signature can convince an
arbitrary verifier that the message was signed by one of the ring members with-
out revealing exactly the singer’s identity. Ring signature schemes could be used
for many applications such as anonymous membership authentication, whistle
blowing etc.

Motivations. Nowadays , most of the existing ring signature constructions are
based on hard number theory assumes ranging from the large integer factor-
ization [5,13] and the discrete logarithm problem [1,10] to the diffie-hellman
problem of bilinear pairings [15]. However, above number theory problems will
be solvable if practical quantum computers become reality, so it implies a po-
tential security threat to these schemes. Thus, a natural question is how to
design ring signature systems that are secure in the quantum environment. In
recent years, lattices have emerged as a possible alternative to number theory.
Lattice-based cryptography began with the seminal work of Ajtai[3], who showed

� Supported by 973 Project (No.2007CB807902), National Natural Science Foundation
of China (NSFC Grant No.60910118).

S. Qing et al. (Eds.): ICICS 2011, LNCS 7043, pp. 15–28, 2011.
c© Springer-Verlag Berlin Heidelberg 2011



16 J. Wang and B. Sun

that it is possible to construct cryptographic functions in which average-case se-
curity provably related to the worst-case complexity of hard lattice problems.
Lattice-based constructions also enjoy great simplicity and is believed to be se-
cure against quantum computers.

Our Contribution. Following above discussion, in this paper, we focus on con-
structing ring signature schemes from lattices. The idea behind our constructions
is based on the lattice delegation method due to [6,7,12]. In our ring signature
scheme, the public/secret key pair of each user is simply a matrix A ∈ Z

n×m
q

and a corresponding short basis B ∈ Z
m×m for the lattice Λ⊥(A). For the ring

set R of size l, the singer constructs a public matrix corresponding to the ring
set as AR = [A1‖...‖Al](for i ∈ R, 1 ≤ i ≤ l). Following the ”hash-and-sign”
paradigm as in [9], a message M ∈ {0, 1}∗ is hashed to some point y = H(M).
Using the basis delegation technique, each member in R should be able to de-
duce a signature (short vector e ∈ Z

lm) on M that satisfies ARe = y mod q.
Since short basis for lattices essentially functions like cryptographic trapdoors
[4,9], only the ring members in R can generate the signature successfully. Our
ring signature scheme holds anonymity against full key exposure and unforge-
ability against insider corruption in the random oracle model. Moreover, using
the similar technique in [16,17] , we can modify our basic construction to obtain
a ring signature scheme in the standard model. To the best of author’s knowl-
edge, our constructions consist of the first lattice-based ring signature scheme in
the random oracle model and achieve in stronger security definitions and shorter
signatures than Brakeski and Kalai’s work [18] in the standard model.

1.1 Related Work

Comparing with Brakerski and Kalai’s Work. Brakerski and Kalai [18]
recently presented a generic framework for constructing ring signature schemes
in the standard model, and obtained a corresponding scheme based on SIS as-
sumption. Our proposed ring signature schemes fit with ring trapdoor functions
in [18] at a technical level. However, their work does not include ring signature
in the random oracle model. For the lattice-based ring signature in the stan-
dard model, our construction is motivated by Boyen’s work [16] and results in
shorter signature than Brakeski-Kalai scheme. Moreover Brakeski-Kalai scheme
is proved unforgeable under chosen subring attacks, and our standard model
scheme is provable secure under a stronger model (unforgeability with insider
corruption).

Lattice-based Signature. Our cryptographic constructions are based on the
hardness assumption of the Small Integer Solution Problem (SIS)[11]. For rea-
sonable choices of parameters, SIS is as hard as the shortest vector problem
(SVP) in lattices. Gentry, Peikert, and Vaikuntanathan [9] constructed a kind
of trapdoor primitive called Pre-image Sampling functions that, given a basis of
a hard integer lattice, samples lattice points from a Discrete Gaussian probabil-
ity distribution whose standard deviation is essentially the length of the longest
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Gram-Schmidt vector of the basis. As the application of above trapdoors, Gentry
et al. [9] constructed ”hash and sign” digital signature schemes based on SIS.
Another notable recent work is due to Cash et al.[6,7,12] who constructed a basis
delegation technique that allows one to derive a short basis of a given lattice us-
ing a short basis of a related lattice. Using this basis delegation technique, Cash
et al.[6] also constructed a stateless signature of lattice-based constructions.

2 Preliminaries

2.1 Notation

For a positive integer d, [d] denotes the set {1, ..., d}. For an n×m matrix A, let
A = [a1, ...,am], where ai denotes the i-th column vector of A. We define ‖a‖
for the Euclidean norm of a, and ‖A‖ = maxi∈[m]‖ai‖.

2.2 Lattices

Lattices. Let B = {b1, ...,bn} ∈ R
n consist of n linearly independent vectors.

A n-dimensional lattice Λ generated by B is defined as

Λ = L(B) = {Bc : c ∈ Z
n}

Here B is called a basis of the lattice Λ = L(B). For a basis B = {b1, ...,bn}, let
˜B denote its Gram-Schmidt orthogonalization, defined iteratively as follows: ˜b1 =
b1, and for i = 2, ..., n, ˜bi is the component of bi orthogonal to span(b1, ..., bi−1).

Hard Random Lattices. In this paper our cryptographic constructions will
build on a certain family of m-dimensional integer lattices defined by Ajtai [4].

Definition 1. Given a matrix A ∈ Z
n×m
q for some integers q, m, n, define:

1 . Λ⊥(A) = {e ∈ Z
m : Ae = 0 mod q}

2 . Λ⊥
y (A) = {e ∈ Z

m : Ae = y mod q}
Observe that Λ⊥

y (A) = t + Λ⊥(A)mod q where t is an arbitrary solution (over
Z

m) of the equation At = y mod q. Thus Λ⊥
y (A) is the coset of Λ⊥(A).

Discrete Gaussians on Lattices. Here we review Gaussian functions used in
lattice based cryptographic constructions. For any r > 0 the Gaussian function
on R

n centered at c with deviation parameter r is defined as

∀x ∈ R
n, ρr,c(x) = exp(−π‖x− c‖2/r2)

For any c ∈ R
n, r > 0 and m-dimensional lattice Λ, the discrete gaussian

distribution over Λ is defined as

∀x ∈ Λ, DΛr,c(x) =
ρr,c(x)
ρr,c(Λ)
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Small Integer Solution Problem. The most well known computational prob-
lem on lattices is the shortest vector problem (SVP), in which given a basis of a
lattice Λ and the goal is to find the shortest vector v ∈ Λ\{0}. There is a special
version of the SVP for the integer lattices, named small integer solution problem
(SIS).

Definition 2. The small integer solution problem SIS (in the Euclidean norm
l2) is as follows: given an integer q, a matrix A ∈ Z

n×m
q and a real β, find a

nonzero integer vector e ∈ Z
m such that Ae = 0 mod q and ‖e‖2 ≤ β.

For functions q(n), m(n), and β(n), SISq,m,β is the ensemble over instances
(q(n),A, β(n)), where A ∈ Z

n×m
q is uniformly random. In the following of the

paper, a variant problem, the inhomogeneous small integer solution problem
ISIS is also used. The ISIS problem is as follows: given an integer q, a matrix
A ∈ Z

n×m
q , y ∈ Z

n
q , and a real β, find an integer vector e ∈ Z

m such that Ae =
y mod q and ‖e‖2 ≤ β. Using Gaussian techniques, Micciancio and Regev[11]
showed that for any poly-bounded m, β=poly(n) and for any prime q ≥ β ·
ω(
√

n log n), the average-case problem SISq,m,β and ISISq,m,β are as hard as
approximating the SIVP problem (a variant of SVP) in the worst case within a
factor Õ(β · √n).

2.3 Trapdoors and Basis Delegation Functions

It was shown in [17] that if SISq,m,2r
√

m is hard, A ∈ Z
n×m
q defines a one-

way function fA : Dn → Rn with fA(e) = Ae mod q, where Dn = {e ∈
Z

m : ‖e‖ ≤ r
√

m} and Rn = Z
n
q . The input distribution is DZm,r. A short

basis B ∈ Z
m×m for Λ⊥(A) can be used as a trapdoor to sample from f−1

A (y)
for any y ∈ Z

n
q . Knowledge of such a trapdoor makes it easy to solve some

hard problems relative to the lattice, such as SIS. Here we briefly introduce
such a set of one-way preimage sampleble functions (defined in [9]), denoted
as TrapGen,SampleD, SampleDom, SamplePre, which will be used as building
blocks in our cryptographic constructions (we refer interested readers to [9] for
more details). The following functions take the Gaussian smoothing parameter
r ≥ ‖B̃‖ · ω(

√
log m) as a parameter:

− TrapGen(1λ): Let n, q, m be integers with q ≥ 2, m ≥ 5nlogq. TrapGen(1λ)
outputs a pair (A,B) such that A is statistically close to uniform on Z

n×m
q

and B ∈ Z
m×m is a good basis of Λ⊥(A) such that ‖˜B‖ ≤ O(

√
n log q)

and ‖B‖ ≤ O(n log q) with all but nω(1) probability. (Ajtai [4] showed how
to sample a pair (A,B) with low Gram-Schmidt norm. Here we use an
improved sampling algorithm from Alwen and Peikert[2]).

− SampleD(B, r, c): On input of a m-dimensional basis B of a lattice Λ, a
parameter r, and a center vector c ∈ R

m, the algorithm SampleD samples
from a discrete Gaussian distribution over the lattice Λ around the center c
with the standard deviation r.

− SampleDom(A, r): Sample an x from distribution DZm,r for which the dis-
tribution of fA(x) is uniform over Rn.
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− SamplePre(A,B,y, r): On input of A ∈ Z
n×m
q , a good basis B ∈ Z

m×m

for Λ⊥(A) as above, a vector y ∈ Z
n
q and r; the conditional distribution

of the output e is within negligible statistical distance of DΛ⊥
y (A),r. The

algorithm works as follows. First, choose via linear algebra an arbitrary t ∈
Z

m such that At = y mod q. Then sample v from the Gaussian distribution
DΛ⊥(A),r,−t using SampleD(B, r,−t), and output e = t + v.

2.4 Ring Signature

Ring Signature. A ring signature scheme is a tuple of algorithms RS = (KeyGen,
Ring-Sign, Ring-Verify) described as follows:

− KeyGen(λ): A probabilistic algorithm takes as input a security parameter λ
and outputs a public key pk and a secret key sk.

− Ring-Sign(pk, sk, R, M): A probabilistic algorithm takes as input an user’s
key pair (pk, sk); a set of public keys R of the ring and a message M to be
signed (Here pk ∈ R). It returns a ring signature σ of M under sk.

− Ring-Verify(R,M ,σ): A deterministic algorithm takes as input a set of public
keys R that constitutes the ring and a ring signature σ on a message M . It
outputs ”accept” if the ring signature is valid, or ”reject” otherwise.

For consistency purposes, we require that for l∈N, all {(pki, ski)l
1}∈ [KeyGen(λ)],

all i ∈ [l] and all M ∈ {0, 1}∗: Ring-Verify(M, Ring-Sign(pki, ski, R, M)) = 1
where R = (pk1, ..., pkl).

The security of a ring signature scheme consists of two requirements, namely
Anonymity and Unforgeability. Here we follow the strongest security definitions
for ring signatures: anonymity against full key exposure and unforgeability with
insider corruption, presented by Bender, Katz, and Morselli[5].

Anonymity : Anonymity against full key exposure for a ring signature scheme
RS is defined using the following game between a challenger B1 and an adversary
A1: B1 firstly runs algorithm KeyGen l times to obtain public/private key pairs
(pk1, sk1), ..., (pkl, skl). Here l is a game parameter. A1 is given the public keys
{pki}l1 and allowed to make ring signing queries and corruption queries. A ring
signing query is of the form (i, R, M) where M is the message to be signed, R is
a set of public keys, and i is an user index with pki ∈ R. The challenger responds
with σ = Ring-Sign(ski, R, M). A corruption query is an index i. The challenger
provides ski to A1 . Finally, A1 requests a challenge by sending (i0, i1, R∗, M∗)
to B1 such that M∗ is a message to be signed with the ring R∗, and i0 and
i1 are indices with pki0 , pki1 ∈ R∗. B1 chooses a bit b ← {0, 1}, computes the
challenge signature σ∗ ←Ring-Sig(pkib

, skib
, R∗, M∗), and provides A1 with σ∗.

The adversary A1 outputs a guess b′ ∈ {0, 1} and wins the game if b′ = b.
Denote Advanon

RS,l (A1) to be the advantage over 1/2 of A1 in the above game.
A ring signature scheme RS is anonymous, if for every probabilistic polynomial-
time adversary A1 the advantage Advanon

RS,l (A1) is negligible.
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Unforgeability : For a ring signature scheme RS with l public keys, the exis-
tential unforgeability (with insider corruption) is defined as the following game
between a challenger B2 and an adversary A2. B2 firstly runs the algorithm Key-
Gen to obtain public/private key pairs (pk1, sk1), ..., (pkl, skl). A2 is given the
public keys L = {pki}l1 and is allowed to make ring signing queries and corrup-
tion queries as in the anonymity game. Finally A2 outputs a tuple (R∗, M∗, σ∗).
A2 wins the game if all of following conditions satisfied: (1) R∗ ⊆ L\C, where
C is the set of all the corrupted users; (2) (R∗, M∗) has not been submitted to
the ring signing oracle; (3) Ring-Verify(R∗, M∗, σ∗) = Accept.
A2’s advantage in above game is denoted to be Advunfor

RS,l,A2
= Pr[A2 wins].

A ring signature scheme RS is unforgeable if for every probabilistic polynomial-
time adversary A2 the advantage Advunfor

RS,l (A2) is negligible.

3 Lattice Based Ring Signature in the Random Oracle
Model

Our first construction is a lattice based ring signature scheme in the random
oracle model. We start with a slight variant of the generalized sampling algorithm
GenSamplePre which was first proposed in [7], with different choice of parameters
and the structure of the extended lattice. The original algorithm enables the
growth of extended matrices in a tree form. In our approach, we will handle
with another extension policy better suited for our RS schemes given later.

3.1 Sampling Preimage for Extended Lattice

Let k, k1, k2, k3, k4 be positive integers and k = k1+k2+k3+k4. Assume without
loss of generality that S = [k]. We write AS = [AS1‖AS2‖AS3‖AS4 ] ∈ Z

n×km
q ,

where AS1 ∈ Z
n×k1m
q , AS2 ∈ Z

n×k2m
q , AS3 ∈ Z

n×k3m
q , AS4 ∈ Z

n×k4m
q . Let

AR = [AS1‖AS3 ] ∈ Z
n×(k1+k3)m
q . Given a short basis BR for Λ⊥(AR) and an

integer r ≥ ‖B̃R‖ · ω(
√

log n), the algorithm GenSamplePre allows to sample a
preimage of the function fAS (e) = ASe mod q. GenSamplePre(AS ,AR,BR,y, r)
proceeds as follows:

1. Sample eS2 ∈ Z
k2m from the distribution DZk2m,r and sample eS4 ∈ Z

k4m

from the distribution DZk4m,r. Parse eS2= [ek1+1, ..., ek1+k2 ] ∈ (Zm)k2 and
eS4= [ek−k4+1, ..., ek] ∈ (Zm)k4 .

2. Let z = y−AS2eS2 −AS4eS4 mod q. Run SamplePre(AR,BR, z, r) to sam-
ple a vector eR ∈ Z

(k1+k3)m from the distribution DΛ⊥
y (AS),r. Parse eR

= [e1, ..., ek1 , ek1+k2+1, ..., ek−k4 ] ∈ (Zm)k1+k3 and let eS1 = [e1, ..., ek1 ] ∈
(Zm)k1 , eS3 = [ek1+k2+1, ..., ek−k4 ] ∈ (Zm)k3 .

3. Output e ∈ Z
km, as e = [e1, ..., ek].

Note that by construction, we have AS1eS1 +AS3eS3 = AReR = z mod q. Thus
ASe =

∑4
i=1 ASieSi = y mod q, and the output vector e of GenSamplePre is

contained in Λ⊥
y (AS). For the analysis of the output distribution, Theorem 3.4

in [7] showed that e is within negligible statical distance of DΛ⊥
y (AS),r.
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3.2 Basic Construction

Let l, m, n, q, t be positive integers with q ≥ 2 and m ≥ 5nlogq. The ring signa-
ture scheme shares parameter functions ˜L, r defined in [6] as follows:

− ˜L ≥ O(
√

n log q): an upper bound on the Gram-Schmidt size of an user’s
secret basis;

− r ≥ ˜L · ω(
√

log n): a Gaussian parameter used to generate the secret basis
and short vectors.

The scheme employs a hash function H1 : {0, 1}∗ → Z
n
q . The security analysis

will view H1 as a random oracle.

KeyGen(λ): On input a security parameter λ, an user with index i runs the trap-
door generation algorithm TrapGen(1λ) (described in section 2.4) to generate
Ai ∈ Z

n×m
q with a basis Bi ∈ Z

m×m for Λ⊥(Ai). Note that by Theorem
3.2 in [2] we have ‖˜Bi‖ ≤ ˜L. The public/private key pair for the user i is
〈pki = Ai, ski = Bi〉.

Ring-Sign(R, ski, M): Given a ring of l individuals with public keys R, assume
for notational simplicity that R = {A1, ...,Al} ∈ Z

n×m
q , an user i’s (i ∈

[l]) private key ski = Bi and a message M ∈ {0, 1}∗, the user i does the
following:
• Set AR=[A1‖...‖Al] ∈ Z

n×lm
q and y = H1(M) ∈ Z

n
q . Define a label labR

that contains information about how AR is associated with the sequence
of the ring members {1, ..., l}.
• Generate e ← GenSamplePre(AR,Ai,Bi,y, r) ∈ Z

lm. Note that e is
distributed according to DΛ⊥

y AR,r.
• Output the ring signature σ =< e, labR >.

Ring-Verify(R, M, σ): Given a ring of public keys R = {A1, ...,Al} ∈ Z
n×m
q , a

message M , and a ring signature σ =< e, labR >, the verifier accepts the
signature only if both the following conditions satisfied:
• 0 ≤ ‖e‖ ≤ r

√
lm

• ARe mod q=H1(M).
Otherwise, the verifier rejects.

3.3 Correctness

The scheme’s correctness is inherited by the properties of the trapdoor functions
[9]. In the signing process, the ring members in R construct an one-way function
fAR : DR → Z

n
q as fAR(e) = ARe mod q, where DR = {e ∈ Z

lm : ‖e‖ ≤ r
√

lm}
with the following properties:

Correct Distributions: By Lemma 5.1 in [6], the distribution of the syndrome
y = ARe mod q is within statistical distance 2ε of uniform over Z

n
q . By Theorem

3.4 in [7], algorithm GenSamplePre(AR,Ai,Bi,y, r) samples an element e from
the distribution within negligible statistical distance of DΛ⊥

y(AR),r
.

One-Wayness without Trapdoors: By Theorem 5.9 in [6], inverting a ran-
dom function fAR on an uniform output y ∈ Z

n
q is equivalent to solve the

inhomogeneous small integer solution problem ISISq,lm,r .
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3.4 Security Analysis

We now prove that our ring signature scheme is anonymous against the full key
exposure and unforgeable against the insider corruption following the definitions
in section 2.4.

Full Anonymity: Before proving the fully anonymity, we prepare the following
lemma on our ring signature scheme.

Lemma 1. Let (i0, i1, R, M) be a tuple such that M ∈ {0, 1}∗ is a message to
be signed with the ring R = {A1, ...,Al} ∈ Z

n×m
q , i0 and i1 are indices with

Ai0 ,Ai1 ∈ R. If ISISq,lm,r is hard, σi0 ←Ring-Sign(ski0, R, M) and σi1 ←Ring-
Sign(ski1 , R, M) are computationally indistinguishable.

Proof : The proof is straightforward from the algorithm Ring-Sign. Recall that in
the signing process, the ring signature σi0 and σi1 are only vectors in Z

lm, they
have the same distribution of the domain in fAR within negligible statistical
distance of DΛ⊥

H1(M)(AR),r and it implies that σi0 and σi1 are computationally
indistinguishable.

Theorem 1. Let q ≥ 2 and m ≥ 5n log q. If H1 is modeled as a random oracle,
the ring signature scheme above is fully-anonymous assuming that ISISq,lm,r is
hard.

Proof. Assume that there exists an adaptive adversary A1 attacking our ring sig-
nature scheme following the definition of anonymity against full key exposure.
We construct a poly-time algorithm B1 to simulate the attacking environment
for A1. Both A1 and B1 are given as input qE , the total number of extraction
queries that can be issued by A1. To respond to A1’s queries in the random
oracle, B1 will maintain two lists H1 and G, which are initialized to be empty
and will store tuples of values.

In the Setup phase, B1 runs the algorithm TrapGen qE times to generate Ai ∈
Z

n×m
q with the corresponding short basis Bi ∈ Z

m×m (1 ≤ i ≤ qE). B stores the
tuple 〈i,Ai,Bi〉(1 ≤ i ≤ qE) in list G and the system parameters < A1‖...‖AqE ] >
are given to A1. In the query phase, B1 answers the hash queries, corruption
queries and signing queries of A1 as follows:

• Hash Query to H1(Mj) : B1 returns a random yj ∈ Z
n
q to A1 and stores

〈Mj ,yj〉 in list-H1.
• Corruption Query (i): B1 looks for the tuple 〈i,Ai,Bi〉 in list G and returns

Bi to A1.
• Signing Query(i, Mj , Rj): It can be assumed, without loss of generality, that
A1 has made a H1 query on Mj . B1 searches the tuple 〈Mj ,yj〉 in list-H1

and returns ej ←GenSamplePre (ARj ,Ai,Bi,yj , r) to A1.

At some point, A1 provides < i0, i1,R∗, M∗ > such that M∗ is a message to
be signed with the ring R∗, and i0 and i1 are indices with pki0 , pki1 ∈ R∗. B1

chooses a bit b∗ ← {0, 1}, and retrieves the tuple 〈M∗,y∗〉 in list-H1. Then B1

computes the challenge signature e∗ ← GenSamplePre(AR∗ ,Aib∗ ,Bib∗ ,y∗, r),
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and provides A1 with e∗. Finally, the adversary A1 outputs a guess b′ ∈ {0, 1}.
In the view of A1, the behavior of B1 is statistically close to the one provided
by the real anonymity security experiment. Observe that the ring members in
R∗ construct a one-way function fAR∗ (e) = AR∗e mod q: with the domain
DR∗ = {e ∈ Z

lm : ‖e‖ ≤ r
√

lm} and Z
n
q . If A1 exhibits a different success

probability in distinguishing between i0 and i1 with non-negligible probability,
it will contradict with the lemma 1. Hence, we claim that the adversary A1 in
the anonymity game under the simulated environment has negligible advantage
to guess the correct identity.

Unforgeability: The unforgeability proof closely follows the proof for the orig-
inal lattice signature scheme given by Gentry, Peikert, and Vaikuntanathan [9].

Theorem 2. Our ring signature scheme is unforgeable with regard to the insider
corruption assuming that H1 is collision resistant and SISq,lm,2r is hard (l is a
guess for the size of the challenge ring).

Proof : Let A2 be an adversary that attacks the unforgeability of the ring signa-
ture scheme. We construct a poly-time adversary B2 that solves SISq,lm,2r with
probability

AdvSIS
q,lm,2r(B2) ≥

Advunfor
RS,l (A2)

qECqE/2
qE

− negl

Both the adversary A2 and the challenger B2 are given as input qE , the total
number of extraction queries that can be issued by A2. B2 interacts with A2 as
follows:

Setup: B2 chooses l ∈ [qE ], a guess for the size of the challenge ring. Next
B2 obtains an instance ARt ∈ Z

n×lm
q from the SIS oracle and parses it as

Ai∗ ∈ Z
n×m
q (1 ≤ i∗ ≤ l). B2 then picks a vector t = (t1, ..., tl) ∈ [qE ]

and sets Rt = {t1, ..., tl}. To respond to A2’s hash queries and corruption
queries in the random oracle, B2 will maintain two lists H1 and G, which
are initialized to be empty and will store tuples of values. For 1 ≤ i ≤ qE

and i /∈ t, B2 runs the algorithm TrapGen to generate Ai ∈ Z
n×m
q with the

corresponding short basis Bi ∈ Z
m×m and stores the tuple 〈i,Ai,Bi〉 in list

G. For 1 ≤ i ≤ qE and i = ti∗ ∈ t, B2 sets Ai = Ai∗ ∈ Z
n×m
q . The system

parameters < A1‖...‖AqE ] > are given to A2.
Query Phase: B2 answers the hash queries, corruption queries and signing

queries of A2 as follows:
• Hash Query to H1(Mj). B2 chooses a random ej ← Dlm,r by running

the algorithm SampleDom(ARt , r), returns yj ← ARtej mod q ∈ Z
n
q to

A2 and stores 〈Mj , ej ,yj〉 in list-H1.
• Corruption Query (i). If i /∈ t , B2 looks for the tuple 〈i,Ai,Bi〉 in list
G and returns Bi to A2. Otherwise, B2 aborts.
• Signing Query(i, Mj, Rj). It can be assumed, without loss of generality,

that A2 has made a H1 query on Mj . If Rj = Rt, B2 searches the tuple
〈Mj , ej〉 in list-H1 and returns ej to A2. Otherwise if the tuple 〈i,Ai,Bi〉
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contains in list G, B2 retrieves the tuple 〈Mj , ej,yj〉 in list-H1 and then
returns σj ← GenSamplePre(ARj ,Ai,Bi,yj , r) to A2. Otherwise, B2

looks for a k ∈ Rj such that 〈k,Ak,Bk〉 contains in list G. B2 then
computes σj ← GenSamplePre(ARj ,Ak,Bk,yj , r) and returns σj to A2.

Challenge: Finally,A2 outputs a forgery 〈i∗, M∗, σ∗, R∗〉. If R∗ = Rt, B2 aborts.
Otherwise, B2 looks up the tuple 〈M∗, e∗,y∗〉 in list-H1 and outputs e0 =
σ∗ − e∗ as a solution to the SIS instance fARt

.

Analysis. In above process, the probability of an abort is at most 1 − 1

qEC
qE/2
qE

.

We claim that the view of A2 in the unforgeability attack is identical to its view
as provided by B2. For each distinct query Mj to H1, the value returned by B2

is fARt
(ej) ∈ Z

n
q where ej ← SampleDom(ARt , r); by the uniform output prop-

erty of the constructed function, this is identical to the uniformly random value
of H1(Mj) ∈ Z

n
q in the real environment. Therefore A2 outputs a valid forgery

〈M∗, σ∗〉 with probability (negligibly close to) ε. Since σ∗ is a valid signature of
the ring on M∗, we have σ∗ < r

√
lm and fARt

(σ∗) = H1(M∗) = fARt
(e∗), and

they form a collision in fARt
. Let e0 = σ∗−e∗, we have ‖e0‖ ≤ 2r

√
lm . The prob-

ability that e0 = 0 is at most n−ω(1). Thus, B2 solves the SIS instance SISq,lm,2r.

4 Ring Signature in the Standard Model

Recently, Boyen et al.[16] proposed a framework for fully secure lattice-based
signatures in the standard model. Let A and S be matrices in Z

n×m
q and let R ∈

Z
m×m have some distribution with ‖R̃‖ ≤ ω(

√
log m)

√
m. The key construction

in their work is the matrices of the form F = [A|AR + S] ∈ Z
n×2m
q . Given

a short basis for either Λ⊥(A) or Λ⊥(S), they showed that F is a two-sided
preimage samplable function. Using the similar method as in [16,17], we can
extend our basic construction in section 3.2 to a ring signature scheme in the
standard model. Our construction involves a variant of F as follows.

Lemma 2. Fix a matrix S ∈ Z
n×m
q with a short basis T ∈ Z

m×m for Λ⊥(S) and
‖˜T‖ ≤ O(

√
n log q). For (A,F) such that A is statistically close to uniform on

Z
n×lm
q , R ∈ Z

lm×m with ‖R̃‖ ≤ ω(
√

log m)
√

lm; F = [A|AR + S] ∈ Z
n×(l+1)m
q

is a preimage-samplable function in the sense of section 2.3.

Proof : The lemma differs from the lemma 23 in [16] in the choice of parameters
of the matrices (A,R,F), the proof can be deduced using the similar method as
in the original one [16] and is omitted here.

4.1 Our Construction in the Standard Model

The scheme involves parameter functions ˜L, r as in section 3.2. For some integers
l and d, the following construction assumes that messages are arbitrary d+1-bit
strings in {0} × {0, 1}d. The public parameters also include d+1 independent
matrices C0, ...,Cd ∈ Z

n×m
q .
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KeyGen(λ): As in the basic construction in section 3.2.

Ring-Sign(R, ski, M): Given a ring with public keys R = {A1, ...,Al} ∈ Z
n×m
q ,

an user i’s(i ∈ [l]) private key ski = Bi ∈ Z
m×m (‖˜Bi‖ ≤ ˜L), and a message

M ∈ {0} × {0, 1}d, the user i does the following:
• Set CM =

∑d
i=0(−1)M [i]Ci ∈ Z

n×m
q .

• Set AR=[A1‖...‖Al‖CM ] ∈ Z
n×(l+1)m
q . Define a label labR that contains

information about how AR is associated with the sequence of the ring
numbers {1, ..., l}.
• Generate e ← GenSamplePre(AR,Ai,Bi, 0, r) ∈ Z

(l+1)m. Note that e is
distributed according to DΛ⊥AR,r.
• Output the ring signature σ =< e, labR >.

Ring-Verify(R, M, σ): Given a ring of public keys R = {A1, ...,Al} ∈ Z
n×m
q , a

message M ∈ {0}× {0, 1}d and a ring signature σ =< e, labR >, the verifier
accepts the signature only if both the following conditions satisfied:
• 0 ≤ ‖e‖ ≤ r

√

(l + 1)m

• [A1‖...‖Al‖
∑d

i=0(−1)M [i]Ci]e =0 mod q.
Otherwise, the verifier rejects.

Above ring signature scheme fits with ring trapdoor functions in the standard
model proposed by Brakerski and Kalai in [18]. Moreover, our construction is
motivated by Boyen’s work [16] and results in shorter signatures than Brakeski-
Kalai scheme. The anonymity of the scheme can be proved using the similar
method as in Theorem 1. Since the concurrent ring signature scheme is based on
the signature scheme proposed by Boyen [16] which is existentially unforgeable
under a chosen message attacks, it can also be proved unforgeable using the
similar way as in [16].

Theorem 3. Our ring signature scheme is unforgeable with regard to the in-
sider corruption assuming that SISq,lm,r is hard (l is a guess for the size of the
challenge ring).

The unforgeability proof closely follows the combination of the methods in the
proof of Theorem 2 and the proof of Theorem 23 in [16]. The proof sketch is
given in Appendix A.

5 Conclusion

In this paper, we propose a set of ring signature schemes using the lattice ba-
sis delegation technique. To the best of author’s knowledge, our constructions
consist of the first lattice-based ring signature in the random oracle model and
achieve in stronger security models and shorter signatures than Brakeski and
Kalai’s work in the standard model.
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A Proof of Theorem 3

Proof (Sketch): LetA3 be an adversary that attacks the unforgeability of the ring
signature scheme. We construct a poly-time adversary B3 that solves SISq,lm,β

with probability

AdvSIS
q,lm,β(B3) ≥

Advunfor
RS,l (A3)

qqECqE/2
qE

− negl

The proof takes β = (1+
√

d + 1
√

lmω
√

log lm)
√

(l + 1)mr as a parameter. Both
the adversary A3 and the challenger B3 are given as input qE , the total number
of extraction queries that can be issued by A3. B3 interacts with A3 as follows:

Setup: B3 constructs the system’s public parameters:
1. Choose l ∈ [qE ], a guess for the size of the challenge ring.
2. Obtain an instance ARt ∈ Z

n×lm
q from the SIS oracle and parses it as

Ai∗ ∈ Z
n×m
q (1 ≤ i∗ ≤ l). Then pick a vector t = (t1, ..., tl) ∈ [qE ] and

set Rt = {t1, ..., tl}.
3. Run the algorithm TrapGen(1λ) to generate S0 ∈ Z

n×m
q with the corre-

sponding short basis T0 ∈ Z
m×m for Λ⊥(S0).

4. Construct a list G which is initialized to be empty. For 1 ≤ i ≤ qE and
i /∈ t, run the algorithm TrapGen(1λ) to generate Ai ∈ Z

n×m
q with the

corresponding short basis Bi ∈ Z
m×m and store the tuple 〈i,Ai,Bi〉 in

list G. For 1 ≤ i ≤ qE and i = ti∗ ∈ t, set Ai = Ai∗ ∈ Z
n×m
q .

5. Pick l + 1 short random matrices R0, ...,Rl ∈ Z
lm×m. Fix h0 = 1 ∈ Zq

and pick uniformly random scalars h1, ...,hl ∈ Zq.
6. The system parameters < A1, ...,AqE ,C0 = ARtR0+h0S0 mod q,C1 =

ARtR1 +h1S0 mod q,...,Cl = ARtRl +hlS0 mod q > are given to A3.

Query Phase: B3 answers the corruption queries and signing queries of A3 as
follows:
• Corruption Query (i). If i /∈ t , B3 looks for the tuple 〈i,Ai,Bi〉 in list
G and returns Bi to A3. Otherwise, B3 aborts.
• Signing Query(i, Mj, Rj). If Rj = Rt, B3 computes the matrix RMj =

∑d
k=0(−1)Mj [k]Rk ∈ Z

(l+1)m and hMj =
∑d

k=0(−1)Mj [k]hk ∈ Zq. If
hMj = 0, B3 then constructs the matrix Fi = [ARt‖ARtRMj +hMj S0] ∈
Z

n×(l+1)m
q and finds a short random e ∈ Λ⊥(Fi) ⊂ Z

(l+1)m using the
trapdoor T0 . Otherwise if the tuple 〈i,Ai,Bi〉 contains in list G, B3 con-
structs Fj = [ARj‖

∑d
i=0(−1)Mj [i]Ci] and then returns σj ←

GenSamplePre (Fj ,Ai,Bi, 0, r) to A3. Otherwise, B3 looks for a k ∈ Rj

such that 〈k,Ak,Bk〉 contains in list G. B3 returns σj ← GenSamplePre
(Fj ,Ak,Bk, 0, r) to A3.

Challenge: Finally,A3 outputs a forgery 〈i∗, M∗, σ∗, R∗〉. If R∗ = Rt, B3 aborts.
Otherwise, B3 does the following:
1. Compute RM∗ =

∑d
k=0(−1)M∗[k]Rk and hM∗ =

∑d
k=0(−1)M∗[k]hk.
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2. If hM∗ = 0 mod q, abort the simulation.

3. Separate σ∗ ∈ Z
(l+1)m into σ∗

1 ∈ Z
lm and σ∗

2 ∈ Z
m such that σ∗ =

(

σ∗
1

σ∗
2

)

4. Return e∗ = σ∗
1 + RM∗σ∗

2 ∈ Z
lm.

Analysis. Let CM∗ =
∑d

k=0(−1)M∗[k]Ci =
∑d

k=0(−1)M∗[k](AR∗Rk + hkS0).
If hM∗ = 0 mod q, we have CM∗ = AR∗RM∗ mod q and then AR∗e∗ =

AR∗(σ∗
1 +RM∗σ∗

2)= [AR∗ |AR∗RM∗ ]
(

σ∗
1

σ∗
2

)

= [AR∗ |CM∗ ]e∗ = [ARt |CM∗ ]e∗ =

0 mod q. Using the similar method as in lemma 26 in [16], we can prove that
e∗ is a short non-zero vector with high probability as a solution to the given
SIS instance. The probability of an abort in above simulation process is at most
1− 1

qqEC
qE/2
qE

. We claim that the view ofA3 in the unforgeability attack is identical

to its view as provided by B3. We also choose parameter β similar as in lemma
26,27 in [16] and the complete proof will be given in the full version of the paper.
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