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Abstract. Compared with block ciphers, stream ciphers are more
efficient when implemented in hardware environment, like Field
Programma-ble Gate Array (FPGA). In this paper, we propose three
optimized schemes in the FPGA implementation of a novel and recently
proposed stream cipher, ZUC, which is a new cryptographic algorithm
proposed for inclusion in the ’4G’ mobile standard called LTE (Long
Term Evolution). These three schemes are based on reusing area of S-
box, calculation of CSA tree and pipelined architecture to implement
ZUC on FPGA respectively. We also evaluate each optimized scheme
in terms of performance and consumed area in Xilinx FPGA device to
compare their actual hardware efficiency. According to the evaluation re-
sults, the third scheme, namely pipelined architecture implementation,
optimizes hardware implementation of ZUC for the best performance
and achieves a throughput of 7.1 Gbps using only 575 slices by speeding
up the keystream generating on FPGA. To our knowledge, it is an ex-
tremely efficient hardware implementation of ZUC at present. Moreover,
it also shows that ZUC is quite flexible to balance different throughput
with consumed area.

Keywords: FPGA, optimization, ZUC, hardware evaluation.

1 Introduction

Nowadays there are many stream cipher algorithms proposed in both academic
and industrial research. Stream cipher is an important category of symmetric en-
cryption algorithms [1], what’s more, synchronous stream ciphers do not suffer
from error propagation, because each bit is independently encrypted/decrypted
from any other. Compared with block ciphers, most stream ciphers are generally
much faster and have greater software efficiency. Due to these features, stream ci-
phers have been becoming the best choice for several communication protocols,
especially that used in wireless field [2]. Block ciphers are memoryless algorithms
that permute N-bit blocks of plain text data under the influence of the secret key
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and generate N-bit blocks of encrypted data, whereas stream ciphers contain inter-
nal states and typically operate serially by generating a stream of pseudo random
key bits, namely the keystream (stream ciphers are also called keystream genera-
tors). The keystream is then bitwise XORed with the data to encrypt/decrypt.

ZUC [3,4,5,6] is a word-oriented stream cipher, which is proposed by Data As-
surance and Communication Security Research Center (DACAS) of the Chinese
Academy of Sciences. It takes a 128-bit initial key and a 128-bit initial vector
as input, and outputs a keystream of 32-bit words (where each 32-bit word is
henceforth called a key-word). This keystream is used to encrypt the plain text.

ZUC algorithm specification was firstly published on June 18, 2010. To en-
sure the security of ZUC algorithm, it is evaluated through public assessments
worldwide and was modified once on January 4, 2011 in the initialization for some
flaws [3]. The revision of ZUC has been open for public evaluation until June 2011.

Presently, the hardware implementation of cryptographic algorithms plays an
important role in many application areas for its high throughput performance.
Consequently, whether the cipher algorithms can be implemented in hardware
and achieve greater efficiency is becoming a hot and important topic [7, 8, 9,
10]. At present, few results regarding hardware implementations of ZUC have
been published. Original documentations provided by designers of the submitted
algorithm contain only the software implementation of ZUC. Since the Linear
Feedback Shift Registers (LFSRs) are pretty efficient in hardware and are the
main building blocks of this cipher, it is possible to implement ZUC in hardware
and achieve higher throughput.

In this paper, we take advantage of properties of LFSRs to implement the
newly proposed stream cipher ZUC, which is in the newest revision, on Field
Programmable Gate Array (FPGA) and attempt to optimize the implementa-
tion. We propose three optimized schemes which are based on reusing area of
S-box, calculation of CSA tree and pipelined architecture implementation, and
evaluate their performance respectively. We found that ZUC is quite appropri-
ate to be implemented in hardware because it is flexible to balance different
throughput with consumed area. Experimental results show that our Scheme
3, that is described in detail in Section 3.3, achieves maximum throughput of
7.1 Gbps and consumes only 575 slices, and it also achieves maximum value of
throughput per area compared with the other two schemes. Besides, Scheme 1
consumes least area of them and achieves throughput of 2 Gbps. Our experi-
ments are all executed on FPGA, which is a kind of programmable hardware
devices and where the computation is performed by logical cells and connections
among the cells are reconfigurable, and it is a highly promising alternative to
ASIC in implementing cryptographic algorithms, because it is programmable at
any time and the cost is pretty low [2] compared with ASIC.

The remainder of the paper is organized as follows. Section 2 gives a brief
description of the ZUC algorithm. The three optimized schemes are described in
detail in Section 3. Section 4 shows the evaluation results of the three kinds of
optimized hardware implementations of ZUC. Finally, the last section concludes
the whole paper.
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2 Preliminaries: ZUC Algorithm

Cipher systems are usually subdivided into block ciphers and stream ciphers.
Block ciphers tend to simultaneously encrypt groups of characters, whereas
stream ciphers operate on individual characters of a plain text message one
at a time [11]. The new stream cipher ZUC is a word-oriented stream cipher [3].
It takes a 128-bit initial key and a 128-bit initial vector as input, and outputs a
keystream of 32-bit words, which is used to encrypt/decrypt the plain/encrypted
data. There are two stages in the execution of ZUC: initialization stage and work-
ing stage. In the first stage of ZUC, it performs key/IV initialization procedure,
i.e., the cipher is clocked without producing output. The second stage is a work-
ing stage and the algorithm produces a 32-bit word of output per loop of the
working stage with every clock pulse.

According to the ZUC specification [3], ZUC is composed of three logical
layers. The top layer is a linear feedback shift register (LFSR) of 16 stages; the
middle layer is bit-reorganization (BR) procedure, and the bottom layer is a
nonlinear function F procedure.

2.1 The Linear Feedback Shift Register (LFSR)

The linear feedback shift register (LFSR) has 16 of 31-bit registers (S0, S1, · · · ,
S15). Each register Si(0 � i � 15) is restricted to take values from the following
set: {1, 2, 3, . . . , 231 − 1}. The LFSR has two modes of operations: the initial-
ization mode and working mode. The initialization mode works as Algorithm 1
shown.

Algorithm 1. LFSRWithInitialisationMode
Input: u

1 begin
2 v = {215S15 + 217S13 + 221S10 + 220S4 + (1 + 28)S0} mod (231 − 1);
3 S16 = (v + u) mod (231 − 1);
4 if S16 = 0 then
5 set S16 = 231 − 1

6 (S1, S2, . . . , S15, S16) → (S0, S1, . . . , S14, S15);

In the working mode, the LFSR does not receive any input, and it works as
Algorithm 2 shown. It illustrates that the LFSR works independently with other
parts of ZUC, which inspires us that if we acquire S16 per clock pulse, the shift
registers perform shifts per clock cycle, meaning that we generate a 32-bit key
every clock cycle. Therefore, we propose Scheme 2 and Scheme 3 of optimized
implementations of ZUC in Section 3.
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Algorithm 2. LFSRWithWorkMode
begin

S16 = {215S15 + 217S13 + 221S10 + 220S4 + (1 + 28)S0} mod (231 − 1);
if S16 = 0 then

set S16 = 231 − 1

(S1, S2, . . . , S15, S16) → (S0, S1, . . . , S14, S15);

2.2 The Bit-Reorganization (BR)

The middle layer of ZUC is the bit-reorganization (BR) procedure. Assuming
that S0, S2, S5, S7, S9, S11, S14 and S15 are eight registers of LFSR. Then the
BR forms four 32-bit words X0, X1, X2 and X3 in accordance with Algorithm
3, and the first three words are passed to the next bottom layer, nonlinear func-
tion F . More detailed description can be found in [3]. Compared with software
implementations, to realize the concatenation of signals in hardware, we only
need to change the wires order, and it hardly costs any time to complete this.
Therefore, BR procedure should mix with the nonlinear function F operation
together to save clock cycles.

Algorithm 3. Bitreorganization
begin

X0 = S15H ‖ S14L;
X1 = S11L ‖ S9H ;
X2 = S7L ‖ S5H ;
X3 = S2L ‖ S0H ;

2.3 The Nonlinear Function F

There are two 32-bit memory cells, R1 and R2, in the nonlinear function F
procedure. The input of F is X0, X1 and X2, which are the first three words of
output of BR procedure, and it outputs a 32-bit word W . The detailed process
of the nonlinear function F is described in Algorithm 4.

In Algorithm 4, S is a 32 × 32 S-box; L1 and L2 are linear transformations,
which are defined as Equation (1) and (2) respectively:

L1(X) = X ⊕ (X ≪32 2) ⊕ (X ≪32 10)⊕ (X ≪32 18) ⊕ (X ≪32 24) (1)

L2(X) = X ⊕ (X ≪32 8) ⊕ (X ≪32 14)⊕ (X ≪32 22) ⊕ (X ≪32 30) (2)

In the nonlinear function F stage, the critical path is the calculation of W1 =
R1 � X1, where � denotes the modulo 232 addition. Compared with the mod-
ulo addition, the other operations in nonlinear function F cost negligible time.
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Algorithm 4. The Nonlinear Function F

Input: X0, X1, X2

1 begin
2 W = (X0 ⊕ R1) � R2;
3 W1 = R1 � X1;
4 W2 = R2 ⊕ X2;
5 R1 = S(L1(W1L ‖ W2H));
6 R2 = S(L2(W2L ‖ W1H));

So we assume that the nonlinear function F and bit reorganization operation
can be done in one clock cycle, that is to say, if LFSR complete the update
every clock cycle, ZUC is able to generate a 32-bit key per clock cycle. We will
focus on designing different optimized schemes to achieve different throughput
and consumed area of FPGA implementation of ZUC in Section 3.

2.4 The Execution of ZUC

The execution of ZUC is composed of two stages: the initialization stage and
working stage. During the initialization stage, the cipher algorithm runs the
following operations 32 times to finish the initialization:

1. Bitreorganization();
2. w = F (X0, X1, X2);
3. LFSRWithInitialisationMode(w >> 1);

After the initialization stage, the algorithm moves into the working stage. At the
beginning of this stage, the algorithm executes the following operations once, and
discards the output W of nonlinear function F :

1. Bitreorganization();
2. F (X0, X1, X2);
3. LFSRWithWorkMode();

Then the algorithm goes into the stage of producing keystream, i.e., for each
iteration, the following operations are executed once, and a 32-bit word Z is
produced as an output:

1. Bitreorganization();
2. Z = F (X0, X1, X2) ⊕ X3;
3. LFSRWithWorkMode();

In the whole implementation of ZUC on FPGA, we found that LFSR procedure is
far more wasteful and produces more costs than the BR procedure and nonlinear
function F procedure before any optimization, and Equation (3) is the most time
consuming component among LFSR procedure, hence calculation of Equation
(3) is the critical path of LFSR procedure. The efficiency of ZUC implementation
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on FPGA is dependent on the costs of the critical path of the whole algorithm,
namely maximum value of the critical path among that of LFSR procedure,
BR procedure and nonlinear function F procedure. On the face of it, there are
five modulo (231 − 1) additions when executing the update operation in LFSR
procedure each time, according to Equation (3). The critical path is excessively
long if we complete an update of LFSR during each clock cycle without any
optimization on calculation of Equation (3). With regards to this, we propose
three optimized schemes to implement LFSR procedure of ZUC, in order to best
optimize and evaluate the hardware efficiency of ZUC implementation on FPGA.

{215S15 + 217S13 + 221S10 + 220S4 + (1 + 28)S0} mod (231 − 1) (3)

3 Optimized FPGA Implementations of ZUC

In this section, we propose three optimized schemes to implement ZUC on FPGA
and each scheme focuses on different optimizations of implementation.

3.1 Scheme 1: Reusing the Consumed Area of S-Box

At first appearance, we need five modulo (231 − 1) additions to complete each
update in LFSR procedure. To achieve low overhead and high efficiency of FPGA
implementation of ZUC, we strive to divide the calculation of Equation (3) into
two parts and accomplish each part in one clock cycle, i.e., the whole calculation
costs two clock cycles. We cut down the critical path of LFSR procedure into two
modulo (231−1) additions from originally five because of the reallocation. What’s
more, this scheme also reduces half of the consumed area of S-box implementa-
tion by means of reuse, due to the features of S-box, i.e., S = (S0, S1, S2, S3),
where S0 = S2 and S1 = S3. S0 and S1 are both 8 × 8 S-boxes.

In our FPGA implementation, we denote Equation (3) as Equation (4), where
A = 215S15, B = 217S13, C = 221S10, D = 220S4, E = S0, F = 28S0. And we
explain how this scheme works in just two clock cycles to accomplish the update
of LFSR as follows.

{A + B + C + D + E + F} mod (231 − 1) (4)

In the first clock cycle, we calculate Equation (5), (6) and (7) parallelly. Then
we compute Equation (8) in the second clock cycle, as Fig. 1 shown. With this
allocation of calculations, the critical path of LFSR is cut down to two modulo
(231 − 1) additions. Therefore, the critical path of LFSR procedure becomes the
calculation of Equation (8). We utilize Carry-Save Addition (CSA) to implement
the addition in order to save time further. Taking advantage of CSA to calculate
Equation (8), the modulo (231 − 1) addition of three numbers is cut down to
only two.

T1 = {A + B} mod (231 − 1) (5)
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T2 = {C + D} mod (231 − 1) (6)

T3 = {E + F} mod (231 − 1) (7)

Then the main difficulty of optimization is the implementation of modulo addi-
tion, i.e., Equation (9) and multiplication, i.e., 2kx over GF (p), however, since
the modulus p = 231 − 1 is a special prime [6], modulo addition and multiplica-
tion have faster implementations. Let x, y ∈ GF (p) and write x + y = z + c231

for some integer c ∈ {0, 1}, where z is low-order of 31 bits of x + y, so it turns
out to be x + y = z + c, which means that we do not have to do the modulo p
addition directly, because when the sum of x and y is greater than p, Equation
(x + y) mod p = z + 1, i.e., c = 1, is tenable. As to multiplication, for arbitrary
integer 0 � k � 30, we have 2kx mod p = (x ≪31 k), which means we treat x as
a 31-bit value and cyclically shift it towards the MSB by k-bit positions. Since
the implementation of cyclic shift in hardware is quite fast that we only need
to change the wires order. Fig. 2 depicts how to accomplish the calculation of
Equation (9) faster. The time delayed by Equation (9) is equivalent to delay of
two 32-bit additions and one multiplexer.

{T1 + T2 + T3} mod (231 − 1) (8)

{x + y} mod (231 − 1) (9)

Fig. 1. The calculation flow of scheme 1

After the optimization of LFSR procedure, we consider the BR procedure and
nonlinear function F procedure to implement them in two clock cycles. Based on
the hardware implementation, BR procedure is accomplished only by adjusting
the wire order, hence, it hardly generates additional delay to critical path of ZUC.
Therefore, we focus on the nonlinear function F procedure where S-box lookup
becomes the most time consuming calculation. To reuse the S-box, we need to
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calculate equations of Algorithm 4 in two clock cycles to obtain integrated value
of R1 and R2. Noting that we only calculate part value of R1 and R2 in the
first clock cycle because of using half of original S-box. The rest part of them
is calculated in the second clock cycle in order to reduce the consumed area
on FPGA. So we save two 8 × 8 S-boxes areas altogether. The critical path
of nonlinear function F procedure is delay of two logical circuit cells and one
modulo 232 addition, and apparently, it is shorter than the critical path of LFSR
procedure in this scheme. Therefore, the critical path of ZUC is the critical path
of LFSR procedure, namely calculation of Equation (8), which is the most time
consuming computation of the whole algorithm.

Fig. 2. The architecture of computing (x + y) mod (231 − 1)

In this way, we reduce the computing number of modulo (231−1) additions and
the consumed area to optimize the FGPA implementation of ZUC, and make
the critical path of ZUC shorter than the original one which is computation
of Equation (3), whereas it seems that we can optimize the implementation
further to achieve much higher throughput. Regarding Scheme 1, the 32-bit key
is produced in two clock cycles which costs a little more time than we expect,
hence, we are wondering if it can generate the 32-bit key in just one clock cycle,
that inspires us to propose Scheme 2 and Scheme 3.

3.2 Scheme 2: CSA Tree Implementation

In original ZUC algorithm, the most time consuming component is calculation
of Equation (3), which is also its critical path. With CSA method, we strive to
shorten the critical path and increase the working frequency. Due to Equation (3)
and the particular prime (231 −1), we utilize a hierarchic CSA tree whose depth
is three to calculate Equation (3) as Fig. 3 shown. Because of the particular
prime (231 − 1), we utilize CSA method to calculate Equation (3) in the form
of Equation (10). We should notice that each value of carry in Fig. 3 should
shift 1-bit circularly to the left and Adder(mod 231 − 1) denotes two numbers



210 L. Wang et al.

of modulo (231 − 1) addition. In this way, we simplify the modulo (231 − 1)
addition of Equation (3) into the form of Equation (9), which is calculated in
accordance with what Fig. 2 shows.

{(A + B + C) + (D + E + F )} mod (231 − 1) (10)

Fig. 3. The architecture of calculation in Scheme 2

Therefore, the critical path of ZUC implementation is shortened to three
levels CSA circuits of calculating Equation (4) and it is computed in just one
clock cycle. The BR procedure and nonlinear function F procedure are also
implemented in one clock cycle, so four S-boxes are needed. Compared with
Scheme 1, Scheme 2 needs three CSA circuits and two S-boxes more. The update
period of LFSR is reduced to one clock cycle at the cost of more resources.

Regarding the BR procedure and nonlinear function F procedure, the critical
path of LFSR is the delayed time of calculating Equation (4), whereas the critical
path of nonlinear function F procedure is delay of two logical circuit cells and
one modulo 232 addition, which is equivalent to that of Scheme 1. Obviously, the
critical path of ZUC of Scheme 2 is computation of Equation (4), which is longer
than that of nonlinear function F procedure and that of Scheme 1. Now that
the critical path of nonlinear function F procedure is quite short, we are able to
achieve more efficient implementation of ZUC on FPGA if we make it become
the critical path of the whole ZUC algorithm. Therefore, we propose Scheme 3,
a pipelined architecture of ZUC implementation.
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3.3 Scheme 3: Pipelined Architecture Implementation

As the specification of the working stage shown, the BR procedure and nonlinear
function F procedure only rely on the registers of LFSR. If we design a pipelined
architecture to realize Equation (3) in one clock cycle, the 32-bit key is generated
per clock cycle. Therefore, we focus on implementation of Equation (3) and give
a novel architecture to renew LFSR in just one clock cycle, because of the great
impact of Equation (3) on working frequency of ZUC’s hardware implementation.

In this section, we propose the pipelined architecture of ZUC implementation,
which generates the 32-bit key per clock cycle and reduces the critical path of
LFSR procedure to be one modulo (231−1) addition, like Equation (9). In order
to construct a pipeline to implement Equation (3), first of all we should transform
the computation of Equation (3) into the form of Equation (9). Afterwards, we
should accomplish calculation of Equation (9) in just one clock cycle. To achieve
the target, we add extra registers to store the sum of (x + y), and use the carry
bit of (x + y) to select the result, as Fig. 2 shown.

Next we describe the novel pipelined architecture in detail. Table 1 depicts
the pipelined work flow of Scheme 3, and the first four clock cycles are the
initialization stage of the pipeline. The new architecture consists of five inde-
pendent processes, which are named as A, B, C, D and E respectively. Equation
in the form of AddM(x, y) in the table denotes Equation (9). In order to build
the pipeline, some pre-computations are needed to initialize the pipelined archi-
tecture, which constitute the pipeline initialization stage. During the pipeline
initialization stage, the registers of LFSR don’t shift. The pipeline initialization
stage lasts four clock cycles. The registers of LFSR shift to the right per clock
cycle and the 32-bit key is also outputted per clock cycle after the initialization
stage.

In the first clock cycle, process A and B begin to parallelly calculate Equation
(11) and (12) respectively at the same time. The rest of the processes don’t work
in this clock cycle and they all stay in the waiting state.

(S0 + 28S0) mod (231 − 1) (11)

(220S4 + 221S10) mod (231 − 1) (12)

Originally, in the second clock cycle, process A calculates the new result of
Equation (11) of the second round, however, in order to do the pre-computations,
we calculate Equation (13) instead, because the registers of LFSR doesn’t shift
in this clock cycle. The calculation procedure of process B is similar to that of
process A. Compared with the first clock cycle, process C begins to calculate
the result of Equation (14) in the second clock cycle. The rest of the processes
are still in the waiting state in this clock cycle.

(S1 + 28S1) mod (231 − 1) (13)

(S0 + 28S0 + 220S4 + 221S10) mod (231 − 1). (14)
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In the third clock cycle, process A and B calculate the result of Equation (11) and
(12) of the third round respectively. Process C calculates the result of Equation
(14) of the second round and the result of Equation (15) of the first round is
calculated by process D.

{217S13 + 221S10 + 220S4 + (1 + 28)S0} mod (231 − 1) (15)

{217S13 + 221S10 + 220S4 + 215S15 + (1 + 28)S0} mod (231 − 1) (16)

The execution of the fourth clock cycle is similar to that of the third one except
that process A, B, C and D move into the next calculation round as shown in
Table 1, and process E performs the first round calculation of Equation (16).

Process E gets the S16 in the fifth clock cycle, which is the S15 of the second
round. Before this clock cycle, the registers of LFSR do not shift. After the
fourth clock cycle, we need to shift the S16 into S15, and also shift the other
registers of LFSR to the right to renew them. Then the initialization of pipeline
is completed and the pipeline enters into the working stage, where the registers
of LFSR shift to the right every clock cycle.

Table 1. The pipeline flow

Clock Process A Process B Process C Process D Process E

1 AddM(S0, 28S0) AddM(220S4, 221S10)

2 AddM(S1, 28S1) AddM(220S5, 221S11) AddM(A1, B1)

3 AddM(S2, 28S2) AddM(220S6, 221S12) AddM(A2, B2) AddM(C2, 217S13)

4 AddM(S3, 28S3) AddM(220S7, 221S13) AddM(A3, B3) AddM(C3, 217S14) AddM(D3, 215S15)

5 AddM(S3, 28S3) AddM(220S7, 221S13) AddM(A4, B4) AddM(C4, 217S14) AddM(D4, 215S15)

6 AddM(S3, 28S3) AddM(220S7, 221S13) AddM(A5, B5) AddM(C5, 217S14) AddM(D5, 215S15)

After the calculation of processes A, B, C, D and E of the first four clock cycles,
the pipelined architecture implementation of ZUC completes the prerequisites
and then we acquire a keystream of 32-bit words per clock cycle and cut down
the critical path of LFSR into just one modulo (231 − 1) addition, which is
the calculation of AddM(x, y). In accordance with the calculation method of
Equation (9) shown in Fig. 2, the critical path of LFSR becomes delay of two
32-bit additions and one multiplexer. The critical path of BR is still negligible
and the critical path of nonlinear function F procedure stays the same as that
of this procedure of Scheme 1 and Scheme 2, namely delay of two logical circuit
cells and one modulo 232 addition, which is larger than delay of two 32-bit
additions and one multiplexer. Hence, the critical path of ZUC implementation
of Scheme 3 on FPGA turns out to be the critical path of the nonlinear function
F procedure, which is the shortest one of all implementations we expect.

4 Evaluation

In this section, we evaluated the three schemes of ZUC implementation aforemen-
tioned. All of them were implemented in Verilog Hardware Description Language
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(Verilog HDL) and their results were verified by the C implementation. The re-
sults are represented as performance (in terms of throughout) and consumed area
(in terms of Xilinx FPGA slices) and the experimental results are presented in
Table 2. The design was synthesized in Virtex-5 XC5VLX110T FPGA that is
the representative of modern FPGA.

Table 2. Hardware resource utilization and performance of ZUC

Optimized Schemes Freq(MHz) Area(slices) Throughout(Mbps) Throughout/Area

Scheme 1 126 311 2016 6.5

Scheme 2 108 356 3456 9.7

Scheme 3 222.4 575 7111 12.3

As Table 2 shown, the stream cipher algorithm, ZUC, is able to satisfy differ-
ent requirements for adjustments of throughput and consumed area of hardware
resources in the implementation on FPGA according to different scenarios, which
meets the design requirements of modern cryptographic algorithms. On the basis
of the numerical results listed in Table 2, the third scheme, pipelined architec-
ture of ZUC implementation, achieves maximum speed by utilizing a little more
consumed area, 575 slices and it also achieves the best optimization on average
throughput per area, 12.3 comparing with 6.5 of Scheme 1 and 9.7 of Scheme
2. Besides, Scheme 1 consumes the least area of them, 311 slices and achieves
throughput of 2 Gbps.

Experimental results show that the critical path of Scheme 3 is indeed the
shortest, because of its largest working frequency, which is inversely proportional
to the critical path. Although the critical path of the first and second scheme
is that of LFSR procedure, their actual values are different due to different
optimized measures, whereas the critical path of Scheme 3 is that of nonlinear
function F procedure and shorter than that of both Scheme 1 and Scheme 2,
therefore, the third scheme achieves maximum throughput, i.e., 7.1 Gbps with
only 575 slices of consumed area, what’s more, it also obtains the largest average
throughput per area.

Table 3. Comparison of performance of ZUC and Snow

Algorithm Freq(MHz) Area(slices) Throughout(Mbps) Throughout/Area

ZUC 107 1723 3424 1.98

Snow 2.0 167 2420 5351 2.21

What’s more, we compared the performance and area utilization of the
pipelined architecture implementation of ZUC with another stream cipher Snow
[12] as Table 3 depicted. Both of them were implemented on Xilinx Virtex-II
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device. The evaluation results listed in Table 3 show that the FPGA implemen-
tation of stream cipher Snow, whose evaluation result appeared in [1], is more
efficient than that of ZUC, which was implemented by Scheme 3, because of
different architecture of the algorithm itself.

5 Conclusion

In this paper, we proposed three optimized schemes to implement ZUC, which is
a novel stream cipher and is proposed for inclusion in the ’4G’ mobile standard,
on FPGA and compared them in terms of both performance and consumed area.
The experimental results show that different optimized scheme incurs different
throughput and consumed area. It is quite flexible and resilient to implement
ZUC on FPGA, and people should adopt appropriate optimized scheme accord-
ing to their own requirements, considering the throughput and consumed area.
According to our experiments, the third scheme, namely pipelined architecture
of ZUC, achieves the most efficient hardware implementation of ZUC, and it also
obtains the best optimization on average throughput per area.
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