
On Practical Second-Order Power Analysis

Attacks for Block Ciphers

Renato Menicocci1, Andrea Simonetti2,
Giuseppe Scotti2, and Alessandro Trifiletti2

1 Fondazione Ugo Bordoni
Viale del Policlinico 147, 00161 Roma, Italy

rmenicocci@fub.it
2 Dipartimento di Ingegneria dell’Informazione, Elettronica e Telecomunicazioni�

Via Eudossiana 18, 00184 Roma, Italy
{scotti,simonetti,trifiletti}@die.uniroma1.it

Abstract. We propose a variant for a published second-order power
analysis attack [1] on a software masked implementation of AES-128 [2].
Our approach can, with reduced complexity, produce the same result as
the original one, without requiring any additional tool. The validity of
the proposed variant is confirmed by experiments, whose results allow
for a comparison between the two approaches.
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1 Introduction

Side channel attacks [3] [4] is a large collection of attack techniques targeting a
cryptographic device as opposed to techniques targeting the implemented cryp-
tographic algorithm. Side channel attacks are based on monitoring the physical
activity of a cryptographic device and aim at recovering secret data by exploit-
ing information leakage originated by side channels such as power consumption
and electromagnetic radiation. In this paper, we focus on side channel attacks
based on monitoring the power consumption of a cryptographic device, which are
known as power analysis attacks [5]. Power analysis attacks rely on data depen-
dence exhibited by the power consumption of the attacked cryptographic device.
In a typical power analysis attack, after measuring the relevant power consump-
tion (power trace collecting), the measurement material is suitably analyzed to
infer on the secret information (key) controlling the cryptographic algorithm. No-
tice that the cryptographic device is assumed to operate under known conditions
(the implemented cryptographic algorithm and its input and/or output are as-
sumed to be known to the attacker).We focus on an analysis technique known as
Correlation Power Analysis (CPA) [6]. In its elementary form, called first-order
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(or standard) CPA, this technique exploits the single samples of the collected
power traces. Higher-order CPA is instead characterized by the combination
of multiple power samples. Here, we focus on second-order CPA, where two
power samples are combined to extract the relevant information. Against power
analysis attacks several countemeaures have been proposed [3] [4]. For software
implementations of symmetric block ciphers, a commonly adopted countermea-
sure relies on the concept of Boolean masking [7]. The application of this concept
can produce, without huge costs, masked implementations which are resistant to
attacks based on first-order CPA. For a period of time, this has been considered
a satisfactory solution to the problem of power analysis attacks, based on the
high costs of higher-order attacks able to break masked implementations.

In [1], some practical second-order power analysis attacks are presented which
are applicable to physical implementations of a number of block ciphers. Namely,
these attacks are devised for masked implementations which are resistant to
first-order power analysis attacks. Some experimental results supporting the pre-
sented attacks are also shown in [1] for a case study based on AES-128 encryp-
tion algorithm [2] (or AES-128, in short). The presented attacks, following [8],
require the execution of a pre-processing step and a correlation step, where the
pre-processed power traces are examined by a standard CPA.

In this paper we present a variant of some of the attacks devised in [1] which
aims to get the same result with a lower complexity. As in [1], the new attack
proposed here is described for a masked implementation of AES-128. Moreover,
the new attack is successfully experimented for a software masked implementa-
tion of a variant of AES-128. We stress the fact that, for the results to be shown
here, this variant is at all equivalent to AES-128.

The organization of the paper is as follows. In Section 2 we give a short de-
scription of the previous attacks in [1]. In Section 3 we introduce our new attacks
and give an analysis of their feasibility. In Section 4 we show some experimen-
tal results for both the previous and the new attacks. Finally, some conclusions
appear in Section 5. Some additional materials appear in the appendices. In
Appendix 5 we recall the specifications of AES-128. In Appendix 5 we describe
an example of first-order power analysis attack on AES-128 based on CPA. In
Appendix 5 we briefly recall the concept of Boolean masking as a countermea-
sure against first-order CPA. In Appendix 5 we detail the variant of AES-128
which we used as our reference encryption algorithm. Finally, in Appendix 5
we describe the masked implementation of our reference encryption algorithm
which we used for the experiments reported in Section 4.

2 Previous Results

The basic idea in the attacks devised in [1] is to use the Hamming weight of
d1 ⊕ d2 to predict |P (td1) − P (td2)|, where ⊕ denotes the XOR between data
of equal length and P (tdi) denotes, for the attacked implementation, the power
consumption at the time instant when di is processed. This idea is shown to
make sense under the assumption that the Hamming weight of d can be used to
predict P (td). Observe that, in the given context, d is a masked quantity.
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Basically, the attacks to be described consist in 1. Executing a proper trans-
formation of the relevant power traces (pre-processing step), and 2. Executing a
standard CPA [6] using the transformed power traces (correlation step).

The pre-processing step transforms each original power trace P , extending
over L time instants named 1, 2 . . . , L, into a modified power trace P ∗, extending
over L∗ = (L − 1) × L/2 modified time samples . P ∗ is formed by concatenating
|P (t) − P (1)| for 2 ≤ t ≤ L, |P (t) − P (2)| for 3 ≤ t ≤ L, and so on up to
|P (t)−P (L− 1)| for t = L. Clearly, the modified power trace certainly contains
the relevant difference |P (td1)−P (td2)| provided that both td1 and td2 are covered
by the original power trace.

The correlation step executes a standard CPA using the modified power traces
and predictions of the form hw(d1⊕d2), hw being the Hamming weight function.

Two of the attacks presented in [1] are briefly described here for the case of a
masked implementation of AES-128 (see Appendix 5). Both these attacks assume
that in the masked implementation of AES-128 a masked byte transformation
SBox′, transforming masked input bytes into masked output bytes, replaces the
original byte transformation SBox. Namely, it is assumed that, on input x ⊕
min, SBox′ produces y ⊕ mout, where y is the SBox output on input x, that is,
SBox′(x ⊕ min) = SBox(x) ⊕ mout.

The one masked table look-up attack [1] assumes that min = mout = m for
any SBox′ operation. The Hamming weight of (x⊕m)⊕ (y ⊕m) = x⊕ SBox(x)
is then used to predict |P (tx⊕m)−P (ty⊕m)|. This produces two possible attacks
targeting a single SBox′ operation either at round R1 or at round R10. Under
the hypothesis of known random plaintexts (or ciphertexts), a single application
of the attack at round R1 (or R10) reveals one selected byte of K0 (or of K10).
Observe that the selected round key byte is revealed by CPA at the cost of an
appropriate exhaustive search over 28 guesses, where a guess consists of a round
key byte. We notice that, apparently, there is no need to assume that m is the
same for any SBox′ operation: It seems sufficient to assume that, for the SBox′

operation corresponding to the selected byte of K0 (or of K10), the input mask
equals the output mask (or also that the XOR between these masks is known).

The two masked table look-ups attack [1] assumes that min is independent of
mout and that the same pair (min, mout) is used for any SBox′ operation. This
time, the Hamming weight of (y1⊕mout)⊕(y2⊕mout) = SBox(x1)⊕ SBox(x2) is
used to predict |P (ty1⊕mout)−P (ty2⊕mout)|. This produces two possible attacks
targeting either two SBox′ operations at round R1 or one SBox′ operation at
round R1 and one at round R10. Under the hypothesis of known random plain-
texts (or both plaintexts and ciphertexts), a single application of the attack at
round R1 (or at both R1 and R10) reveals two selected bytes of K0 (or one
selected byte of K0 and one selected byte of K10). In the first case, during CPA,
the above prediction takes the form hw(SBox(pi ⊕ gi)⊕ SBox(pj ⊕ gj)), where
gi and gj denote guesses about the unknown selected bytes, k0

i and k0
j , of K0,

and pi and pj denote the corresponding plaintext bytes. In the second case, the
above prediction takes the form hw(SBox(pi ⊕ gi) ⊕ (cj ⊕ gj)), where gi and gj

denote guesses about the unknown selected bytes, k0
i and k10

j , of K0 and K10,
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and pi and cj denote the corresponding plaintext and ciphertext bytes. Observe
that, in both cases, the two selected round key bytes are revealed by CPA at the
cost of an appropriate exhaustive search over 216 guesses, where a guess consists
of a pair of round key bytes.

Notice that, apparently, there is no need to assume that the same pair (min,
mout) is used for any SBox′ operation: It seems sufficient to assume that, for the
SBox′ operations corresponding to the two selected bytes of K0 (or one selected
byte of K0 and one selected byte of K10), the output masks equal each other.
Notice also that the complexity of reconstructing all the 16 bytes of K and its de-
pendence on the hypotheses about the used mask are not addressed in this paper.

3 New Attacks

In this section we present a variant of the above attack targeting two masked
table look-ups (see Section 2). This variant aims to replace the original exhaus-
tive search over 216 guesses by two exhaustive searches over 28 guesses. The new
attack is, as before, described for a masked implementation of AES-128. Two at-
tack forms are considered where the input mask and the output mask associated
to an SBox′ operation are assumed to be independent of each other.

The new attack essentially consists of two correlation steps, the second of
which depends on the results provided by the first one. The pre-processing step,
which is defined exactly as before, can be common to the two correlation steps.
The only point to recall is that the original power traces have to cover the
relevant time instants used in the correlation steps.

3.1 First Form of Attack

The first form of the attack assumes plaintext knowledge. The first correlation
step targets the generation of the input for two SBox′ operations at round R1.
The second correlation step targets the outputs produced by the two SBox′ oper-
ations involved in the first correlation step. At the end of the second correlation
step, two bytes of K0 are revealed.

The first correlation step relies on the assumption that the input masks as-
sociated to the two relevant SBox′ operations have the same value min. In this
case, the Hamming weight of (x1 ⊕min)⊕ (x2 ⊕min) = x1 ⊕ x2 can be used to
predict |P (tx1⊕min) − P (tx2⊕min)|. During CPA, this prediction takes the form
hw((pi ⊕gi)⊕ (pj ⊕gj)), that is hw((pi⊕pj)⊕gδi,j ), where gδi,j is a guess for the
unknown XOR between the two selected bytes, k0

i and k0
j , of K0, and pi and pj

denote the two corresponding plaintext bytes. The value of k0
i ⊕ k0

j is revealed
by CPA at the cost of an appropriate exhaustive search over 28 guesses.

Notice that, for the value of k0
i ⊕k0

j , the above correlation step could produce a
(small) set of candidates, Si,j , which is expected to be constituted by bytes close
to k0

i ⊕ k0
j , where close is to be understood in the sense of Hamming distance.

Observe also that the number of candidates is expected to reduce to just 1 (the
right value of k0

i ⊕ k0
j ) when a sufficient number of traces is used. A further
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discussion of all this is presented in Section 3.3, where it is also shown that the
above exhaustive search could be reduced to 27 guesses.

The second correlation step is analogous to the correlation step for the two
masked table look-ups attack at round R1 of [1]. So, it assumes that the output
masks associated to the two relevant SBox′ operations have the same value. The
difference is that, this time, the correlation step is executed with the help of the
results provided by the first correlation step about the value of k0

i ⊕k0
j . This allows

to replace the guess (gi, gj) by the guess (gi, gi⊕ g̃δi,j ), where g̃δi,j ∈ Si,j . The val-
ues of k0

i and k0
j are then revealed by CPA at the cost of an appropriate exhaustive

search over 28 guesses. Observe that, to be on the safe side, a linear factor due to
the cardinality of Si,j should be considered for the cost of this correlation step.

3.2 Second Form of Attack

The second form of the attack assumes ciphertext knowledge. The first correla-
tion step targets the output for two SBox′ operations at round R10. The second
correlation step targets the generation of the input for the two SBox′ operations
involved in the first correlation step. Again, for the two relevant SBox′ opera-
tions, it is assumed that the input masks have the same value min and that the
output masks have the same value mout. At the end of the second correlation
step, two bytes of K10 are revealed.

The first correlation step is based on using the Hamming weight of (y1 ⊕
mout) ⊕ (y2 ⊕ mout) = y1 ⊕ y2 to predict |P (ty1⊕mout) − P (ty2⊕mout)|. Namely,
this prediction takes the form hw((ci⊕gi)⊕(cj⊕gj)), that is hw((ci⊕cj)⊕gδi,j),
where gδi,j is a guess for the unknown XOR between the selected bytes, k10

i

and k10
j , of K10, and ci and cj denote the corresponding ciphertext bytes. The

description of this step can be readily completed by adapting what has been said
for the first step of the first form of attack (see 3.1).

The second correlation step is based on using the Hamming weight of (x1 ⊕
min)⊕ (x2 ⊕min) = x1 ⊕x2 to predict |P (tx1⊕min)−P (tx2⊕min)|. Namely, this
prediction takes the form hw(SBox−1(ci ⊕ gi)⊕ SBox−1(cj ⊕ gj)), where SBox−1

denotes the byte transformation which inverts the SBox byte transformation.
Again, the guess (gi, gj) is formed by taking advantage of the results about
k10

i ⊕ k10
j provided by the first correlation step. The description of this step can

be readily completed by adapting what has been said for the second step of the
first form of attack (see 3.1).

3.3 Expectable Effects of a First Correlation Step Targeting Two
Masked Key Additions

In [6], a probabilistic power model is considered where the power consumption
due to the processing of data D is assumed to be linear in the Hamming dis-
tance between D and R, where R is a constant, and the effectiveness of CPA is
shown for the problem of determing the value of R when this is unknown. In the
following, some of the results established in [6] are suitably adapted to the case
of interest.
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Assume the relevant power consumption can be modelled as P = ahw(D)+B,
where D is binary string of s independent and uniformly distributed bits, hw is
the Hamming weight function, a is a scale factor, and B is a random variable
independent of D. Then, some results can be established for the correlation coef-
ficient, ρ(P, H), between P and H = hw(D), and for the correlation coefficient,
ρ(P, Hq), between P and Hq = hw(D ⊕ Eq), Eq being any s-bit string with
exactly q ones (hw(Eq) = q). Namely,

ρ(P, H) = (a
√

s)/
√

sa2 + 4σ2
B ; (1)

ρ(P, Hq) = ρ(P, H)(s − 2q)/s . (2)

Observe that the sample correlation coefficients computed between physical and
prediction vectors during CPA (see Appendix 5) are estimates of the above cor-
relation coefficients. Thus, under the given model, (2) can be used to anticipate
what happens in practice when computing the sample correlation coefficient be-
tween a physical vector corresponding to unknown data and a prediction vector
based on wrong data.

The experimental results presented in [1] show, for the analyzed case, that a
positive correlation exhists between a physical vector consisting of samples of
the modified power traces and a prediction vector based on Hamming weight
computation.

Based on this, we adopt for the relevant modified power consumption P ∗

(see Section 2) a model analogous to the one presented before. Namely, we put
P ∗ = a∗hw(D∗) + B∗, where D∗ is a binary string of s independent and uni-
formly distributed bits, produced by the XOR between two binary strings of
s independent and uniformly distributed bits, a∗ is a scale factor, and B∗ is a
random variable independent of D∗. Notice that the experimental results in [1]
show that a positive scale factor (a∗) can be used to model the case studied
there. Based on (2), if H∗ = hw(D∗) and H∗

q = hw(D∗ ⊕ Eq), we get

ρ(P ∗, H∗
q ) = ρ(P ∗, H∗)(s − 2q)/s . (3)

Now, we can motivate the introduction of the set Si,j for the attack presented
in Section 3.1. Observe that the following considerations also apply, mutatis
mutandis , to the attack presented in Section 3.2. When targeting the generation
of the input for two SBox′ operations at round R1 (see Section 3.1), we produce,
during CPA for the first correlation step, the predictions hw((pi ⊕ pj) ⊕ gδi,j ),
where gδi,j is a guess for the unknown XOR between the two selected bytes, k0

i

and k0
j , of K0, and pi and pj denote the two corresponding plaintext bytes.

Observe that only using the right guess ĝδi,j = k0
i ⊕ k0

j produces the right
inputs (pi⊕pj)⊕ĝδi,j to the prediction function hw. If a wrong guess, at Hamming
distance q from the right one, is used, then the wrong inputs provided to the
prediction functions are at Hamming distance q from the right ones.

Based on the previous analysis of the correlation coefficient, we see that the
right guess could turn out to be not so distinguishable, by CPA, from wrong guesses
sufficiently close to it, where close is to be understood in the sense of Hamming
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distance. For example, for s = 8, (3) gives ρ(P ∗, H∗
1 ) = 0.75ρ(P ∗, H∗) and ρ(P ∗,

H∗
2 ) = 0.5ρ(P ∗, H∗). In Section 4, we give explicit results about the CPA effects

of wrong guesses having Hamming distances one and two from the right one.
A consequence of (3) is

ρ(P ∗, H∗
s−q) = −ρ(P ∗, H∗

q ) . (4)

For the attacks of interest here (see Section 3.1 and Section 3.2), this refers to
the effects of using two guesses at maximal Hamming distances from each other
during the first correlation step. Two such guesses are here called companion
guesses . Observe that two companion guesses produce inputs at maximal Ham-
ming distances, 8, from each other to the prediction function hw. As a result,
the two predictions are the complement to 8 of each other. Then, the correlation
curves produced during CPA can be divided into pairs of companion curves,
where a pair of companion curves is originated by a pair of companion guesses.
Equality (4) anticipates that companion curves are, apart from the sign, very
close to each other. As a consequence, the exhaustive search over the set of the
relevant guesses could be restricted to half its cardinality by using a subset of
guesses where companion guesses are not present. Observe that the effects of
taking this approach depend on the knowledge of the sign of the scale factor a∗.
In fact, if this sign is unknown, it is required to use a CPA based on the absolute
value of the correlation curves and CPA can only provide pairs of candidate right
guesses. It is easy to see that this limitation is absent in the case where the sign
of a∗ is known. We anticipate that, as it was confirmed by experiments, a∗ was
expected to be positive in the case studied here.

Notice that the closeness of companion correlation curves anticipated by (4)
can be made more precise. In fact, a result analogous to (4) holds when replacing
the correlation coefficient by its estimate provided by the sample correlation
coefficient. In fact, for any pair of sample vectors U and V , both of N entries,
if r(U, V ) denotes the sample correlation coefficient between U and V , then, if
V ′ denotes the sample vector where each entry is obtained by complementing
to any constant z the omologous entry of V , then we have r(U, V ′) = −r(U, V ).
This can be readily proved by comparing the following expressions for sample
vectors of N entries, where subscripts and their limits are omitted for simplicity

r(U, V ) =
N

∑
UV − ∑

U
∑

V√
[N

∑
U2 − (

∑
U)2][N

∑
V 2 − (

∑
V )2]

; (5)

r(U, V ′) =
N

∑
(U(z − V )) − ∑

U
∑

(z − V )√
[N

∑
U2 − (

∑
U)2][N

∑
(z − V )2 − (

∑
(z − V ))2]

. (6)

4 Experimental Results

In this Section we show a comparison between the two masked table look-ups
attack (see Section 2) and the first form of attack we proposed in Section 3.1.
We executed both these attacks by using the HW/SW environment described in
the sequel.
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We attacked a variant of AES-128 encryption algorithm, here called AESv .
Notice that the structure of AESv is at all consistent with both the input stage
and the output stage of AES-128. To experiment the selected second-order at-
tacks, we designed, in standard C language, a masked implementation of AESv,
here called mAESv , targeting an 8-bit microcomputer platform (8051 compat-
ible) with clock frequency of 3.686 MHz. AESv and mAESv are respectively
described in Appendix 5 and in Appendix 5. For convenience, the fragment of
C code corresponding to the operations (two masked SBox operations at round
R1) whose execution is captured in a power trace is reported in Figure 1. In the
used measurement set-up, the execution of this code fragment takes ≈15.5 μsec
and is within an acquisition window of 20 μsec (500 points at 25 MSamples/sec
by a basic oscilloscope (8 bit resolution, 500 MHz bandwidth)).

We collected 20000 power consumption traces corresponding to a selected tem-
poral portion of the encryption of 20000 random plaintexts. The 20000 traces,
originally extending over 500 time samples, were then extended to 124750 mod-
ified time samples by the pre-processing step common to the two attacks to be
compared.

The execution of the single correlation step involved in the two masked table
look-ups attack , looking for two specific key bytes, produced the results sum-
marized in Figure 2, which shows the bounds, taken over the 124750 available
points, of all the 216 correlation curves against the used number of modified
power traces, where this number is taken at step 100. Notice that two couples
of bounds are depicted in Figure 2: One couple, in black, is relative to the cor-
relation curve corresponding to the right guess for the relevant couple of key
bytes, here called the right correlation curve, whereas the other couple, in grey,
is relative to the remaining correlation curves (the wrong ones). It results that,
to make the right curve distinguishable from the wrong ones, at least 7200 mod-
ified power traces have to be considered (see the crossing point in Figure 2). The
crossing point is defined as the point from which the ratio between the maxi-
mum value of the right curve and the maximum value among the wrong curves
is always greater than 1. Namely, such a right-to-wrong ratio equals 1.035 and
1.471 for 10000 and 20000 power traces, respectively. A specific comparison, over
the 124750 available points, between the right correlation curve (in black) and
the bounds of the remaining wrong ones is shown in Figure 3, for the case where
20000 modified power traces are exploited. Observe that, as it was experimen-
tally confirmed, the cost of this single correlation step is expected to be a linear
combination of both the number of guesses (216), the number of points in the
modified power traces, and the number of power traces.

The execution of the first form of attack , to be compared with the previous one,
involved two correlation steps, with the second step depending on the first one.

The first correlation step, looking for an XOR difference between two specific
key bytes, produced the results summarized in Figure 4, which shows the bounds,
taken over the 124750 available points, of all the 28 correlation curves against
the used number of modified power traces, where this number is taken at step
100. Again, two couples of bounds are depicted in Figure 4: One couple, in black,
is relative to the correlation curve corresponding to the right guess for the XOR
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between the relevant couple of key bytes (the right correlation curve), whereas
the other couple, in grey, is relative to the remaining correlation curves (the
wrong ones). It results that, to make the right curve distinguishable from the
remaining wrong ones, at least 3900 modified power traces have to be considered
(the crossing point in Figure 4 is defined as before). The relevant right-to-wrong
ratio, which is defined as before, equals 1.082 and 1.196 for 10000 and 20000
power traces, respectively (see also the discussion below). A specific comparison,
over the 124750 available points, between the right correlation curve (in black)
and the bounds of the remaining wrong ones is shown in Figure 5, for the case
where 20000 modified power traces are exploited. Observe that, as it was exper-
imentally confirmed, the cost of this first correlation step is expected to be a
linear combination of both the number of guesses (28), the number of points in
the modified power traces, and the number of power traces.

Some of the effects announced in Section 3.3 were practically observed. Fig-
ure 6 and Figure 7 show how Figure 4 changes when removing from the set of the
wrong guesses the ones corresponding, respectively, to XOR differences at Ham-
ming distance 1 (8 guesses) and Hamming distances 1 and 2 (36 guesses) from
the right one. Moreover, we compared the amplitude, c, of the correlation peak
corresponding to the right guess with both the average amplitudes, c1,a and c2,a,
and the maximum amplitudes, c1,max and c2,max, of the correlation peaks corre-
sponding, respectively, to the wrong guesses at Hamming distance 1 and at Ham-
ming distance 2 from the right one. For 10000 traces, we have c1,a/c = 0.7659
and c1,max/c = 0.9245, wheeas c2,a/c = 0.5703 and c2,max/c = 0.7484. For 20000
traces, we have c1,a/c = 0.7524 and c1,max/c = 0.8360, whereas c2,a/c = 0.5113
and c2,max/c = 0.6569. Observe that the computed ratios c1,a/c and c2,a/c seem
to agree with the anticipation in Section 3.3 (see (3)). Notice also that the above
values for c1,max/c are the inverse of the right-to-wrong ratios, 1.082 and 1.196,
given before for 10000 and 20000 traces, respectively.

Finally, observe that we did not explore the possibility, described in Section 3.3,
of reducing the cardinality of the set of guesses from 28 to 27. One effect of this
is visible in Figure 5, where the companion curve of the right curve constraints
the bounds for the wrong curves, among which it is included, to show, locally, a
behavior which is the opposite of the one shown by the right curve.

The second correlation step, looking for a couple of key bytes having a given
XOR difference, produced the results summarized in Figure 8, which shows the
bounds, taken over the 124750 available points, of all the 28 correlation curves
against the used number of modified power traces, where this number is taken
at step 100. Again, two couples of bounds are depicted in Figure 8: One couple,
in black, is relative to the correlation curve corresponding to the right guess for
the relevant couple of key bytes (the right correlation curve), whereas the other
couple, in grey, is relative to the remaining correlation curves (the wrong ones). It
results that, to make the right curve distinguishable from the remaining wrong
ones, at least 6200 modified power traces have to be considered (the crossing
point in Figure 8 is defined as before). The relevant right-to-wrong ratio, which
is defined as before, equals 1.035 and 1.748 for 10000 and 20000 power traces,
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respectively. A specific comparison, over the 124750 available points, between
the right correlation curve (in black) and the bounds of the remaining wrong
ones is shown in Figure 9, for the case where 20000 modified power traces are
exploited. Observe that, as it was experimentally confirmed, the cost of this
second correlation step is, as the first one, expected to be a linear combination
of both the number of guesses (28), the number of points in the modified power
traces, and the number of power traces.

mState[ u ] = mSBox[ mState[ u ] ] ;

tmp = mState[ t ] ;

mState[ t ] = mSBox[ mState[ v ] ] ;

Fig. 1. C code fragment corresponding to two masked SBox operations at round R1
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(20000 traces)
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Fig. 4. First step of new attack: Bounds for 28 correlation curves (right one in black)
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Fig. 5. First step of new attack: Right correlation curve (in black) and bounds for
wrong ones (20000 traces)
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Fig. 6. First step of new attack: Bounds for 248 selected correlation curves (right one
in black)
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Fig. 7. First step of new attack: Bounds for 220 selected correlation curves (right one
in black)
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Fig. 8. Second step of new attack: Bounds for 28 correlation curves (right one in black)
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Fig. 9. Second step of new attack: Right correlation curve (in black) and bounds for
wrong ones (20000 traces)
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5 Conclusions

We have proposed a variant of a published second-order power analysis attack
that, with reduced complexity, can produce the same result as the original one.
Based on evidence produced by a basic measure environment, we have also shown
the results of an experimental comparison between the two approaches.
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Appendix A: AES-128 Encryption Algorithm

We shortly recall the specifications of AES-128 encryption algorithm, corre-
sponding to the Advanced Encryption Standard for 128-bit keys [2]. Apart from
KeyExpansion (generating the needed 16-byte round keys from the given 16-
byte key), the basic operations used in AES-128 encryption are: AddRoundKey
(an XOR between a 16-byte data operand and a 16-byte key operand), Sub-
Bytes (where an invertible byte transformation called SBox is applied to all the
bytes of a 16-byte operand), ShiftRows (a byte permutation applied to a 16-byte
operand), and MixColumns (an invertible transformation consisting in 1. Divid-
ing a 16-byte operand into 4 4-byte operands called columns and 2. mixing each
of these columns, where mixing a column consists in computing, by a specific
linear combination of the 4 bytes in the column, a new value for each of the 4
bytes.). The 16-byte ciphertext corresponding to given 16-byte plaintext P and

http://www.ipa.go.jp/security/enc/CRYPTREC/fy15/doc/1047_Side_Channel_report.pdf
http://www.ipa.go.jp/security/enc/CRYPTREC/fy15/doc/1047_Side_Channel_report.pdf
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key K is produced by 11 transformation rounds , each controlled by a specific
round key. Here, the i-th round and the i-th round key are denoted, respec-
tively, by Ri and Ki, i = 0, 1, . . . , 10. Recall that K0 = K. R0 consists of just
the AddRoundKey operation with data operand P and key operand K0. Ri,
1 ≤ i ≤ 9, logically consists in cascading SubBytes, ShiftRows, MixColumns,
and AddRoundKey with key operand Ki. R10 logically consists in cascading
SubBytes, ShiftRows, and AddRoundKey with key operand K10.

Appendix B: First-Order Correlation Power Analysis

A straightforward implementation of AES-128 (either software or hardware) is
expected to be susceptible to attacks based on Power Analysis . We give here an
example of a (first-order) attack based on Correlation Power Analysis(CPA) [6].

We suppose a sufficient number N of random plaintexts, all encrypted by
the relevant implementation of AES-128 under the same unknown key K =
k0, k1, . . . , k15, are given. We further suppose that the power traces corresponding
to these encryptions are also given and that any power trace covers the same L
time samples.

Under the hypothesis that, in the attacked implementation, the power con-
sumption due to the processing of data d can be predicted by the Hamming
weight of d, any key byte can be recovered by the following example correlation
trial , which targets a single output from SBox at round R1.

First, a value g is guessed for the selected key byte ki, i ∈ {0, 1, . . . , 15}. Based
on g and the N plaintexts, a logical vector , Ag, corresponding to the selected
key byte is then generated as follows. Given the n-th plaintext (1 ≤ n ≤ N),
by using its i-th byte, pi, we form the n-th entry of Ag as SBox(pi ⊕ g) (recall
that K0 = K). From Ag, a corresponding prediction vector , Bg, is generated by
taking the Hamming weight of each entry of Ag.

From the N power traces, for each available time sample r (1 ≤ r ≤ L),
we extract N values forming the physical vector , F [r], and compute the sample
correlation coefficient between F [r] and Bg, so producing the correlation curve
Qg covering L time samples.

We repeat the computation of the correlation curve for all possible guess val-
ues for ki, so getting 28 correlation curves. The recognition of the right guess
g = ki relies on the possibility of distinguishing Qki from the remaining curves,
corresponding to wrong guesses . This is usually done by searching for the corre-
lation curve exhibiting the peaks with maximal (absolute) values.

The presented attack is said to be based on a first-order analysis, since the
available samples of the relevant power traces are singly exploited, each inde-
pendent of each other.

Appendix C: Thwarting First-Order Correlation Power
Analysis by Masking

Against power analysis attacks a countermeasure called masking is usually
adopted. Here, we consider the Boolean masking described in [7], which aims
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at thwarting the feasibility of first-order attacks by replacing sensitive data by
masked data. Namely, data d is replaced by d ⊕ r, r being a random mask , and
each mask used for data randomization is assumed to be unknown to attackers. A
masked implementation of a given algorithm is then one which transforms given
input values into proper output values under the constraint of producing each
intermediate value in a masked form. The objective of such an implementation
is to make any intermediate value unrecognizable by a first-order processing of
the power consumption of the corresponding device. A masked implementation
can be characterized by both the number of independent mask bits it uses and
the way these are used.

Appendix D: Reference Encryption Algorithm

AESv is formed by cascading the three standard transformation rounds R0, R1,
and R10 of AES-128. AESv does not include the KeyExpansion operation and
uses three independent 16-byte keys for its three transformation rounds. Notice
that, as for the results to be shown here, AESv well represents both the input
stage and the output stage of AES-128.

Namely, for given plaintext P and keys K1, K2, and K3, a standard round R0
is first applied with data operand P and key operand K1, which produces the
current ciphertext C1. Then, using K2 as the key operand for AddRoundKey,
the standard round R1 is applied, which produces the current ciphertext C2.
Finally, using K3 as the key operand for AddRoundKey, the standard round
R10 is applied, which produces the final ciphertext C.

Appendix E: Masked Implementation of the Reference
Encryption Algorithm

mAESv uses the Boolean masking technique [7] to gain resistance to first-order
power analysis attacks (observe that such a resistance was exhibited by mAESv
in several experimental attacks).

Apart from plaintext (16 bytes) and keys (48 bytes), mAESv depends on a
key mask MK (16 bytes), an SBox input mask min (1 byte), an SBox output
mask mout (1 byte), and an auxiliary mask maux (1 byte) (see the description
of MixColumns′ given below). To produce any intermediate masked data, it
is always used one of a few specific linear combinations of the above masks.
Observe that mAESv (briefly presented in the sequel) is not intended to provide
an efficient implementation of the Boolean masking technique.

A basic role in mAESv is played by the masked byte transformation SBox′,
transforming masked input bytes into masked output bytes. As proposed in
[7], SBox′ depends on given masks min and mout. On input x ⊕ min, SBox′

produces y ⊕ mout, where y is the SBox output on input x (SBox′(x ⊕ min) =
SBox(x) ⊕ mout). In mAESv, a single SBox′, implemented as a table, supports
all the applications of the associated masked transformation SubBytes′.
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A mask adaptation block is used to change the mask acting on a given masked
operand. mAESv uses two mask adaptation blocks, MA1 and MA2 , defined for
16-byte operands. For given masks M and Mn and masked input X ⊕M , these
blocks produce X ⊕Mn. Namely, in MA1, M = MK and Mn = m

(16)
in , whereas,

in MA2, M = MK⊕m
(16)
out and Mn = MK , where x(16) denotes a 16-byte operand

formed by repeating 16 times the byte x.
A mask removal block is used to remove the mask acting on a given masked

operand. mAESv uses one mask removal block, MR, defined for 16-byte operands.
For given mask M and masked input X⊕M , this block produces X . MR is used
to unmask the masked ciphertext C ⊕ MK .

Observe that no changes are needed in ShiftRows. MixColumns is instead
modified into its masked version MixColumns′. On masked input X ′ = X⊕m

(16)
out ,

MixColumns′ produces Y ′ = Y ⊕ m
(16)
out , where Y is the MixColumn output

on input X . MixColumns′ makes use of the auxiliary mask maux to guarantee
that no unmasked sensitive data are produced during the transformation of X ′

into Y ′.
mAESv works as follows, based on plaintext P and masked keys K ′

1, K ′
2, and

K ′
3, with K ′

i = Ki ⊕ MK , i = 1, 2, 3. A first AddRoundKey between P and K ′
1

produces C1 ⊕ MK . After that, the masked round formed by cascading MA1,
SubBytes′, ShiftRows, MixColumns′, AddRoundKey–with key operand K ′

2, and
MA2 is applied, which produces C2 ⊕ MK . Then, the masked round formed by
cascading MA1, SubBytes′, ShiftRows, AddRoundKey–with key operand K ′

3,
and MA2 is applied, which produces C′ = C ⊕ MK . Finally, C′ is unmasked by
MR to the final ciphertext C.

Each call of mAESv is preceeded by a preliminary phase where, starting from
fresh masks (19 random bytes), the needed masked keys and masked transfor-
mations are prepared.


	On Practical Second-Order Power Analysis Attacks for Block Ciphers
	Introduction
	Previous Results
	New Attacks
	First Form of Attack
	Second Form of Attack
	Expectable Effects of a First Correlation Step Targeting Two Masked Key Additions

	Experimental Results
	Conclusions
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




