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Abstract. We analyze the interactions between several national and in-
ternational standards relevant for eCard applications, noting deficiencies
in those standards, or at least deficiencies in the documentation of their
dependencies. We show that smart card protocols are currently specified
in a way that standard compliant protocol implementations may be vul-
nerable to attacks. We further show that attempts to upgrade security
by increasing the length of cryptographic keys may fail when message
formats in protocols are not re-examined at the same time. We argue
that the entities responsible for accrediting smart card based applica-
tions thus require security expertise beyond the knowledge encoded in
security standards and that a purely compliance based certification of
eCard applications is insufficient.

1 Introduction

The German government advocates the use of smart cards in its eCard strategy
in order to increase efficiency in administration (eGovernment), the health sector
(eHealth), and commercial transactions (eBusiness) [1]. Central to this strategy
are authentication, qualified electronic signatures, and the use of smart card
based tokens. For example, a smart card based identity card could be used to
conclude legally binding contracts over the internet. Privacy issues are addressed
in eCard applications but remain a key concern for citizens. This is especially
true for eCard applications in the health sector. Discussions about such applica-
tions, therefore, take place in a politically charged atmosphere and certificational
weaknesses have to be taken very seriously indeed1.

The specifications of the IT infrastructure for eCard applications build on
various standards, which are also relevant when constructing a security case for
the application. A security architecture has to relate the overall security goals of
the application to the specific security services provided by the individual com-
ponents and security protocols deployed. In eCard applications, authentication
is one goal. This goal can be reached in multiple ways. The architecture typically
references standards to specify the exact method. Those standards define proto-
cols and cryptographic parameters. Having multiple standards frequently causes
cross-dependencies, gaps, or conflicts between requirements. These issues could
1 A certificational weakness is a vulnerability where a real exploitation is impractical.
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be systematized by specifying a hierarchy between standards. However, current
standards do not offer strategies assisting designers to identify and resolve these
issues.

We will deal with intentional underspecification in smart card standards.
Often multiple ways exist to achieve the same behavior. In such situations, stan-
dards should not constrain possible implementations. Implementation details
are therefore left open. We will present cases where protocol analysis at the
level of the standard specification would flag a failure, notwithstanding the fact
that simple defenses are available at the implementation level. Protocol anal-
ysis therefore has to build on more than the given protocol specification and
needs access to information about the implementation. This is the dual of the
familiar issue where an abstract protocol has been verified to be secure, but an
implementation introduces vulnerabilities. Here, the abstract protocol would be
insecure and the implementation plugs the gaps.

1.1 Smart Card Details

The way smart cards work implies some specific characteristics of protocol ex-
ecution. A notable difference compared to devices with a user interface is the
inability of smart cards to initiate an action; they can only react. Hence, a card
reader has to send commands to the smart card and wait for a response. Protocols
can be built from such request/response pairs. Commands can also manipulate
the internal state of a smart card. Based on the internal state, the card may
reject commands sent by the reader. These features play an important role in
our following observations. We will focus on authentication between smart card
and reader and do not consider the IT infrastructure behind the reader.

Six smart card commands specified in ISO/IEC 7816-4 [2] suffice to cover all
smart card related authentication protocols. The Manage Security Environ-
ment (MSE) command informs the smart card about the cryptographic algorithms
and keys to be used in the subsequent command sequence. Keys are selected via
key references. Only keys stored on the card can be selected; key references not
associated with keys on the card will cause a smart card to cancel command
execution. Smart cards store this information given in the Manage Security
Environment command data in their internal memory. Processing of subsequent
commands typically depends on information related to previously sent Manage
Security Environment commands. The Get Challenge (GetChall) command
requests challenges from the smart card. The latest requested challenge is stored
in the smart card’s internal memory. When other commands are processed,
smart cards can make use of this challenge. The Read Binary (ReadB) com-
mand requests the content of a file given in the command data. Identifiers like
the smart card serial number are stored in a file and therefore can be obtained
with this command. In situations where a smart card has to authenticate itself,
the communication partner sends an Internal Authenticate command. The
command data is used to generate an authentication token. When communica-
tion partners are required to authenticate themselves, the smart card expects
an External Authenticate (ExAuth) command containing an authentication
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token. Finally, the Mutual Authenticate (MutAuth) command combines In-
ternal Authenticate and External Authenticate into one command.

Smart card commands manipulate the smart card’s internal state but also
rely heavily on this internal state when certain commands are processed. The
cryptographic algorithm specified in the Manage Security Environment com-
mand determines the kind of protocol the card is running with a communication
partner. When access to data on the card is requested, the decision algorithm
may refer to this internal state. For example, a cryptographic key may only be
used when the successful completion of an earlier protocol run is recorded in the
internal state.

The paper is organized as follows. Section 2 describes a set of security stan-
dards relevant for eCard applications. Section 3 contains a case study of authen-
tication protocols for use in smart card applications. We use two protocols to
demonstrate how protocols are specified for smart card use. We describe poten-
tial protocol vulnerabilities of smart card implementations in Section 4. Section 5
summarizes our observations on security standards. Section 6 comments on the
certification of eCard applications. Section 7 concludes the paper. Although the
application scenario we use as example has a German context, the standardiza-
tion issues observed are not limited to eCard applications or to Germany.

2 Standards Relevant for eCard Applications

We will paint our observations on authentication in eCard applications with a
broad brush, tracking the path from the high level security requirements of an
application to precisely formulated requirements on an authentication protocol
that could be used in a formal verification step.

Top level specifications of security requirements either take for granted that
the meaning of authentication is well defined, or give familiar explanations like
“verifying a claimed identity”. Closer scrutiny may reveal that it is actually not
required to verify the identity but some attribute of an entity. (This attribute
might be verified on the basis of a secret key shared by all legitimate entities or
on the basis of an attribute certificate.) Hence, there may be a first gap between
the requirements stated and the requirements that should actually be met.

Formal analysis of authentication protocols often makes use of correspon-
dence properties [3]. Such correspondence properties try to capture the meaning
of entity authentication as specified in [4] by insisting that a party successfully
completes a protocol run only if the corresponding party has the same view of
certain aspects of the protocol run. This view may just capture the identity of
the corresponding party, but it might also include session keys, session identi-
fiers, or the other party’s view on whom it had communicated with. An attack is
then a protocol run violating the chosen correspondence properties. The attacks
we discuss later violate such correspondence properties but are not necessarily
attacks against a high level authentication goal. Still, it would be desirable for
a security architecture to explicitly bridge the gap between the different lev-
els of authentication specifications, so as to give guidance on the selection or
certification of protocols suitable for a given application.
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The following five standards or standard related documents are relevant for
eCard projects. It is important to note that each document resides on its own
abstraction layer and addresses different issues.

2.1 Cryptographic Protocols

The ISO/IEC 9798 series describes entity authentication protocols for symmetric
key cryptography [5] and asymmetric key cryptography [6]. This standard series
is application and technology independent. Protocols are described on an ab-
stract level. Detailed descriptions of the actions communication partners have to
perform are given. Message formats, cryptographic algorithms, and key lengths
are left unspecified. Hence, these standards do not define direct blueprints for
implementation. This standard series is referenced in a standard for smart cards
as secure signature creation devices [7] and in the eCard guideline documentation
we discuss next.

For eCard projects, the German Federal Office for Information Security main-
tains recommendations on the strength of cryptographic algorithms and key
lengths [8]. In essence, life-spans for encryption mechanisms are given. For ex-
ample, the use of two key triple DES (2KTDES) is prohibited in eCard projects
after 2009 while three key triple DES (3KTDES) may be used until the end
of 2013. Migration strategies or ways to adapt existing protocol to eCard re-
quirements are not given. This document does not assist application designers
in adapting protocols from ISO/IEC 9798 to smart cards.

2.2 Smart Card Standards

Interactions between smart cards and their environment must be standardized.
This includes electrical interfaces, position of connectors, dimensions and com-
mands. All of this is specified in the ISO/IEC 7816 series. We focus on security
and on commands for smart cards as covered in [2]. This part (ISO/IEC 7816-
4) specifies byte sequences to invoke commands, transmission of command data
(parameters), and the status flags a command could possibly return; command
processing is left unspecified. This standard is specifically tied to smart card
technology but is independent of the applications realized with the help of smart
cards.

Standard CWA14890-1 [7] is maintained by the European Committee for
Standardization. It builds on [2] as it uses smart card commands when spec-
ifying protocols. Although [7] is not intended for a specific application it refers
specifically to secure signature creation devices. Thus, security is a topic of the
standard, which is primarily an interoperability standard. Section 3.1 will discuss
an authentication protocol based on symmetric key cryptography in detail. The
standard neither includes a security argument—formal or informal—nor does it
give a reference to such a security argument.

The protocol specification for mutual authentication defines 2KTDES as the
encryption algorithm. In contrast to [8], no statements on the security or life-
span of these protocols are made. Application designers face the problem that
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2KTDES is prohibited in [8] but a protocol using 2KTDES is specified in [7]. In
[8], there is no guidance on resolving this inconsistency. Although the CWA14890-
1 standard is security related, it does not discuss in general the properties smart
card commands must have to ensure secure protocol execution.

Lastly, Common Criteria protection profiles are relevant for eCard applica-
tions. They indicate which tests eCard components have to pass in order to get
certified. However, designers cannot extract requirements that, say, smart card
commands have to fulfill from the standards above. Instead application designers
must trust smart card producers that cards are suitable for the intended task.

We now have five documents that designers have to consider when building
eCard applications. Between these documents, there is no clear hierarchy control-
ling document relationships. For example, it is unclear which document manages
the length of challenges used in security protocols. Furthermore, security prop-
erties of smart card commands and their processing is left to the application
designer although this topic is important and requires security expertise. In the
following section, we will discuss the implications of this missing hierarchy.

3 Case Study: Specifications for Smart Card Based
Authentication Protocols

We first detail a protocol specification for mutual authentication given in CWA
14890-1 [7]. The second protocol specification starts from the mutual authentica-
tion protocol specification in order to build a unilateral two pass authentication
protocol for smart cards.

3.1 Authentication with Key Establishment

The following authenticated key establishment protocol has two goals [7]. First,
it provides evidence that smart card and reader know previously shared se-
cret keys and thus are legitimate communication partners. Second, smart card
and reader agree on two session keys to protect subsequent communications. In
smart card applications, one key is used for encryption/decryption operations
while the second key is used to compute message authentication codes (MAC).
CWA 14890-1 specifies 2KTDES in cipher block chaining mode with fixed ini-
tialization vector 0 as encryption method. The length of challenges is specified
as 64 bits. Additionally, the procedure to establish session keys is defined and
the length of the key derivation data is set to 256 bits. Consequently, designers
have all information needed to integrate the protocol into an application.

The communicating parties are assumed to share two long term symmetric
keys used for encryption, decryption and integrity protection. Such symmetric
keys are stored on smart card and reader at production time, or could be estab-
lished in a protocol using asymmetric key cryptography. The communication is
depicted in Figure 1. The reader starts the protocol with a Manage Security
Environment command informing the smart card which keys will be used to
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protect subsequent messages. From the command data, the smart card deter-
mines that the subsequent protocol establishes two session keys and mutually
authenticates reader and smart card. Next, the reader fetches the serial num-
ber of the smart card (SN.c) with a Read Binary command and stores it for
later use. Then, the reader requests a 64 bits (8 bytes) random number from the
smart card with a Get Challenge command. Upon receiving Get Challenge,
the smart card generates a 64 bits random number (Rand.c) used as nonce. The
smart card stores Rand.c in its internal memory and replies with Rand.c to the
reader.

Fig. 1. A Key Establishment Protocol as Described in CWA 14890-1

Once the reader receives Rand.c, it generates its own 64 bits random number
(Rand.r). Further 256 random bits (KDD.r) are selected for use as key derivation
data. The reader stores KDD.r in its internal memory. Next, the reader gener-
ates the command data for a MutAuth command: it concatenates Rand.r, SN.r,
Rand.c, SN.c, and KDD.r, and encrypts the resulting string under the encryp-
tion key selected in the initial Manage Security Environment command. Last,
the reader generates a MAC of the encrypted data using the selected integrity
key. Then, the reader sends the Mutual Authentication command with the
command data just generated to the smart card.

Upon receiving the Mutual Authentication command, the smart card first
checks the integrity of the message. If it can confirm command data integrity, the
command data are decrypted. Next, the smart card checks whether the second
random number (Rand.c) has the same value as the random number stored
in the card’s internal memory, and whether the second serial number (SN.c)
equals its own serial number. If these two tests are successful, the card stores
the key derivation data (KDD.r) in its internal memory. Now, the smart card
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selects its own 256 bits key derivation data (KDD.c) and stores it in its internal
memory, concatenates Rand.c, SN.c, Rand.r, SN.r, and KDD.r, encrypts the
concatenated data using the previously selected encryption key, and calculates
a MAC over the encrypted data using the integrity key. The smart card then
sends the encrypted data and MAC back to the reader. After verifying the MAC
value, the reader decrypts the response and checks whether the second random
number (Rand.r) equals the one stored in its internal memory and whether the
second serial number (SN.r) matches its own.

Once smart card and reader have stored both their own and received key
derivation data, they can generate the session keys. CWA 14890-1 specifies
2KTDES as the algorithm to be used for encryption, decryption, and integrity
protection. Therefore, four 8 byte keys have to be generated. First, both proto-
col participants XOR the key derivation data (KDD.r ⊕ KDD.c) resulting in a
value KDD.rc. Then, two 32 bit counters are appended to KDD.rc, resulting in
KDD.rc1 and KDD.rc2. The value of the first counter is 1, the value of the sec-
ond is 2. Each protocol participant then calculates hash values of KDD.rc1 and
KDD.rc2. CWA 14890-1 stipulates SHA-1 as hash algorithm. The first 8 bytes
of SHA-1(KDD.rc1) are used as the first encryption key, the second 8 bytes are
used for the second encryption key, while the last four bytes of the hash value
are not used. The value of SHA-1(KDD.rc2) is used similarly. The first 16 bytes
are used for both integrity keys and the last four bytes are not used. These keys
are stored in the internal state of both communication partners. From now on,
these keys can be used to secure further communications.

3.2 Challenge-Response Authentication Protocol

Often, smart cards do not need session keys to perform application oriented
tasks. However, smart cards typically require devices to authenticate themselves,
i.e. communicating devices prove knowledge of certain cryptographic keys. A suc-
cessful authentication is stored in the smart cards internal state as long as the
smart card is connected to the reader or the smart card explicitly removes this
information from its state. Thus, these authentication protocols can be simple
challenge-response protocols. None of the standards detailed in Section 2 give a
smart card implementation of a simple challenge-response authentication proto-
col. Thus, eCard application designers have to create their own implementation.
Naturally, designers may turn to the protocol from the previous section—the
only protocol from eCard relevant standards designed for smart cards.

Removing the Read Binary command pair and replacing the Mutual Au-
thentication with External Authenticate, we get a challenge-response au-
thentication protocol, depicted in Figure 2.

First, the reader informs the smart card which protocol it wants to run,
sending a Manage Security Environment command that states an operation
the smart card has to perform later in the protocol. The Manage Security
Environment command also selects a key required to check the encrypted nonce
later in the protocol. Operation and key are stored in the smart card’s internal
state. Next, the reader sends a Get Challenge command requesting a random
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Fig. 2. Smart Card Adaption of the Simple Challenge-Response Protocol from [5]

value that serves as a nonce. The Get Challenge command includes command
data specifying the length of the challenge in bytes. Upon receiving the com-
mand, the smart card generates a random number (Rand.c) of the requested
length, stores it in its internal state, and responds with Rand.c. The reader
now encrypts Rand.c with the shared secret key it had previously selected with
the Manage Security Environment command. The encrypted challenge is then
used as command data in an External Authentication command sent to the
smart card. On receiving this command, the smart card encrypts the challenge
stored in its internal memory with the secret key specified in the initial Manage
Security Environment command. After encrypting the nonce stored in its in-
ternal memory, the smart card compares the result with the command data of
the External Authenticate command. If the two values match, the smart card
accepts that the reader knows the shared secret key. In the domain of eCard
applications, knowing the shared secret key proves that the reader is legitimate
and the smart card grants access to sensitive information.

The protocol discussed in this section is related to the unilateral two pass au-
thentication protocol specified in ISO/IEC 9798-2 [5]. The standardized technol-
ogy independent version of this protocol, however, includes an optional identifier
to prevent reflection attacks. In scenarios where reflection attacks cannot occur,
the identifier can be omitted. None of the standards introduced in Section 2
discusses in which situations reflection attacks are impossible.

4 Gaps in Smart Card Based Authentication Protocol
Specifications

We will now discuss vulnerabilities of the two protocols described that can be
attributed to incomplete protocol specifications. We also discuss existing gaps
when standards reference other standards.
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4.1 Authentication Protocol with Key Establishment

The protocol specification in CWA 14890-1 [7] mentions two mandatory checks
explicitly: the check whether the challenge received equals the challenge stored
and the check whether the correspondent’s serial number is included in the mes-
sage received. Since these two checks are mentioned explicitly, application de-
signers may be led to believe that performing these two checks suffices to run the
protocol securely. In the domain of eCard applications, however, readers have to
cope with rogue smart cards. For example, the adversary might respond with the
serial number SN.r of the reader she is communicating with. This would enable
the following reflection attack.

In order to use the command data from the reader’s Mutual Authenticate
command as response to the reader, the adversary has to predict Rand.r before
the reader sends the Mutual Authenticate command. If she responds with the
correct Rand.r to Get Challenge, Rand.c and Rand.r have the same value as
well as SN.c and SN.r. In this situation, the reader will accept its own command
data as a valid response. Although the adversary does not know KDD.r, she
knows the information used to generate all four keys. Key generation now starts
from two identical key derivation data (KDD.c and KDD.r are the same). Thus
independent from the chosen KDD.r, the XOR operation always results in 0.
For unpredictable 8 byte challenges, the adversary would need on average 263

attempts for an attack to succeed. The adversary would learn all four keys needed
for encryption and integrity computations. Thus, with a complexity of 263 the
adversary is able to guess 224 bits (four session 56 bit keys).

This potential reflection attack vulnerability shows that the security of the
mutual authentication protocol as specified in CWA 14890-1 [7] does not com-
pletely depend on the key length of 2KTDES. Arguably, nonce length and key
length address different threat scenarios. Nonces protect against on-line attacks,
i.e. nonce prediction. This type of attack is limited by the speed of the card
reader. The key length of the shared encryption and integrity keys protect against
off-line attacks. Here, the adversary is only limited by the computational power
she has at her disposal.

Increasing key size (using 3KTDES) or changing encryption algorithms (to,
say, AES) only increases security against off-line prediction attacks. Protocol
security against off-line and on-line attacks only increases when challenge and
key size are increased together. None of the standards discussed in Section 2
addresses this relationship between protocol message formats, cryptographic al-
gorithms, and key length.

It is not required that nonce and keys have the same length. However, using
3KTDES keys and 64 bits nonces implies the card reader interface is 2104 times
slower than the adversary’s computational power. In case of such substantial
discrepancies, standards ought to document that this issue has been considered.

4.2 On the Use of Xor

The rationale for using XOR would be mistrust of the communication partner’s
random number generator. However, when the adversary can reflect (unknown)
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random data back to its creator, XORing these values can result in a loss of
security. The XOR operation does not only weaken protocol security it is also
unnecessary. Both key derivation data KDD.r and KDD.c could be fed into
SHA-1 and still both protocol participants would not have to trust their partner’s
random number generator. As long as their own random input is unknown to
the attacker, the SHA-1 result is unpredictable for the attacker.

4.3 Challenge-Response Authentication Protocol

The verifier in the protocol from ISO/IEC 9798 [5] starts the protocol by sending
a random challenge. In contrast, the smart card in the protocol from Section 3.2
reacts to a command sent by the reader. Thus, a smart card has to protect itself
from adversaries that alter command sequences.

An obvious problem resides in the Get Challenge command. The adversary
could set the length of the challenge requested to one byte, limiting the smart
card to choose the challenge from 256 possibilities.

Smart cards could protect themselves from this attack by rejecting requests for
random numbers that are too short. In fact, ISO/IEC 7816-4 [2] allows to reject
Get Challenge commands. However, checking Get Challenge command data
is not part of the design pattern described in CWA 14890-1 [7]. The standard
stipulates 64 bits challenges but does not include error or plausibility checking
nor does it give reason to why 64 bits challenges are chosen. For reasons explained
in Section 4.4, it is unlikely that smart card centric standards would include such
checks.

The simple authentication protocol from Section 3.2 is susceptible to a reflec-
tion attack. First, the adversary sends a Manage Security Environment com-
mand to the smart card setting the shared key for encryption in an Internal
Authenticate command. Then, she requests Rand.c from the smart card using
Get Challenge. Upon receiving Rand.c, she uses Rand.c as command data in
an Internal Authenticate command causing the smart card to reply with the
encrypted challenge. Once she receives the encrypted challenge, the adversary
again sends a Manage Security Environment command to the smart card set-
ting the same symmetric key for use with External Authenticate. Then, the
adversary sends the encrypted challenge with an External Authenticate to
the smart card. The verifier will accept the encrypted challenge and thus believe
that the adversary is a legitimate reader.

It is the reader that deviates from the intended protocol. From the smart card
point view, however, the reader cannot be trusted until successful completion of
the authentication protocol run. Therefore, smart cards must not accept extra
commands from the reader before authentication is assured. The smart card
operating system can prevent this attack without changing the protocol. First,
the operating system could erase random values stored in the card’s internal
state whenever it receives a Manage Security Environment command. Thus,
the second Manage Security Environment command would delete Rand.c from
the card’s internal memory and External Authenticate would fail. Alterna-
tively, the use of symmetric keys could be restricted so that they could either be
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used for encryption or decryption but not for both. Now, the smart card would
not encrypt Rand.c with the key it uses to verify the encrypted Rand.c. In yet
another solution, a protocol automaton could detect commands arriving out of
sequence in a protocol run.

A slight change to the protocol would stop the reflection attack without mak-
ing assumptions about smart card commands other than External Authenti-
cate. Instead of encrypting only Rand.c, the serial number of the device
performing the encryption could be included. When the serial number is linked
to Rand.c and the smart card checks whether the received serial number is its
own, the reflection attack can be prevented.

The attacks described above are not meant to demonstrate new attack meth-
ods or to show that insecure implementations are possible. Rather, we used this
simple authentication protocol to indicate how easily application designers may
make mistakes when adapting protocols from standards.

4.4 Protocol Performance

In applications where protocols are executed frequently, performance is particu-
larly important. Therefore, it is likely that designers would omit optional message
fields like the identifier in the authentication protocol described in [5]. Using the
identifier (e.g. reader’s serial number) to counter reflection attacks would result
in added computation and communication overheads. Reader and smart card
have to encrypt more data to generate the token. The reader also has to trans-
mit the additional encrypted identifier to the smart card. (In scenarios where the
smart card cannot use the selected key to decrypt messages, the identifier must
be included in the clear. Otherwise the smart card would be unable to generate
and compare the token with the received command data.)

Performance optimizations like the omission of the identifier field result in
additional smart card requirements. Application designers may not be aware
of those extra requirements since no standard relating to eCard applications
describes them. Restricting the use of the encryption key together with Internal
Authenticate is a common restriction to avoid reflection attacks. Discussing
explicitly smart card requirements in at least one of the standards would save
designers from obvious mistakes.

5 The Maze of Standards

Section 2 has introduced standards crucial for protocol security in eCard ap-
plications. Each standard has its own remit and abstraction layer. However,
none of these standards addresses restrictions or requirements they impose on
other standards. As a result, application designers can take all the right turns
and still get lost in the maze of security standards. Given our observed protocol
design vulnerabilities, application designers require security expertise to success-
fully negotiate this maze. The main issue is that adhering to standards will not
automatically result in secure applications.
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For many years the security community has told application writers not to
design their own security procedures but to adhere to standards. However, when
application designers follow this orthodoxy, they are lost in the maze. They must
be aware of possible attacks and of suitable countermeasures in order to incorpo-
rate related standards into their application architecture. More likely, application
designers who do not have the required security expertise will turn to national
standards defining cryptographic parameters [8] and standards describing smart
card specific authentication protocols [7] for guidance.

Standards that do not properly reference the standards they build upon are
another reason why application designers may get lost in the maze. None of the
standards mentioned above manages its own security assumptions or handles the
security requirements of other standards. Dependencies between standards ex-
acerbate this problem. When a standard references another standard, the stan-
dard referenced cannot be aware of the standard referencing. At the point of
the referenced standard, the maze cannot be unravelled. In contrast, standards
using another standard are aware and should reference them and refine their
specifications. For example, the standard defining the smart card based mutual
authentication protocol [7] used in this paper, should refine the standard for
smart card commands [2]. Whenever one standard imposes restrictions it must
specify how conflicts with referenced standards can be resolved. While the na-
tional guideline for eCard applications [8] postulates the use of 3KTDES, the
protocol from [7] uses 2KTDES only. Since the guideline is aware of the pro-
tocol specification, the guideline should advise application designers on how to
upgrade the protocol since changing the key length only may be insufficient to
increase security. Technology independent standards like [5] should not be refer-
enced from technology and application specific standards like [8] without giving
concrete implementation information. This missing hierarchy results in a lack of
clarity about the security requirements for the application. Who is responsible
for the security requirements and where are those documented?

Standards should not limit possible implementations unnecessarily. For ex-
ample, developers of smart card operating systems should be free to implement
commands as they see fit. Since [2] is a general standard describing what kind of
commands smart cards must be able to process, a specification of the interface is
sufficient. However, the mutual authentication protocol standard [7] has a con-
crete security topic since it covers secure signature creation devices. Therefore, it
might specify command properties beyond the interface so that secure protocol
execution is ensured. This need not confine smart card developers since there
may be design choices for fulfilling the security requirement (see Section 4.3).

There are several ways of blocking reflection attacks on the unilateral two pass
protocol. We could use the serial number as an identifier. When the smart card
receives the External Authenticate, it must check whether the serial number
is its own. However, this solution might result in performance loss since more
data has to be encrypted and transmitted. This solution works as long as the
internal state is deleted once the smart card is detached from the reader. In the
setting of smart cards, the smart card’s internal state must be deleted once it
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is pulled from the reader. Therefore, not the protocol itself maintains a session
but the smart card. This is contradictory to protocol designs in other areas
where protocol engineering tries to remove state information from the entities
and include all state information into protocol messages.

6 Certification Issues

The analysis of security protocols in eCard applications ultimately takes place
in the context of an executive decision whether to go live with the application.
Decision makers want convincing evidence that all relevant security issues have
been considered and that security risks are properly mitigated. In today’s IT
landscape, the security case for an application is frequently made by certifying
compliance with relevant standards. At the level of security protocols, there is a
preference for protocols where formal security proofs exist.

In our investigations, we have shown why this process may not deliver the
desired results with current eCard applications. There is the familiar problem
of mapping high level security requirements, e.g. card reader authentication, to
the kind of security properties formal verification tools are dealing with (cor-
respondence properties). There is the issue that best practice recommendations
on cryptographic parameters do not reach out to protocols and, for example,
do not cover the length of random challenges. There is the major issue that
some protocols as specified would fail protocol verification although their actual
implementations are not vulnerable.

We can move forward in two ways from this situation. On one hand, we could
advise eCard application designers to follow ‘best practice’ in protocol design
an adopt protocols that are verifiable at the abstract level, giving up on some
degrees of freedom in smart card design. Alternatively, we may work on the
certification process making sure that dependencies between security standards
are properly documented and conducting separate formal protocol analyses per
type of card approved for the application.

7 Conclusion

We have analyzed dependencies between a subset of the standards relevant for
eCard applications. We have noted that it would be possible to have standard
compliant protocol implementations that are vulnerable to attacks violating cer-
tain correspondence properties. The attacks we have described follow known
patterns, may in practice be nothing more than certificational weaknesses, and
may be blocked by specific features on a card. There are however, no provisions
in the current set of security standards that point the designer or evaluator to
these additional features.
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