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Abstract. Despite an increasing need for considering security requirements in 
service composition, the incorporation of security requirements into service 
composition is still a challenge for many reasons: no clear identification of se-
curity requirements for composition, absence of notations to express them, dif-
ficulty in integrating them into the business processes, complexity of mapping 
them into security mechanisms, and the complexity inherent to specify and en-
force complex security requirements. We identify security requirements for ser-
vice composition and define notations to express them at different levels of  
abstraction. We present a novel approach consisting of a methodology, called 
Sec-MoSC, to incorporate security requirements into service composition, map 
security requirements into enforceable mechanisms, and support execution. We 
have implemented this approach in a prototype tool by extending BPMN nota-
tion and building on an existing BPMN editor, BPEL engine and Apache Ram-
part. We showcase an illustrative application of the Sec-MoSC toolset. 

1   Introduction 

There is an increasing need for considering security requirements in service composi-
tion. Service providers and service consumers need security guarantees to offer and 
use services. The users of composite services have requirements such as the confiden-
tiality of their information being preserved by all service providers participating in the 
composition. Service providers may also sign SLAs (Service Level Agreements) with 
the service customers, which impose security requirements that must be satisfied 
when the service is being delivered.   

Despite the importance, the incorporation of security requirements in service com-
position development is still a challenge for many reasons: no clear identification of 
security requirements for service composition, absence of notations to express them, 
difficulty in integrating them into the business process (behind the service composi-
tion), complexity of mapping them into actual security mechanisms, lack of monitoring 
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mechanisms to check whether they are being satisfied at execution time and the com-
plexity inherent to specify and enforce security requirements.  

Current solutions on service composition and security usually concentrate on a par-
ticular aspect: incorporation of security requirements into the business process defini-
tion [10][14][11][12], executable composition [3][18][8][5][6] or enforcement of 
security at execution time [10][16]. However, there is little work that supports identi-
fication, expression and enforcement of security requirements for service composition 
at all levels of abstraction.  

In this paper, we present an approach to deal with security requirements of service 
composition at various levels of abstraction. Our approach streamlines the modelling 
and enforcement of security requirements across multiple stages of business service 
development: from business process specification, to composite service design and 
development, and to business process execution.  

We identify a collection of security requirements for service composition and pro-
pose a set of abstractions to express these security requirements. At the business level, 
we propose abstractions to express identified security requirements, which are repre-
sented by extending BPMN notations [19]. We present a methodology called  
Sec-MoSC (Security for Model-oriented Service Composition) through which com-
position logic, which is represented in standard BPMN, is annotated with security 
abstractions. The annotated model is translated into a BPEL process specification and 
configurations for security enforcement modules and mechanisms. The security re-
quirements are enforced at runtime by an auxiliary engine, which complements the 
BPEL execution engine. We have implemented the approach in a prototype tool to 
demonstrate its viability and showcase it using an example. 

This paper is structured as follows. Section 2 introduces an example scenario used 
throughout the paper. Section 3 presents security requirements and abstractions used 
to express them. Section 4 presents the Sec-MoSC methodology. Section 5 presents 
the architecture and implementation of the prototype tool and an example. Section 6 
presents related works. Section 7 draws our conclusions and identifies future work. 

2   Illustrative Scenario 

We consider a virtual travel agency called VTA (Virtual Travel Agency), which pro-
vides services through an Internet portal for trip arrangements.  The VTA portal is an 
interface between many different travel business companies/government services and 
end-users interested in travel. 

Customers interact with VTA for service usage, payment and non-computational 
assets (e.g., receive the travel insurance policy). The operations are accessed through 
a Web interface available in the VTA portal. The VTA portal runs though the compo-
sition of services available in the Internet. We identified important security require-
ments including (i) encrypting credit card information in all communications, (ii) 
VTA and its partners need valid digital signatures, (iii) authentication mechanisms 
must be used in all interactions among web services accessed by VTA, (iv) logging all 
operations in the service composition for auditing purposes, and (v) VTA and  
its partners require that their Web services may only accept requests coming from 
specific IP addresses or domains. 
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3   Security Abstractions for Business Modelling to Execution 

Our approach starts with the identification of security requirements that may be pre-
sent in service composition. In the following, we identify these requirements and 
introduce a set of abstractions (modelling elements) that help understand, express and 
structure them in such a way that they can be incorporated into a service composition. 

3.1   Security Requirements 

By examining the VTA and other service applications that require composition of 
multiple Internet services across different service providers, we have identified the 
following common security requirements: 

[NFR 01] Confidentiality. Critical information stored or exchanged in service inter-
actions, such as credit card and personal identification information in the VTA exam-
ple, needs to be disclosed only as needed to deliver the service.  

[NFR 02] Data Retention. The information exchanged between services may have a 
time-to-live (TTL), i.e. it should be deleted after a certain time. For example, VTA 
must delete credit card information after sending the e-ticket to the customer.  

[NFR 03] Access Control. Service providers must guarantee that only employees of 
the commercial department have access to customer data (e.g., the system designer 
cannot access this data).  

[NFR 04] Authentication. Authentication ensures that only appropriate users have 
access to the sensitive or critical information held by the services, and also ensures 
that an action X was performed by a user Y and by nobody else (non-repudiation).  

[NFR 05] Restricted Access. The composite service may filter communication with 
other services based on IP address or domain names. The VTA service relies on the IP 
addresses belonging to registered service providers to restrict access.  

[NFR 06] Data Integrity. Stored and communicated sensitive customer data (such as 
credit card information) has to be checked against data corruption. 

[NFR 07] Data Sharing. Service providers may be required to keep customer data 
within their company, or share it with sub-contractors in a limited way.  

[NFR 08] Service Certification. Services used in the composition may need a certi-
fied abstraction of their behaviour. Any service whose behaviour is altered must be 
certified again. A Secure Capability Authority may be in charge of evaluating the 
compliance of Web services with respect to security capabilities and functionality. 

[NFR 09] Auditing. Any operation performed by the service composition may need 
to be logged for auditing purposes. 

[NFR 10] Monitoring. Anomalous behaviour in the composition that leads to viola-
tion of security constraints (e.g. leakage of information) should be monitored. 

This set of security requirements has served as a basis for the proposed solutions 
presented in this paper.  
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3.2   Abstractions 

In order to express the security requirements, we propose a set of abstractions by 
extending our previous work [15] to express non-functional requirements at model-
ling, development and run time: NF-Attributes, NF-Statements, and NF-Actions.  

 
Table 1. Security requirements, NF-Actions and properties 

 
Security  
requirement 
(Section 3.1) 

NF-Action Properties  

NFR01 UseCryptography  Encryption Type (Symmetric / 
Asymmetric), Algorithm, Encrypted 
Message Parts , Key Length 

NFR02 DeleteInformation  Type (Time/Event based), Time-to-
live (TTL), Event (Before, After)  

NFR03 UseAccessControl  Role, list of trusted entities, access 
level for each service 

NFR04 UseAuthentication 
UseDigitalSignatures 

Token Type (Username / X509 /  
Kerberos / SAML), Session Timeout  

NFR05 RestrictAccess  Restriction Type (allow, deny), Source 
IP, Source IP Range, Destination  
Endpoint 

NFR06 CheckDataIntegrity Signature Type (HMAC_SHA1 / 
RSA_SHA1), Checked Parts (Header / 
Body) 

NFR07 ClassifyInformation  Classification (Top Secret, Secret, 
Confidential)  

NFR08 CertifiedServiceBehavior Level of  certification, The trusted 
entity  

NFR09 Log Level (DEBUG, INFO, WARN,  
ERROR)  

 
NF-Attribute. It models non-functional characteristics such as security that may be 
defined in service composition. An NF-Attribute can be primitive or composite. A 
composite NF-Attribute is decomposed into primitive NF-Attributes that are closer to 
implementation elements. The composite NF-Attribute Security may be decomposed 
into primitive NF-Attributes Integrity and Confidentiality.    

NF-Action. It models a software aspect or hardware feature that implements an NF-
Attribute. Software aspects mean design decisions, algorithms, data structures, con-
figurations and so on. Hardware features concern computer resources available for 
running the software system. NF-Actions are the abstractions to express the security 
enforcement mechanisms that must be implemented to achieve the NF-Attribute. For 
example, the realisation of the NF-Attribute Authentication may be carried out by 
implementing the NF-Action UseAuthentication. Finally, NF-Actions may be grouped 
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to facilitate their reuse. They may have a set of properties like a tuple <name, 
value> that help to better characterise and implement them, e.g., the NF-Action 
UseCryptography has the property <encryption type, symmetric>.  

NF-Statement. It models constraints defined on an NF-Attribute to guide decisions 
taken to implement the NF-Attribute. In the context of security, NF-Statements are 
defined in multiple levels such as high, medium, low. For example, “High Confidenti-
ality” may require choosing public key-based encryption algorithm, whereas “Me-
dium Confidentiality” may require 128-bit AES encryption. 

In this paper, our focus is on “security” (a composite NF-Attribute). We define a 
set of primitive security NF-Attributes (Integrity, Confidentiality, Authentication, 
Authorization, Audit, etc.) and a set of NF-Actions (together with their properties) that 
may be used to realise the NF-Attributes (see Table 1), and four constraint levels to 
the NF-Statements (High, Medium, Low and Other). The identified NF-Attributes are 
realised by implementing these NF-Actions through configuring orchestration engines 
using existing standards, defining and implementing security modules, and so on. 

 
1- Business Process 

Modelling

3- Service 
Enrichment

2- Security Requirements
Modelling

11- Platform-Specific 
WS-BPEL Generation

7- Predicate
Enrichment

10- Generic 
Security 

Specification
Generation

8-Generic
WS-BPEL

Generation

5- Task and Group
Enrichment

6- Data Object
Enrichment

4- NF-Action 
Enrichment

13- Execution of 
WS-BPEL 

12- Platform-Specific
Security  Configuration

Generation

Execution
Level

Design
Level

Business
Level

9- Service
Information
Generation

BPMN Annotated

 

Fig. 1. Sec-MoSC Methodology 

4   Sec-MoSC Methodology 

We present a methodology, called Sec-MoSC, for incorporation of security require-
ments in service composition based on the following principles and assumptions: (i) 
different stakeholders (business users, security experts, service developers) are in-
volved in defining and enforcing security requirements at various development stages. 
Following the principle of separation of concerns, we define three abstraction levels: 
business, design and execution. Security requirements are represented in different 
views corresponding to these layers; (ii) targeting business users, we adopt BPMN to 
express business processes; (iii) business users incorporate security requirements into 
the composition process during the business process definition using an extended 
BPMN notation; (iv) we use WS-BPEL to express the executable service composition 
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specification. We provide a semi-automated approach to translate the annotated 
BPMN into executable BPEL along with enforceable security mechanisms. The run-
time support is offered by complementing the orchestration engine with an auxiliary 
engine. Sec-MoSC methodology, shown in Figure 1, consists of the following steps: 

Step 1: Business Process Modelling: This step refers to modelling the business 
process using BPMN abstractions such as tasks, task groups, data objects (business 
process information), predicates and so on. This step is performed by a business ex-
pert that has knowledge of the business process.  

Step 2: Security Requirements Modelling: This step consists of defining security 
requirements and binding them to elements of the BPMN model. We extend BPMN 
elements by three new notations corresponding to NF-Attribute, NF-Statement and 
NF-Action. Considering the non-functional abstractions introduced in Section 3.2, 
this step initially defines NF-Attributes (composite security or primitive confidential-
ity, etc.) and NF-Statements (High, Medium, Low and Other) and binds them to 
BPMN elements. This step is performed by a business expert, possibly aided by a 
security expert that knows the meaning of NF-Attributes and NF-Statements. The 
business expert may include the rationale to define the NF-Statement. NF-Attributes 
and NF-Statements are bound to a BPMN element like data object, task or task group. 
This step annotates the BPMN model with NF-Attributes, NF-Statements, and default 
NF-Actions. For example, a BPMN task may be associated to the NF-Attributes Au-
thorization and Authentication and NF-Statement “High” along with default NF-
Actions RestrictAccess and UseAuthentication needed to realise them.  

Step 3: Service Enrichment: This step concentrates on enriching the annotated 
BPMN model by including additional information about the actual services that are 
used to realize BPMN tasks. Services may be selected from a service repository. A 
filter based on NF-Attributes and NF-Statements is applied to the list of candidate 
services in such a way that only services that satisfy the security requirements are 
considered. This step is to facilitate automated code generation from BPMN to BPEL. 

Step 4: NF-Action Enrichment: This step further refines the security requirements 
identified in Step 2. The security expert considers if the set of NF-Attributes and de-
fault NF-Actions are enough to realise the security requirements. The security expert 
may change (remove/add/alter) the default set of NF-Actions and their properties to 
satisfy the requested NF-Statement. Each NF-Action has a particular set of properties 
that serves as parameters in its use (see Table 1). These properties may be altered by 
the security expert to select the best parameters to meet NF-Statements. 

Steps 5, 6 and 7: Task and Group Enrichment, Data Object Enrichment and  
Predicate Enrichment: Automatic mapping from BPMN to BPEL is intractable with-
out additional information. Steps 3, 5, 6 and 7 are defined to enrich the BPMN model 
in order to facilitate automatic generation of executable service composition from the 
BPMN model to BPEL. Step 5 (Task and Group Enrichment) includes more informa-
tion about the service defined in Step 3 such as URI, business type, and so on. Step 6 
(Data Object Enrichment) consists of refining the definition of the BPMN data  
objects by associating data types and assigning variables to them. Finally, Step 7 
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(Predicate Enrichment) consists of explicitly solving predicates of the BPMN model 
(e.g., loop, decision commands). 

Steps 8, 9 and 10: Generic WS-BPEL Generation, Service Information Generation 
and  Generic Security Specification Generation: In these steps, we map the anno-
tated BPMN model into an executable composition (WS-BPEL) along with the secu-
rity configurations and enforcement mechanisms. This mapping is carried out in two 
steps as we choose to decouple the executable composition from any particular or-
chestration engine. Steps 8, 9 and 10 refer to the mapping of the annotated BPMN 
into platform-independent (which we call generic) WS-BPEL, service information 
and security configurations, and Steps 11 and 12 yield platform-specific BPEL and 
security configurations. 

Step 8 (Generic WS-BPEL Generation) maps the annotated BPMN into a WS-
BPEL composition that is independent from any particular WS-BPEL engine. The 
WS-BPEL composition only contains standard WS-BPEL elements. Step 9 (Service 
Information Generation) generates a file that contains generic information (XML file) 
about the services to be used in the executable service composition (see Steps 3 and 
5). Finally, Step 10 (Generic Security Configuration Generation) is responsible for 
yielding a generic configuration file that includes needed security configurations to 
realise the security requirements defined in Steps 2 and 3. Internally, NF-Actions will 
be actually bound to WS-BPEL commands such as invoke, receive, reply, 
sequence, assign, variable, eventHandler and throw. NF-Actions have 
(in most cases) different meanings when they are bound to different WS-BPEL ele-
ments. For example, the NF-Action UseCryptography() bound to the WS-BPEL 
command receive means that once the receive is the entry point of the composi-
tion, the interactions between the client and the orchestration engine must be en-
crypted. On the other hand, when UseCryptography() is bound to the WS-BPEL 
command invoke, the interactions between the orchestration engine and the service 
provider must be encrypted. 

Steps 11 and 12: Platform-Specific WS-BPEL and Security Configuration Genera-
tion: In these steps, the generic files generated in Steps 8, 9 and 10 are transformed 
into platform-specific WS-BPEL (Step 11) and security configuration files (Step 12). 
Step 11 (Platform-Specific WS-BPEL Generation) produces a WS-BPEL composition 
that is customised to run on a particular orchestration engine (e.g., Apache ODE in 
our work). Step 12 (Platform-Specific Security Configuration Generation) generates a 
set of configuration files to enforce the security requirements in a particular orchestra-
tion engine or security module (e.g., Apache ODE Rampart in our work). 

Step 13: Execution of WS-BPEL: This step runs the WS-BPEL executable composi-
tion and enforces the security requirements at specified enforcement points using an 
auxiliary engine, which is described in more detail in Section 5.2. 

5   Architecture, Implementation and Example 

This section presents the Sec-MoSC solution architecture that supports security ab-
stractions (Section 3) and the Sec-MoSC methodology (Section 4). Following this 
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architecture, we have implemented a toolset to demonstrate the viability of the ap-
proach. We also detail how the prototype toolset can be used to support the modelling 
and development of the VTA use case introduced in Section 2.  

5.1   Architecture 

Figure 2 shows the architectural overview of the proposed solution, which includes a 
security extension of a BPMN editor (Sec-MoSC Tool Editor), a set of repositories 
(for Security NF-Actions, Services and Log), execution environment tools (Auxiliary 
Engine and Orchestration engine) and XML files.  
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Fig. 2. Sec-MoSC Architecture 

 
Sec-MoSC Tool Editor provides support at development time and is composed of 

four main components: BPMN module, Security extension module, Service extension 
module and the Sec-MoSC Translator. The BPMN module allows the developer to 
define a business process using the standard BPMN notation. The Security extension 
provides support to model the security requirements and bind them to BPMN ele-
ments. The Service extension is responsible for the annotation of service information 
(e.g., candidate services to execute a task) into the BPMN. Finally, the Sec-MoSC 
Translator is in charge of carrying out the mapping of the annotated BPMN model 
into WS-BPEL and other specification files. The repositories Services and Security 
store information about pre-registered services and supported security NF-Actions. 
These repositories support annotation of the business process model. The Log reposi-
tory stores security log information generated at runtime. 

The Execution Environment is responsible for executing the service composition 
and realising non-functional requirements. This realisation is performed by the en-
forcement mechanisms through generation of configuration files to the Orchestration 
Engine. This generation is performed by the Auxiliary Engine, which applies and 
manages configurations in order to execute the secure service composition. The  



 Incorporating Security Requirements into Service Composition 381 

Orchestration Engine has the traditional role of executing the composition. The auxil-
iary engine has an internal component, the MoSC Security Module , that executes the 
security enforcement mechanisms by implementing needed NF-Actions either directly 
or by configuring existing engines such as Apache Rampart [1]. We provide three 
complementary views in the Sec-MoSC Tool Editor corresponding to the three levels 
of abstraction: business, design and execution. In the business view, the business user 
can use the editor to annotate a BPMN model with provided security annotations. The 
design view shows the corresponding BPEL code and security configuration files to 
the annotated BPMN model. The developer can inspect the generated code and further 
refine the configuration of NF-Actions. The execution view allows the user to deploy 
the composition logic into the Execution Environment and monitor and inspect the 
log of secured composition execution. 

It is important to note that the functional BPEL code is not altered in order to insert 
enforcement points. In the presented approach, the enforcement points are specified in 
the configuration files generated by the Auxiliary Engine. For example, if the user 
specifies that a specific communication should be encrypted via the NF-Action of 
UseCryptography, the Auxiliary Engine will receive this requirement and will gener-
ate specific configurations in order to guarantee that the enforcement points will be 
performed. In this example (UseCryptography), the execution of the NF-Action will 
alter the SOAP request and SOAP response messages by encrypting/decrypting the 
message.  This process is transparent to the functional execution of the application. 
An example of a configuration file will be presented in Section 5.3. 

5.2   Implementation 

Components of the Sec-MoSC architecture presented in Figure 2 are implemented as 
an Eclipse plugin. The BPMN Module was implemented by extending the BPMN 
editor [7] to support the BPMN concept of TaskType (this concept is present in the 
BPMN 1.2 specification). We used Eclipse GEF framework to implement the defini-
tion and binding of security and service information to the BPMN model. These ex-
tensions access the Service and NF-Action repositories at development time to assist 
the model annotation. The Sec-MoSC Translator has been implemented considering 
the BPMN elements and user annotations in the Sec-MoSC Tool Editor in order to 
generate platform-independent files containing all information required for the execu-
tion of the service composition and configuration of security mechanisms.  

Figure 3 shows a screenshot of the Sec-MoSC Tool Editor. This figure is divided 
into three main areas. The palette on the right includes BPMN shapes (Task, Predicate 
and Data Object) and security shapes (NF-Attributes represented as cloud, NF-
Statements as locker, Group of NF-Actions as dashed rectangle and NF-Actions as 
solid rectangle) used in the graphical modelling. The modelling area in the centre 
contains the business process and security definitions. The property area shows the 
properties of a particular BPMN shape (e.g., size) or security shape (e.g., Encryption 
Type for this particular example shown in the figure). The property area also includes 
service information bound to a BPMN task.  

The Auxiliary Engine has been implemented in Java and it is able to generate both 
a Platform-Specific WS-BPEL (from the Generic WS-BPEL and service annotations) 
and a Platform-Specific Security Configuration (from Generic Security Specification); 
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and intermediate invocations/responses to/from the Orchestration Engine. The Or-
chestration Engine used is the Apache ODE [2] (based on Axis 2) due to its wide 
adoption and its support for security enforcement points provided by the Rampart 
security module [1]. Finally, the Auxiliary Engine MoSC Security Module was im-
plemented based on Axis 2 that implements the NF-Actions not supported by Ram-
part, e.g., RestrictAccess and Log (see Table 1).  

 

 

Fig. 3. Sec-MoSC Tool Editor 

 
Figure 4 shows the architecture of Execution Environment. This architecture uses 

the orchestration engine Apache ODE [2], built under the framework Axis2 [17]. The 
service composition principle is based on the Axis2 message flow. The functional part 
of the application is translated to WS-BPEL 2.0 and is executed by the Apache ODE 
engine. The non-functional part of the application is handled by interceptors associ-
ated to the NF-Actions. When the Apache ODE sends/receives an invocation, the 
SOAP message crosses the Axis2 message flow; if the service to be invoked has an 
associated NF-Action, a handler will be invoked in order to perform this NF-Action.  
The Apache Rampart is able to handle a specific set of NF-Actions, e.g. UseCrypto-
graphy, UseAuthentication and CheckDataIntegrity. However, there are some NF-
Actions that Rampart is unable to manage; in this case, the Auxiliary Engine takes 
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over the responsibility. The NF-Actions RestrictAccess and Log, for example, are 
managed by the Auxiliary Engine interceptors. 

Note that the flow of messages inside the Execution Environment depends on the 
security requirements defined. For example, the implementation of the NF-Action 
RestrictAccess receives an invocation and then forwards it to the Auxiliary Engine 
that checks if the IP address in the output message has some kind of constraint. If the 
constraint is not satisfied, the message is not forwarded through other elements in the 
FlowOut. Otherwise (the IP address is allowed), the message is forwarded to Rampart 
that may enforce other NF-Actions (e.g., UseCryptography). Next, Rampart forwards 
the message to the web service that actually handles the request. 
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Fig. 4. Implementation of the Execution Environment in the Apache ODE 

5.3    Illustrative Example 

This section presents how the Sec-MoSC methodology and the tools have been used 
to model the example scenario presented in Section 2. We describe a use case in 
which the user buys a national air ticket. The security requirements defined in this 
business process are Confidentiality (NFR 01) and RestrictAccess (NFR 05), which 
are implemented by the NF-Actions UseCryptography and RestrictAccess.  

Figure 5 presents the resulting business process model after steps Business Process 
Modelling and Security Requirements Modelling. This business process includes four 
Service Tasks (Receive customer data, Check flight availability, Request authorisa-
tion payment and Send confirmation e-mail), the NF-Statements bound to Receive 
customer data (locker) and Request authorisation payment (locker), the NF-Attribute 
Confidentiality and the NF-Actions RestrictAccess and UseCryptography that imple-
ment this NF-Attribute. 
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In step NF-Action Enrichment (shown in Figure 1), the properties of UseCrypto-
graphy and RestrictAccess are configured. The next enrichment steps (Data Object 
Enrichment, Task and Group Enrichment and Predicate Enrichment) collect addi-
tional information from the users such that the remainder of the process can be auto-
mated. To perform the generic generation steps 8, 9, and 10, the Sec-MoSC translator 
takes the annotated BPMN model as input and generates three platform-independent 
files, which we term generic files. The security information file includes information 
for specific security enforcement actions expressed in the model. The service orches-
tration specification file is a platform-independent version of the functional executa-
ble code (WS-BPEL code). The service information file includes information (e.g. 
URI, partner links, operation names) needed to enrich the service orchestration speci-
fication file to perform calls to the selected services. 

The steps Platform-Specific WS-BPEL and Platform-Specific Security Configura-
tion Generation generate four files: one Platform-Specific WS-BPEL (executable 
service composition) and three security configuration files. The security mechanisms 
to support the NF-Action UseCryptography are already implemented by Rampart, 
which means that for this particular NF-Action we generate a Rampart configuration 
file that enforces this NF-Action. The NF-Action RestrictAccess is not supported by 
Rampart. Thus we implement it using an Axis2 phase. 

 

 

Fig. 5. Business Process and its security requirements 

 
The following XML code refers to the specification of the security mechanism re-

lated to the NF-Actions UseCryptography and RestrictAccess. This code is generated 
by the Auxiliary Engine and provides configurations to the Apache Rampart (Line 9 
to Line 11, and Line 17 to Line 19), in the case that the NF-Action can be imple-
mented using this security module, and to the MoSC Security Module, in the case that 
Rampart do not provide support to the NF-Action (Line 21 to Line 27).  

With respect to the NF-Action UseCryptography, this file specifies that the encryp-
tion algorithm TripleDESRSA15 (line 10) must be used. In addition, at line 18, it is 
stated that the body of the message must be encrypted. All of this information is used 
by Apache Rampart to guarantee that the user requirements will be respected. 
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In the case of the NF-Action RestrictAccess, the Apache Rampart does not support 
the enforcement. Therefore, the MoSC Security Module, part of the Auxiliary Engine, 
is responsible for the enforcement of this NF-Action. The associated configuration 
specification to this NF-Action can be found from Line 21 to Line 27 of the following 
code.  

 
(1) <wsp:Policy wsu:Id="SigEncr" 
(2) ... 
(3) <wsp:ExactlyOne> 
(4)   <wsp:All> 
(5)   <sp:AsymmetricBinding> 
(6)    <wsp:Policy> 
(7)     ... 
(8)     <sp:AlgorithmSuite> 
(9)      <wsp:Policy> 
(10)          <sp:TripleDesRsa15 /> 
(11)      </wsp:Policy> 
(12)    </sp:AlgorithmSuite> 
(13)     ... 
(14)     </wsp:Policy> 
(15)   </sp:AsymmetricBinding> 
(16)    ... 
(17)    <sp:EncryptedParts> 
(18)    <sp:Body /> 
(19)   </sp:EncryptedParts> 
(20)    ... 
(21)    <secmosc:SecMoscConfig> 
(22)      <secmosc:restrictAccess> 
(23)          <secmosc:restrictPartner policyType="allow"> 
(24)        <secmosc:destinationEndpoint    

address="172.17.0.0/16"/> 
(25)    </secmosc:restrictPartner> 
(26)      </secmosc:restrictAccess> 
(27)          </secmosc:SecMoscConfig>  
(28)   </wsp:All> 
(29) </wsp:ExactlyOne> 
(30) </wsp:Policy> 

 

The MoSC Security Module is also responsible for the enforcement of the NF-Action 
Restrict Access. When a service invocation is realized by the orchestration engine, the 
request message is intercepted by the MoSC Security Module that will call the han-
dler to perform the NF-Action. The handler verifies whether the IP address of the web 
service to be invoked is valid based on the defined configuration (Line 24).   

We learned that this model-driven approach facilitates the communication between 
the business analyst, security expert, and service developer to specify and refine secu-
rity requirements.  Having an intermediate platform-independent specification helps 
in both code generation and enforcement. In particular this enables the Auxiliary 
Engine to manage different orchestration engines and security modules. 
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6   Related Work 

Existing research related to service composition and security usually concentrates on 
supporting security at one of the abstraction levels: the business process definition 
[10][14][11][12], the executable composition [3][18][8][5][6], or enforcement of 
specific security requirements at execution time [10][16].  

At the business process modelling level, Menzel [10] and Rodriguez [14] have ex-
tended BPMN modelling notations with specific security elements to incorporate 
security requirements into business process specification. In contrast our modelling 
notation is minimal and generic (NF-Attribute, NF-Action and NF-Statement) and can 
be used to express any security requirement. Therefore, it is easily extendable. Basin 
[3] has complementary work focused on software modelling which offers specific 
notations for modelling access control requirements. Our approach handles all types 
of security requirements for business processes. In Neubauer’s approach [11][12] the 
treatment of security requirements starts before defining the business process by sup-
porting decision makers with elicitation of security requirements. Carminati [3] pro-
poses an ontology-based method for modelling security requirements and provides a 
security vocabulary. In another approach, Phan et al [20] provide a framework for 
specification of high level security requirements as policy objectives and then trans-
lating them into WS-Policy fragments. However, they do not consider business proc-
esses and composite services, but focus on policies for atomic services. 

Although conceptually a business process is mapped into an executable process, in 
most existing work that supports incorporating security requirements at execution 
time, the business process is directly defined using an executable language like WS-
BPEL. For example, [18][8][5][6] extend WS-BPEL with security capabilities. Song 
[16] adopts an aspect-oriented approach that interprets the WS-BPEL process and 
plugs in calls to the security web service component. Menzel [10] reports generating 
only WS-SecurityPolicy fragments. In contrast, we automatically generate platform-
independent configurations which are then automatically translated into platform-
specific configurations which are enforced at execution time by security modules.  

Another key advantage of our approach is that the extension to BPMN notation is 
managed separately from the BPMN model. This allows standard tools to be used 
with the BPMN model. Similarly, we do not modify the BPEL code corresponding to 
the BPMN model but rather identify the enforcement points and mechanisms in sepa-
rate configuration files. 

7   Conclusions and Future Work 

In this paper, we presented a novel holistic model-driven approach and a toolset that 
supports security requirement modelling, automatic code generation and enforcement 
of security requirements. It facilitates the jobs of business users, security experts and 
developers of service composition solutions. The main contributions of the proposed 
approach include the definition of a set of non-functional abstractions to express secu-
rity requirements at different abstraction levels, a methodology to incorporate security 
requirements and service information into BPMN, mappings of security and service 
information into executable elements, and providing execution support for security 
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requirements. We have prototyped the Sec-MoSC solution architecture, which in-
cludes a security-extended BPMN editor to support service composition at modelling 
time, and an auxiliary engine that coordinates with security enhancement modules on 
top of Axis 2 to realise the security requirements at execution time. 

In terms of future work, we concentrate on three areas: (1) to extend the binding of 
security requirements to other BPMN element types beyond tasks, task groups, and 
data objects; (2) to define and realise additional security requirements; and (3) to 
monitor security requirements at runtime in such a way that when a particular re-
quirement is violated, the execution environment can provide evidence of and possi-
bly correct violations. 
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