
 

T. Gross et al. (Eds.): INTERACT 2009, Part II, LNCS 5727, pp. 143–156, 2009. 
© IFIP International Federation for Information Processing 2009 

Interpersonal Privacy Management in Distributed 
Collaboration: Situational Characteristics and 

Interpretive Influences 

Sameer Patil1, Alfred Kobsa1, Ajita John2, Lynne S. Brotman2,  
and Doree Seligmann2 

1 Department of Informatics, University of California, Irvine, Irvine CA 92697, USA 
{patil,kobsa}@uci.edu 

2 Collaborative Applications Research, Avaya Labs, Basking Ridge NJ 07920, USA 
{ajita,lynne,doree}@avaya.com 

Abstract. To understand how collaborators reconcile the often conflicting 
needs of awareness and privacy, we studied a large software development pro-
ject in a multinational corporation involving individuals at sites in the U.S. and 
India. We present a theoretical framework describing privacy management 
practices and their determinants that emerged from field visits, interviews, and 
questionnaire responses. The framework identifies five relevant situational 
characteristics: issue(s) under consideration, physical place(s) involved in inter-
action(s), temporal aspects, affordances and limitations presented by technol-
ogy, and nature of relationships among parties. Each actor, in turn, interprets 
the situation based on several simultaneous influences: self, team, work site, or-
ganization, and cultural environment. This interpretation guides privacy man-
agement action(s). Past actions form a feedback loop refining and/or reinforcing 
the interpretive influences. The framework suggests that effective support for 
privacy management will require that designers follow a socio-technical ap-
proach incorporating a wider scope of situational and interpretive differences.  

Keywords: Privacy, Awareness, Distributed collaboration, Privacy  
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1   Introduction 

High-speed networking has enabled organizations to form teams of geographically 
dispersed knowledge workers. Using such teams offers several advantages: opportuni-
ties to employ talent from across the world, possible expansion to distant markets, and 
savings in operating expenses and travel costs. At the same time, the physical [1, 2] 
and/or temporal [3] separation in such teams poses several challenges when compared 
with conventional co-located collaboration. A crucial factor that impacts distributed 
collaborative activities is the impoverishment of interpersonal interactions (profes-
sional as well as social) and, consequently, reduced awareness of the activities of 
others [2, 4]. Awareness information, however, is instrumental for structuring and 
coordinating one’s own work in light of interdependencies [5]. As a remedy, various 
interpersonal awareness and interaction systems (IAIS) have been built to serve the 
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needs of distributed collaborators (see e.g., [5–7]). There is a growing trend in organi-
zations to deploy IAIS to support work activities and interactions of their employees 
[8–10]. The estimated economic impact of IAIS usage may be to the tune of several 
billion dollars. IBM alone, for example, estimates more than $110 million in annual 
savings from the use of IAIS [11]. 

Designers of these systems face the significant challenge of having to attend simul-
taneously to users’ awareness as well as privacy needs [12, 13]. Insufficient attention 
to either need could undermine the usage of a system. When users cannot effortlessly 
reconcile privacy desires with awareness needs, they may not utilize the system’s full 
potential [7, 14, 15]. Moreover, insufficient attention to privacy aspects may evoke 
strong user backlash [16] that can lead to minimal use, or even abandonment, of the 
system. If this were to happen, organizations stand to lose their investments in IAIS. 
Moreover, the companies that design and build these systems, as well as their clients, 
face the prospect of longer-term damage to trust and credibility [17, 18]. In order to 
build and deploy IAIS that are sensitive to the privacy expectations and behaviors of 
collaborators, we must first understand how knowledge workers engaged in distrib-
uted collaboration currently manage their privacy. This paper reports the findings 
from a study carried out with this goal. 

2   Related Work 

Prior field studies of geographically distributed teams have been conducted with the 
primary objective of comparing their practices with those of conventional co-located 
teams. Therefore, these efforts have attempted to measure efficiency (e.g., [2]), un-
cover cultural barriers (e.g., [19]), or identify effective resource allocation (e.g., [20]). 
Our study sets itself apart with its focus on privacy management practices. 

Initial findings related to privacy in collaboration were primarily noted “on the 
side” in studies aimed at evaluating awareness systems. For instance, Dourish [21] 
characterized privacy controls along a “social-technical continuum.” On the social 
end of this continuum, social pressures and norms are relied upon to prevent system 
abuse, while on its technical end, technology prevents attempted misuse. Social con-
trols are likely to work well only within small and relatively well-knit communities 
[21, 22]. Recently, studies of awareness systems have targeted privacy as the primary 
object of investigation and unveiled a number of factors that affect users’ privacy 
judgments. These include the user’s relationship with the information recipient, the 
purpose and usage of requested information, the context, and the sensitivity of the 
content [15, 17, 18, 23–25]. In contrast, our study does not limit itself to specific 
systems or scenarios; we examined privacy management as it occurs in distributed 
collaboration. We treated IAIS as “part of the circumstance within which those con-
cerns are formulated and interpreted” [26].  

Prior research has also generated models to conceptualize privacy in networked 
multimedia environments. Adams [17] proposed an empirically derived privacy 
model in which a user’s privacy perceptions are based on the sensitivity, receiver, and 
usage of information. However, her subjects were not seasoned team workers but 
university students/staff and conference attendees. Palen and Dourish [26] presented a 
conceptual analysis that describes privacy as a process regulating the boundaries of 
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disclosure, identity and temporality. This process is both dynamic (i.e., shaped by 
personal and collective experiences and expectations) and dialectic (i.e., under con-
tinuous boundary negotiation). Lederer et al. [27] further listed system properties, 
actor relations, and information types as relevant interrelated dimensions that are 
important for the privacy management process. The framework we describe in this 
paper supports and extends these insights by grounding them in an empirical study of 
geographically distributed collaborators. 

3   Study Setting 

We studied a software development project (henceforth Project X) at a large multina-
tional telecommunications company. At various stages, Project X included anywhere 
between 80 to 130 contributors spread across at least five different locations: four in 
the U.S. (in three different time zones) and one in India. The software developed by 
Project X comprised eighteen interdependent modules integrated into a single release. 
Project X releases were arranged in cycles of three to four months. Each new release 
incorporated new features and fixed bugs from the previous releases. During each 
cycle, the management team of Project X tracked the progress of the ongoing cycle 
and planned out the details of the next cycle. 

A variety of contributors worked on Project X: managers at different hierarchical 
levels, software architects, systems engineers, software developers, testers, source 
code management (SCM) support staff, and internal and external customers. The 
number of people at each location varied from a handful to more than thirty. It should 
be noted that team1 membership was independent of geographical location. In other 
words, it was not uncommon for members of a team to be distributed across different 
sites. In addition, a limited amount of telecommuting was common, but only in the 
U.S. Several forms of telecommuting were practiced: telecommuting for part of the 
day, telecommuting for the entire day, telecommuting on an as-needed basis etc. In a 
couple of cases, project members worked mostly from their “virtual office” at home, 
coming in to the workplace only as needed. 

Project X required frequent intra-module as well as inter-module collaboration in 
all phases: design, architecture, coding, testing, integration, and maintenance. Col-
laboration was also required when the employees responsible for a module changed; 
the new individual(s) needed to be briefed. Some collaborative activities spanned the 
entire project scope (for example, when management planned project activities, 
tracked progress, made adjustments, and set strategic goals using estimates and fore-
casts). The SCM unit provided services to Project X for managing its source code 
repositories. Representatives from other software projects that would use the Project 
X platform were also consulted on requirements and feedback. For collaboration, 
Project X members used not only face-to-face meetings but also a variety of technical 
communication, coordination and awareness tools. These included email, Instant 
Messaging (IM), shared calendars, Microsoft Project®, telephones (desk phones as 
well as mobile phones), the SCM system, shared document repositories, and various 
Internet-based conferencing tools (such as Virtual Network Computing (VNC) or 
Microsoft NetMeeting®). 

                                                           
1 We loosely define a team to be a group of individuals supervised by the same manager. 
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While most developers, testers and lower-level managers worked solely on Project 
X, other contributors were engaged in multiple projects. The fraction of time they 
spent on Project X ranged from 3-4% to more than 50% and was partly dependent on 
the current stage in the release cycle. For instance, in some stages a systems engineer 
would spend nearly all of his or her work time on Project X, while during the rest of 
the cycle, his or her effort would be an order of magnitude lower. 

4   Methodology 

Our research objective was to investigate how geographically distributed collabora-
tors reconcile the often conflicting needs of awareness and privacy. To avoid biasing 
the participants, the advertised goal of the study was to investigate collaborative work 
practices. We did not impose a definition of privacy on the study participants. Rather, 
we asked them to explain what “privacy” meant to them in the context of their work 
and work practices. Given the lack of a universal definition for privacy, our intention 
was to avoid biasing the participants or confining them to a specific view of privacy. 
Instead, we sought to uncover the various contextual meanings of privacy for the 
participants, and the associated behaviors and practices aimed at satisfying privacy 
needs. An initial hour-long conversation with the Head of Project X helped us gain a 
basic understanding of the project and formulate a plan for conducting the study. 
Thereafter, we used the following methods: 

• Non-participant Observation. Our exploration started with non-participant obser-
vation of the meetings of the Project X management team. These meetings, which 
involved managers from all project sites and all hierarchical levels, were used to 
formulate the detailed plan for the next release cycle of the project. These observa-
tions improved our understanding of the organization and activities of the project, 
which in turn guided the development of the other aspects of the study that are de-
scribed below. 

• Site Visits. During the first phase of the study, the researcher was based at a Project 
X site on the East Coast of the U.S., and visited three of the other sites, in mid-U.S., 
on the U.S. West Coast, and in India, each for about a week. At every location, in-
terviews were conducted with project members (see below), and site-specific fac-
tors such as architecture, layout, work practices and culture were documented. We 
also interviewed project contributors from the remaining U.S. site – also located on 
the East Coast – while they were visiting the first-mentioned site.  

• Semi-structured Interviews. At each visited site, we conducted semi-structured 
interviews lasting about 90 minutes. The questions were divided into three main 
themes: work practices, awareness and privacy needs, and desired enhancements to 
collaborative tools. In total, we interviewed fifty-two project members across the 
five sites. Interviewees were chosen in such a way that the different job functions at 
the various sites were covered to the extent possible.  

• Online Questionnaire. Based on key insights from the above activities, we formu-
lated an online questionnaire. It aimed at probing deeper into some of the aspects 
we learned from the earlier activities and at attaining broader coverage across Pro-
ject X by reaching those whom we had not been able to interview. Additionally, we 
used questions from the literature to measure privacy attitudes and practices in the 
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domain of consumer privacy [28, 29], and collected demographic information. The 
questionnaire was distributed to all individuals involved with Project X at that time 
(roughly 125). We obtained 90 valid responses (response rate of 74%) which in-
cluded responses from 30 of our original 52 interviewees. 

Transcripts of the interviews were analyzed using the grounded theory approach [30]. 
Categories that emerged from open coding were further refined into ten higher-level 
categories by selective coding. Then, axial coding was employed to identify the rela-
tionships between these higher-level characteristics resulting in a framework that 
illustrates how privacy management operates in the collaborative work context. 

5   Privacy Management Framework 

Fig. 1 shows the framework that emerged from our analysis. It presents privacy man-
agement practices in collaborative work as dependent not just on a number of situ-
ational characteristics but also on a hierarchy of personal interpretive influences that 
an individual applies to the situation. As can also be seen in Fig. 1, the interpretation 
applied by an individual to the situation at hand leads to privacy management ac-
tion(s), or lack thereof. Moreover, these actions themselves form a feedback loop that 
contributes to the reinforcement and/or evolution of the interpretive influences over 
time. Privacy is known to be a context-dependent and highly personal concept [26, 
31]. The framework captures the former aspect in terms of the situational characteris-
tics, and the latter through the interpretive influences. (The interpretive influences are 
related to the “identity” boundary whereas the situational characteristics encompass 
the “disclosure” and “temporal” boundaries described by Palen and Dourish [26].) 

5.1   Situational Characteristics 

Our analysis revealed five key situational characteristics that interviewees deemed 
important when reconciling awareness and privacy needs. 

• Issues. The details of the issue(s) at hand were instrumental in judging aspects such 
as confidentiality, urgency, audience, or communication medium. These judgments, 
in turn, affected privacy management actions. 

 

Fig. 1. Privacy management described in terms of interpretive influences applied to situational 
characteristics 
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• Relationships. This characteristic refers to the nature of relationships – formal as 
well as informal – that existed among the various parties involved in a particular 
situation. 

• Temporality. Two temporal aspects impacted a situation. The first was the time of 
day in one’s own time zone as well as in those of one’s collaborators. The second 
was the temporal extension of the present action(s) into the future in the form of ar-
chives, logs, records, or people’s memories. 

• Technology. As described in Section 3, collaborative activities utilized a host of 
technologies. The affordances as well as the limitations of a system constrained 
which actions it could support, and in what manner [32]. 

• Space. This characteristic refers to the physical space in which work was carried 
out. It includes the design and layout of workspaces and work sites, and also of 
other locations from which individuals worked (such as homes, conference rooms, 
offices of others, cars, and hotels). 

The situational characteristics Issues, Relationships and Technology map to and re-
fine, respectively, the concepts System Properties, Actor Relations, and Information 
Types proposed by Lederer et al. [27]. Similarly, Issues, Relationships and Temporal-
ity subsume Information Sensitivity, Receiver and Usage from Adams’ model [17]. 
Even though we discussed each of the characteristics separately above, a multiple of 
these often came into play in any given situation. In other words, all of them were 
subject to interpretation simultaneously. This is illustrated by the supporting examples 
in Section 6. 

5.2   Interpretive Influences 

While the characteristics described above set the stage, the privacy management ac-
tion(s)2 of each individual further depended on his or her interpretation of the situa-
tion. We identified five major influences that guided this interpretation. 

• Self. Individuals drew upon their personal disposition and characteristics when 
interpreting a situation. 

• Team. The practices, norms or policies of one’s team were also crucial in deciding 
how situations were interpreted. We observed that the impact of this influence was 
dependent on factors such as the length of time the team members had worked to-
gether, the degree of work coupling, and the management style of the team leader. 

• Site. This influence refers to practices and local factors that were unique to a given 
site. For example, the typical practice at the U.S. West Coast site was to arrive at 
the workplace later in the morning than at the other U.S. sites. 

• Organization. The multi-national corporation was the umbrella uniting the differ-
ent sites. It influenced interpretation by providing policies and norms, a shared 
sense of identity, as well as a shared technical infrastructure for carrying out work 
activities. 

• Cultural Environment. The cultural environment external to the organization in 
which one was embedded also influenced how situations were interpreted. The 
large differences between the privacy preferences and practices at the India site 

                                                           
2 The framework also treats inaction, i.e., deciding not to act, as an action. 
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compared with those at the U.S. sites is one of the salient findings of the study (de-
scribed in [33]). These differences were partially attributed to the impact of the cul-
tural environment. 

We also noted that the above influences could be arranged in a hierarchy beginning 
with the most inward influence (self), and growing progressively outward toward the 
larger environment one is embedded in. The interrelationship between the influences 
also needs to be emphasized. For instances, differences between sites can be attrib-
uted not just to local factors (such as the history of the site, the interactions among 
local colleagues, the weather etc.) but also to organizational factors (such as policies 
or infrastructural variations) as well as cultural influences. In order to isolate the con-
tribution of an individual influence, it may be necessary to make comparisons. For 
example, the cultural environment is unlikely to be a major contributor to differences 
among sites within the U.S. 

6   Supporting Examples 

In this section, we present four frequently encountered situations in which collabora-
tors are faced with reconciling awareness and privacy needs: making communication3 
choices, handling interruptions, working from home, and dealing with urgent matters. 
The following subsections describe how the framework presented above explains the 
privacy management actions that we encountered in these situations (the labels in 
italics indicate the applicable situational characteristics and interpretive influences). 
Although we discuss the four separately, it should be noted they are often interrelated. 
For instance, communication choices may need to be made when handling interrup-
tions, or an interruption may need to be handled to deal with an urgent situation. 

6.1   Making Communication Choices 

Our interviewees indicated that privacy concerns impacted their communication 
choices, i.e., what was communicated to whom and how. Several privacy manage-
ment practices occurred in the context of communication, such as self-censorship, 
medium switching, location switching, etc. When engaging in these practices, inter-
viewees reported taking into account the situational characteristics outlined in our 
framework. Thus, privacy management actions depended on factors such as the im-
portance, sensitivity, and confidentiality of the matter being communicated (issues), 
hierarchical as well as social relationships with the audience (relationships), temporal 
considerations such as whether or not the communication could be archived and ac-
cessed at future times (temporality), the richness of expression afforded by a commu-
nication technology (technology), and the presence of others around oneself who may 
come to know about the communication (space). 

                                                           
3 “Communication” refers not just to the contents of verbal or written conversations, but also to 

other more implicit interaction aspects, such as IM status, calendar entries, or code submis-
sion time stamps, which can serve to communicate awareness information about actions, 
availability, etc. 
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Commensurate with our framework (see Fig. 1), the link between a particular 
communication situation and the corresponding privacy management actions is estab-
lished by the interpretive influences. For instance, some individuals preferred IM over 
email for short messages (self, issues). Interviewees also reported that their communi-
cation choices were influenced by the norms in the team, and the management style of 
their manager. For example, some participants reported backchannel IM conversa-
tions with other team members in order to present a “uniform voice” during meetings 
with others, while others reported being available by mobile phone at all times be-
cause of managerial expectations (team). Site-specific influences were also observed: 
due to cubicle environments at some of the sites, private phone conversations necessi-
tated reserving conference rooms or stepping outside the building (site). General  
organization-wide influences such as the shared technical infrastructure, and  
corresponding communication norms (e.g., on sharing one's calendar or accessing the 
calendars of other employees), also shaped how privacy was managed in communica-
tion (organization). Moreover, external factors unrelated to work, such as family, 
commuting conditions, and the cultural background, influenced how situations were 
interpreted (cultural environment). 

Interviewees expressed vastly different expectations of privacy for written vs. non-
written communication (technology). Written communication (which included email) 
was composed with care, and was often self-censored (issues, relationships, self, 
organization). The fact that it could be saved, or be forwarded beyond the original 
recipient, was often taken into account (temporality). The choices of whom to copy, 
or leave out, were made deliberately (issue, relationships). Interviewees also applied 
their interpretations to the variety of non-communicative functions of written com-
munication, such as its role as an individual memory aid, knowledge management 
archive, organizational record, and instrument of accountability. On the other hand, 
non-written communication (such as phone calls and face-to-face meetings) was more 
informal and impromptu (relationship, technology, team, site). In terms of privacy, it 
was sometimes used for discussions deemed too sensitive for the written medium 
and/or when the individual wished to avoid a written trail (issue, technology, tempo-
rality). IM fell somewhere in between [34]. Although IM is written communication, a 
majority of our interviewees treated it as ephemeral and informal. With the exception 
of a few, who exercised the same caution with IM as with email, the interviewees did 
not report archiving IMs (in fact, some even claimed not to know that it was possible 
to save IMs), and assumed that other employees did not save IMs either (technology, 
temporality, organization). 

6.2   Handling Interruptions 

One characterization of privacy is “freedom to be left alone” [35], i.e. control over 
access to oneself. Interruptions, which are common in knowledge work [36], have a 
direct impact in this regard [37]. Our interviewees mentioned several kinds of interrup-
tions, planned as well as unplanned. These included: scheduled meetings (temporality), 
incoming communication (e.g., email, IM, phone) (technology), colleagues dropping 
by one’s office (relationships), urgent issues that required immediate attention (issues, 
temporality), and lunch breaks (temporality). We noted several privacy management  
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Fig. 2. Contrasting attitudes towards interruptions at the U.S. and India sites 

practices for dealing with interruptions: closing the office door (space), scheduling 
“busy” blocks on one’s calendar (temporality, technology), turning off IM or setting 
the IM status to “busy” (technology), multitasking during conference calls (temporal-
ity, technology), eating lunch at one’s desk (temporality, space), working from home 
(space), and working during hours when few others are present (temporality). 

Interruptions exhibited disruptive as well as useful characteristics. On the one 
hand, interviewees complained that interruptions took attention away from their cur-
rent tasks (issues), required extra time and effort for refocusing on the original task 
(issues, temporality), and split time into short blocks resulting in the “filler” blocks 
being spent unproductively (temporality). On the other hand, interviewees recognized 
the value of interruptions for learning about issues that required immediate attention 
(issues), coordinating with colleagues (issues, relationships, temporality), taking a 
break (temporality), multi-tasking (issues, temporality), interacting with friends and 
colleagues at the workplace (regarding work as well as non-work matters) (relation-
ships), and attending to domestic errands (issues, space). 

In handling interruptions, privacy management involved applying the interpretive 
influences to resolve the tension between the disruptive influences of interruptions 
with their potential usefulness. (Note that merely “mentally processing” an interrup-
tion is also disruptive even if the interruption is not dealt with immediately.) For in-
stance, we found that the job function affected preferences regarding how the tension 
ought to be resolved (self). For example, managers recognized greater value in inter-
ruptions since managerial duties require them to be available to resolve the issues 
brought forth by their subordinates [38]. In contrast, developers desired long, uninter-
rupted time blocks to concentrate on their programming tasks. Based on responses to 
the online questionnaire, we also uncovered differences between those at the U.S. 
sites with those in India (space, site, cultural environment) [33]. As Fig. 2 shows, 
those in India agreed more than those in the U.S. that interruptions are useful (India: 
4.80, US: 3.52, p < 0.0001). In contrast, workers at the U.S. sites found interruptions 
disruptive to a larger extent (India: 4.26 US: 5.10 p < 0.015). 

6.3   Balancing Work and Home 

As mentioned in Section 3, it was not uncommon for Project X members to work 
from home, at least in the U.S.4 The form of telecommuting ranged from occasionally 

                                                           
4 Telecommuting was practically non-existent in India due to the lack of adequate domestic 

technical infrastructure, and demographic and cultural differences (cultural environment). 
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checking email from home to having a permanent home office (temporality, space). 
Most of our interviewees fell somewhere between these two extremes (see Section 3). 
Moreover, more than half of our interviewees worked from home during late evenings 
and/or early mornings (temporality). This was necessitated by the need to “get work 
done” in long uninterrupted time blocks (issues, temporality), to “catch up” with un-
finished tasks (issues, temporality), to handle urgent matters (issues, temporality), to 
interact with people in other time zones (issues, relationships, temporality, technol-
ogy), and to build new knowledge and skills. Similarly, several interviewees admitted 
attending to domestic tasks at the workplace (issues, temporality, space). Examples 
include errands, doctor’s appointments, personal email/IM/Web activities, family 
phone calls, or childcare tasks5. Traditionally, the two primary spheres of an individ-
ual’s life – domestic and professional – have been markedly distinct. For Project X 
workers, however, the possibilities of getting work done even when away from the 
office blurred the boundary between home and work, and consequently impacted the 
traditional notion of the 9-to-5 work day (temporality, space). A second factor im-
pacting the notion was the time zone differences with one’s collaborators (temporal-
ity). As a result, what was considered to be “typical” work hours varied from location 
to location (site) and person to person (self). 

Privacy expectations at home and at work are different. Accordingly, we noted 
several privacy management practices to balance work and home based on one’s 
interpretation of the telecommuting situation. Outside of the standard business hours, 
almost all interviewees desired and exercised more control over their availability to 
others (issues, relationships) and over the tasks they worked on (issues). For example, 
during non-business hours some interviewees chose not to sign-in to IM (technology), 
or chose to work on tasks that did not require interaction with others (issues). In many 
cases, such preferences (self) applied regardless of one’s physical location during 
these times, i.e., regardless of whether one was working at home or from one’s work-
place (space). For instance, frequent telecommuters reported that during standard 
business hours, they strived to make themselves available to their collaborators to the 
same extent that they would at the workplace (temporality, space, team). Most inter-
viewees also reported designating a separate room or work space at home (space), and 
trying to separate work and home activities by using separate computers and phones 
(issues, technology). 

6.4   Dealing with Urgent Matters 

While all the situations discussed above pertain to normal routines, dealing with ur-
gent matters (issues, temporality) required deviating from typical privacy expectations 
and practices. Judgments of urgency were based not only on the matter at hand but 
also on the parties involved (relationships). For instance, a request from one’s boss 
was often assigned higher urgency. Discussions of urgency came up frequently in our 
interviews; participants stated that “normal” privacy expectations and practices did 
not apply in urgent situations. In such cases, they engaged in privacy management 
practices different from their normal preferences (self): reorganizing their calendar to 
                                                           
5 Interestingly, the India site employed a person who was charged solely with attending to the 

domestic errands of the knowledge workers (e.g., paying bills at different places in town) 
(cultural environment). 
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devote time to “put out the fire” (issues, temporality), limiting their availability for 
other tasks (issues, temporality), making themselves reachable on their mobile phones 
(temporality, space, technology), answering phone calls at odd hours (temporality, 
space, technology), and ensuring their availability even on vacation (temporality, 
space). Others were expected to make similar adjustments to their privacy expecta-
tions. Thus, when urgent matters arose, our interviewees interrupted others (issues), 
preferred a phone call over an email (issues, technology, temporality), called the mo-
bile phones of their collaborators (issues, technology, temporality), or contacted 
higher-level managers with whom they would not normally communicate (issues, 
relationships). 

In general, the views of all stakeholders (team, site, organization) on what should 
be regarded as urgent were aligned, but not always. The interviewees reported a hand-
ful of instances of differing interpretations of urgency. Since urgency led to changed 
privacy expectations and practices, mismatches in urgency evaluations could pose 
problems (such as receiving a phone call in the middle of the night for an issue that 
one does not deem equally urgent as the caller). 

7   Implications and Future Work 

It is often argued that (a) employees of an organization ought not desire privacy at the 
workplace, in the interest of organizational needs for transparency and accountability 
of employee actions, and (b) employees would not harbor privacy concerns from 
colleagues due to familiarity and shared organizational bonds. In fact, some of our 
interviewees also expressed similar views initially because they began by characteriz-
ing privacy in terms of monitoring by the organization, preventing the disclosure of 
personal information unrelated to work, or hiding inappropriate activities from the 
organization and colleagues. Perhaps this resulted from media coverage in other con-
texts that also spur privacy concerns (e.g., government surveillance, commercial data 
mining, or personally identifiable data usage by entities such as vendors, companies, 
universities, hospitals, and governments). In contrast, as the above discussion illus-
trates, privacy considerations in collaborative work are focused on interpersonal rela-
tionships and interactions6. Our findings demonstrate that knowledge workers do 
engage in privacy management, and underscore the need for IAIS that elevate the 
effectiveness and efficiency with which privacy desires can be reconciled with con-
flicting collaborative needs. 

Users of IAIS use multiple interaction channels; they work in spaces shared with 
other workers; they multitask; they interact with people with whom they have diverse 
kinds of relationships; they move between work and home spheres; they need to pri-
oritize their tasks and availability. Our study shows that these situational characteris-
tics are all considered (and usually several at the same time) when managing privacy. 
Therefore, in order to enhance the consideration of privacy needs, IAIS designers will 
need to take situational characteristics into account. Improvements to IAIS need not 
be complex nor purely technical. For example, technical enhancements could be  
                                                           
6 The interviewees and survey respondents attached low significance to the issue of “employer 

monitoring” of their activities in an institutional sense. Many were, however, significantly 
more concerned about “managerial monitoring.” 
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augmented by simple additions such as privacy screens for monitors, or dual monitor 
setups that allow one to channel interruptions to a secondary screen. It may even be 
beneficial to co-design organizational policies regarding interpersonal privacy expec-
tations and practices along with the technological developments. 

In earlier work [15, 39], we established “impression management” [40] as an un-
derlying cause of privacy concerns. We uncovered impression management practices 
in the present study as well. A number of our interviewees expressed the desire to 
“appear professional,” “present an appropriate image,” “avoid being perceived nega-
tively,” and “tailor the message to the audience.” We plan a deeper exploration of 
how to translate impression management considerations into design suggestions for 
improving privacy management. 

8   Conclusion 

We reported on a study aimed at understanding the interpersonal privacy management 
practices of geographically distributed collaborators. A framework that describes 
these practices emerged from a grounded theory analysis of interviews with members 
of a geographically distributed project, coupled with qualitative field observations at 
the project sites. The framework identifies five key situational characteristics (issues, 
relationships, temporality, technology, and space) which collaborators interpret based 
on five key influences (self, team, site, organization, and cultural environment). These 
interpretations guide privacy management practices, which in turn provide feedback 
for the reinforcement or evolution of the interpretive influences. These privacy man-
agement practices often require weighing multiple situational characteristics under 
various simultaneous interpretive influences. We therefore believe that in order to 
facilitate more effective and efficient privacy management, collaborative systems 
ought to allow a broader consideration of situational characteristics and a greater 
differentiation of interpretive influences than is currently the case. Our findings high-
light the deep embedding of collaborative technical systems as part of the situational 
context. To build privacy management solutions, it is therefore necessary to follow a 
socio-technical design approach that encompasses aspects such as the physical space 
in which IAIS are embedded, and the diversity of relationships between the parties 
whose interactions they mediate. 
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